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Deprecating RC4 in Secure Shell (SSH)
Abst r act

Thi s docunent deprecates RC4 in Secure Shell (SSH). Therefore, this
docunent formally nmoves RFC 4345 to Historic status.

Status of This Meno
Thi s neno docunents an |Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8758

Copyri ght Notice

Copyright (c) 2020 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The usage of RC4A suites (al so designhated as "arcfour") for SSH is
specified in [ RFC4253] and [ RFC4345]. [RFC4253] specifies the
al l ocation of the "arcfour" cipher for SSH [ RFC4345] specifies and



al | ocates the "arcfour128" and "arcfour256" ciphers for SSH RC4
encryption has known weaknesses [ RFC7465] [RFC8429]; therefore, this
docunent starts the deprecation process for their use in Secure Shell
(SSH) [RFC4253]. Accordingly, [RFC4253] is updated to note the
deprecation of the RCA ciphers, and [RFC4345] is noved to Historic
status, as all ciphers it specifies MJST NOT be used.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Updates to RFC 4253

[ RFC4253] is updated to prohibit arcfour’s use in SSH  [RFC4253],
Section 6.3 allocates the "arcfour™ cipher by defining a |ist of
defined ciphers in which the "arcfour" cipher appears as optional, as
shown in Table 1.

| arcfour | OPTIONAL | the ARCFOUR stream ci pher |
| | | with a 128-bit key |

Table 1

Thi s docunent updates the status of the "arcfour" ciphers in the list
found in [RFC4253], Section 6.3 by nmoving it from OPTIONAL to MJST

| arcfour | MJUST NOT | the ARCFOUR stream ci pher |
| | | with a 128-bit key |

Table 2
[ RFC4253] defines the "arcfour" ciphers with the follow ng text:

| The "arcfour” cipher is the Arcfour stream cipher with 128-bit

| keys. The Arcfour cipher is believed to be conpatible with the
| RC4 cipher [SCHNEIER]. Arcfour (and RC4) has problens wth weak
| keys, and should be used with caution.

Thi s docunent updates [ RFC4253], Section 6.3 by replacing the text
above with the follow ng text:

| The "arcfour" cipher is the Arcfour stream ci pher with 128-bit
| keys. The Arcfour cipher is conpatible with the RC4 cipher

| [SCHNEIER]. Arcfour (and RC4) has known weaknesses [ RFC7465]
| [RFC8429] and MJUST NOT be used.

3. | ANA Consi derations

The | ANA has updated the "Encryption Al gorithm Nanmes" subregistry in
the "Secure Shell (SSH) Protocol Paraneters"” registry [IANA]. The
registration procedure is |ETF review, which is achieved by this
docunent. The registry has been updated as foll ows:

| Encryption Algorithm Name | Reference | Note |
B ool e st e e g
| arcfour | RFC 8758 | HI STORIC |



| arcfourl28 | RFC 8758 | HI STORIC |

e e e e e e e eaea oo n Fom e S +

| arcfour256 | RFC 8758 | HI STORIC |

o e e e e e e e e e e oo - R S +
Table 3

4. Security Considerations

Thi s docurment only prohibits the use of RC4 in SSH, it introduces no
new security considerations.
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