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Abst r act

The United States Governnent has published the National Security
Agency (NSA) Conmercial National Security Al gorithm (CNSA) Suite,

whi ch defines cryptographic algorithmpolicy for national security
applications. This docunent specifies the conventions for using the
United States National Security Agency’s CNSA Suite algorithns in
Secure/ Mul ti purpose Internet Mail Extensions (S/M M) as specified in
RFC 8551. It applies to the capabilities, configuration, and
operation of all conponents of US National Security Systemns that
enpl oy S/M ME nessaging. US National Security Systens are described
in NI ST Special Publication 800-59. It is also appropriate for al
other US Governnment systens that process high-value information. It
is made publicly avail able for use by devel opers and operators of
these and any ot her system depl oynents.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this document at
its discretion and makes no statenent about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8755

Copyri ght Notice

Copyright (c) 2020 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent.

Tabl e of Contents

1. Introduction
1.1. Term nol ogy
2. The Commercial National Security AlgorithmSuite
3. Requirenents and Assunptions
4. SHA- 384 Message Digest Al gorithm
5. Digital Signature

5.1. ECDSA Signature



5.2. RSA Signature
6. Key Establishnent
6.1. Elliptic Curve Key Agreenent
6.2. RSA Key Transport
7. Content Encryption
7.1. AES-GCM Content Encryption
7.2. AES-CBC Content Encryption
8. Security Considerations
9. | ANA Consi derations
10. References
10.1. Normative References
10.2. Informative References
Aut hor’ s Addr ess

1. Introduction

Thi s document specifies the conventions for using the United States
Nati onal Security Agency’s Commrercial National Security Al gorithm
(CNSA) Suite algorithms [CNSA] in Secure/ Miltipurpose |Internet Mi
Extensions (S/MME) [RFC8551]. It applies to the capabilities,
configuration, and operation of all conponents of US Nationa
Security Systems that enploy S/M ME nessaging. US National Security
Systens are described in N ST Special Publication 800-59 [ SP80059].
It is also appropriate for all other US Government systens that
process high-value information. It is made publicly available for
use by devel opers and operators of these and any other system

depl oynent s.

S/'M ME nakes use of the Cryptographic Message Syntax (CMS) [ RFC5652]
[ RFC5083]. In particular, the signed-data, envel oped-data, and

aut henti cat ed- envel oped-data content types are used. This docunent
only addresses CNSA Suite conpliance for SMME. Oher applications
of CVS are outside the scope of this docunent.

Thi s docunent does not define any new cryptographic al gorithm suites;
instead, it defines a CNSA-conpliant profile of SSMMe Since many
of the CNSA Suite algorithnms enjoy uses in other environnents as
well, the majority of the conventions needed for these algorithns are
al ready specified in other docunents. This docunent references the
source of these conventions, with some relevant details repeated to
ai d devel opers that choose to support the CNSA Suite. \Were details
have been repeated, the cited docunents are authoritative.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. The Conmercial National Security AlgorithmSuite

The National Security Agency (NSA) profiles comrercial cryptographic
al gorithnms and protocols as part of its mssion to support secure,

i nt eroperabl e communi cations for US Governnment National Security
Systens. To this end, it publishes guidance both to assist with the
US Governnent transition to new algorithnms and to provide vendors --
and the Internet community in general -- with information concerning
their proper use and configuration

Recently, cryptographic transition plans have beconme overshadowed by
the prospect of the devel opnment of a cryptographically rel evant
quant um conputer. The NSA has established the Commercial Nationa
Security Algorithm (CNSA) Suite to provide vendors and | T users near-
termflexibility in nmeeting their cybersecurity interoperability



requi renents. The purpose behind this flexibility is to avoid having
vendors and custoners nmake two major transitions in a relatively
short tinmefranme, as we anticipate a need to shift to quantum

resi stant cryptography in the near future.

The NSA is authoring a set of RFCs, including this one, to provide
updat ed gui dance concerning the use of certain conmonly avail abl e
commercial algorithns in I ETF protocols. These RFCs can be used in
conjunction with other RFCs and cryptographic guidance (e.g., N ST
Speci al Publications) to properly protect Internet traffic and data-
at-rest for US Governnment National Security Systens.

Requi rements and Assunpti ons

CVB val ues are generated using ASN. 1 [ X208], the Basic Encodi ng Rul es
(BER) [X209], and the Distinguished Encoding Rul es (DER) [ X509].

The elliptic curve used in the CNSA Suite is specified in [Fl PS186]
and appears in the literature under two different names. For the
sake of clarity, we list both nanes bel ow

R I I I I T +

| Curve | NIST Name | SECG Name | O D [ FI PS186]

[ e sl e sl e

| nistp384 | P-384 | secp384rl1 | 1.3.132.0.34

F--- - - F-- - - - F-- - - - i I +
Table 1

For CNSA Suite applications, public key certificates used to verify
S/'M ME signatures MJST be conpliant with the CNSA Suite Certificate
and Certificate Revocation List (CRL) profile specified in [ RFC8603].

Wthin the CM5 signed-data content type, signature algorithm
identifiers are located in the signatureAlgorithmfield of Signerlnfo
structures contained within the SignedData. In addition, signature
algorithmidentifiers are located in the Signerlnfo
signatureAlgorithmfield of countersignature attributes. Specific
requirenents for digital signatures are given in Section 5; conpliant
i mpl ement ati ons MJST consi der signhatures not neeting these
requirenents as invalid

I mpl enent ati ons based on Elliptic Curve Cryptography (ECC) al so
require specification of schenmes for key derivation and key wrap.
Requirenents for these schenes are in Sections 6.1.1 and 6.1. 2,
respectively.

RSA key pairs (public, private) are identified by the nodul us size
expressed in bits; RSA-3072 and RSA-4096 are conputed using noduli of
3072 bits and 4096 bits, respectively.

RSA signature key pairs used in CNSA Suite-conpliant inplenmentations
are either RSA-3072 or RSA-4096. The RSA exponent e MJST satisfy
27(16) < e < 27 (256) and be odd per [FIPS186].

It is recognized that, while the vast majority of RSA signhatures are
currently nmade using the RSASSA- PKCS1-vl 5 algorithm the preferred
RSA signature schene for new applications is RSASSA-PSS. CNSA Suite-
compliant X. 509 certificates will be issued in accordance with

[ RFC8603], and while those certificates must be signed and vali dated
usi ng RSASSA- PKCS1-v1 5, the subject’s RSA key pair can be used to
generate and validate signatures appropriate for either signing
scheme. \Were use of RSASSA-PSS is indicated in this docunent, the
parameters in Section 5.2.2 apply.

Thi s docunent assunes that the required trust anchors have been



securely provisioned to the client.

Al'l inplementations use SHA-384 for hashing and either AES-CBC or
AES- GCM for encryption, the requirements for which are given in
Section 4 and Section 7, respectively.

4. SHA- 384 Message Digest Al gorithm

SHA- 384 is the sole CNSA Suite nessage digest algorithm [RFC5754]
specifies the conventions for using SHA-384 with the Cryptographic
Message Syntax (CMS). CNSA Suite-conpliant S/M M inpl enmentations
MUST foll ow the conventions in [ RFC5754].

Wthin the CMS signed-data content type, nessage digest algorithm
identifiers are located in the SignedData digestAlgorithns field and
the Signerinfo digestAl gorithmfield.

The SHA- 384 nmessage digest algorithmis defined in FIPS Pub 180
[ FIPS180]. The algorithmidentifier for SHA-384 is defined in
[ RFC5754] as fol |l ows:

i d-sha384 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stal gorithm(4) hashal gs(2) 2 }

For SHA-384, the Algorithm dentifier paraneters field is OPTI ONAL,
and if present, the paraneters field MIST contain a NULL. As
specified in [RFC5754], inplenmentati ons MJUST generate SHA- 384
Algorithmdentifiers with absent paraneters. |nplenmentations MJST
accept SHA-384 Algorithmdentifiers with absent parameters or with
NULL paraneters.

5. Digital Signature
5.1. ECDSA Signature

The Elliptic Curve Digital Signature Algorithm (ECDSA) is the CNSA
Suite digital signature algorithmbased on ECC. [RFC5753] specifies
the conventions for using ECDSA with the Cryptographic Message Syntax
(CVB). CNSA Suite-conpliant S/M ME i npl enentati ons MJST foll ow t he
conventions in [ RFC5753].

[ RFC5480] defines the signature algorithmidentifier used in CMVS for
ECDSA wi th SHA-384 as fol | ows:

ecdsa-wi th-SHA384 OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-wi th-sha2(3) 3}

When the ecdsa-wi th-SHA384 algorithmidentifier is used, the
Algorithmdentifier paraneters field MJUST be absent.

When si gni ng, the ECDSA al gorithm generates two val ues, conmonly
called r and s. These two val ues MJST be encoded usi ng the ECDSA-
Si g- Val ue type specified in [ RFC5480]:

ECDSA- Si g- Val ue ::= SEQUENCE {
r | NTEGER,
s | NTEGER }

5.2. RSA Signature

The RSA signature generation process and the encoding of the result
is either RSASSA- PKCS1l-v1l 5 or RSA-PSS, as described in detail in
PKCS #1 version 2.2 [ RFC8017].
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1. RSA-PKCS1-v1_5

[ RFC5754] defines the signature algorithmidentifier used in CVs for
an RSA signature with SHA-384 as foll ows:

sha384W t hRSAEncryption OBJECT IDENTIFIER ::= { iso(1l)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkes-1(1) 12 }

When t he sha384Wt hRSAEncryption algorithmidentifier is used, the
paraneters MJST be NULL. |Inplenentations MJST accept the paraneters
bei ng absent as well as present.

2. RSA-PSS

[ RFC4056] defines the signature algorithmidentifier used in CVs for
an RSA- PSS signhature as follows (presented here in expanded form:

RSASSA- PSS OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkes-1(1) 10 }

The paraneters field of an Algorithm dentifier that identifies
RSASSA- PSS is defined in [ RFC4055] as foll ows:

RSASSA- PSS-parans  ::= SEQUENCE ({
hashAl gorithm [ 0] HashAl gorithm DEFAULT
shall dentifier,
maskGenAl gorithm [1] MaskGenAl gorithm DEFAULT
nmgf 1SHALl dentifi er,
sal tLength [2] I NTEGER DEFAULT 20,
trailerField [3] INTEGER DEFAULT 1 }

The Algorithm dentifier parameters field MJST contain RSASSA- PSS-
parans with the foll ow ng val ues

* The hash al gorithm MJST be id-sha384 as defined in [ RFC8017];

* The mask generation function MJST use the algorithmidentifier
nf g1SHA3841 dentifier as defined in [ RFC4055];

* The salt Iength MIUST be 48 octets (the sanme length as the SHA-384
out put); and

* The trailerField MIST have val ue 1.
Key Establi shnent
Elliptic Curve Key Agreenent

Elliptic Curve Diffie-Hellman (ECDH) is the CNSA Suite key agreenent
algorithm Since SSMMe is used in store-and-forward conmuni cati ons,
epheneral -static ECDH i s al ways enpl oyed. This neans that the
message origi nator possesses an epheneral ECDH key pair and that the
message recipi ent possesses a static ECDH key pair whose public key
is provided in an X. 509 certificate. The certificate used to obtain
the recipient’s public key MIST be conpliant with [ RFC8603].

When a key agreenent algorithmis used, the follow ng steps are
per f or med:

1. A content-encryption key (CEK) for a particular content-
encryption algorithmis generated at random

2. The recipient’s public key and sender’s private key are used with
a key agreenent scheme to generate a shared secret (2).

3. The shared secret is used with a key derivation function (KDF) to



produce a key-encryption key (KEK).
4. The KEK is used with a key wap algorithmto encrypt the CEK

Key derivation is discussed in Section 6.1.1. Key wapping is
di scussed in Section 6.1.2.

Section 3.1 of [RFC5753] specifies the conventions for using ECDH
with the CM5. CNSA Suite-conpliant S/M M inpl enmentati ons MJST
foll ow t hese conventi ons.

Wthin the CM5 envel oped-data and aut henti cat ed- envel oped- dat a
content types, key agreenent algorithmidentifiers are |located in the
Envel opedDat a Reci pi ent| nfos KeyAgreeReci pientlnfo

keyEncryptionAl gorithmfield.

The keyEncryptionAlgorithmfield conprises two fields, an algorithm
field and a paraneter field. The algorithmfield MJST identify

dhSi ngl ePass- st dDH sha384kdf - schenme. The algorithmidentifier for

t he dhSi ngl ePass- st dDH sha384kdf - schene, repeated from Section 7.1.4
of [RFC5753], is (presented here in expanded fornj:

dhSi ngl ePass- st dDH- sha384kdf - scheme OBJECT | DENTIFIER ::=
{ iso(1l) identified-organization(3) certicom 132)
schenes(1) 11 2 }

The keyEncryptionAl gorithm paraneter field MIUST be constructed as
described in Section 6.1. 2.

6.1.1. Key Derivation Functions

KDFs based on SHA-384 are used to derive a pairw se key-encryption
key fromthe shared secret produced by epheneral -static ECDH
Sections 7.1.8 and 7.2 in [RFC5753] specify the CM5 conventions for
using a KDF with the shared secret generated during epheneral -static
ECDH. CNSA Suite-conpliant S/M M inplementations MIST foll ow t hese
conventi ons.

As specified in Section 7.1.8 of [RFC5753], the ANSI - X9. 63- KDF
described in Section 3.6.1 of [SECl1] and based on SHA-384 MJUST be
used.

As specified in Section 7.2 of [RFC5753], when using ECDH with the
CVB envel oped-data or authenticated-envel oped-data content type, the
derivation of key-encryption keys makes use of the ECC- CM5- Shar edl nfo

t ype:

ECC- CM5- Sharedl nfo  ::= SEQUENCE ({
keyl nfo Al gorithm dentifier,
entityUnfo [0] EXPLICIT OCTET STRI NG OPTI ONAL
suppPublnfo [2] EXPLICIT OCTET STRI NG }

In the CNSA Suite for SSMM, the fields of ECC-CMs-Sharedlnfo are
used as foll ows:

* Kkeylnfo contains the object identifier of the key-encryption
algorithmused to wap the content-encryption key. |f AES-256 Key
Wap is used, then the keylnfo will contain id-aes256-w ap-pad,
and the paranmeters will be absent.

* entityUnfo optionally contains a random val ue provi ded by the
message originator. |If user keying material (ukm is included in
the KeyAgreeRecipientinfo, then the entityU nfo MJST be present,
and it MJST contain the ukmvalue. |f the ukmis not present,
then the entityU nfo MIUST be absent.



* suppPubl nfo contains the I ength of the generated key-encryption
key in bits, represented as a 32-bit unsigned nunber, as descri bed
in [RFC2631]. Wen a 256-bit AES key is used, the |length MJST be
0x00000100.

ECC- CM5- Sharedl nfo is DER encoded and is used as input to the key
derivation function, as specified in Section 3.6.1 of [SEC1]. Note
that ECC- CVMB- Sharedinfo differs fromthe Gherlnfo specified in

[ RFC2631]. Here, a counter value is not included in the keylnfo
field because the KDF specified in [SECl] ensures that sufficient
keying data is provided.

The KDF specified in Section 3.6.1 of [SECl] describes howto
generate an essentially arbitrary anount of keying material froma
shared secret, Z, produced by epheneral-static ECDH. To generate an
L-bit key-encryption key (KEK), blocks of key material (KM are
comput ed by increnenting Counter appropriately until enough materia
has been gener at ed:

KM Counter) = Hash ( Z || Counter || ECC CMS-Sharedlnfo )

The KM bl ocks are concatenated left to right as they are generated,
and the first (leftnost) L bits are used as the KEK

KEK = the leftnmost L bits of
[KM ( counter=1) || KM ( counter=2) ...]

In the CNSA Suite for SSM M, the elenments of the KDF are defined as
f ol | ows:

* Hash is a one-way hash function. The SHA-384 hash MJST be used

* Zis the shared secret val ue generated during epheneral -static
ECDH. Z MJST be exactly 384 bits, i.e., leading zero bits MJST be
preserved.

* Counter is a 32-bit unsigned nunber represented in network byte
order. Its initial value MJST be 0x00000001 for any key
derivati on operation.

* ECC- CM5- Sharedlnfo is conposed as described above. It MJST be DER
encoded.

In the CNSA Suite for SSMME, exactly one iteration is needed; the
Counter is not increnented. The key-encryption key (KEK) MJST be the
first (leftnost) 256 bits of the SHA-384 output val ue:

KEK = the | eftnost 256 bits of
SHA-384 ( Z || 0x00000001 || ECC-CMB- Sharedlinfo )

Note that the only source of secret entropy in this conputation is Z.
.1.2. AES Key Wap

The AES Key Wap wi th Paddi ng key-encryption algorithm as specified
in [RFC5649] and [ SPB0038F], is used to encrypt the content-
encryption key with a pairw se key-encryption key that is generated
usi ng epheneral -static ECDH  Section 8 of [RFC5753] specifies the
CVB conventions for using AES Key Wap with a pairw se key generated
t hrough epheneral -static ECDH. CNSA Suite-conpliant S/M Me

i npl ement ati ons MJST foll ow t hese conventi ons.

Wthin the CM5 envel oped-data content type, key wap al gorithm
identifiers are located in the KeyWapAl gorithm paranmeters within the
Envel opedDat a Reci pi ent| nf os KeyAgreeReci pi entlnfo

keyEncryptionAl gorithmfield.
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The KeyW apAl gorithm MJUST be id-aes256-w ap-pad. The required
algorithmidentifier, specified in [ RFC5649], is:

i d- aes256-w ap-pad OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) aes(1) 48 }

RSA Key Transport

RSA encryption (RSA) is the CNSA Suite key transport algorithm The
RSA key transport algorithmis the RSA encryption schenme defined in
[ RFC8017], where the nessage to be encrypted is the content-
encryption key.

The recipient of an S/M ME nessage possesses an RSA key pair whose
public key is represented by an X. 509 certificate. The certificate
used to obtain the recipient’s public key MJST be conpliant with

[ RFC8603]. These certificates are suitable for use with either
RSAES- QAEP or RSAES- PKCS1-v1_5.

1. RSAES- PKCS1-v1_5

Section 4.2 of [RFC3370] specifies the conventions for using RSAES-
PKCS1-v1 5 with the V5. S/M ME inplenentations enploying this form
of key transport MJST foll ow these conventions.

Wthin the CM5 envel oped-data and aut henti cat ed- envel oped- data
content types, key transport algorithmidentifiers are located in the
Envel opedDat a Reci pi ent| nfos KeyTransReci pi entlnfo

keyEncryptionAl gorithmfield.

The algorithmidentifier for RSA (PKCS #1 v1.5) is:

rsaEncryption OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs-1(1) 1}

The Algorithm dentifier parameters field MJST be present, and the
paraneters field MJST contain NULL.

2. RSAES- CAEP

[ RFC3560] specifies the conventions for using RSAES-QAEP with the
CVMB. CNSA Suite-conpliant S/M ME inplenmentations enploying this form
of key transport MJST foll ow these conventi ons.

Wthin the CM5 envel oped-data and aut henti cat ed- envel oped- dat a
content types, key transport algorithmidentifiers are located in the
Envel opedDat a Reci pi ent| nfos KeyTransReci pientlnfo

keyEncryptionAl gorithmfield.

The algorithmidentifier for RSA (QAEP) is:

i d- RSAES- QAEP OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs-1(1) 7 }

The paraneters field of an Algorithmdentifier that identifies RSAES
OAEP is defined in [ RFC4055] as fol |l ows:

RSAES- QAEP- parans ::= SEQUENCE ({
hashFunc [0] Algorithm dentifier DEFAULT
shall dentifier,
maskGenFunc [1] Algorithm dentifier DEFAULT
nmgf 1SHALl dentifi er,
pSour ceFunc [2] Algorithm dentifier DEFAULT

pSpeci fi edEnmptyl dentifier }



pSpeci fi edEnptyldentifier Al gorithmdentifier ::=
{ id-pSpecified, nullCctetString }

null CctetString OCTET STRING (SIZE (0)) ::= { ''H}

The Algorithm dentifier parameters field MIST be present, and the
paraneters field MJST contai n RSAES- OAEP- parans with val ues as
fol |l ows:

* The hashFunc al gorithm nust be id-sha384 as defined in [ RFC3017];

* The mask generation function nust use the algorithmidentifier
nf g1SHA3841 dentifier as defined in [ RFC4055];

* The pSourceFunc field nust be absent.

The SM MECapabilities signed attribute is used to specify a parti al
list of algorithms that the software announcing the SM MECapabilities
can support. If the SM MECapabilities signed attribute is included
to announce support for the RSAES-QAEP algorithm it MJST be
constructed as defined in Section 5 of [RFC3560], with the sequence
representing the r SAES- OAEP- SHA384- | denti fi er.

7. Content Encryption

AES-GCM is the preferred node for CNSA Suite applications, as
described in the Security Considerations (Section 8). AES-CBCis
acceptabl e where AES-GCM i s not yet avail abl e.

7.1. AES-GCM Content Encryption

CNSA Suite-compliant S/M ME i npl enent ati ons using the authenticated-
envel oped-data content type [ RFC5083] MJST use AES [FI PS197] in

Gal oi s Counter Mbde (GCM [SP80038D] as the content-authenticated
encryption algorithmand MIST foll ow the conventions for using AES
GCMwith the CMS defined in [ RFC5084].

Wthin the CMS aut henti cat ed-envel oped-data content type, content-
aut henticated encryption algorithmidentifiers are located in the
Aut hEnvel opedDat a Encrypt edCont ent | nfo content Encrypti onAl gorithm
field. The content-authenticated encryption algorithmis used to
enci pher the content |ocated in the AuthEnvel opedDat a

Encrypt edCont ent I nfo encryptedContent field.

The AES- GCM cont ent -aut henticated encryption algorithmis described
in [FIPS197] and [SP80038D]. The algorithmidentifier for AES-256 in
GCM node i s:

i d-aes256-GCM OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) aes(1) 46 }

The Al gorithm dentifier parameters field MJST be present, and the
paraneters field nust contain GCMPar amet ers:

GCWVPar anet ers :: = SEQUENCE {
aes-nonce CCTET STRI NG
aes-1CVl en AES- CCM | CVI en DEFAULT 12 }

The authentication tag length (aes-1Cvien) SHALL be 16 (indicating a
tag length of 128 bhits).

The initialization vector (aes-nonce) MJST be generated in accordance
with Section 8.2 of [SP80038D]. AES-GCM | oses security
catastrophically if a nonce is reused with a given key on nore than
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one distinct set of input data. Therefore, a fresh content-
aut henticated encryption key MJST be generated for each nessage.

AES- CBC Cont ent Encryption

CNSA Suite-compliant S/M ME i npl enent ati ons using the envel oped- dat a
content type MJST use AES-256 [FIPS197] in C pher Bl ock Chaining
(CBC) node [ SP80038A] as the content-encryption algorithmand MJST
foll ow the conventions for using AES with the CV5 defined in

[ RFC3565] .

Wthin the CM5 envel oped-data content type, content-encryption
algorithmidentifiers are located in the Envel opedDat a

Encrypt edContent I nfo contentEncrypti onAlgorithmfield. The content-
encryption algorithmis used to enci pher the content located in the
Envel opedDat a Encrypt edContent|nfo encryptedContent field.

The AES- CBC content-encryption algorithmis described in [FIPS197]
and [ SPBO038A]. The algorithmidentifier for AES-256 in CBC node is:

i d-aes256-CBC OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Algorithm(4) aes(1) 42}

The Al gorithm dentifier parameters field MIST be present, and the
paraneters field nust contain AES-1V:

AES-1V ::= OCTET STRI NG (Sl ZE(16))

The 16-octet initialization vector is generated at random by the
originator. See [RFC4086] for guidance on generation of random
val ues.

Security Considerations
Thi s docunent specifies the conventions for using the NSA's CNSA
Suite algorithms in SSMMe. Al of the algorithnms and al gorithm
identifiers have been specified in previous docunents.

See [ RFC4086] for guidance on generation of random val ues.

The security considerations in [RFC5652] discuss the CM5 as a mnet hod
for digitally signing data and encrypting data.

The security considerations in [RFC3370] discuss cryptographic
al gorithminplementati on concerns in the context of the CMS

The security considerations in [RFC5753] discuss the use of elliptic
curve cryptography (ECC) in the CVB

The security considerations in [ RFC3565] discuss the use of AES in
the CMVB

The security considerations in [RFC8551] apply to this profile,
particularly the recomendati on to use authenticated encrypti on nodes
(i.e., use authenticated-envel oped-data with AES-GCM rat her than
envel oped-data with AES- CBC).

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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