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I ntroduction
Segnent Routing (SR) can be applied to the IPv6 data plane using a
new type of routing header called the Segnent Routing Header (SRH).
Thi s docunent describes the SRH and how it is used by nodes that are
SR capabl e.

"Segnent Routing Architecture" [RFC8402] describes Segnent Routing
and its instantiation in two data planes: MPLS and | Pv6.

The encoding of |Pv6 segnents in the SRHis defined in this docunent.
Ter m nol ogy

Thi s docunent uses the terns Segnent Routing (SR), SR domain, SR over
| Pv6 (SRv6), Segnent ldentifier (SID), SRv6 SID, Active Segrment, and
SR Policy as defined in [ RFC8402].

Requi renment s Language



The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Segnent Routing Header

Routing headers are defined in [ RFC8200]. The Segnment Routi ng Header
(SRH) has a new Routing Type (4).

The SRH i s defined as foll ows:
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wher e:
Next Header: Defined in [RFC8200], Section 4.4.
Hdr Ext Len: Defined in [RFC3200], Section 4.4.
Routing Type: 4.
Segnents Left: Defined in [ RFC8200], Section 4.4.

Last Entry: contains the index (zero based), in the Segment List, of
the last element of the Segnment List.

Flags: 8 bits of flags. Section 8.1 creates an | ANA registry for
new flags to be defined. The followi ng flags are defined:

01234567
S
[ UUUUUUUUY
i S S

U Unused and for future use. MJST be 0 on transm ssion and
i gnored on receipt.



Tag: Tag a packet as part of a class or group of packets -- e.g.,
packets sharing the same set of properties. Wen Tag is not used
at the source, it MJST be set to zero on transnission. Wen Tag
is not used during SRH processing, it SHOULD be ignored. Tag is
not used when processing the SID defined in Section 4.3.1. It may
be used when processing other SIDs that are not defined in this
docunent. The allocation and use of tag is outside the scope of
thi s docunent.

Segnment List[0..n]: 128-bit |IPv6 addresses representing the nth
segrment in the Segment List. The Segment List is encoded starting
fromthe | ast segment of the SR Policy. That is, the first
el ement of the Segment List (Segnent List[0]) contains the |ast
segnent of the SR Policy, the second el enent contains the
penul timate segnent of the SR Policy, and so on.

TLV: Type Length Value (TLV) is described in Section 2.1

In the SRH, the Next Header, Hdr Ext Len, Routing Type, and Segnents
Left fields are defined in Section 4.4 of [RFC8200]. Based on the
constraints in that section, Next Header, Header Ext Len, and Routing
Type are not nutable while Segnents Left is mutable.

The nutability of the TLV value is defined by the nost significant
bit in the type, as specified in Section 2.1

Section 4.3 defines the nmutability of the remaining fields in the SRH
(Fl ags, Tag, Segnment List) in the context of the SID defined in this
docunent .

New SI Ds defined in the future MJUST specify the nutability properties
of the Flags, Tag, and Segnent List and indicate how the Hashed
Message Aut hentication Code (HVAC) TLV (Section 2.1.2) verification
works. Note that, in effect, these fields are nutable.

Consistent with the SR nodel, the source of the SRH al ways knows how
to set the Segment List, Flags, Tag, and TLVs of the SRH for use
within the SR domain. How it achieves this is outside the scope of
this docunment but may be based on topol ogy, available SIDs and their
mutability properties, the SRH mutability requirenments of the
destination, or any other information.

.1. SRH TLVs
This section defines TLVs of the Segnment Routing Header

A TLV provides netadata for segnent processing. The only TLVs
defined in this docunent are the HVAC (Section 2.1.2) and paddi ng
TLVs (Section 2.1.1). Wile processing the SID defined in

Section 4.3.1, all TLVs are ignored unless |local configuration

i ndi cates otherwi se (Section 4.3.1.1.1). Thus, TLV and HVAC support
is optional for any inplenentation; however, an inplenentation adding
or parsing TLVs MJST support PAD TLVs. O her docunments nay define
addi tional TLVs and processing rules for them

TLVs are present when the Hdr Ext Len is greater than (Last
Entry+1)*2

Wi |l e processing TLVs at a segnment endpoint, TLVs MJST be fully
contained within the SRH as determ ned by the Hdr Ext Len. Detection
of TLVs exceeding the boundary of the SRH Hdr Ext Len results in an

| CMP Paraneter Problem Code 0, nmessage to the Source Address,
pointing to the Hdr Ext Len field of the SRH, and the packet being

di scarded

An inmplenentation MAY linmit the nunber and/or length of TLVs it



processes based on local configuration. It MAY limt:

* the nunber of consecutive Padl (Section 2.1.1.1) options to 1. |If
paddi ng of nore than one byte is required, then PadN
(Section 2.1.1.2) should be used.

* The length in PadN to 5.

*  The maxi mum nunber of non-Pad TLVs to be processed.

*  The maxi mum |l ength of all TLVs to be processed.

The i npl enentati on MAY stop processing additional TLVs in the SRH
when these configured linmts are exceeded.

0 1
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Type: An 8-bit codepoint fromthe "Segnent Routing Header TLVs"
[ 1 ANA- SRHTLV]. Unrecogni zed Types MJST be ignored on receipt.

Length: The length of the variable-length data field in bytes.
Vari abl e-1ength data: data that is specific to the Type.
Type Length Value (TLV) entries contain OPTIONAL information that may
be used by the node identified in the Destination Address (DA) of the
packet .
Each TLV has its own length, format, and semantic. The codepoi nt
al l ocated (by I ANA) to each TLV Type defines both the format and the
semantic of the information carried in the TLV. Miltiple TLVs may be
encoded in the same SRH
The hi ghest-order bit of the TLV type (bit 0) specifies whether or
not the TLV data of that type can change en route to the packet’s
final destination:

0: TLV data does not change en route

1: TLV data does change en route
Al'l TLVs specify their alignment requirenents using an xn+y format.
The xn+y format is defined as per [RFC8200]. The SR source nodes use
the xn+y alignnent requirenments of TLVs and Paddi ng TLVs when
constructing an SRH
The Length field of the TLV is used to skip the TLV while inspecting
the SRH in case the node doesn't support or recognize the Type. The
Length defines the TLV length in octets, not including the Type and
Length fields.
The following TLVs are defined in this docunent:

Paddi ng TLVs

HVAC TLV
Additional TLVs nmay be defined in the future.
.1.1. Padding TLVs

There are two types of Padding TLVs, Padl and PadN, and the foll ow ng



applies to both:

Paddi ng TLVs are used for neeting the alignment requirenment of the
subsequent TLVs.

Paddi ng TLVs are used to pad the SRHto a nultiple of 8 octets.
Paddi ng TLVs are ignored by a node processing the SRH TLV.
Mul tipl e Paddi ng TLVs MAY be used in one SRH.
2.1.1.1. Padl
Al i gnment requirenment: none
01234567
R S M S S
I Type I
i ok ST S R TR
Type: O
A single Padl TLV MJUST be used when a single byte of padding is
required. A Padl TLV MUST NOT be used if nore than one consecutive
byte of padding is required.
2.1.1.2. PadN
Al'i gnnent requi renent: none
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Type | Lengt h | Paddi ng (vari abl e) |
i o e e i T T L et i i S e s
/1 Paddi ng (vari abl e) /1
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Type: 4
Length: 0 to 5. The length of the Padding field in bytes.

Paddi ng: Paddi ng bits have no semantic. They MJST be set to 0 on
transm ssion and i gnored on receipt.

The PadN TLV MJUST be used when nore than one byte of padding is
required.

2.1.2. HWVAC TLV
Alignment requirenment: 8n

The keyed Hashed Message Authenticati on Code (HVAC) TLV is OPTI ONAL
and has the foll owing format:
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wher e:
Type: 5.
Length: The length of the variable-length data in bytes.

D 1 bit. 1 indicates that the Destination Address verification is
di sabl ed due to use of a reduced Segnent List (see Section 4.1.1).

RESERVED: 15 bits. MJST be 0 on transm ssion.

HVAC Key I D: A 4-octet opaque nunber that uniquely identifies the
pre-shared key and al gorithmused to generate the HVAC

HVAC. Keyed HVAC, in nultiples of 8 octets, at npbst 32 octets.

The HVAC TLV is used to verify that the SRH applied to a packet was
sel ected by an authorized party and to ensure that the segnent |ist
is not nodified after generation. This also allows for verification
that the current segnent (by virtue of being in the authorized
Segnent List) is authorized for use. The SR dommi n ensures that the
source node is permitted to use the source address in the packet via
ingress filtering mechani sms as defined in BCP 84 [ RFC3704] or ot her
strategies as appropriate.

2.1.2.1. HWAC Ceneration and Verification
Local configuration determ nes when to check for an HVAC. This | ocal
configuration is outside the scope of this docunment. It may be based
on the active segnent at an SR Segnment endpoint node, the result of
an Access Control List (ACL) that considers incomng interface, HVAC
Key I D, or other packet fields.
An inplenentation that supports the generation and verification of
the HVAC supports the followi ng default behavior, as defined in the
remai nder of this section.
The HVAC verification begins by checking that the current segnent is
equal to the destination address of the | Pv6 header. The check is
successful when either:
* HMAC D bit is 1 and Segnents Left is greater than Last Entry, or

*  HWMAC Segnents Left is less than or equal to Last Entry, and the
destination address is equal to Segment List[Segnments Left].

The HVAC field is the output of the HVAC conputation as defined in
[ RFC2104], using:

* Kkey: The pre-shared key identified by HVAC Key I D

* HVAC algorithm Ildentified by the HVAC Key ID

* Text: A concatenation of the following fields fromthe |Pv6 header
and the SRH, as it would be received at the node verifying the
HVAC:
- | Pv6 header: Source address (16 octets)
- SRH Last Entry (1 octet)
- SRH Flags (1 octet)

- SRH. HVAC 16 bits followi ng Length



- SRH HWMAC Key ID (4 octets)
- SRH Al addresses in the Segnent List (variable octets)

The HVAC digest is truncated to 32 octets and placed in the HVAC
field of the HVAC TLV.

For HWMAC al gorithms producing digests less than 32 octets |ong, the
digest is placed in the | owest-order octets of the HVAC field.
Subsequent octets MJST be set to zero such that the HVAC I ength is a
multiple of 8 octets.

If HVAC verification is successful, processing proceeds as nornal.
If HVAC verification fails, an | CVMP error nessage (paraneter problem

error code 0, pointing to the HVAC TLV) SHOULD be generated (but rate
limted) and | ogged, and the packet SHOULD be di scarded.

2.1.2.2. HVAC Pre-shared Key Al gorithm

3.

The HVAC Key ID field allows for the sinmultaneous existence of
several hash algorithnms (SHA-256, SHA3-256 ... or future ones) as
wel | as pre-shared keys.

The HVAC Key ID field is opaque -- i.e., it has neither syntax nor
semantic except as an identifier of the right conbination of pre-
shared key and hash al gorithm

At the HVAC TLV generating and verification nodes, the Key ID
uni quely identifies the pre-shared key and HMAC al gorithm

At the HVAC TLV generating node, the Text for the HVAC conputation is
set to the IPv6 header fields and SRH fiel ds as they woul d appear at
the verification node(s), not necessarily the sane as the source node
sendi ng a packet with the HVAC TLV.

Pre- Shared key rollover is supported by having two key IDs in use
whil e the HVAC TLV generating node and verifying node converge to a
new key.

The HVAC TLV generating node may need to revoke an SRH for which it
previ ously generated an HVAC. Revocation is achieved by allocating a
new key and key ID, then rolling over the key ID associated with the
SRH to be revoked. The HMAC TLV verifying node drops packets with
the revoked SRH.

An i npl enent ati on supporting HMAC can support rmultiple hash
functions. An inplenentation supporting HVAC MJST i npl ement SHA-2
[ FIPS180-4] in its SHA-256 variant.

The sel ection of pre-shared key and al gorithmand their distribution
is outside the scope of this docunent. Some options nay include:

* setting these itens in the configuration of the HVAC generating or
verifying nodes, either by static configuration or any SDN-
ori ented approach

* dynamically using a trusted key distribution protocol such as
[ RFC6407]

Wi | e key managenent is outside the scope of this document, the
recomendat i ons of BCP 107 [ RFC4107] shoul d be consi dered when
choosi ng the key nanagenent system

SR Nodes



There are different types of nodes that may be involved in segnent
routing networks: SR source nodes that originate packets with a
segnent in the destination address of the |Pv6 header, transit nodes
that forward packets destined to a renpte segnent, and SR segnent
endpoi nt nodes that process a local segnment in the destination
address of an | Pv6 header.

3.1. SR Source Node

A SR source node is any node that originates an | Pv6 packet with a
segnment (i.e., SRv6 SID) in the destination address of the |IPv6
header. The packet |eaving the SR source node nay or may not contain
an SRH. This includes either:

* A host originating an | Pv6 packet, or

* An SR donmin ingress router encapsul ating a received packet in an
outer | Pv6 header, followed by an optional SRH

It is out of the scope of this docunent to describe the nmechani sm
t hrough which a segnent in the destination address of the | Pv6 header
and the Segnent List in the SRH are derived.

3.2. Transit Node
A transit node is any node forwarding an | Pv6 packet where the
destination address of that packet is not locally configured as a
segnment or a local interface. A transit node is not required to be
capabl e of processing a segnent or SRH

3.3. SR Segnent Endpoi nt Node
An SR segnment endpoint node is any node receiving an | Pv6 packet
where the destination address of that packet is locally configured as
a segnment or local interface.

4. Packet Processing

Thi s section describes SRv6 packet processing at the SR source,
Transit, and SR segnent endpoi nt nodes.

4.1. SR Source Node
A source node steers a packet into an SR Policy. |If the SR Policy
results in a Segnent List containing a single segnent, and there is
no need to add information to the SRH flag or add TLV; the DA is set
to the single Segnment List entry, and the SRH MAY be omitted.
VWhen needed, the SRH is created as foll ows:

The Next Header and Hdr Ext Len fields are set as specified in
[ RFC8200] .

The Routing Type field is set to 4.
The DA of the packet is set with the value of the first segnent.

The first elenment of the SRH Segnent List is the ultimte segnent.
The second elenent is the penultinmate segnent, and so on

The Segments Left field is set to n-1, where n is the nunber of
el ements in the SR Policy.

The Last Entry field is set to n-1, where n is the nunber of
elements in the SR Policy.



TLVs (including HVAC) may be set according to their specification

The packet is forwarded toward the packet’s Destination Address
(the first segnent).

4.1.1. Reduced SRH

When a source does not require the entire SIDlist to be preserved in
the SRH, a reduced SRH may be used.

A reduced SRH does not contain the first segment of the related SR
Policy (the first segnent is the one already in the DA of the |IPv6
header), and the Last Entry field is set to n-2, where nis the
nunber of elenments in the SR Policy.

4.2. Transit Node

As specified in [ RFC8200], the only node allowed to inspect the
Rout i ng Extensi on Header (and therefore the SRH) is the node
corresponding to the DA of the packet. Any other transit node MJUST
NOT i nspect the underneath routing header and MJUST forward the packet
toward the DA according to its IPv6 routing table.

When a SIDis in the destination address of an |IPv6 header of a
packet, it’s routed through an IPv6 network as an | Pv6 address.

SIDs, or the prefix(es) covering SIDs, and their reachability may be
di stributed by nmeans outside the scope of this docunent. For
exanpl e, [ RFC5308] or [RFC5340] may be used to advertise a prefix
covering the SIDs on a node.

4.3. SR Segnent Endpoi nt Node

Wthout constraining the details of an inplenentation, the SR segnent
endpoi nt node creates Forwarding Information Base (FIB) entries for
its local SIDs.

When an SRv6- capabl e node receives an | Pv6 packet, it perforns a
| ongest-prefix-match | ookup on the packet’s destination address.
Thi s | ookup can return any of the follow ng:

* AFIBentry that represents a locally instantiated SRv6 SID

* AFIBentry that represents a |local interface, not locally
instantiated as an SRv6 SID

* AFIBentry that represents a nonlocal route
* No Match
4.3.1. FIBEntry Is a Locally Instantiated SRv6 SID

Thi s docunent and section define a single SRv6 SID. Future docunents
may define additional SRv6 SIDs. |In such a case, the entire content
of this section will be defined in that docunent.

If the FIB entry represents a locally instantiated SRv6 SID, process
the next header chain of the | Pv6 header as defined in Section 4 of

[ RFC8200]. Section 4.3.1.1 describes how to process an SRH

Section 4.3.1.2 describes how to process an upper-layer header or the
absence of a Next Header.

Processing this SID nodifies the Segnents Left and, if configured to
process TLVs, it may nodify the "variabl e-1ength data" of TLV types
that change en route. Therefore, Segnents Left is nutable, and TLVs
that change en route are nmutable. The renai nder of the SRH (Fl ags,
Tag, Segment List, and TLVs that do not change en route) are



i mmut abl e whil e processing this SID
4.3.1.1. SRH Processing

S01. When an SRH is processed {

S02. If Segments Left is equal to zero {

S03. Proceed to process the next header in the packet,
whose type is identified by the Next Header field in
the routing header.

S04. }
S05. El se {
S06. If local configuration requires TLV processing {
S07. Perform TLV processing (see TLV Processi ng)
S08. }
S09. max_|ast_entry = ( Hdr Ext Len/ 2 ) - 1
S10. If ((Last Entry > max_| ast_entry) or
S11. (Segnents Left is greater than (Last Entry+1)) {
S12. Send an | CVP Paraneter Problem Code 0, message to
the Source Address, pointing to the Segnents Left
field, and discard the packet.
S13. }
S14. El se {
S15. Decrement Segments Left by 1.
S16. Copy Segment List[Segments Left] fromthe SRH to the
destination address of the |IPv6 header
S17. If the IPv6 Hop Limt is less than or equal to 1 {
S18. Send an | CVP Tine Exceeded -- Hop Linmt Exceeded in
Transit message to the Source Address and discard
t he packet.
S19. }
S20. El se {
S21. Decrenent the Hop Limit by 1
S22. Resubmt the packet to the I Pv6 nodul e for transm ssion
to the new destination.
S23. }
S24. }
S25.
S26. }

4.3.1.1.1. TLV Processing

Local configuration determ nes how TLVs are to be processed when the
Active Segnment is a local SID defined in this docunent. The
definition of local configuration is outside the scope of this
docunent .

For illustration purposes only, two exanple |ocal configurations that
may be associated with a SID are provi ded bel ow.

Exanmpl e 1:
For any packet received frominterface |12
Skip TLV processing

Exampl e 2:
For any packet received frominterface |1
If first TLV is HVAC {
Process the HVAC TLV

}
El se {
Di scard t he packet
}
4.3.1.2. Upper-Layer Header or No Next Header

When processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an SRv6 SID defined in this docunent:



I F (Upper-1|ayer Header is IPv4 or |Pv6) and
| ocal configuration permts {
Perform | Pv6 decapsul ati on
Resubmit the decapsul ated packet to the I Pv4 or |Pv6 nodul e

}

ELSE {
Send an | CVP paraneter problem nessage to the Source Address and
di scard the packet. FError code (4) "SR Upper-Iayer
Header Error", pointer set to the offset of the upper-I|ayer
header .

}

A uni que error code allows an SR source node to recognize an error in
SI D processing at an endpoi nt.

4.3.2. FIB Entry Is a Local Interface

If the FIB entry represents a local interface and is not locally
instantiated as an SRv6 SID, the SRH is processed as foll ows:

If Segnments Left is zero, the node nust ignore the routing header
and proceed to process the next header in the packet, whose type
is identified by the Next Header field in the routing header.

If Segnents Left is non-zero, the node nust discard the packet and
send an | CMP Paraneter Problem Code 0, nessage to the packet’'s
Source Address, pointing to the unrecogni zed Routing Type.

4.3.3. FIB Entry Is a Nonlocal Route

Processing is not changed by this docunent.

4.3.4. FIB Entry Is a No Match
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Processing is not changed by this docunent.
I ntra-SR-Domai n Depl oynent Model

The use of the SIDs exclusively within the SR dormain and solely for
packets of the SR domain is an inportant depl oynent nodel

This enables the SR domain to act as a single routing system
This section covers:
* securing the SR domain fromexternal attenpts to use its SIDs

* using the SR domain as a single systemw th del egati on between
conponent s

* handling packets of the SR donain

.1. Securing the SR Donain

Nodes outside the SR domain are not trusted: they cannot directly use
the SIDs of the domain. This is enforced by two | evels of access
control lists:

1. Any packet entering the SR domain and destined to a SIDwithin
the SR domain is dropped. This nmay be realized with the
following logic. Oher nethods with equival ent outcone are
consi dered conpliant:

* Alocate all the SIDs froma bl ock S/s



* Configure each external interface of each edge node of the
domain with an inbound infrastructure access list (I1ACL) that
drops any incom ng packet with a destination address in S/s

* Failure to inplenent this nethod of ingress filtering exposes
the SR domain to source-routing attacks, as described and
referenced in [ RFC5095]

2. The distributed protection in #1 is conplenented with per-node
protection, dropping packets to SIDs from source addresses
outside the SR domain. This may be realized with the follow ng
logic. Oher methods with equival ent outcone are considered
compliant:

* Assign all interface addresses fromprefix Ala
* At node k, all SIDs local to k are assigned from prefix Sk/sk

* Configure each internal interface of each SR node k in the SR
domain with an inbound | ACL that drops any incom ng packet
with a destination address in Sk/sk if the source address is
not in Ala.

5.2. SR Dormain as a Single Systemw th Del egati on anong Conponents

Al'l intra-SR-domain packets are of the SR domain. The | Pv6 header is
originated by a node of the SR donmain and is destined to a node of
the SR donai n.

Al'l interdomain packets are encapsul ated for the part of the packet
journey that is within the SR domain. The outer |IPv6 header is
originated by a node of the SR domain and is destined to a node of
the SR donai n.

As a consequence, any packet within the SR domain is of the SR
domai n.

The SR donain is a systemin which the operator may want to
distribute or delegate different operations of the outernpst header
to different nodes within the system

An operator of an SR domain may choose to del egate SRH addition to a
host node within the SR domai n and del egate validation of the
contents of any SRHto a nore trusted router or switch attached to
the host. Consider a top-of-rack switch T connected to host Hvia
interface I. Hreceives an SRH (SRH1) with a conputed HVAC via sone
SDN net hod outside the scope of this docunent. H classifies traffic
it sources and adds SRH1 to traffic requiring a specific Service
Level Agreement (SLA). T is configured with an IACL on | requiring
verification of the SRH for any packet destined to the SID bl ock of
the SR domain (S/s). T checks and verifies that SRHL is valid and
contains an HVAC TLV; T then verifies the HVAC

An operator of the SR domain nmay choose to have all segnents in the
SR domain verify the HVAC. This nechanismwould verify that the SRH
Segnent List is not nodified while traversing the SR donai n.

5.3. MruU Consi derations

An SR donmi n ingress edge node encapsul ates packets traversing the SR
domai n and needs to consider the MIU of the SR domain. Wthin the SR
domai n, well-known mitigation techniques are RECOMVENDED, such as

depl oying a greater MIU value within the SR domain than at the

i ngress edges.

Encapsul ation with an outer |Pv6 header and SRH shares the same MIU



and fragnmentation considerations as | Pv6 tunnels described in
[ RFC2473]. Further investigation on the limtation of various
tunnel i ng methods (including I Pv6 tunnels) is discussed in

[ I NTAREA- TUNNELS] and SHOULD be consi dered by operators when
considering MU within the SR donmain

5.4. |1CMP Error Processing

| CMP error packets generated within the SR domain are sent to source
nodes within the SR domain. The invoking packet in the |CVP error
message may contain an SRH. Since the destination address of a
packet with an SRH changes as each segnent is processed, it may not
be the destination used by the socket or application that generated
t he i nvoki ng packet.

For the source of an invoking packet to process the | CVMP error
message, the ultinmate destination address of the I Pv6 header may be
required. The following logic is used to determ ne the destination
address for use by protocol-error handl ers.

* Walk all extension headers of the invoking |IPv6 packet to the
routing extension header preceding the upper-|ayer header

- |If routing header is type 4 Segnent Routing Header (SRH)

0 The SID at Segnent List[0] nay be used as the destination
address of the invoking packet.

ICVMP errors are then processed by upper-layer transports as defined
in [ RFC4443].

For | P packets encapsulated in an outer |Pv6 header, |CVP error
handling is as defined in [ RFC2473].

5.5. Load Bal anci ng and ECWP

For any interdomain packet, the SR source node MJST inpose a fl ow

| abel conputed based on the inner packet. The conputation of the
flow label is as recomended in [ RFC6438] for the sending Tunnel End
Poi nt .

For any intradomain packet, the SR source node SHOULD i npose a fl ow
| abel computed as described in [RFC6437] to assist ECWP | oad

bal ancing at transit nodes incapable of conputing a 5-tuple beyond
the SRH.

At any transit node within an SR domain, the flow | abel MJST be used
as defined in [ RFC6438] to cal cul ate the ECMP hash toward the

destination address. |If a flow | abel is not used, the transit node
woul d i kely hash all packets between a pair of SR Edge nodes to the
sane |ink.

At an SR segnment endpoi nt node, the flow | abel MJST be used as
defined in [ RFC6438] to cal cul ate any ECMP hash used to forward the
processed packet to the next segnent.

5.6. O her Deploynents
O her depl oynent nodels and their inplications on security, MU
HVAC, | CVWP error processing, and interaction with other extension
headers are outside the scope of this docunent.

6. Illustrations

This section provides illustrations of SRv6 packet processing at SR
source, transit, and SR segnent endpoi nt nodes.



6.1. Abstract Representation of an SRH

For a node k, its IPv6 address is represented as Ak, and its SRv6 SID
is represented as Sk.

| Pv6 headers are represented as the tuple of (source,destination).
For exanple, a packet with source address Al and destination address
A2 is represented as (Al, A2). The payl oad of the packet is onitted.

An SR Policy is a list of segnents. A list of segnents is
represented as <Sl1, S2,S3> where Sl is the first SIDto visit, S2 is
the second SIDto visit, and S3 is the last SIDto visit.

(SA, DA) (S3,S2,S1; SL) represents an | Pv6 packet with:
* Source Address SA, Destination Addresses DA, and next header SRH
* SRHwth SIDIlist <S1,S82,S3> with SegnentsLeft = SL.

* Note the difference between the <> and () synbols. <S1,S2, S3>
represents a SID list where the leftnost segnent is the first
segment. In contrast, (S3,S2,S1; SL) represents the same SID I|ist
but encoded in the SRH Segment List format where the |eftnost
segnent is the |last segment. Wen referring to an SR Policy in a
hi gh-1 evel use case, it is sinpler to use the <S1, S2, S3> notati on
When referring to an illustration of detail ed behavior, the
(S3,S2,S1; SL) notation is nore convenient.

At its SR Policy headend, the Segnent List <S1,S2,S3> results in SRH
(S3,S2,S1; SL=2) represented fully as:

Segnents Left=2

Last Entry=2

Fl ags=0

Tag=0

Segment List[0]=S3

Segnent List[1]=S2

Segnent List[2]=S1
6.2. Exanple Topol ogy

The foll owi ng topology is used in exanpl es bel ow

+ * * x x Kk X x Kk X * * *x * * *x * * *x * *x

+* * » » * * * SR dommin * * * * * * % 4
Figure 1

* 3 and 4 are SR dommin edge routers

* 5,6, and 7 are all SR domain routers

* 8 and 9 are hosts within the SR domain



* 1 and 2 are hosts outside the SR domain
* The SR domain inplenents ingress filtering as per Section 5.1 and
no external packet can enter the donmain with a destination address
equal to a segnent of the domain
6.3. SR Source Node
6.3.1. Intra-SR-Donai n Packet

When host 8 sends a packet to host 9 via an SR Policy <S7,A9> the
packet is

P1: (A8,S7)(A9, S7; SL=1)
6.3.1.1. Reduced Vari ant

When host 8 sends a packet to host 9 via an SR Policy <S7,A9> and it
wants to use a reduced SRH, the packet is

P2: (A8,S7)(A9; SL=1)

6.3.2. Inter-SR-Domain Packet -- Transit
When host 1 sends a packet to host 2, the packet is
P3: (A1, A2)
The SR donmin ingress router 3 receives P3 and steers it to SR domain
egress router 4 via an SR Policy <S7,S4>. Router 3 encapsul ates the
recei ved packet P3 in an outer header with an SRH. The packet is
P4: (A3, S7)(S4,S7; SL=1) (A1, A2)
If the SR Policy contains only one segnment (the egress router 4), the
ingress router 3 encapsulates P3 into an outer header (A3,S4) without
SRH. The packet is
P5: (A3, $4) (AL, A2)

6.3.2.1. Reduced Variant
The SR domain ingress router 3 receives P3 and steers it to SR domain
egress router 4 via an SR Policy <S7,S4>. If router 3 wants to use a
reduced SRH, it encapsul ates the received packet P3 in an outer
header with a reduced SRH. The packet is
P6: (A3,S7)(S4; SL=1) (A1, A2)

6.3.3. Inter-SR-Domain Packet -- Internal to Externa
When host 8 sends a packet to host 1, the packet is encapsul ated for
the portion of its journey within the SR domain. From8 to 3 the
packet is
P7: (A8, S3) (A8, Al)
In the opposite direction, the packet generated from1l to 8 is
P8: (Al, A8)
At node 3, P8 is encapsulated for the portion of its journey within
the SR domain, with the outer header destined to segnment S8. This

results in

P9: (A3, S8) (AL, A8)



At node 8, the outer IPv6 header is renpved by S8 processing, then
processed agai n when received by A8.

6.4. Transit Node
Node 5 acts as transit node for packet P1 and sends packet
P1: (A8, S7) (A9, S7; SL=1)
on the interface toward node 7.

6.5. SR Segnent Endpoi nt Node

Node 7 receives packet Pl and, using the logic in Section 4.3.1,
sends packet

P7: (A8, A9) (A9, S7; SL=0)
on the interface toward router 6.

6.6. Delegation of Function with HVAC Verification
Thi s section describes how a function may be del egated within the SR
domain. In the follow ng sections, consider a host 8 connected to a
top of rack 5.

6.6.1. SID List Verification

An operator may prefer to apply the SRH at source 8, while 5 verifies
that the SIDIlist is valid.

For illustration purposes, an SDN controller provides 8 an SRH

term nating at node 9, with Segnent List <S5,S7,S6, A9>, and HMAC TLV
computed for the SRH. The HMAC key I D and key associated with the
HVAC TLV is shared with 5. Node 8 does not know the key. Node 5 is
configured with an ACL applied to the interface connected to 8,
requiring HVAC verification for any packet destined to S/s.

Node 8 origi nates packets with the received SRH, including HVAC TLV.
P15: (A8, S5) (A9, S6, S7, S5; SL=3; HVAC)

Node 5 receives and verifies the HVAC for the SRH, then forwards the
packet to the next segnent

P16: (A8, S7) (A9, S6, S7, S5; SL=2; HVAC)
Node 6 receives
P17: (A8, S6) (A9, S6, S7, S5; SL=1; HVAQ)
Node 9 receives
P18: (A8, A9) (A9, S6, S7, S5; SL=0; HVAC)

This use of an HVAC is particularly valuable within an enterprise-
based SR donmmin [ SRN].

7. Security Considerations
This section reviews security considerations related to the SRH,
gi ven the SRH processing and depl oynent nodel s discussed in this
docunent .

As described in Section 5, it is necessary to filter packets’ ingress
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to the SR domain, destined to SIDs within the SR domain (i.e.,
bearing a SID in the destination address). This ingress filtering is
via an | ACL at SR dommin ingress border nodes. Additional protection
is applied via an | ACL at each SR Segment Endpoint node, filtering
packets not fromw thin the SR donain, destined to SIDs in the SR
domain. ACLs are easily supported for small nunmbers of sel dom
changi ng prefixes, making summarization inportant.

Additionally, ingress filtering of |IPv6 source addresses as
recommended in BCP 38 [ RFC2827] SHOULD be used.

1. SR Attacks

An SR domain inplenents distributed and per-node protection as
described in Section 5.1. Additionally, domains deny traffic with
spoof ed addresses by inplenenting the recormendati ons in BCP 84

[ RFC3704] .

Ful I inmplenentation of the recomrended protection blocks the attacks
docunented in [ RFC5095] from outside the SR domain, including
bypassing filtering devices, reaching otherw se-unreachabl e | nternet
systens, network topol ogy discovery, bandw dth exhaustion, and

def eati ng anycast.

Failure to inplement distributed and per-node protection allows
attackers to bypass filtering devices and exposes the SR domain to
t hese attacks.

Conpromi sed nodes within the SR domain may nount the attacks listed
above along with other known attacks on I P networks (e.g., DoS/ DDoS,
topol ogy di scovery, man-in-the-mddle, traffic interception/

si phoni ng) .

2. Service Theft

Service theft is defined as the use of a service offered by the SR
domai n by a node not authorized to use the service.

Service theft is not a concern within the SR donain, as all SR source
nodes and SR segnent endpoint nodes within the domain are able to
utilize the services of the domain. |f a node outside the SR domain
| earns of segments or a topological service within the SR domain,
IACL filtering denies access to those segnents.

3. Topol ogy Disclosure

The SRH is unencrypted and may contain Sl Ds of some internediate SR
nodes in the path towards the destination within the SR domain. |If
packets can be snooped within the SR domain, the SRH nmay revea
topol ogy, traffic flows, and service usage.

This is applicable within an SR domain, but the disclosure is |ess
rel evant as an attacker has other nmeans of |earning topol ogy, flows,
and service usage.

4. | CVWP CGeneration

The generation of | CMPv6 error nessages nmay be used to attenpt

deni al - of -service attacks by sending an error-causi ng destination
address or SRH i n back-to-back packets. An inplementation that
correctly follows Section 2.4 of [RFC4443] woul d be protected by the
|CMPVv6 rate-limting nechani sm

5. Applicability of AH

The SR domain is a trusted domain, as defined in [RFC8402], Sections



2 and 8.2. The SR source is trusted to add an SRH (optionally
verified as having been generated by a trusted source via the HVAC
TLV in this docunment), and segnents advertised within the domain are
trusted to be accurate and advertised by trusted sources via a secure
control plane. As such, the SR domain does not rely on the

Aut henti cati on Header (AH) as defined in [RFC4302] to secure the SRH.

The use of SRH with AH by an SR source node and its processing at an
SR segnment endpoi nt node are not defined in this docunent. Future
docunments may define use of SRH with AH and its processing.

| ANA Consi derati ons
Thi s docunent nakes the followi ng registrations in the "Internet

Protocol Version 6 (IPv6) Paraneters" "Routing Types" subregistry
mai nt ai ned by | ANA:

B S, o m e e e e e e e e e e e mam o Fom e e e oo - +
| Value | Description | Reference |
[ b bumfesfemepuml ey s U
| 4 | Segnent Routing Header (SRH) | This docunent |
Fomm o - o e e e e e e e i e o +

Table 1: SRH Regi stration

Thi s docunent nakes the follow ng registrations in the "Type 4 -
Par anet er Probl ent nmessage of the "Internet Control Message Protocol
version 6 (I CMPv6) Paraneters" registry nmaintai ned by | ANA:

Fom e e - - o e e e e e e e ememao - +
| Code | Name |
[ bbby e
| 4 | SR Upper-1ayer Header Error |
Fomm o - o mm e e e e e e e i +

Tabl e 2: SR Upper-1|ayer Header
Error Registration

.1. Segnent Routing Header Flags Registry

Thi s docunent describes a new | ANA-nanaged registry to identify SRH
Flags Bits. The registration procedure is "IETF Review' [RFC8126].
The registry name is "Segnent Routing Header Flags". Flags are 8
bits.

. 2. Segnent Routing Header TLVs Registry

Thi s docunent describes a new | ANA-nanaged registry to identify SRH
TLVs. The registration procedure is "I ETF Review'. The registry
nane is "Segnent Routing Header TLVs". A TLV is identified through
an unsi gned 8-bit codepoint value, with assigned val ues 0-127 for
TLVs that do not change en route and 128-255 for TLVs that may change
en route. The follow ng codepoints are defined in this docunent:

S N oo e e S +
| Val ue | Description | Reference |
B ety ety ety o
| O | Padl TLV | This docunent |
S IR T . +
| 1 | Reserved | This document |
. R oo e o +
| 2 | Reserved | This docunent |
S I e . +
| 3 | Reserved | This docunent |
S IR T . +

| 4 | PadN TLV | This document |



| 5 | HVAC TLV | This docunent |
S TRy e S I +
| 6 | Reserved | This document |
T e T e I IRy +
| 124-126 | Experinentation and Test | This document |
S R S T +
| 127 | Reserved | This docunent |
S TRy e S I +
| 252-254 | Experinmentation and Test | This docunent |
T T e I IRy +
| 255 | Reserved | This document |
S R S T +

Tabl e 3: Segnent Routing Header TLVs Registry

Values 1, 2, 3, and 6 were defined in draft versions of this
specification and are Reserved for backwards conpatibility with early
i mpl ement ati ons and shoul d not be reassigned. Values 127 and 255 are
Reserved to allow for expansion of the Type field in future
specifications, if needed.
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