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Abst r act

A stateful Path Conputation Element (PCE) nmaintains information on
the current network state received fromthe Path Conputation Cients
(PCCs), including conputed Label Switched Paths (LSPs), reserved
resources within the network, and pendi ng path conputation requests.
This informati on nay then be considered when conputing the path for a
new traffic-engineered LSP or for any associ at ed/ dependent LSPs. The
pat h-conput ati on response froma PCE hel ps the PCC to gracefully
establish the computed LSP

The Hi erarchical Path Conputation El ement (H PCE) architecture allows
the opti mum sequence of interconnected donmains to be sel ected and
network policy to be applied if applicable, via the use of a

hi erarchi cal rel ationship between PCEs.

Conbi ning the capabilities of stateful PCE and the hierarchical PCE
woul d be advant ageous. This docunent describes genera

consi derations and use cases for the deploynent of stateful, but not
statel ess, PCEs using the hierarchical PCE architecture.
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1. Introduction
1.1. Background

The Path Conputation El ement conmunication Protocol (PCEP) [ RFC5440]
provi des nmechani sns for Path Conputation Elements (PCEs) to perform
pat h conputations in response to the requests of Path Computation
Clients (PCCs).

A stateful PCE is capable of considering, for the purposes of path
conmputation, not only the network state in ternms of |inks and nodes
(referred to as the Traffic Engi neering Database or TED) but also the
status of active services (previously conputed paths, and currently
reserved resources, stored in the Label Sw tched Paths Database
(LSPDB) .

[ RFC8051] describes general considerations for a stateful PCE
depl oynent; it also examines its applicability and benefits as well
as its challenges and limtations through a nunber of use cases.

[ RFC8231] describes a set of extensions to PCEP to provide statefu
control. For its conputations, a stateful PCE has access to not only
the information carried by the network’s Interior Gateway Protoco
(1GP), but also the set of active paths and their reserved resources.
The additional state allows the PCE to conpute constrained paths
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whi |l e considering individual LSPs and their interactions. [RFC8281]
descri bes the setup, maintenance, and teardown of PCE-initiated LSPs
under the stateful PCE nodel.

[ RFC8231] al so describes the active stateful PCE. The active PCE
functionality allows a PCE to reroute an existing LSP, nake changes
to the attributes of an existing LSP, or del egate control of specific
LSPs to a new PCE

The ability to conpute constrained paths for Traffic Engineering (TE)
LSPs in Multiprotocol Label Switching (MPLS) and Ceneralized MPLS
(GQWLS) networks across multiple domains has been identified as a key
motivation for PCE devel opment. [RFC6805] describes a Hierarchica
PCE (H PCE) architecture that can be used for conputing end-to-end
pat hs for interdomain MPLS TE and GWPLS Label Switched Paths (LSPs).
Wthin the HPCE architecture [ RFC6805], the Parent PCE (P-PCE) is
used to conpute a multidonmain path based on the domain connectivity
information. A Child PCE (CGPCE) may be responsible for a single
domain or multiple domains. The C-PCE is used to compute the

i ntradomai n path based on its donai n topol ogy information

Thi s docunment presents general considerations for stateful PCEs, and
not stateless PCEs, in the hierarchical PCE architecture. 1t focuses
on the behavi or changes and additions to the existing stateful PCE
mechani sms (including PCE-initiated LSP setup and active stateful PCE
usage) in the context of networks using the H PCE architecture.

In this docunent, Sections 3.1 and 3.2 focus on end-to-end (E2E)
interdomain TE LSP. Section 3.3.1 describes the operations for
stitching per-domain LSPs.

Use Cases and Applicability of H erarchical Stateful PCE

As per [RFC6805], in the hierarchical PCE architecture, a P-PCE

mai ntai ns a domai n topol ogy map that contains the child domai ns and
their interconnections. Usually, the P-PCE has no information about
the content of the child domains. But, if the PCEis applied to the
Abstraction and Control of TE Networks (ACTN) [ RFC8453] as descri bed
in [RFC8637], the Provisioning Network Controller (PNC) can provide
an abstract topology to the Miulti-Domain Service Coordi nator (MDSC)
Thus, the P-PCE in MDSC coul d be aware of topology information in
much nore detail than just the donmain topol ogy.

In a PCEP session between a PCC (ingress) and a CGPCE, the CPCE acts
as per the stateful PCE operations described in [ RFC8231] and

[ RFC8281]. The sanme C- PCE behaves as a PCC on the PCEP session
towards the P-PCE. The P-PCE is stateful in nature; thus, it

mai ntains the state of the interdomain LSPs that are reported to it.
The interdomain LSP could al so be del egated by the C-PCE to the
P-PCE, so that the P-PCE could update the interdomain path. The
trigger for this update could be the LSP state change reported for
this LSP or any other LSP. It could also be a change in topol ogy at
the P-PCE, such as interdomain link status change. In case of use of
stateful HPCE in ACTN, a change in abstract topol ogy |earned by the
P- PCE could also trigger the update. Some other external factors
(such as a neasurenent probe) could also be a trigger at the P-PCE
Any such update would require an interdonain path reconputation as
descri bed in [ RFC6805] .

The end-to-end interdomain path conmputation and setup is described in
[ RFC6805]. Additionally, a per-domain stitched-LSP nodel is also
applicable in a P-PCE initiation nodel. Sections 3.1, 3.2, and 3.3
descri be the end-to-end contiguous LSP setup, whereas Section 3.3.1
descri bes the per-donmain stitching.

1. Applicability to ACTN
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[ RFC8453] describes a framework for the Abstraction and Control of TE
Net wor ks (ACTN), where each Provisioning Network Controller (PNC) is
equivalent to a CGPCE, and the P-PCE is the Miulti-Domain Service
Coordi nator (MDSC). The per-domain stitched LSP is well suited for
ACTN depl oynents, as per the hierarchical PCE architecture described
in Section 3.3.1 of this document and Section 4.1 of [RFC8453].

[ RFC8637] examines the applicability of PCE to the ACTN frameworKk.
To support the function of nultidomain coordination via hierarchy,
the hierarchy of stateful PCEs plays a crucial role.

In the ACTN framework, a Customer Network Controller (CNC) can
request the MDSC to check whether there is a possibility to neet
Virtual Network (VN) requirenents before requesting that the VN be
provi sioned. The H PCE architecture as described in [ RFC6805] can
support this function using Path Conputati on Request and Reply (PCReq
and PCRep, respectively) nmessages between the P-PCE and C- PCEs. When
the CNC requests VN provisioning, the MDSC deconposes this request
into multiple interdomain LSP provisioning requests, which night be
further deconposed into per-domain path segnents. This is described
in Section 3.3.1. The MDSC uses the LSP initiate request
(PClnitiate) message fromthe P-PCE towards the G PCE, and the C PCE
reports the state back to the P-PCE via a Path Conputation State
Report (PCRpt) nessage. The P-PCE could make changes to the LSP via
the use of a Path Conputation Update Request (PCUpd) nessage.

In this case, the P-PCE (as MDSC) interacts with nmultiple C PCEs (as
PNCs) al ong the interdomain path of the LSP

2.2. End-to-End Contiguous LSP

D fferent signaling options for interdomain RSVP-TE are identified in
[ RFC4726]. Contiguous LSPs are achi eved using the procedures of

[ RFC3209] and [RFC3473] to create a single end-to-end LSP that spans

all domains. [RFC6805] describes the technique for establishing the

opti mum path when the sequence of dommins is not known in advance.

That docunent shows how the PCE architecture can be extended to all ow
the opti mum sequence of domains to be selected and the opti mum end-
to-end path to be derived.

A stateful P-PCE has to be aware of the interdomain LSPs for it to
consider themduring path conputation. For instance, when a donmain-
diverse path is required fromanother LSP, the P-PCE needs to be
aware of the LSP. This is the passive stateful P-PCE, as described
in Section 3.1. Additionally, the interdomain LSP could be del egated
to the P-PCE, so that P-PCE could trigger an update via a PCUpd
message. The update could be triggered on receipt of the PCRpt
nmessage that indicates a status change of this LSP or sone other LSP
The other LSP could be an associated LSP (such as a protection LSP

[ RFC8745]) or an unrel ated LSP whose resource change leads to
reoptimzation at the P-PCE. This is the active stateful operation,
as described in Section 3.2. Further, the P-PCE could be instructed
to create an interdomain LSP on its own using the PClnitiate nessage
for an E2E contiguous LSP. The P-PCE would send the PClnitiate
nmessage to the ingress domain C PCE, which would further instruct the
i ngress PCC

In this docurment, for the contiguous LSP, the above interactions are
only between the ingress domain G PCE and the P-PCE. The use of
stateful operations for an interdomain LSP between the transit/egress
domain C-PCEs and the P-PCE is out of the scope of this docunent.

2.3. Applicability of a Stateful P-PCE
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[ RFC8051] describes general considerations for a stateful PCE

depl oynent and examines its applicability and benefits, as well as
its challenges and linmtations, through a nunber of use cases. These
are also applicable to the stateful P-PCE when used for the

i nterdomain LSP path conputation and setup. It should be noted that
though the stateful P-PCE has linmited direct visibility inside the
child domain, it could still trigger reoptimzation with the help of

child PCEs based on LSP state changes, abstract topol ogy changes, or
sone ot her external factors.

The C-PCE woul d del egate control of the interdomain LSP to the P-PCE
so that the P-PCE can nake changes to it. Note that, if the C PCE
becones aware of a topol ogy change that is hidden fromthe P-PCE, it
coul d take back the delegation fromthe P-PCE to act on it itself.
Simlarly, a P-PCE could al so request delegation if it needs to nake
a change to the LSP (refer to [ RFC8741]).

Ter m nol ogy

The term nology is as per [RFC4655], [RFC5440], [RFC6805], [RFC8051],
[ RFC8231], and [ RFC8281].

Sone key terns are listed below for easy reference.

ACTN: Abstraction and Control of Traffic Engi neering Networks
CNC: Cust oner Network Controller

C- PCE: Child Path Conputation El enent

H PCE: Hi erarchi cal Path Conputation El enent

| GP: Interior Gateway Protocol

LSP: Label Switched Path

LSPDB: Label Swi tched Pat h Dat abase

LSR: Label Switching Router

MDSC: Mul ti - Domai n Servi ce Coordi nat or

PCC. Pat h Conputation dient

PCE: Pat h Conput ati on El enent

PCEP: Pat h Conmput ation El ement communi cati on Protocol
PNC: Provi si oning Network Controller

P- PCE: Parent Path Conputation El enent

TED: Traf fi c Engi neering Dat abase

VN: Virtual Network

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

H erarchi cal Stateful PCE



As described in [ RFC6805], in the hierarchical PCE architecture, a

P- PCE nmi ntains a domain topology map that contains the child domains
(seen as vertices in the topology) and their interconnections (links
in the topology). Usually, the P-PCE has no information about the
content of the child domains. Each child domain has at |east one PCE
capabl e of computing paths across the donmain. These PCEs are known
as Child PCEs (C PCEs) [RFC6805] and have a direct relationship with
the P-PCE. The P-PCE builds the domain topology map either via
direct configuration or fromlearned information received from each
C-PCE. The network policy could be applied while building the domain
topol ogy map. This has been described in detail in [ RFC6805].

Note that, in the scope of this docunent, both the C PCEs and the
P- PCE are stateful in nature.

[ RFC8231] specifies new functions to support a stateful PCE. It also
specifies that a function can be initiated either froma PCC towards
a PCE (CGE) or froma PCE towards a PCC (E-C).

Thi s docunent extends these functions to support H PCE Architecture
froma C PCE towards P-PCE (EC-EP) or froma P-PCE towards C PCE (EP-
EC). Al PCE types herein (EC-EP and EP-EC) are assuned to be
"stateful PCE".

A number of interactions are expected in the hierarchical stateful
PCE architecture. These include:

LSP State Report (EC-EP): A child stateful PCE sends an LSP state
report to a parent stateful PCE to indicate the state of an LSP

LSP State Synchronization (EC-EP): After the session between the
child and parent stateful PCEs is initialized, the P-PCE nust
| earn the state of the CG-PCE' s TE LSPs.

LSP Control Delegation (EC-EP, EP-EC): A CPCE grants to the P-PCE
the right to update LSP attributes on one or nore LSPs; at any
time, the GPCE may withdraw the del egation or the P-PCE may give
up the del egati on.

LSP Updat e Request (EP-EC): A stateful P-PCE requests nodification
of attributes on a GPCE s TE LSP.

PCE LSP Initiation Request (EP-EC): A stateful P-PCE requests a
C-PCEto initiate a TE LSP.

Note that this hierarchy is recursive, so a Label Sw tching Router
(LSR), as a PCC, could delegate control to a PCE. That PCE may, in
turn, delegate to its parent, which may further delegate to its
parent (if it exists). Simlarly, update operations can also be
appl i ed recursively.

[ RFC8685] defines the H PCE-CAPABILITY TLV that is used in the Open
message to advertise the H PCE capability. [RFC8231] defines the
STATEFUL- PCE- CAPABI LI TY TLV used in the Open nmessage to indicate
stateful support. To indicate the support for stateful H PCE
operations described in this docunment, a PCEP speaker MJST i ncl ude
both TLVs in an Open nessage. It is RECOVMENDED that any

i npl ementation that supports stateful operations [ RFC8231] and H PCE
[ RFC8685] al so inplenment the stateful H PCE operations as descri bed
in this docunent.

Furt her consideration may be made for optional procedures for
stateful comruni cation coordi nati on between PCEs, including
procedures to mnimze conputational |oops. The procedures described
i n [ PCE- STATE- SYNC] facilitate stateful conmunication between PCEs
for various use cases. The procedures and extensions as described in



Section 3 of [PCE-STATE-SYNC] are also applicable to child and parent
PCE communi cation. The SPEAKER-1DENTITY-ID TLV (defined in

[ RFC8232]) is included in the LSP object to identify the ingress
(PCC). The PCEP-specific identifier for the LSP (PLSP-1D [ RFC8231])
used in the forwarded PCRpt by the CGPCE to the P-PCE is the same as
the original one used by the PCC

3.1. Passive Qperations

Procedures described in [ RFC6805] are applied, where the ingress PCC
triggers a path conputation request for the destination towards the
C-PCE in the domain where the LSP originates. The G PCE further
forwards the request to the P-PCE. The P-PCE selects a set of

candi dat e domai n paths based on the domain topology and the state of
the interdonmain links. It then sends conputation requests to the

C- PCEs responsi ble for each of the dormains on the candi date domain
pat hs. Each C PCE conmputes a set of candidate path segnments across
its domain and sends the results to the P-PCE. The P-PCE uses this
informati on to sel ect path segnents and concatenate themto derive
the optimal end-to-end interdomain path. The end-to-end path is then
sent to the C-PCE that received the initial path request, and this

C- PCE passes the path on to the PCC that issued the original request.

As per [RFC8231], the PCC sends an LSP State Report carried on a
PCRpt message to the C-PCE, indicating the LSP s status. The C PCE
may further propagate the State Report to the P-PCE. A local policy
at the C-PCE may dictate which LSPs are reported to the P-PCE. The
PCRpt nessage is sent from C PCE to P-PCE

State synchroni zati on mechani sns as described in [ RFC8231] and
[ RFC8232] are applicable to a PCEP session between C PCE and P-PCE as
wel | .

We use the hierarchical domain topology exanple from [ RFC6805] as the

ref erence topology for the entirety of this document. It is shown in
Figure 1.
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Figure 1: Hi erarchical Domain Topol ogy Exanpl e

Steps 1 to 11 are exactly as described in Section 4.6.2 of [ RFC6805]
("Hierarchical PCE End-to-End Path Conputation Procedure"); the
followi ng additional steps are added for stateful PCE, to be executed
at the end:

(A) The ingress LSR initiates the setup of the LSP as per the path
and reports the LSP status to PCEL ("GO NG UP").

(B) PCE1l further reports the status of the LSP to the P-PCE (PCE5).

(© The ingress LSR notifies PCEl of the LSP state when the state is
" UP" .

(D) PCE1l further reports the status of the LSP to the P-PCE (PCE5).

The ingress LSR could trigger path reoptimzation by sending the path
comput ation request as described in [RFC6805]; at this time, it can
include the LSP object in the PCReq nessage, as described in

[ RFC8231] .

3.2. Active Qperations

[ RFC8231] describes the case of an active stateful PCE. The active
PCE functionality uses two specific PCEP nessages:

* Updat e Request (PCUpd)
* State Report (PCRpt)

The first is sent by the PCE to a PCC for nodifying LSP attri butes.
The PCC sends back a PCRpt to acknow edge the requested operation or
report any change in the LSP's state.

As per [RFCB051], delegation is an operation to grant a PCE tenporary
rights to nodify a subset of LSP paraneters on the LSPs of one or
more PCCs. The C-PCE may further choose to delegate to its P-PCE
based on a local policy. The PCRpt nessage with the "D' (del egate)
flag is sent from CPCE to P-PCE.

To update an LSP, a PCE sends an LSP Update Request to the PCC using
a PCUpd nmessage. For an LSP delegated to a P-PCE via the G PCE, the
P- PCE can use the sanme PCUpd nessage to request a change to the G PCE
(the ingress donmain PCE). The C PCE further propagates the update
request to the PCC.

The P-PCE uses the same nechani sm described in Section 3.1 to conpute
the end-to-end path usi ng PCReq and PCRep nessages.

For active operations, the follow ng steps are required when
del egating the LSP, again using the reference architecture described
in Figure 1 ("Hierarchical Donain Topol ogy Exanple").

(A) The ingress LSR del egates the LSP to PCEl1 via a PCRpt nessage



with D flag set.
(B) PCE1l further delegates the LSP to the P-PCE (PCE5).

(C Steps 4 to 10 in Section 4.6.2 of [RFC6805] are executed at
P- PCE (PCE5) to deternine the end-to-end path.

(D) The P-PCE (PCE5) sends the update request to the C PCE (PCEl)
vi a PCUpd nessage.

(E) PCE1l further updates the LSP to the ingress LSR (PCC).

(F) The ingress LSR initiates the setup of the LSP as per the path
and reports the LSP status to PCEL ("GO NG UP").

(G PCE1l further reports the status of the LSP to the P-PCE (PCE5).

(H The ingress LSR notifies PCEl of the LSP state when the state is
" UP" .

(I') PCE1l further reports the status of the LSP to the P-PCE (PCE5).
3.3. PCE Initiation of LSPs

[ RFC8281] describes the setup, nmaintenance, and teardown of PCE-
initiated LSPs under the stateful PCE nodel, w thout the need for

| ocal configuration on the PCC, thus allowing for a dynam ¢ network
that is centrally controlled and deployed. To instantiate or delete
an LSP, the PCE sends the Path Conputation LSP initiate request
(PCnitiate) message to the PCC. In the case of an interdomain LSP
in hierarchical PCE architecture, the initiation operations can be
carried out at the P-PCE. In that case, after the P-PCE finishes the
E2E path conputation, it can send the PClnitiate nessage to the C PCE
(the ingress donmain PCE), and the C- PCE further propagates the
initiate request to the PCC.

The following steps are perforned for PCE-initiated operations, again

using the reference architecture described in Figure 1 ("Hi erarchical

Domai n Topol ogy Exanpl e"):

(A) The P-PCE (PCE5) is requested to initiate an LSP. Steps 4 to 10
in Section 4.6.2 of [ RFC6805] are executed to determ ne the end-
to-end path.

(B) The P-PCE (PCE5) sends the initiate request to the child PCE
(PCE1l) via PClnitiate nessage.

(C© PCEl1l further propagates the initiate message to the ingress LSR
(PCO).

(D) The ingress LSR initiates the setup of the LSP as per the path
and reports to PCE1 the LSP status ("GO NG UP").

(E) PCE1l further reports the status of the LSP to the P-PCE (PCE5).

(F) The ingress LSR notifies PCEL of the LSP state when the state is
" UP" .

(G PCE1l further reports the status of the LSP to the P-PCE (PCE5).

The ingress LSR (PCC) generates the PLSP-1D for the LSP and inform
the C-PCE, which is propagated to the P-PCE

3.3.1. Per-Domain Stitched LSP

The hierarchical PCE architecture, as per [RFC6805], is primarily



used for E2E LSP. Wth PCE-initiated capability, another node of

operation is possible, where multiple intradomain LSPs are initiated

in each domain and are further stitched to forman E2E LSP. The

P- PCE sends PClnitiate nessage to each C PCE separately to initiate

i ndi vi dual LSP segnents al ong the domain path. These individual per-

domai n LSPs are stitched together by some mechanism which is out of

the scope of this docunment (Refer to [ STATEFUL-I NTERDOVAIN]).

The followi ng steps are perforned for the per-domain stitched LSP

operation, again using the reference architecture described in

Figure 1 ("Hi erarchical Donmain Topol ogy Exanple"):

(A) The P-PCE (PCE5) is requested to initiate an LSP. Steps 4 to 10
in Section 4.6.2 of [ RFC6805] are executed to determ ne the end-
to-end path, which is broken into per-domain LSPs. For exanpl e:
*  S-BNM41
*  BN41- BN33
*  BN33-D

It should be noted that the P-PCE nay use other mechanisnms to
determ ne the suitable per-domain LSPs (apart from [ RFC6805]).

For LSP (BN33-D):

(B) The P-PCE (PCE5) sends the initiate request to the child PCE
(PCE3) via a PClnitiate message for the LSP (BN33-D).

(C PCE3 further propagates the initiate message to BN33.

(D) BN33 initiates the setup of the LSP as per the path and reports
to PCE3 the LSP status ("GO NG UP").

(E) PCE3 further reports the status of the LSP to the P-PCE (PCE5).

(F) The node BN33 notifies PCE3 of the LSP state when the state is
" UP" .

(G PCE3 further reports the status of the LSP to the P-PCE (PCE5).
For LSP (BN41-BN33):

(H The P-PCE (PCE5) sends the initiate request to the child PCE
(PCE4) via PClnitiate nmessage for LSP (BN41l- BN33).

(I') PCE4 further propagates the initiate nmessage to BN41.

(J) BM1l initiates the setup of the LSP as per the path and reports
to PCE4 the LSP status ("GO NG UP").

(K) PCE4 further reports the status of the LSP to the P-PCE (PCE5).

(L) The node BN41 notifies PCE4 of the LSP state when the state is
"UP" .

(M PCE4 further reports the status of the LSP to the P-PCE (PCE5).
For LSP (S-BN41):

(N) The P-PCE (PCE5) sends the initiate request to the child PCE
(PCEl1l) via a PClnitiate nessage for the LSP (S-BN41).

(O PCE1l further propagates the initiate nmessage to node S.



(P) Sinitiates the setup of the LSP as per the path and reports to
PCE1 the LSP status ("GO NG UP").

(Q PCE1l further reports the status of the LSP to the P-PCE (PCE5).

(R} The node S notifies PCEl of the LSP state when the state is
" UP" .

(S) PCE1l further reports the status of the LSP to the P-PCE (PCE5).
Addi tional ly:

(T) Once the P-PCE receives a report of each per-domain LSP, it
shoul d use a suitable stitching nmechanism which is out of the
scope of this docunent. 1In this step, the P-PCE (PCE5) could
also initiate an E2E LSP (S-D) by sending the PClnitiate nessage
to the ingress C PCE (PCEl).

Not e that each per-domain LSP can be set up in parallel. Further, it
is also possible to stitch the per-domain LSP at the sane tinme as the
per-domain LSPs are initiated. This option is defined in

[ STATEFUL- | NTERDOVAI N] .

Security Considerations

The security considerations listed in [ RFC8231], [RFC6805], and

[ RFC5440] apply to this docunent, as well. As per [RFC6805], it is
expected that the parent PCE will require all child PCEs to use ful
security (i.e., the highest security mechani sm avail abl e for PCEP)
when comunicating with the parent.

Any nul ti donai n operation necessarily involves the exchange of

i nformati on across dommi n boundaries. This is bound to represent a
significant security and confidentiality risk, especially when the
child dormains are controlled by different comrercial concerns. PCEP
all ows individual PCEs to maintain the confidentiality of their

domai n-pat h i nformati on usi ng pat h-keys [ RFC5520], and the

hi erarchical PCE architecture is specifically designed to enable as
much isolation of information about domain topol ogy and capabilities
as is possible. The LSP state in the PCRpt nmessage nust continue to
mai ntain the internal domain confidentiality when required

The security considerations for PCE-initiated LSP in [ RFC8281] are
al so applicable fromP-PCE to C PCE

Further, Section 6.3 describes the use of a path-key [ RFC5520] for
confidentiality between C PCE and P-PCE

Thus, it is RECOWENDED to secure the PCEP session (between the P-PCE
and the G- PCE) using Transport Layer Security (TLS) [RFC8446] (per
the recomendati ons and best current practices in BCP 195 [ RFC7525])
and/ or TCP Authentication Option (TCP-AO [RFC5925]. The gui dance
for inplenenting PCEP with TLS can be found in [ RFC8253].

In the case of TLS, due care needs to be taken while exposing the

paraneters of the X 509 certificate -- such as

subj ect Al t Nane: ot her Nane, which is set to Speaker Entity ldentifier
[ RFC8232] as per [RFCB253] -- to ensure uni queness and avoi d any

m smat ch.

Manageabi l ity Consi derations

Al'l manageability requirenments and considerations listed in

[ RFC5440], [RFC6805], [RFC8231], and [ RFC8281] apply to statefu
H PCE defined in this docunent. |In addition, requirements and
considerations listed in this section apply.



.1. Control of Function and Policy

Support of the hierarchical procedure will be controlled by the
management organi zation responsi ble for each child PCE. The parent
PCE must only accept path-conputation requests from authorized child
PCEs. |If a parent PCE receives a report from an unauthorized child
PCE, the report should be dropped. Al mechani sns described in

[ RFC8231] and [ RFC8281] continue to apply.

.2. Information and Data Mbdel s

An i mpl enentation should allow the operator to view the stateful and
H PCE capabilities advertised by each peer. The "ietf-pcep" PCEP
YANG nodul e is specified in [ PCE-PCEP- YANG . This YANG nodule will
be required to be augnented to also include details for statefu

H PCE depl oynment and operation. The exact nodel and attributes are
out of scope for this docunent.

.3. Liveness Detection and Mnitoring

Mechani sns defined in this docunent do not inply any new |iveness-
detection or nonitoring requirenments in addition to those al ready
listed in [ RFC5440].

.4. Verification of Correct Operations

Mechani sns defined in this document do not inply any new operation-
verification requirements in addition to those already listed in
[ RFC5440] and [ RFC8231].

.5. Requirenents on O her Protocols

Mechani sns defined in this docunent do not inply any new requirenents
on ot her protocols.

.6. Impact on Network Operations

Mechani sns defined in [ RFC5440] and [ RFC8231] al so apply to PCEP
extensions defined in this docunent.

The stateful H PCE technique brings the applicability of stateful PCE
(described in [RFC8051]) to the LSP traversing multiple domains.

As described in Section 3, a PCEP speaker includes both the H PCE-
CAPABI LI TY TLV [ RFC8685] and STATEFUL- PCE- CAPABI LI TY TLV [ RFC8231] to
i ndi cate support for stateful HPCE. Note that there is a
possibility of a PCEP speaker that does not support the statefu

H PCE feature but does provide support for stateful-PCE [ RFC8231] and
H PCE [ RFC8685] features. This PCEP speaker will also include both
the TLVs; in this case, a PCEP peer could fal sely assune that the
stateful H PCE feature is also supported. On further PCEP nessage
exchange, the stateful nmessages will not be propagated further (as
described in this docunent), and a stateful H PCE-based "parent”
control of the LSP will not happen. A PCEP peer shoul d be prepared
for this eventuality as a part of normal procedures.

.7. Error Handling between PCEs

Apart fromthe basic error handling described in this docunent, an
i mpl ement ation could al so use the enhanced error and notification
mechani sm for stateful H PCE operations described in

[ PCE- ENHANCED- ERRORS] .  Enhanced features such as error-behavi or
propagation, notification, and error-criticality |evel are further
defined in [ PCE- ENHANCED- ERRCRS] .



6. O her Considerations
6.1. Applicability to Interlayer Traffic Engi neering

[ RFC5623] describes a framework for applying the PCE-based
architecture to interlayer (G MLS traffic engineering. The H PCE
stateful architecture with stateful P-PCE coordinating with the
stateful C PCEs of higher and |ower |layer is shown in Figure 2.

- +
| Parent |
/] PCE |
) A S +
/ / St at ef ul
/ / P- PCE
/ /
/ /
Stateful +----- + / /
C- PCE | PCE |/ /
Hi | H | /
+--mna + /
+-- -+ +-- -+ / +-- -+ +-- -+
+ LSR +--4+ LSR +. . . .. + LSR +--+ LSR +
+ HI + + H2 + / + H3 + + HW4 +
+-- -+ +- - - +\ +- - - - - +/ [ +---+ +-- -+
\ | PCE | /
\ | Lo | /
St at ef ul \ S + /
C- PCE \ /
Lo \ +---+ +- - - +/

+ LSR +--+ LSR +
+ L1 + + L2 +
— —

Figure 2: Sanple Interlayer Topol ogy

Al'l procedures described in Section 3 are also applicable to
interlayer path setup, and therefore to separate domains

6.2. Scalability Considerations

It should be noted that if all the GPCEs were to report all the LSPs
in their domain, it could lead to scalability issues for the P-PCE
Thus, it is recommended to only report the LSPs that are involved in
HPCE -- i.e., the LSPs that are either delegated to the P-PCE or
initiated by the P-PCE. Scalability considerations for PCEP as per

[ RFC8231] continue to apply for the PCEP session between child and
parent PCE

6.3. Confidentiality
As described in Section 4.2 of [RFC6805], information about the
content of child domains is not shared, for both scaling and
confidentiality reasons. The child PCE could al so conceal the path
i nformati on during path conmputation. A C PCE may replace a path
segnent with a pat h-key [ RFC5520], effectively hiding the content of
a segnent of a path.

7. 1 ANA Consi derations
Thi s docunent has no | ANA acti ons.
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