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Abst ract
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two or nore LSPs to provide end-to-end path protection
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I nt roducti on

[ RFC5440] describes Path Conputation El ement Conmuni cati on Protoco
(PCEP) for communication between a Path Conputation Cient (PCC) and
a PCE or between a pair of PCEs as per [RFC4655]. A PCE conputes
pat hs for MPLS-TE Label Switched Paths (LSPs) based on vari ous
constraints and optimnization criteria.

Stateful PCE [ RFC8231] specifies a set of extensions to PCEP to
enabl e stateful control of paths such as MPLS-TE LSPs between and
across PCEP sessions in conpliance with [ RFC4657]. It includes
mechani snms to affect LSP state synchroni zati on between PCCs and PCEs,
del egation of control of LSPs to PCEs, and PCE control of timing and
sequence of path conputations within and across PCEP sessions. The
focus is on a nodel where LSPs are configured on the PCC, and contro
over themis delegated to the stateful PCE. Furthernore, [RFC8281]
specifies a mechanismto dynamically instantiate LSPs on a PCC based
on the requests froma stateful PCE or a controller using statefu
PCE.

Path protection [RFC4427] refers to a paradigmin which the working
LSP is protected by one or nore protection LSP(s). Wen the working
LSP fails, protection LSP(s) is/are activated. Wen the working LSPs
are conputed and controlled by the PCE, there is benefit in a node of
operation where protection LSPs are al so conputed and control |l ed by
the sane PCE. [RFCB051] describes the applicability of path
protection in PCE depl oynments.

Thi s docunent specifies a stateful PCEP extension to associate two or
more LSPs for the purpose of setting up path protection. The
extension defined in this docunent covers the follow ng scenari os:

* APCCinitiates a protection LSP and retains the control of the
LSP. The PCC computes the path itself or nmakes a request for path
conputation to a PCE. After the path setup, it reports the
informati on and state of the path to the PCE. This includes the
association group identifying the working and protection LSPs.
This is the passive stateful node [ RFC8051].
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* APCCinitiates a protection LSP and del egates the control of the
LSP to a stateful PCE. During delegation, the association group
identifying the working and protection LSPs is included. The PCE
computes the path for the protection LSP and updates the PCC with
the informati on about the path as long as it controls the LSP
This is the active stateful npode [ RFC8051].

* A protection LSP could be initiated by a stateful PCE, which
retains the control of the LSP. The PCE is responsible for
computing the path of the LSP and updating to the PCC with the
i nformati on about the path. This is the PCE-1nitiated node
[ RFC8281] .

Note that a protection LSP can be established (signal ed) before the
failure (in which case the LSP is said to be either in standby node
[ RFC4427] or a primary LSP [RFC4872]) or after failure of the
correspondi ng working LSP (known as a secondary LSP [RFC4872]).

VWhet her to establish it before or after failure is according to
operator choice or policy.

[ RFC8697] introduces a generic nechanismto create a groupi ng of
LSPs, which can then be used to define associations between a set of
LSPs. The mechanismis equally applicable to stateful PCE (active
and passi ve nodes) and statel ess PCE
Thi s docunent specifies a PCEP extension to associ ate one worki ng LSP
with one or nore protection LSPs using the generic association
mechani sm
Thi s docunent describes a PCEP extension to associate protection LSPs
by creating the Path Protection Association Goup (PPAG and encodi ng
this association in PCEP nessages for stateful PCEP sessions.
Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here
Ter mi nol ogy
The following terns are used in this docunent:

ERO Explicit Route bject

LSP: Label Switched Path

PCC. Path Conputation dient

PCE: Path Conputation El enent

PCEP: Path Conputation El ement Conmuni cati on Protoco

PPAG Path Protection Association Goup

TLV: Type, Length, and Val ue

PCEP Ext ensi ons

Path Protection Association Type

As per [RFCB8697], LSPs are not associated by listing the other LSPs
with which they interact but, rather, by making them belong to an



association group. Al LSPs join an association group individually.
The generic ASSOCI ATI ON object is used to associate two or nore LSPs
as specified in [RFC8697]. This docunent defines a new Association
type called "Path Protection Association Type" of value 1 and a "Path
Protecti on Association G oup" (PPAG. A nenber LSP of a PPAG can
take the role of working or protection LSP. A PPAG can have one
wor ki ng LSP and/ or one or nore protection LSPs. The source,
destination, Tunnel ID (as carried in LSP-1DENTIFIERS TLV [ RFC8231],
with description as per [RFC3209]), and Protection Type (PT) (in Path
Protection Association TLV) of all LSPs within a PPAG MJST be the
same. As per [RFC3209], a TE tunnel is used to associate a set of
LSPs during reroute or to spread a traffic trunk over multiple paths.

The format of the ASSCOCI ATI ON obj ect used for PPAG is specified in
[ RFC8697] .

[ RFC8697] specifies the nechanismfor the capability advertisenment of
the Associ ation types supported by a PCEP speaker by defining an
ASSQC- Type-List TLV to be carried within an OPEN object. This
capability exchange for the Association type described in this
docunent (i.e., Path Protection Association Type) MAY be done before
using this association, i.e., the PCEP speaker MAY include the Path
Protection Association Type (1) in the ASSOC Type-List TLV before
usi ng the PPAG in the PCEP nmessages.

This Association type is dynamc in nature and created by the PCC or
PCE for the LSPs belonging to the sane TE tunnel (as described in

[ RFC3209]) originating at the sane head node and term nating at the
same destination. These associations are conveyed via PCEP nessages
to the PCEP peer. As per [RFC8697], the association source is set to
the | ocal PCEP speaker address that created the association unless

| ocal policy dictates otherwi se. Qperator-configured Association
Range MJST NOT be set for this Association type and MUST be ignored.

3.2. Path Protection Association TLV

The Path Protection Association TLV is an optional TLV for use in the
ASSQOCI ATI ON object with the Path Protection Association Type. The
Path Protection Association TLV MJST NOT be present nore than once.

If it appears nore than once, only the first occurrence is processed
and any others MJST be ignored.

The Path Protection Association TLV follows the PCEP TLV format of
[ RFC5440] .

The Type (16 bits) of the TLV is 38. The Length field (16 bits) has
a fixed val ue of 4.

The value is comprised of a single field, the Path Protection
Associ ation Flags (32 bits), where each bit represents a flag option

The format of the Path Protection Association TLV (Figure 1) is as
fol | ows:

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Type = 38 | Length = 4 |
i e e R e s o e kb i Sl S N S T
| PT | Unassi gned Fl ags | S| P
B i s T T i i o S o T Ji I

Figure 1: Path Protection Association TLV Format

Path Protection Association Flags (32 bits)



The following flags are currently defined:

* Protecting (P): 1 bit - This bit is as defined in Section 14.1 of
[ RFC4872] to indicate if the LSP is a working (0) or protection
(1) LSP.

* Secondary (S): 1 bit - This bit is as defined in Section 14.1 of
[ RFC4872] to indicate if the LSPis a primary (0) or secondary (1)
LSP. The S flag is ignored if the P flag is not set.

* Protection Type (PT): 6 bits - This field is as defined in
Section 14.1 of [RFC4872] (as "LSP (Protection Type) Flags") to
indicate the LSP protection type in use. Any type already defined
or that could be defined in the future for use in the RSVP-TE
PROTECTI ON obj ect is acceptable in this TLV unless explicitly
stated ot herw se.

* Unassigned bits are considered reserved. They MJST be set to 0 on
transm ssi on and MJST be ignored on receipt.

If the TLV is missing in the PPAG ASSOCI ATI ON object, it is
considered that the LSP is a working LSP (i.e., as if the P bit is
unset).

4. (Qperation

An LSP is associated with other LSPs with which it interacts by
adding themto a common associ ation group via the ASSOC|I ATI ON obj ect.
Al'l procedures and error handling for the ASSOCI ATI ON object is as
per [ RFC8697].

4.1. State Synchronization

During state synchroni zation, a PCC reports all the existing LSP
states as described in [RFC8231]. The associati on group nenbership
pertaining to an LSP is also reported as per [RFC8697]. This

i ncl udes PPAGs.

4.2. PCC-lnitiated LSPs

A PCC can associate a set of LSPs under its control for path
protection purposes. Sinmilarly, the PCC can renmpove one or nore LSPs
under its control fromthe corresponding PPAG |In both cases, the
PCC reports the change in association to PCE(s) via a Path
Conput ati on Report (PCRpt) nmessage. A PCC can al so del egate the
wor ki ng and protection LSPs to an active stateful PCE, where the PCE
woul d control the LSPs. The stateful PCE coul d update the paths and
attributes of the LSPs in the association group via a Path
Conput ati on Update (PCUpd) nmessage. A PCE could al so update the
association to the PCC via a PCUpd nessage. These procedures are
described in [ RFC8697].

It is expected that both working and protection LSPs are del egated
together (and to the same PCE) to avoid any race conditions. Refer
to [ STATE- PCE- SYNC] for the problemdescription

4.3. PCE-Initiated LSPs

A PCE can create/update working and protection LSPs independently.
As specified in [ RFC8697], Association Goups can be created by both
the PCE and the PCC. Furthernore, a PCE can renove a protection LSP
froma PPAG as specified in [RFC8697]. The PCE uses PCUpd or Path
Conputation Initiate (PClnitiate) nessages to comruni cate the
association information to the PCC

4.4. Session Term nation



As per [RFC8697], the association information is cleared along with
the LSP state information. Wen a PCEP session is terminated, after
expiry of State Tineout Interval at the PCC, the LSP state associated
with that PCEP session is reverted to operator-defined default
paraneters or behaviors as per [RFC8231]. The sane procedure is al so
followed for the association information. On session termnation at
the PCE, when the LSP state reported by PCC is cleared, the
association information is also cleared as per [RFC8697]. Were
there are no LSPs in an association group, the association is

consi dered to be del eted.

4.5. FError Handling

As per the processing rules specified in Section 6.4 of [RFC8697], if
a PCEP speaker does not support this Path Protection Association
Type, it would return a PCErr nessage with Error-Type 26 "Associ ation
Error" and Error-Value 1 "Association type is not supported”

Al'l LSPs (working or protection) within a PPAG MUST belong to the
same TE tunnel (as described in [RFC3209]) and have the sane source
and destination. |f a PCEP speaker attenpts to add or update an LSP
to a PPAG and the Tunnel ID (as carried in the LSP-1DENTIFI ERS TLV

[ RFC8231], with a description as per [RFC3209]) or source or
destination of the LSP is different fromthe LSP(s) in the PPAG the
PCEP speaker MUST send PCErr with Error-Type 26 (Association Error)

[ RFC8697] and Error-Value 9 (Tunnel ID or endpoints msnatch for Path
Protection Association). In case of Path Protection, an LSP-

| DENTI FI ERS TLV SHOULD be included for all LSPs (including Segnent
Routing (SR) [RFC8664]). |If the Protection Type (PT) (in the Path
Protection Association TLV) is different fromthe LSPs in the PPAG
the PCEP speaker MJST send PCErr with Error-Type 26 (Association
Error) [RFC8697] and Error-Value 6 (Association information m snatch)
as per [RFC8697].

When t he PCEP peer does not support the protection type set in PPAG
the PCEP peer MJST send PCErr with Error-Type 26 (Association Error)
[ RFC8697] and Error-Value 11 (Protection type is not supported).

A given LSP MAY belong to nore than one PPAG If there is a conflict
bet ween any of the two PPAGs, the PCEP peer MJST send PCErr with
Error-Type 26 (Association Error) [RFC8697] and Error-Value 6
(Association informati on m smatch) as per [RFC8697].

When the protection type is set to 1+1 (i.e., protection type=0x08 or
0x10), there MJST be at maxi mum only one worki ng LSP and one
protection LSP within a PPAG |If a PCEP speaker attenpts to add

anot her wor ki ng/ protection LSP, the PCEP peer MJST send PCErr with
Error-Type 26 (Association Error) [RFC8697] and Error-Value 10
(Attenpt to add anot her working/protection LSP for Path Protection
Associ ation).

When the protection type is set to 1: N (i.e., protection type=0x04),
there MUST be at maxi numonly one protection LSP, and the number of
wor ki ng LSPs MUST NOT be more than Nwithin a PPAG |If a PCEP
speaker attenpts to add anot her working/protection LSP, the PCEP peer
MUST send PCErr with Error-Type 26 (Association Error) [RFC8697] and
Error-Value 10 (Attenpt to add anot her working/ protection LSP for
Path Protection Association).

During the make-before-break (MBB) procedure, two paths will briefly
coexist. The error handling related to the nunber of LSPs allowed in
a PPAG MJUST NOT be applied during MBB

Al'l processing as per [RFC8697] continues to apply.
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O her Consi derations

The working and protection LSPs are typically resource disjoint

(e.g., node, Shared Ri sk Link Goup [SRLG disjoint). This ensures
that a single failure will not affect both the working and protection
LSPs. The disjoint requirement for a group of LSPs is handled via
anot her Association type called "D sjointness Associ ati on" as
described in [ PCEP-LSP-EXT]. The diversity requirenents for the
protection LSP are al so handl ed by including both ASSCOCI ATl ON obj ects
i dentifying both the protection association group and the disjoint
association group for the group of LSPs. The relationship between
the Synchroni zati on VECtor (SVEC) object and the Disjointness

Associ ation is described in Section 5.4 of [PCEP-LSP-EXT].

[ RFC4872] introduces the concept and mechani snms to support the

associ ation of one LSP to another LSP across different RSVP Traffic
Engi neering (RSVP-TE) sessions using the ASSOCI ATI ON and PROTECTI ON
object. The information in the Path Protection Association TLV in
PCEP as received fromthe PCE is used to trigger the signaling of the
wor ki ng LSP and protection LSP, with the Path Protection Association
Fl ags mapped to the corresponding fields in the PROTECTI ON object in
RSVP- TE

I ANA Consi derations
1. Association Type
Thi s docunent defines a new Association type, originally defined in
[ RFC8697], for path protection. |ANA has assigned new value in the

" ASSOCI ATI ON Type Fi el d" subregistry (created by [ RFC8697]) as
fol | ows:

+------ I T I +
| Type | Name | Reference

E bbbl oo s e g
| 1 | Path Protection Association | RFC 8745 |
+------ I T il F--- - - - +

Tabl e 1: ASSOCI ATION Type Field
2. Path Protection Association TLV

Thi s docunent defines a new TLV for carrying the additiona
information of LSPs within a path protection association group. |ANA
has assigned a new value in the "PCEP TLV Type Indicators"
subregistry as foll ows:

B S, e o m e e e - +
| Value | Description | Reference
[ pleesfesbumfesfumeumnl e s sy e e —p—
| 38 | Path Protection Association Group TLV | RFC 8745
Fomm o - o m e e e e e e e e e e e e aao o Fom e oo +

Tabl e 2: PCEP TLV Type | ndicators

Per this docunent, a new subregistry naned "Path protection

Associ ation Group TLV Flag Field" has been created within the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry to manage the
Flag field in the Path Protecti on Association G oup TLV. New val ues
are to be assigned by Standards Action [RFC8126]. Each bit should be
tracked with the following qualities

* Bit nunber (count fromO as the nost significant bit)

*  Name of the flag
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* Reference

+------ I I I I I ] I +
| Bit | Nare | Reference

f ool oo s s
| 31 | P - PROTECTION-LSP | RFC 8745 |
+------ B i e F--- - - - +
| 30 | S - SECONDARY-LSP | RFC 8745 |
+------ I I I I I ] I +
| 6-29 | Unassi gned | RFC 8745

+------ I T R R I +
| 0-5 | Protection Type Flags | RFC 8745 |
+------ B i e F--- - - - +

Table 3: Path Protection Associ ation
Goup TLV Flag Field

3. PCEP Errors

Thi s docunent defines new Error-Values related to path protection
association for Error-type 26 "Association Error" defined in

[ RFC8697]. | ANA has allocated new error values wi thin the "PCEP-
ERROR nj ect Error Types and Val ues" subregistry of the PCEP Nunbers
registry as foll ows:

R S o e e e e e e e oo S +
| Error-Type | Meaning | Error-val ue | Reference

| 26 | Association | | [RFC8697]

| | Error | | |
R S o e e e e e R +
| | | 9: Tunnel 1D or endpoints | RFC 8745

| | | msnmatch for Path | |
| | | Protection Association | |
T R o e e e e e e e e e e oo - R +
| | | 10: Attenpt to add | RFC 8745 |
| | | anot her worki ng/ | |
| | | protection LSP for Path | |
| | | Protection Association | |
Fom e e o - S o e e e e e e eie oo n Fom e oo +
| | | 11: Protection type is | RFC 8745

| | | not supported | |
R S o e e e e e R +

Tabl e 4. PCEP- ERROR Obj ect Error Types and Val ues
Security Considerations

The security considerations described in [RFC8231], [RFC8281], and

[ RFC5440] apply to the extensions described in this docunent as well.
Addi tional considerations related to associations where a malicious
PCEP speaker coul d be spoofed and coul d be used as an attack vector
by creating associations are described in [RFC8697]. Adding a
spurious protection LSP to the Path Protection Association group
could give a fal se sense of network reliability, which |leads to

i ssues when the working LSP is down and the protection LSP fails as
wel | . Thus, securing the PCEP session using Transport Layer Security
(TLS) [RFCB253], as per the recomendati ons and best current
practices in BCP 195 [ RFC7525], is RECOMVENDED.

Manageabi l ity Consi derations
1. Control of Function and Policy

Mechani sns defined in this document do not inply any control or
policy requirements in addition to those already listed in [ RFC5440],
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[ RFC8231],
I nf or mat

[ RFC7420] d

and [ RFC8281].
ion and Dat a Model s

escribes the PCEP M B; there are no new M B Objects for

this docunment.

The PCEP YANG nodul e [ PCEP- YANG supports associ ations.

Li veness

Mechani sns

Det ecti on and Monitoring

defined in this document do not inply any new |iveness

detection and nonitoring requirenents in addition to those already

listed in |

Mechani sns

RFC5440], [RFC8231], and [ RFC8281].

Verify Correct Operations

defined in this docunment do not inply any new operation

verification requirenments in addition to those already listed in

[ RFC5440] ,

Mechani sns
on ot her pr

Mechani sns
operati ons
[ RFC8231],

Ref er ences
Nor mati v

[ RFC2119]

[ RFC3209]

[ RFCA872]

[ RFC5440]

[ RFC7525]

[ RFC8126]

[ RFC8231], and [ RFC8281] .

Requi rements on Gt her Protocols

defined in this docunent do not inply any new requirenents
ot ocol s.

I npact on Network Operations

defined in this docunment do not have any inmpact on network
in addition to those already listed in [ RFC5440],
and [ RFC8281].
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