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I ntroduction

The I ncident Object Description Exchange Format (1 ODEF) [ RFC7970]
defines a data representation for security incident reports and

i ndi cators comonly exchanged by operational security teans. It
facilitates the automated exchange of this information to enable
mtigation and watch-and-warning. An information nodel using Unified
Model i ng Language (UML) is defined in Section 3 of [RFCr7970] and a
correspondi ng Extensible Markup Language (XM.) schenma data nodel is
defined in Section 8 of [RFC7970]. This UM.-based information nodel
and XM.-based data nodel are referred to as | ODEF UML and | ODEF XM,
respectively, in this docunent.

| ODEF docunents are structured and thus suitable for machine
processing. They will streanmline incident response operations.

Anot her wel | -used and structured format that is suitable for nmachine
processing is JavaScript Object Notation (JSON) [RFC3259]. To
facilitate the automation of incident response operations, | ODEF
docunents and i npl enentati ons should support JSON representation and
its encoding in Concise Binary Object Representation (CBOR)

[ RFC7049] .

Thi s docunent defines an alternate inplenentation of the | ODEF UML

i nformati on nodel by specifying a JSON data nodel using Concise Data
Definition Language (CDDL) [RFC8610] and a JSON Schema [ JSON- SCHEMA] .
This JSON data nodel is referred to as | ODEF JSON in this docunent.

| ODEF JSON provides all of the expressivity of |IODEF XML. It gives

i npl ementers and operators an alternative format to exchange the sane
i nformati on.

The normative | ODEF JSON data nodel is found in Section 6. Sections
2 and 3 describe the data types and el enents of this data nodel.
Section 4 provi des exanpl es.

.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

| ODEF Data Types

| ODEF JSON i nmpl ements the abstract data types specified in Section 2
of [RFC7970].



.1. Abstract Data Type to JSON Data Type Mappi ng

| ODEF JSON uses native and derived JSON data types. Table 1
descri bes the nmappi ng between the abstract data types in Section 2 of
[ RFC7970] and their corresponding inpl enentations in | ODEF JSON.

[} g ————— e ———_——————————————————— Ll —p——(—————r L
| | ODEF Data Type | Reference | JSON Data Type |
[ el e ey ety o}
| I NTEGER | Section 2.1 of [RFC7970] | integer; see |
I I | Section 2.2.1 |
o e e e e oo - o e e e e e e oo o oo o - +
| REAL | Section 2.2 of [RFC7970] | "number" per |
| | | [RFC8259] |
e . +
| CHARACTER | Section 2.3 of [RFC7970] | "string" per |
| | | [RFC8259] |
o e e e e oo - o e e e e e e oo o oo o - +
| STRI NG | Section 2.3 of [RFC7970] | "string" per |
| | | [RFC8259] |
e . +
| M._STRI NG | Section 2.4 of [RFC7970] | see |
I I | Section 2.2.2 |
o e e e e oo - o e e e e e e oo o oo o - +
| BYTE | Section 2.5.1 of | "string" per |
| | [RFC7970] | [RFC8259] |
e . +
| BYTE[] | Section 2.5.1 of | “"string" per |
| | [RFC7970] | [ RFC8259] |
o e e e e oo - o e e e e e e oo o oo o - +
| HEXBI N | Section 2.5.2 of | "string" per |
| | [RFC7970] | [RFC8259] |
e . +
| HEXBI N[] | Section 2.5.2 of | “"string" per |
| | [RFC7970] | [ RFC8259] |
o e e e e oo - o e e e e e e oo o oo o - +
| ENUM | Section 2.6 of [RFC7970] | see |
| | | Section 2.2.3 |
e . +
| DATETI ME | Section 2.7 of [RFC7970] | "string" per |
| | | [RFC8259] |
o e e e e oo - o e e e e e e oo o oo o - +
| TI MEZONE | Section 2.8 of [RFC7970] | "string" per |
| | | [RFC8259] |
e . +
| PORTLI ST | Section 2.9 of [RFC7970] | "string" per |
| | | [RFC8259] |
o e e e e oo - o e e e e e e oo o oo o - +
| POSTAL | Section 2.10 of | M__STRING see |
| | [RFC7970] | Section 2.2.2 |
e . +
| PHONE | Section 2.11 of | "string" per |
| | [RFC7970] | [ RFC8259] |
o e e e e oo - o e e e e e e oo o oo o - +
| EMAIL | Section 2.12 of | "string" per |
| | [RFC7970] | [RFC8259] |
e . +
| URL | Section 2.13 of | "string" per |
| | [RFC7970] | [ RFC8259] |
o e e e e oo - o e e e e e e oo o oo o - +
| ID | Section 2.14 of | "string" per |
| | [RFC7970] | [RFC8259] |
e . +
| | DREF | Section 2.14 of | "string" per |
| | [RFC7970] | [ RFC8259] |



| Section 2.15 of | see |

| [RFC7970] | Section 2.2.4 |

o m e e e aa oo s o a o +

| Section 4.4 of [RFC7203] | see |

| | Section 2.2.5 |

o e e e e e e oo o oo o - +

| Section 2.16 of | see |

| [RFC7970] | Section 2.2.6 |

o m e e e aa oo s o a o +
Table 1: JSON Data Types

E s b ool s s s s s e s s s

| CBOR Data Type | CDDL Prel ude [ RFC8610]

[ sl e

| 0, 1, 6 tag 2, | integer

| 6 tag 3 |

oo o - o e e e e e e e ememao -

| 7 bits 26 | float32

S oo e e e e e e e e oo - -

| 3 | text

o a o o mm e e e e e e e i

| 3 | text

oo o - o e e e e e e e ememao -

| 5 | Maps/Structs (Section 3.5.1

| | of [RFC8610])

o a o o m e e e e e iee i

| 6 tag 22 | eb64l egacy

o a o Fom e e e e i

| 6 tag 22 | eb64l egacy

o e o e e e e e e e e m o

| 6 tag 23 | ebl6

o a o o m e e e e e iee i

| 6 tag 23 | ebl6

o a o Fom e e e e i

| - | Choices (Section 2.2.2 of

| | [RFC8610])

S oo e e e e e e e e oo - -

| 6 tag O | tdate

o a o o mm e e e e e e e i

| 3 | text

oo o - o e e e e e e e ememao -

| 3 | text

S oo e e e e e e e e oo - -

| 3 | M._STRING (Section 2.2.2)

o a o o mm e e e e e e e i

| 3 | text

oo o - o e e e e e e e ememao -

| 3 | text

S oo e e e e e e e e oo - -

| 6 tag 32 | uri

o a o o mm e e e e e e e i

| 3 | text

oo o - o e e e e e e e ememao -

| 3 | text

S oo e e e e e e e e oo - -

| 5 | Maps/Structs (Section 3.5.1

| | of [RFC8610])

o a o Fom e e e e i

| 5 | Maps/Structs (Section 3.5.1

| | of [RFC8610])

S oo e e e e e e e e oo - -

| 5 | Maps/Structs (Section 3.5.1

| | of [RFC8610])

o a o Fom e e e e i



Table 2: CBOR Data Types
2.2. Conplex JSON Types
2.2.1. Integer

An integer is a subset of the "nunber" type of JSON, which represents
signed digits encoded in Base 10. The definition of this integer is
"[ minus ] int" per [RFC8259], Section 6.

2.2.2. Miltilingual Strings

A string that needs to be represented in a human-readabl e | anguage
different fromthe default encoding of the docunment is represented in
the informati on nodel by the ML_STRING data type. This data type is
i mpl emented as either an object with "value", "lang", and
"translation-id" elements or a text string as defined in Section 6.
An exanpl e is shown bel ow.

"M.StringType": {

"value": "free-formtext", # STRI NG
"l ang": "en", # ENUM
"translation-id": "jp2en0023" # STRI NG

}

Note that in figures throughout this docunent, sone supplenentary
information follows "#", but these are not valid syntax in JSON
instead, they are intended to facilitate reader understandi ng.

2.2. 3. Enum

Enumis an ordered |ist of acceptable string values. Each value has
a representative keyword. Wthin the data nodel, the enunerated type
keywords are used as attribute val ues.

2.2.4. Software and Sof tware Reference

A particular version of software is represented in the information
nodel by the SOFTWARE data type. This software can be described by
using a reference, a Uniform Resource Locator (URL) [ RFC3986], or
free-formtext. The SOFTWARE data type is inplenented as an object
wi th "Sof t war eRef erence”, "URL", and "Description" elenments as
defined in Section 6. Exanples are shown bel ow

" Sof t war eType": {
" Sof t war eRef erence": {...}, # Sof t war eRef er ence
"Description": ["M5 W ndows"] # STRI NG

}

Sof t war eReference class is a reference to a particular version of
software. Exanpl es are shown bel ow.

" Sof t war eRef erence": {

"val ue": "cpe:/a:google:chrome: 59.0.3071. 115", # STRI NG
"spec-nane": "cpe", # ENUM
"dtype": "string" # ENUM

2.2.5. Structured Infornmation

Information provided in the formof a structured string, such as an
I D, or structured information, such as XM. docunents, is represented
in the informati on nodel by the STRUCTUREDI NFO data type. Note that
this type was originally specified in Section 4.4 of [RFC7203] as a
basic structure of its extension classes. The STRUCTUREDI NFO dat a
type is inplenented as an object with "SpeclD', "ext-SpeclD',
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3.

3.

"ContentlI D', "RawData", and "Reference" elenents. An exanple for
enbedding a structured IDis shown bel ow.

" STRUCTUREDI NFO': {
"Specl D': "urn:ietf:params:xm:ns:mle:cwe: 3. 3", # ENUM
"Content!| D': "CWE-89" # STRI NG

}

When enbedding the raw data, it should be encoded as a BYTE type
obj ect, as shown bel ow.

" STRUCTUREDI NFO': {
"Specl D': "urn:ietf:parans:xm :ns:mle:mdef:1.2", # ENUM
"RawDat a": "<<< encoded structured data >>>" # BYTE

}

When enbeddi ng the raw data, base64 encodi ng defined in Section 4 of
[ RFC4648] MUST be used for JSON | ODEF whil e binary representation
MJST be used for CBOR | ODEF.

2.6. EXTENSI ON

I nformation not otherwi se represented in the | ODEF can be added using
the EXTENSI ON data type. This data type is a generic extension
mechani sm The EXTENSI ON data type is inplenented as an

Ext ensi onType object with "val ue", "nane", "dtype", "ext-dtype",
"meani ng", "formatid", "restriction", "ext-restriction", and
"observabl e-id" elements. An exanple for enmbedding a structured ID

i s shown bel ow.

"Ext ensi onType": {

"val ue": "XXXXXXX", # STRI NG
"nanme": "Syslog", # STRI NG
"dtype": "string", # ENUM
"meani ng": "Syslog fromthe security appliance X' # STRI NG

}

Note that this data type is specified in [RFC7970] as its generic
extension nechanism |If a data itemhas internal structure that is
i ntended to be processed outside of the | ODEF franework, one may
consi der using the STRUCTUREDI NFO data type nmentioned in

Section 2.2.5.

| ODEF JSON Dat a Model
1. dasses and El enents

The followi ng table shows the list of | ODEF classes and their
el ements and the correspondi ng sections in [ RFC/7970]. Note that the
conpl ete JSON schenma is defined in Section 6 using CDDL.

Cl ass, Elenment, and
Attribute [ RFC7970] |
ver sion

| ang?

format-id?
privat e- enum nane?
private-enumi d?

I nci dent +

Addi ti onal Dat a*

I nci dent | purpose |
| ext-purpose? |
| status? |



ext-status?

| ang?
restriction?
ext-restriction?
observabl e-i d?
I ncident!| D

Al ternativel D?
Rel at edActi vity*
Det ect Ti me?
StartTi ne?
EndTi ne?
RecoveryTi ne?
Report Ti ne?
Cener ati onTi me
Descri pti on*

D scovery*
Assessnent *

Met hod*

Cont act +
Event Dat a*

| ndi cat or *

H story?

Addi ti onal Dat a*

id

namne

i nstance?
restriction?
ext-restriction?

restriction?
ext-restriction?
I nci dent | D+

restriction?
ext-restriction?
I nci dent | D*

URL*

Thr eat Act or *
Canpai gn*

I ndi cat or | D*
Confi dence?
Descri pti on*

Addi ti onal Dat a*

restriction?
ext-restriction?
Thr eat Act or | D*
URL*

Descri ption*
Addi ti onal Dat a*

restriction?
ext-restriction?
Canpai gnl D*

URL*

Descri ption*
Addi ti onal Dat a*

rol e

ext-rol e?

type

ext-type?
restriction?
ext-restriction?
Cont act Name*



Di scovery

Det ecti onPattern

Assessnent

ContactTitl e*
Descri pti on*
Regi st r yHandl e*
Post al Addr ess*
Emai | *

Tel ephone*

Ti mezone?

Cont act *

Addi ti onal Dat a*

handl e
registry
ext-registry?

type?
ext-type?
PAddr ess
Descri pti on*

type?
ext-type?
Enei | To
Descri ption*

type?
ext-type?

Tel ephoneNunber
Descri ption*

source?

ext -source?
restriction?
ext-restriction?
Descri ption*

Cont act *

Det ecti onPat t er n*

restriction?
ext-restriction?
observabl e-i d?
Appli cation
Descri pti on*

Det ecti onConfi gur ati on*

restriction?
ext-restriction?
Ref er ence*
Descri pti on*

At t ackPat t er n*
Vul nerabi lity*
Weakness*

Addi ti onal Dat a*

restriction?
ext-restriction?

observabl e-i d?
Ref er enceNane?
URL*
Descri pti on*

occurrence?
restriction?
ext-restriction?
observabl e-i d?

I nci dent Cat egor y*

4.5.51in



Ti mel npact

Hi storyltem

Syst em npact *
Busi nessl npact *
Ti mel npact *
Monet ar yl npact *

I nt endedl npact *
Count er *

M ti gati ngFact or*
Cause*
Conf i dence?

Addi ti onal Dat a*

severity?
compl eti on?
type
ext-type?
Descri pti on*

severity?

ext -severity?
type
ext-type?
Descri pti on*

val ue
severity?
metric
ext-metric?
dur ation?
ext-duration?

val ue
severity?
currency?

val ue
rating
ext-rating?

restriction?
ext-restriction?
H storyltemt

action
ext-action?
restriction?
ext-restriction?
observabl e-i d?
Dat eTi ne

I nci dent | D?
Cont act ?

Descri ption*
Def i nedCOA*
Addi ti onal Dat a*

restriction?
ext-restriction?
observabl e-i d?
Descri pti on*
Det ect Ti me?
StartTi me?
EndTi ne?
RecoveryTi ne?
Report Ti ne?
Cont act *

D scovery*
Assessnent ?



Met hod*

Syst entr
Expect ati on*
Recor dDat a*
Event Dat a*

Addi t i onal Dat a*

action?
ext-action?
severity?
restriction?
ext-restriction?
observabl e-i d?
Descri pti on*
Def i nedCOA*
StartTi ne?
EndTi ne?

Cont act ?

cat egory?

ext - category?

i nterface?

spoof ed?
virtual ?
owner shi p?

ext - owner shi p?
restriction?
ext-restriction?
Node

NodeRol e*

Servi ce*

Qper at i ngSyst enr
Counter*
Asset | D*
Descri pti on*
Addi t i onal Dat a*

Domai nDat a*
Addr ess*

Post al Addr ess?
Locati on*
Count er *

val ue

cat egory

ext - cat egory?
vl an- nane?

vl an- nunt?
observabl e-i d?

cat egory
ext - cat egory?
Descri ption*

val ue
type
ext-type?
uni t
ext-unit?
meani ng?
durati on?

ext -duration?

system st at us

ext-systemstatus?

domai n- st at us

. +
| 3.15 |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
. +
| 3.17 |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
. +
| 3.18 |
I I
I I
I I
I I
. +
| 3.18.1 |
I I
I I
I I
I I
I I
o mmee oo - +
| 3.18.2 |
I I
I I
Fommm e +
| 3.18.3 |
I I
I I
I I
I I
I I
I I
I I
oo +
3.19



| | ext-domain-status? |
| | observabl e-id? |
| | Nare |
| | Dat eDomai nWasChecked? |
| | RegistrationDate? |
| | ExpirationbDate? |
| | Rel at edDNS* |
| | Naneservers* |
| | Dormai nCont act s? |

| Narmeservers | Server | 3.19.1
| | Address* |

| Domai nCont acts | SaneDonmai nCont act ? | 3.19.2
| | Contact+ |

| ip-protocol? |
| observabl e-id? |
| ServiceName? |
| Port? |
| Portlist? |
| ProtoCode? |
| ProtoType? |
| ProtoField? |
| ApplicationHeaderFi el d* |
| Enmil Data? |
| Application? |

| ServiceName | I ANAServi ce? | 3.20.1
I | URL* I
| | Description* |

| observabl e-id? |
| Enmil To* |
| Email Fron® |
| Email Subj ect ? |
| Email X-Mailer? |
| Enmi | Header Fi el d* |
| Email Headers? |
| Enmai | Body? |
| Email Message? |
| HashDat a* |
| Signature* |

| restriction? |
| ext-restriction? |
| observabl e-id? |
| DateTine? |
| Description* |
| Application? |
| RecordPattern* |
| Recordltent |
| URL* |
| Fil eData* |
| WndowsRegi st ryKeyshbdi fi ed*|
| CertificateData* |
| Additional Dat a* |

| type I
| ext-type? |
| offset? |
| offsetunit? |
| ext-offsetunit? |
| instance? |
| val ue |



| WndowsRegi st ryKeyshbdi fi ed|

| I'ndicatorlD

observabl e-i d?
Key+

regi stryaction?

ext -regi stryacti on?
observabl e-i d?
KeyNanme

KeyVal ue?

restriction?
ext-restriction?
observabl e-i d?
Certificate+

observabl e-i d?
X509Dat a
Descri pti on*

restriction?
ext-restriction?
observabl e-i d?

Fil e+
observabl e-i d?
Fi | eNanme?

Fil eSi ze?

Fil eType?

URL*

HashDat a?

Si gnat ur e*
Associ at edSof t war e?
Fi | eProperties*

scope
HashTar get | D?
Hash*
FuzzyHash*

Di gest Met hod
Di gest Val ue
Canoni cal i zat i onMet hod?
Appli cation?

FuzzyHashVal ue+
Appli cation?
Addi ti onal Dat a*

restriction?
ext-restriction?

I ndi cator| D

Al ternativel ndi cat or | D*
Descri ption*
Start Ti me?

EndTi nme?

Confi dence?

Cont act *

Cbser vabl e?

uid-ref?

I ndi cat or Expr essi on?
| ndi cat or Ref er ence?
NodeRol e*

At t ackPhase*
Ref er ence*

Addi ti onal Dat a*



3.

2.

| | name | |
| | version | |

| AlternativelndicatorlD | restriction? | 3.29.2 |
| | ext-restriction? | |
| | I'ndicatorl D+ | |

| restriction? |
| ext-restriction? |
| Systenf |
| Address? |
| Dorai nDat a? |
| Service? |
| Enmil Data? |
| WndowsRegi st ryKeyshbodi fi ed?|
| FileData? |
| CertificateData? |
| Regi stryHandl e? |
| RecordData? |
| Event Data? |
| I'ncident? |
| Expectation? |
| Reference? |
| Assessnent ? |
| DetectionPattern? |
| Historylten? |
| Bul kQoservabl e? |
| Additional Dat a* |

| type? I
| ext-type? |
| Bul kQbservabl eFor mat ? |
| Bul kQobservabl eLi st |
| Additional Dat a* |

| Bul kQobser vabl eFor mat | Hash? | 3.29.3.1.1]
| | Additional Dat a* | |
I ndi cat or Expr essi on | operator? |
| ext-operator? |
| I'ndicat or Expressi on* |
| Observabl e* |
| uid-ref* |
| Indicator Ref erence* |
| Confidence? |
| Additional Dat a* |

| I'ndicator Ref erence | uid-ref? | 3.29.7 |
| | euid-ref? | |
| | version? | |

| AttackPhasel D* |
| URL* |
| Description* |
| Additional Dat a* |

Table 3: | ODEF C asses
Mappi ng between JSON and XM. | ODEF
* Attributes and el enents of each class in the XM. | ODEF docunent

are both presented as JSON attributes in the JSON | ODEF docunent,
and the order of their appearances is ignored.

* Flowclass is deleted, and classes with its instances now directly



have instances of the EventData class that used to belong to the
Fl ow cl ass.

ApplicationHeader class is deleted, and classes with its instances
now directly have instances of the Applicati onHeaderField cl ass
that used to belong to the Applicati onHeader cl ass.

SignatureData class is deleted, and classes with its instances now
directly have instances of the Signature class that used to bel ong
to the SignatureData class.

IndicatorData class is deleted, and classes with its instances now
directly have instances of the Indicator class that used to bel ong
to the IndicatorbData class.

(bservabl eReference class is deleted, and classes with its
i nstances now directly have uid-ref as an el enment.

Record class is deleted, and classes with its instances now
directly have instances of the RecordData class that used to
bel ong to the Record cl ass.

The M.StringType was nodified to support sinple string by allow ng
the type to have not only a predefined object type but also a text
type, in order to allow sinple descriptions of elenents of the
type. Inplenentations need to be capable of parsing an
M.StringType that could take the form of both text and an object.

The el ements of the ML_STRING type in the XM. | ODEF docunent are
presented as either STRING type or M__STRING type in the JSON

| ODEF docunent. When converting fromthe XM | ODEF docunent to
the JSON | ODEF docunent, or vice versa, the information contained
in the original data of the M._STRING type nust be preserved.
When STRING i s used instead of M._STRING parsers can assune that
its "xm:lang" is set to "en".

Dat a nodel s of the extension classes defined by [RFC7203] and
referenced by [ RFC7970] are represented by the STRUCTUREDI NFO
class defined in this docunent.

Si gnature, X509Data, and RawData are encoded usi ng base64 encodi ng
for JSON | ODEF and binary representation for CBOR | ODEF to
represent them as BYTE obj ects.

Enei | Body represents a whol e message body including M ME structure
in the sane manner defined in [RFC7970]. |In case of an enail
composed of a MME nultipart, the Enail Body contains nmultiple body
parts separated by boundary strings.

The "ipv6-net-nmask" type attribute of the Bul kObservabl e cl ass
remai ns avail able for the purpose of backward conpatibility, but
the use of this attribute is not recomended because | Pv6 does not
use netnask any nore.

ENUM val ues in this docunent are extensible and managed by | ANA,
which is also the case in [RFC7970]. The values in the table are
used both by [RFC7970] i npl enentati ons and by their JSON (and
CBOR) bindings as specified by this docunent.

Thi s docunent uses JSON s "nunber" type to represent integers that
only have full precision for integer values between -27(53) and
27(53). \When dealing with integers outside the range, this issue
needs to be consi dered.

Bi naries are encoded in bytes. Note that XML | ODEF in [ RFC7970]
uses HEXBIN due to the incapability of XML for enbeddi ng binaries



as they are.
4. Exanpl es
Thi s section provides exanpl es of | ODEF docunents. These exanpl es do
not represent the full capabilities of the data nodel or the only way
to encode particul ar informtion

4.1. Mniml Exanple

A docunent containing only the mandatory el enents and attributes is
shown bel ow i n JSON and CBOR, respectively.

{
"version": "2.0",
"l ang": "en",
"I'ncident": [{
"purpose": "reporting",
"restriction": "private",
"IncidentI D': {
"id": "492382",
"name": "csirt.exanpl e.conf
8
"CGenerationTinme": "2015-07-18T09: 00: 00- 05: 00",
"Contact": [{
"type": "organization",
"role": "creator",
"Email": [{"Email To": "contact@sirt.exanple.com'}]
H
H
}
Figure 1: A Mninml Exanple in JSON
A3 # map(3)
37 # negative(23)
63 # text(3)
322E30 # "2.0"
36 # negative(22)
62 # text(2)
656E # "en"
32 # negative(18)
81 # array(1)
A5 # map(5)
21 # negative(l)
69 # text(9)
7265706F7274696E67 # "reporting"
29 # negative(9)
67 # text(7)
70726976617465 # "private"
02 # unsi gned(2)
A2 # map(2)
12 # unsi gned(18)
66 # text(6)
343932333832 # "492382"
2E # negative(14)
71 # text(17)
63736972742E6578616D706C652E636F6D
# "csirt.exanpl e. cont
0A # unsi gned(10)
78 19 # text(25)

323031352P30372D31385430393A30303A30302D30353A3030
# "2015-07-18T09: 00: 00
# -05: 00"
OE # unsi gned(14)
81 # array(l)



A3 # map(3)
18 1C # unsi gned(28)
6C # text(12)
6F7267616E697A6174696F6E # "organi zati on"
18 1A unsi gned( 26)
67 text (7)
63726561746F72 "creator"
18 22 unsi gned( 34)
81 array(1)
Al map( 1)
18 29 unsi gned( 41)
78 19 t ext (25)
636F6E746163744063736972742E6578616D70
6C652E636F6D

HHEFEHFHFHHH®

# "contact @sirt.exanpl e. cont
Figure 2: A Mninmal Exanple in CBOR
4.2. Indicators froma Canpaign

An exanpl e of C2 donmains froma given canpaign is shown below in JSON
and CBOR, respectively.

{

"version": "2.0",
"lang": "en",
"Incident": [{
"purpose": "watch",
"restriction": "green",
"IncidentI D': {
"id": "897923",
"nanme": "csirt.exanpl e.conf
}
"Rel atedActivity": [{
"Threat Actor": [{
"Threat ActorI D': ["TA- 12- AGGRESSI VE- BUTTERFLY"],
"Description": ["Aggressive Butterfly"]}],
"Canpai gn": [{
"Campai gnl D': ["C 2015-59405"],
"Description": ["Orange Graffe"]
H

M,
"CenerationTinme": "2015-10-02T11: 18: 00- 05: 00",

"Description": ["Summarizes the Indicators of Conpromise for the
Orange G raffe canpaign of the Aggressive Butterfly crine
gang. "],

"Assessment": [{

"Impact": [{"Businesslnpact": {"type": "breach-proprietary"}}]

H,
"Contact": [{
"type": "organization",
"role": "creator",
"Contact Name": ["CSIRT for exanple.com'],
"Bmai 1" [{
"Emai | To": "contact @sirt.exanple.cont
}H
H

"Indicator": [{
"I'ndicatorl D': ({
"id": "(G90823490",
"name": "csirt.exanple.cont,
"version": "1"

}
"Description": ["C2 donains"],
"StartTime": "2014-12-02T11: 18: 00- 05: 00",
"Cbservabl e": {



A3

}H

}H

37
63
62

32
81

322E30

65

A9

"Bul kQbservabl e": {
"type":

"Bul kQbser vabl eLi st":

6E

21
65

29
65

04
81

"doma

Fi gure 3:

7761746368

677265656E

12
66

383937393233

2E
71

i n- name",

"kj 290023j 09r 34. exanpl e. cont'}

I ndicators froma Canpaign in JSON

HHEHFFHFHFHBFHFEHFRHFEHFFHHHEHEFERERHEHFR

map( 3)
negative(23)
text (3)
"2.0"
negative(22)
text (2)

"en"

negati ve(18)
array(1)
map( 9)
negative(1l)
t ext (5)

"wat ch"
negative(9)
text (5)
"green”

unsi gned(2)
map( 2)

unsi gned( 18)
t ext (6)
"897923"
negative(14)
text (17)

63736972742E6578616D706C652E636F6D

14
81

15
81

18
81

24
81

18
81

24
81

18

HHEHFEHFHFHFHFHH R

78 1A

"csirt. exanpl e. cont
unsi gned( 4)
array(1)

map( 2)

unsi gned( 20)
array(1)

map( 2)

unsi gned( 24)
array(1)

t ext (26)

54412D31322D414747524553534956452D4
25554544552464C59

#
#
#
#

74 #

"TA- 12- AGGRESSI VE
- BUTTERFLY"
negative(4)
array(1)

t ext (20)

41676772657373697665204275747465726

66C79
#

19

HHFEHHFH

6C

"Aggressive Butterfly'
unsi gned(21)

array(1)

map( 2)

unsi gned( 25)

array(1)

text (12)

432D323031352D3539343035

#
#
#

6E #

" C-2015- 59405"
negative(4)
array(1)

text (14)

4F72616E67652047697261666665



# "Orange Graffe"

0A
78

24
81

oC
81

OE
81

10
81

19

#
#

unsi gned( 10)
t ext (25)

323031352D31302D30325431313A31383A30302D30353A3030
# "2015-10-02T11: 18: 00- 05: 00"

78

Al

A4

A4

6F

#
#
#

negative(4)
array(1)
text (111)

53756D6D6172697A65732074686520496E64696361746F7
273206F6620436F6D70726F6D69736520666F7220746865
204F72616E676520476972616666652063616D706169676
E206F662074686520416767726573736976652042757474
6572666C79206372696D652067616E672E

18
81

18
6C

18

67

18
81

18
81

16
A3

"Summari zes the | ndicators
of Conprom se for the
Orange G raffe canpaign
of the Aggressive
Butterfly crine gang."
unsi gned(12)

array(1)

map( 1)

unsi gned( 63)

array(1)

map( 1)

unsi gned( 65)

map( 1)

unsi gned( 28)

text (18)

6272656163682D70726F7072696574617279

"breach-proprietary”
unsi gned( 14)
array(1)

map( 4)

unsi gned( 28)

text (12)

E

"organi zati on"
unsi gned( 26)
text (7)
"creator"

unsi gned( 30)
array(1)

text (21)

435349525420666F72206578616D706C652E636F6D

"CSIRT for exanple. cont
unsi gned( 34)

array(1)

map( 1)

unsi gned(41)

t ext (25)

636F6E746163744063736972742E6578616D70

contact @sirt. exanpl e. cont
unsi gned( 16)
array(1)
map( 4)

unsi gned(22)
map( 3)

unsi gned( 18)
text (9)

" (©0823490"
negative(14)
text (17)

63736972742E6578616D706C652E636F6D

#

#

#

#

#

#

#

#

3F #

#

Al #

18 41 #

Al #

18 1C #

72 #

#

#

#

#

1C #

#

6F7267616E697A6174696F6

#

1A #

#

63726561746F72 #

1E #

#

75 #

#

22 #

#

Al #

18 29 #

78 19 #
6C652E636F6D

#

#

#

#

#

#

12 #

69 #

473930383233343930 #

2E #

71 #

#

37 #

"csirt. exanpl e. cont
negati ve(23)



61 # text (1)
31 # "1t
24 # negative(4)
81 # array(1)
6A # text (10)
433220646F6D61696E73 # "C2 donmi ns"
06 # unsi gned( 6)
78 19 # text(25)

323031342D31322D30325431313A31383A30302D30353A3030
# "2014-12-02T11: 18: 00- 05: 00"

18 AB # unsigned(171)
Al # map(1)
18 BO # unsi gned(176)
A2 # map(2)

18 1C # unsi gned(28)
6B # text(11)
646F6D61696E2D6E616D65

# "domai n- name"
18 B2 # unsi gned(178)
78 1A # text(26)
6B6A3239303032336A30397233342E6578616D

706C652E636F6D
# "kj 290023j 09r 34. exanpl e. cont'

Figure 4: Indicators froma Canpaign in CBOR
5.  Mapkeys

The mapkeys are provided in Table 4 for mnimzing the CBOR size.

[} i ——————————————————————— Ll p—p—_—_—r L
| mapkey | cborkey |
[ sl Lt
| iodef-version | -24 |
T T T r ey T +
| iodef-Iang | -23 |
o e e e e e e e e e e e e e o m o S R +
| iodef-format-id | -22 |
O S TRy +
| iodef-private-enum nane | -21 |
T T T r ey T +
| iodef-private-enumid | -20 |
o e e e e e e e e e e e e e o m o S R +
| iodef-Incident | -19 |
O S TRy +
| iodef-Additional Data | -18 |
T T T r ey T +
| iodef-value | -17 |
o e e e e e e e e e e e e e o m o S R +
| iodef-translation-id | -16 |
O S TRy +
| iodef-name | -15 |
T T T r ey T +
| iodef-dtype | -14 |
o e e e e e e e e e e e e e o m o S R +
| iodef-ext-dtype | -13 |
O S TRy +
| iodef-neaning | -12 |
T T T r ey T +
| iodef-formatid | -11 |
o e e e e e e e e e e e e e o m o S R +
| iodef-restriction | -10 |
O S TRy +
| iodef-ext-restriction | -9 |
T T T r ey T +
| iodef-observable-id | -8 |



i odef - Sof t war eRef erence | -7
Godef-RL e T
‘iodef-Description s T
‘iodef-spec-name V.
‘iodef-ext-spec-name s
‘iodef-purpose 2T
iodef-ext-purpose T
‘iodef-status o
‘iodef-ext-status .
iodef-IncidentiD T
iodef-AlternativelD T
Ciodef-RelatedActivity Ca T
iodef-DetectTime s T
iodef-startTime e
‘iodef-EndTime A
iodef-RecoveryTime e
iodef-ReportTime T
‘iodef-GenerationTime F0 T
‘iodef-Discovery TR
‘iodef-Assessment 12
‘iodef-Method T
‘iodef-cContact 7R
‘iodef-EventData s
‘iodef-Indicator T
iodef-Hstory A
iodef-id TR
___________________________________ ommme oo

i odef -i nstance | 19
‘iodef-ThreatActor 20
iodef-Campaign T
‘iodef-IndicatoriD F22 T
‘iodef-Confidence 2T
iodef-ThreatActoriD C2a T
___________________________________ ommme oo

i odef - Campai gnl D | 25



i odef-rol e | 26
___________________________________ oo -
i odef-ext-role | 27
iodef-type 28
iodef-ext-type 20
iodef-ContactName T30
iodef-ContactTitle TR
iodef-RegistryHandle e
Ciodef-Postal Address R
iodef-Email Y
Ciodef-Tel ephone .
‘iodef-Timezone Cse
iodef-handle Ve T
iodef-registry R
iodef-ext-registry R
‘iodef-PAddress Va0
iodef-EmailTo Ca T
‘i odef-Tel ephoneNunber DT
iodef-source VT
iodef-ext-source Caa T
iodef-DetectionPattern Cas
i odef-DetectionConfiguration Cas T
iodef-Application Car T
iodef-Reference Cae T
‘iodef-AttackPattern Cae T
iodef-Vulnerability 50
Ciodef-Weakness s
iodef-speciD 52
iodef-ext-SpeciD sa
iodef-ContentiD Csa T
‘iodef-Rawbata s
iodef-Platform s
iodef-Scoring Csr T
................................... oo

i odef - Ref er enceNane | 58



i odef - specl ndex | 59
Godef-iD o0
___________________________________ ommme oo

i odef - occurrence | 61
‘iodef-lncidentCategory Ve
Ciodef-lmpact e
‘iodef-System mpact Cea
‘iodef-Businessinpact es
‘iodef-Tinelmpact 66
‘iodef-Monetarylmpact Cer
‘iodef-lntendedi npact es
‘iodef-counter es
‘iodef-MtigatingFactor C70 T
‘iodef-cause C T
iodef-severity C72 T
iodef-completion C7e T
iodef-ext-severity 7
iodef-metric C7s
iodef-ext-metric C7e
iodef-duration A
iodef-ext-duration S
‘iodef-currency C7e T
iodef-rating s
iodef-ext-rating e
iodef-Hstoryltem ez
‘iodef-action e
iodef-ext-action ea
‘iodef-DateTime e
iodef-DefinedcoA e
iodef-system e
‘iodef-Expectation e
‘iodef-Recordbata e
‘iodef-category o0
___________________________________ ommme oo

i odef - ext - cat egory | 91



i odef-interface | 92
iodef-spoofed les
iodef-virtual Cea T
Ciodef-ownership e
Ciodef-ext-ownership e
‘iodef-Node Cer T
iodef-NodeRole e
iodef-Service les
Ciodef-CperatingSystem D100
iodef-AssetiD T
‘iodef-DomainData D102
Ciodef-Address D108
iodef-Location D108
iodef-vlan-name D105
iodef-vian-num 108
Sodef-unit D107
iodef-ext-unit D108
Ciodef-systemstatus D100
iodef-ext-systemstatus D10
iodef-domain-status TR
‘iodef-ext-domain-status TR
iodef-Name Cs
i odef - Dat eDormi nVasChecked C1a
‘iodef-RegistrationDate C1s
iodef-ExpirationDate s
iodef-RelatedoNs Tt
‘iodef-NaneServers Cs
‘iodef-DomainContacts C1e
iodef-Server D120
‘iodef-SaneDomai nContact T
iodef-ip-protocol D122
iodef-ServiceName D12
................................... .

i odef - Port | 124



i odef-Portli st | 125
Ciodef-ProtoCode C12s
“iodef-ProtoType D12
iodef-ProtoField 128
‘i odef - Appl i cationHeaderField D120
‘iodef-EmmilData D10
iodef-lANAService D1
iodef-Enmil From D12
Ciodef-EmmilSubject D1
iodef-EmmilX-Mailer e
iodef-Enmil HeaderField C1es
‘iodef-Emmi | Headers D1
iodef-EmmilBody e
Ciodef-Emmi | Message D1
‘iodef-Hashbata D10
Ciodef-Signature 10
iodef-RecordPattern D1
‘iodef-Recorditem D12
iodef-Filepata s
" odef - W ndoveRegi st ryKeyshodi fied | 144
iodef-Certificatebata Cs
iodef-offset s
iodef-of fsetunit D1
iodef-ext-offsetunit C1s
odef-key e
iodef-registryaction 150
iodef-ext-registryaction T
iodef-KeyNare Cs2
iodef-Keyvalue C1sa
iodef-Certificate C1sa
iodef-xs090ata s
odef-File D1
................................... oo -

i odef - Fi | eNane | 157



| iodef-FileSize | 158 |
O S TRy +
| iodef-FileType | 159 |
T T T T r ey T +
| iodef-AssociatedSoftware | 160 |
o e e e e e e e e e e e e e o m o S R +
| iodef-FileProperties | 161 |
O S TRy +
| iodef-scope | 162 |
T T T T re ey T +
| iodef-HashTargetlD | 163 |
o e e e e e e e e e e e e e o m o S R +
| iodef-Hash | 164 |
O S TRy +
| iodef-FuzzyHash | 165 |
T T T T r ey T +
| iodef-DigestMethod | 166 |
o e e e e e e e e e e e e e o m o S R +
| iodef-DigestVal ue | 167 |
O S TRy +
| iodef-CanonicalizationMethod | 168 |
T T T r ey T +
| iodef-FuzzyHashVal ue | 169 |
o e e e e e e e e e e e e e o m o S R +
| iodef-AlternativelndicatorlD | 170 |
O S TRy +
| iodef-Cbservabl e | 171 |
T T T r ey T +
| iodef-uid-ref | 172 |
o e e e e e e e e e e e e e o m o S R +
| iodef-IndicatorExpression | 173 |
O S TRy +
| iodef-1ndicatorReference | 174 |
T T T r ey T +
| iodef-AttackPhase | 175 |
o e e e e e e e e e e e e e o m o S R +
| i odef-Bul kObservabl e | 176 |
O S TRy +
| iodef-Bul kCbservabl eFor mat | 177 |
T T T r ey T +
| iodef-Bul kCbservabl eLi st | 178 |
o e e e e e e e e e e e e e o m o S R +
| i odef-operator | 179 |
O S TRy +
| iodef-ext-operator | 180 |
T T T r iR T +
| iodef-euid-ref | 181 |
o e e e e e e e e e e e e e o m o S R +
| iodef-AttackPhasel D | 182 |
O S TRy +

Tabl e 4: Mapkeys
6. The | ODEF Data Mddel (CDDL)
This section provides the | ODEF data nodel. Note that mapkeys are
descri bed at the beginning of the CDDL data nodel for better
readability.
start = iodef

;;; 1odef.json: | ODEF- Docunent

i odef-version = -24
i odef-lang = -23



odef-format-id = -22

odef - pri vat e-enum nane =
odef-private-enumid = -2
odef-Incident = -19

odef - Addi ti onal Data = -18
odef -value = -17
odef-transl ation-id
odef -nanme = -15

odef -dtype = -14
odef -ext-dtype = -13
odef-nmeaning = -12
odef-formatid = -11
odef-restriction = -10
odef -ext-restriction = -9
odef - observable-id = -8
odef - Sof t war eRef er ence =
odef-URL = -6

odef - Description = -5
odef - spec-nanme = -4

odef - ext - spec-nane = -3
odef - pur pose = -2

odef - ext - purpose = -1
odef-status = 0
odef-ext-status = 1
odef-IncidentID = 2
odef-AlternativelD = 3
odef - Rel at edActivity = 4
odef-DetectTine = 5
odef-StartTime = 6
odef-EndTine = 7
odef - RecoveryTi e

-16

=8
odef -ReportTine = 9
odef - GenerationTine = 10
odef - Di scovery = 11
odef - Assessnent = 12

odef - Met hod = 13
odef - Contact = 14

odef - Event Data = 15
odef-Indicator = 16
odef-Hi story = 17
odef-id = 18

odef-i nstance = 19

odef - Threat Actor = 20
odef - Canpai gn = 21
odef-IndicatorI D = 22
odef - Confi dence = 23
odef-Threat ActorI D = 24
odef - Canpai gnl D = 25
odef-role = 26
odef-ext-role = 27
odef-type = 28

odef -ext-type = 29

odef - Cont act Nane = 30
odef-ContactTitle = 31
odef - Regi stryHandl e = 32
odef - Post al Addr ess = 33
odef-Emai | = 34

odef - Tel ephone = 35
odef - Ti nezone 36

odef -handl e = 37
odef-registry = 38
odef -ext-registry = 39
odef - PAddress = 40

odef-Emai | To = 41
odef - Tel ephoneNunber = 42
odef -source = 43

-21
0

-7



odef - ext-source = 44

odef - Det ectionPattern = 45

odef - Det ecti onConfiguration = 46
odef - Application = 47
odef - Ref erence = 48
odef - AttackPattern
odef-Vul nerability
odef - Wakness = 51
odef - Specl D = 52
odef - ext - Specl D = 53
odef-ContentI D = 54
odef - RawbData = 55

odef-Pl atform = 56
odef - Scoring = 57

odef - Ref erenceNane = 58
odef - specl ndex = 59
odef-1D = 60

odef -occurrence = 61

odef -1 nci dent Cat egory = 62
odef -l npact = 63

odef - Syst enl npact = 64
odef - Busi nessl npact = 65
odef - Ti mel npact = 66
odef - Monet ar yl npact
odef - | nt endedl npact
odef - Counter = 69
odef-MtigatingFactor = 70
odef - Cause = 71

odef -severity = 72

odef -conmpl etion = 73

odef - ext-severity = 74
odef-nmetric = 75
odef-ext-netric = 76

odef -duration = 77

odef -ext-duration = 78
odef-currency = 79
odef-rating = 80
odef-ext-rating = 81

odef - Hi storyltem = 82
odef-action = 83

odef -ext-action = 84
odef-DateTinme = 85

odef - Defi nedCOA = 86
odef - System = 87

odef - Expectati on = 88
odef - RecordbData = 89

odef -category = 90

odef - ext -category = 91
odef-interface = 92
odef - spoofed = 93
odef-virtual = 94
odef - ownership = 95

odef - ext - ownership = 96
odef - Node = 97
odef - NodeRol e = 98
odef - Service = 99

odef - Operati ngSystem = 100
odef - Asset I D = 101

odef - Domai nData = 102
odef - Address = 103
odef - Location = 104
odef -vl an-nane = 105

odef -vl an-num = 106
odef-unit = 107
odef-ext-unit = 108

odef -system status = 109

49
50

= 67
= 68



odef - ext -system status = 110
odef -domai n-status = 111
odef - ext -donmai n-status = 112
odef - Nane = 113

odef - Dat eDonai nWasChecked = 114
odef - Regi strati onDate = 115
odef - Expirati onDate = 116
odef - Rel at edDNS = 117

odef - NanmeServers = 118

odef - Domai nCont acts = 119
odef - Server = 120

odef - SameDomai nCont act = 121
odef -i p-protocol = 122

odef - Ser vi ceNane 123
odef-Port = 124
odef-Portlist = 125

odef - Pr ot oCode 126

odef - Prot oType 127
odef-ProtoField = 128

odef - Appl i cati onHeaderField = 129
odef - Emai | Data = 130

odef -1 ANAServi ce = 131

odef - Emai | From = 132

odef - Emai | Subj ect = 133
odef-Emai | X-Mailer = 134
odef - Emai | Header Fiel d = 135
odef - Emai | Headers = 136

odef - Emai | Body = 137

odef - Enmai | Message = 138
odef - HashData = 139
odef - Si gnature = 140

odef - RecordPattern = 141
odef - Recordl tem = 142
odef-Fil eData = 143

odef - W ndowsRegi st ryKeyshbdi fied = 144
odef-CertificateData = 145
odef -of fset = 146

odef -of fsetunit = 147

odef -ext-offsetunit = 148
odef - Key = 149

odef -regi stryaction = 150
odef - ext -regi stryacti on = 151
odef - KeyName = 152
odef - KeyVal ue = 153
odef-Certificate = 154
odef - X509Dat a = 155
odef-File = 156

odef -Fi | eName = 157
odef-Fil eSi ze = 158
odef - Fi |l eType = 159

odef - Associ at edSof t ware = 160
odef-Fil eProperties = 161
odef -scope = 162

odef - HashTarget I D = 163
odef - Hash = 164
odef - FuzzyHash = 165

odef - Di gest Met hod = 166
odef - Di gest Val ue = 167

odef - Canoni cal i zati onMet hod = 168
odef - FuzzyHashVal ue = 169
odef-Alternativelndicatorl D = 170

odef - Qoservable = 171
odef-uid-ref = 172

odef - I ndi cat or Expression = 173
odef - I ndi cat or Reference = 174
odef - Att ackPhase = 175



odef - Bul kCbservable = 176

odef - Bul kObser vabl eFormat = 177
odef - Bul kObser vabl eLi st = 178
odef -operator = 179

odef - ext - operator = 180
odef-euid-ref = 181

odef - Att ackPhasel D = 182

odef = {

i odef-version => text,

? iodef-1ang => | ang,

? iodef-format-id => text

? i odef-private-enumname => text,

? iodef-private-enumid => text,

i odef-Incident => [+ Incident],

? iodef-Additional Data => [+ ExtensionType]

}

duration = "second" / "mnute" / "hour" / "day" / "nonth" /
"quarter" / "year" [/ "ext-val ue"

lang = "" /[ text .regexp "[a-zA-Z]{1,8}(-[a-zA-Z0-9]{1,8})*"
restriction = "public" / "partner" / "need-to-know' / "private" /
"default" / "white" / "green" / "anber" [/ "red" /

"ext-val ue"

Specl D = "urn:ietf:parans: xm :ns:mle:mdef:1.2" / "private"

IDtype = text .regexp "[a-zA-Z ][a-zA-Z0-9 .-]*"
| DREFType = | Dtype

URLtype = uri
Ti meZonet ype
Portli st Type

text .regexp "Z|[\\+\\-](0[0-9]|1[0-4]):[0-5][0-9]"
text .regexp

"T0-9]1+(\\-[0-9]+)2(,[0-9] +(\\-[0-9]+)?2)*"
action = "nothing" / "contact-source-site" / "contact-target-site" /
"contact-sender"” / "investigate" / "block-host" /
"bl ock-networ k" / "block-port" / "rate-linmt-host" /
"rate-limt-network” / "rate-limt-port" / "redirect-traffic" /
"honeypot" / "upgrade-software” / "rebuil d-asset” /
"harden-asset" / "remedi ate-other"” / "status-triage" /
"status-newinfo" / "watch-and-report" / "training" /
"defined-coa" / "other" / "ext-val ue"

DATETI ME = tdate
BYTE = eb64l egacy

M.StringType = {

i odef -val ue => text,

? iodef-lang => | ang,

? iodef-translation-id => text
} / text

Posi tiveFl oat Type = float32 .gt O
PAddr essType = M.StringType

Ext ensi onType = {

i odef -val ue => text,

? iodef-nane => text,

i odef -dtype => "bool ean" / "byte" / "bytes" / "character" /
"date-time" / "ntpstamp" / "integer" / "portlist" / "real" /
"string” / "file" / "path" / "frame" / "packet" [/ "ipv4-packet" /
"json" [ "ipv6-packet" / "url"™ [/ "csv" [/ "winreg" / "xm" /
"ext - val ue"

.default "string"
? iodef-ext-dtype => text,
? iodef-nmeaning => text,



i odef-formatid => text,

i odef-restriction => restriction .default "private",
i odef-ext-restriction => text,

i odef - observabl e-id => | Dtype,

=N ) N )

}

Sof t war eType = {

? i odef - Sof t war eRef er ence => Sof t war eRef er ence,
? iodef-URL => [+ URLtype],

? iodef-Description => [+ MStringType]

}

Sof t war eRef erence = {

? iodef-value => text,

i odef - spec-name => "custont / "cpe" / "swid" / "ext-val ue",

? i odef -ext-spec-nane => text,

? iodef-dtype => "bytes" / "integer" / "real" / "string" / "xm"
"ext-value" .default "string",

? i odef-ext-dtype => text

}

I ncident = {

i odef - purpose => "traceback" / "mitigation" / "reporting" /
"watch" / "other" / "ext-value",

? i odef - ext - purpose => text,

? iodef-status => "new' / "in-progress"/ "forwarded" / "resol ved"

"future" / "ext-value",

i odef -ext-status => text,

i odef-lang => | ang,

i odef-restriction => restriction .default "private",
i odef -ext-restriction => text,

i odef - observabl e-id => | Dtype,

def—l nci dent1 D => | nci dent| D,

i odef-Alternativel D => Alternativel D,

odef - Rel at edActivity => [+ Rel atedActivity],
odef - Det ect Ti me => DATETI ME,

odef - Start Ti me => DATETI ME,

odef - EndTi me => DATETI ME,

odef - RecoveryTi me => DATETI ME,

odef - Report Ti ne => DATETI ME,

i odef Generati onTi ne => DATETI ME,

? iodef-Description => [+ M.StringType],

? i odef-Discovery => [+ Discovery],

? i odef-Assessnent => [+ Assessnent],

? iodef-Method => [+ Met hod],

i odef - Contact => [+ Contact],
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? iodef-EventData => [+ EventData],

? iodef-Indicator => [+ Indicator],

? iodef-Hi story => History,

? iodef-Additional Data => [+ ExtensionType]
}

IncidentI D = {

iodef-id => text,

i odef - nanme => text,

? iodef-instance => text,

? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text

}

Alternativel D = {

? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,

i odef-IncidentID => [+ IncidentlD

}

/



Rel at edActivity = {

? iodef-restriction => restriction .default "private",
odef-ext-restriction => text,
odef-IncidentI D => [+ Incidentl D,
odef-URL => [+ URLtype],
odef - Threat Actor => [+ Threat Actor],
odef - Campai gn => [+ Canpai gn],
odef-Indicatorl D => [+ Indicatorl D],
odef - Confi dence => Confi dence,
odef -Description => [+ text],
odef - Addi ti onal Data => [+ Extensi onType]

N ) ) ) ) ) ) ) )

}

Threat Actor = {
? iodef-restriction => restriction .default "private",
i odef-ext-restriction => text,
i odef-Threat ActorI D => [+ text],
i odef-URL => [+ URLtype],
i odef - Description => [+ M.StringType],
i odef - Addi ti onal Data => [+ ExtensionType]

N ) N ) )

}
Canpaign = {

? iodef-restriction => restriction .default "private",

? iodef-ext-restriction => text,

? iodef-CanpaignlD => [+ text],

? iodef-URL => [+ URLtype],

? iodef-Description => [+ MStringType],

? iodef-Additional Data => [+ ExtensionType]
}

Contact = {

i odef-role => "creator" / "reporter" / "admn" / "tech" /
"provider" [/ "user" [ "billing" / "legal" [/ "irt" |/ "abuse"

"cc" [/ "cc-irt" / "leo" [/ "vendor" / "vendor-support" /
"victinl / "victimnotified" / "ext-value",

? iodef-ext-role => text,

i odef -type => "person" / "organi zation" / "ext-val ue",

i odef -ext-type => text,

i odef-restriction => restriction .default "private",
i odef-ext-restriction => text,
i odef-Contact Nanme => [+ M.StringType],
i odef-ContactTitle => [+ M.StringType],
i odef - Description => [+ MStringType],
i odef - Regi stryHandl e => [+ Regi stryHandl e],
i odef - Post al Address => [+ Post al Addr ess],
i odef-Email => [+ Email],
i odef - Tel ephone => [+ Tel ephone],
i odef - Ti mezone => Ti neZonet ype,
i odef - Contact => [+ Contact],
i odef - Addi ti onal Data => [+ EXxtensionType]
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}

Regi stryHandl e = {

i odef - handl e => text,

i odef-registry => "internic" / "apnic" / "arin" / "lacnic"
"ripe" [/ "afrinic" / "local" [/ "ext-value",

? iodef-ext-registry => text

}

Post al Address = {
? iodef-type => "street" / "mmiling" / "ext-value",
? iodef-ext-type => text,
i odef - PAddr ess => PAddr essType,
? iodef-Description => [+ MStringType]
}



Email = {

? iodef-type => "direct" / "hotline" / "ext-val ue",
? iodef-ext-type => text,

i odef - Emai | To => text,

? iodef-Description => [+ MStringType]

}

Tel ephone = {

? iodef-type => "wired" / "nobile" / "fax" / "hotline" /
"ext -val ue",

? iodef-ext-type => text,

i odef - Tel ephoneNunber => text,

? iodef-Description => [+ MStringType]

}

D scovery = {

? iodef-source => "nidps" / "hips" / "sienm / "av" /
"third-party-nmonitoring” / "incident" / "os-1o0og" /
"application-log" / "device-log" / "network-flow' /
"passive-dns" / "investigation" / "audit" /

"internal -notification" / "external-notification" /
"leo" [/ "partner" / "actor" / "unknown" / "ext-value",

? iodef-ext-source => text,

? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,

? iodef-Description => [+ M.StringType],

? iodef-Contact => [+ Contact],

? iodef-DetectionPattern => [+ DetectionPattern]

}

DetectionPattern = {
? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,
? iodef-observable-id => | Dtype,
(i odef-Description => [+ MStringType] //

i odef - Det ecti onConfiguration => [+ text]),
i odef - Appl i cation => Sof twareType

Met hod = {

i odef-restriction => restriction .default "private",
odef-ext-restriction => text,

odef - Reference => [+ Reference],

odef - Description => [+ M.StringType],

odef - AttackPattern => [+ STRUCTUREDI NFQ ,

odef -Vul nerability => [+ STRUCTUREDI NFQ ,

odef - Wakness => [+ STRUCTUREDI NFQ| ,

odef - Addi ti onal Data => [+ Extensi onType]

)
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}

STRUCTUREDI NFO = {
i odef - Specl D => Specl D,

? i odef -ext-Specl D => text,

? iodef-Contentl D => text,

? (iodef-RawbData => [+ BYTE] // iodef-Reference => [+ Reference]),
? iodef-Platform=> [+ Platform,

? iodef-Scoring => [+ Scoring]

}

Platform = {
i odef - Specl D => Specl D,
? i odef-ext-Specl D => text,
? iodef-Contentl D => text,
? iodef-RawbData => [+ BYTH],
? i odef-Reference => [+ Reference]



}
Scoring = {
i odef - Specl D => Specl D,
? i odef-ext-Specl D => text,
? iodef-Contentl D => text,
? i odef-RawData => [+ BYTE],
? i odef-Reference => [+ Reference]

Ref erence = {
? iodef-observable-id => | Dtype,
? i odef - Ref erenceNanme => Ref er enceNane,
? iodef-URL => [+ URLtype],
? iodef-Description => [+ MStringType]
}

Ref erenceNanme = {
i odef - specl ndex => integer,
i odef-1D => | Diype

}

Assessnent = {
? iodef-occurrence => "actual" / "potential",
? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,
? i odef-observable-id => |Dtype,
? iodef-IncidentCategory => [+ M.StringType],
i odef -l npact => [+ {i odef-Systenl npact => Systenl npact} /
{i odef - Busi nessl npact => Busi nessl npact /
{i odef - Ti mel mpact => Ti el npact} /
{i odef - Monet aryl npact => Monetaryl npact} /
{i odef -1 nt endedl npact => Busi nessl npact}],
i odef - Counter => [+ Counter],
i odef-MtigatingFactor => [+ M.StringType],
i odef - Cause => [+ M.StringType],
i odef - Confi dence => Confi dence,
i odef - Addi tional Data => [+ Extensi onType]

N ) ) ) )

}

Syst em npact = {

? iodef-severity => "low' / "nedium / "high",

? iodef-conpletion => "failed" / "succeeded",

i odef -type => "takeover-account" / "takeover-service" /
"t akeover-systent / "cps-mani pul ation” / "cps-danage" /
"availability-data" / "availability-account" /
"availability-service" / "availability-system / "damaged-systent /
"damaged-data" / "breach-proprietary" / "breach-privacy" /
"breach-credential" / "breach-configuration" / "integrity-data" /
"integrity-configuration" / "integrity-hardware" /
"traffic-redirection” / "nonitoring-traffic" / "nonitoring-host" /
"policy" / "unknown" / "ext-value" .default "unknown",

? iodef-ext-type => text,

? iodef-Description => [+ MStringType]
}

Busi nessl npact = {
? iodef-severity => "none" / "low' / "mediunt / "high" / "unknown" /
"ext-val ue" .default "unknown",

? iodef-ext-severity => text,

i odef-type => "breach-proprietary" / "breach-privacy" /
"breach-credential" / "loss-of-integrity"” / "loss-of-service" /
"theft-financial” / "theft-service" / "degraded-reputation” /
"asset-danage" / "asset-manipulation” / "legal" / "extortion" /
"unknown" / "ext-value" .default "unknown",

? iodef-ext-type => text,

? iodef-Description => [+ MStringType]

}



Ti mel npact = {
i odef -val ue => Posi ti veFl oat Type,
? iodef-severity => "low' / "nedium / "high",

i odef-metric => "labor" / "elapsed" / "downtinme" / "ext-value",

? iodef-ext-nmetric => text,
? iodef-duration => duration .default "hour",
? iodef-ext-duration => text

}

Monet aryl npact = {

i odef -val ue => Posi ti veFl oat Type,

? iodef-severity => "low' / "medium / "high",
? iodef-currency => text

}

Confi dence = {

i odef-val ue => fl oat 32,

i odef-rating => "low' / "nediumt / "high" / "numeric"
"ext -val ue",

? iodef-ext-rating => text

}

H story = {
? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,
i odef - Hi storyltem => [+ Historylteni

}

Hi storyltem = {
i odef -action => action .default "other",
? iodef-ext-action => text,
? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,
? iodef-observable-id => | Dtype,
i odef - Dat eTi me => DATETI ME,
i odef -1 ncidentl D => IncidentlD,
i odef - Contact => Cont act,
i odef - Description => [+ M.StringType],
i odef - Defi nedCOA => [+ text],
i odef - Addi ti onal Data => [+ Extensi onType]

N ) ) ) )

EventData = {

i odef-restriction => restriction .default "default",
odef -ext-restriction => text,

odef - observabl e-id => | Dtype,
odef-Description => [+ M.StringType],
odef - Det ect Ti me => DATETI ME,

odef - Start Ti me => DATETI ME,

odef - EndTi me => DATETI ME,

odef - RecoveryTi me => DATETI ME,

odef - Report Ti ne => DATETI ME,
odef-Contact => [+ Contact],

odef - Di scovery => [+ Di scovery],

odef - Assessnent => Assessnent,

odef - Met hod => [+ Met hod],

odef - System => [+ Systeni,

odef - Expectation => [+ Expectation],
odef - RecordData => [+ RecordDat a],

odef - Event Data => [+ Event Dat a],

odef - Addi ti onal Data => [+ Extensi onType]

-~
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}

Expectation = {
? iodef-action => action .default "other",

/[ "unknown"

/



? iodef-ext-action => text,
? iodef-severity => "low' / "nmediunm / "high",
? iodef-restriction => restriction .default "default",
? iodef-ext-restriction => text,
? iodef-observable-id => | Dtype,
? iodef-Description => [+ M.StringType],
? i odef-DefinedCOA => [+ text],
? iodef-StartTi me => DATETI MVE,
? iodef-EndTi ne => DATETI ME,
? iodef-Contact => Contact
}
System = {

? iodef-category => "source" / "target" / "internediate" /
"sensor" / "infrastructure" / "ext-value",
? iodef-ext-category => text,
i odef-interface => text,
i odef - spoof ed => "unknown" / "yes" / "no" .default "unknown",
i odef-virtual => "yes" / "no" / "unknown" .default "unknown",
? i odef-ownership => "organi zation" / "personal" / "partner" /
"custoner" / "no-relationship" / "unknown" / "ext-value",
? iodef-ext-ownership => text,

? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,

? i odef-observable-id => |Dtype,

i odef - Node => Node,

i odef - NodeRol e => [+ NodeRol €],

i odef - Service => [+ Service],
i odef - Operati ngSystem => [+ Sof t war eType],
i odef-Counter => [+ Counter],
i odef - AssetI D => [+ text],
i odef - Description => [+ MStringType],
i odef - Addi ti onal Data => [+ ExtensionType]

N ) )
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}

Node = {
(i odef - Domai nData => [+ Domai nData] //
i odef - Address => [+ Address]),
? iodef - Post al Addr ess => Post al Addr ess,
? iodef-Location => [+ M.StringType],
? iodef-Counter => [+ Counter]

}
Address = {
i odef -val ue => text,
i odef -category => "asn" / "atm' / "e-mail" / "ipv4-addr" /

"ipv4-net" / "ipv4-net-masked" / "ipv4-net-mask" / "ipv6-addr" /
"i pv6-net" / "ipv6-net-masked" / "mac" / "site-uri" /
"ext-value" .default "ipv6-addr”,

? i odef-ext-category => text,

? iodef-vlan-nane => text,

? iodef-vlan-num => integer,

? iodef-observable-id => I Dtype

}

NodeRol e = {

i odef-category => "client" / "client-enterprise" /
"client-partner"” / "client-renote" / "client-Kkiosk" /
"client-mobile" / "server-internal" / "server-public" /

"ww' [ "mail" / "webmail" / "nessaging" / "stream ng" /

"voice" [/ "file" [ "ftp" [ "p2p" / "name" / "directory" /
"credential" / "print" [/ "application" / "database" /

"backup" / "dhcp" / "assessnent" / "source-control" /
"config-managenent"” / "nmonitoring" / "infra" / "infra-firewall" /
"infra-router" / "infra-switch" / "canera" / "proxy" /
"renote-access” / "log" / "virtualization" / "pos" / "scada" /



"scada- supervisory" / "sinkhole" / "honeypot" /
"anonyzation" / "c2-server" / "malware-distribution" /
"drop-server" / "hop-point" / "reflector" /
"phi shing-site" / "spear-phishing-site" / "recruiting-site" /
"fraudul ent-site" / "ext-val ue",

? i odef-ext-category => text,

? iodef-Description => [+ M.StringType]
}

Counter = {

i odef -val ue => fl oat 32,

i odef-type => "count" / "peak" / "average" / "ext-value",

? iodef-ext-type => text,

i odef-unit => "byte" / "nbit" / "packet" / "flow' / "session" /
"alert" / "nmessage" / "event" / "host" / "site" [/ "organization" /
"ext-val ue",

? iodef-ext-unit => text,

? iodef-nmeaning => text,

? iodef-duration => duration .default "hour",

? iodef-ext-duration => text

}

Domai nData = {
i odef - system status => "spoofed" / "fraudulent" /
"innocent - hacked" / "innocent-hijacked" / "unknown" / "ext-val ue",
? i odef-ext-systemstatus => text,
i odef - donmai n-status => "reservedDel egati on" / "assi gnedAndActive" /
"assi gnedAndl nactive" / "assi gnedAndOnHol d" /
"revoked" / "transferPending" / "registryLock" /
"registrarLock” / "other" / "unknown" / "ext-val ue",
? i odef - ext -domai n-status => text,
? i odef-observable-id => |Dtype,
i odef - Name => text,
i odef - Dat eDomai nWasChecked => DATETI ME,
i odef - Regi strati onDat e => DATETI ME,
i odef - Expirati onDate => DATETI ME,
i odef - Rel at edDNS => [ + Extensi onType],
i odef - NanmeServers => [+ NameServers],
i odef - Domai nCont act s => Donmi nCont act s

N N N ) ) )

}

NaneServers = {
i odef - Server => text,
i odef - Address => [+ Address]

}

Domai nCont acts = {
(i odef - SameDomai nCont act => text // iodef-Contact => [+ Contact])

}

Service = {
i odef -i p-protocol => integer,
i odef - observabl e-id => | Dtype,
i odef - Servi ceNanme => Servi ceNang,
i odef - Port => integer,
i odef-Portlist => PortlistType,
i odef - Prot oCode => integer
i odef - Prot oType => i nteger,
i odef - ProtoField => integer
i odef - Appl i cati onHeaderField => [+ ExtensionType],
i odef - Emai | Dat a => Enmi | Dat a,
i odef - Appl i cation => Sof twareType
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}

Servi ceNane = {
? i odef-1 ANAServi ce => text,



? iodef-URL => [+ URLtype],
? iodef-Description => [+ MStringType]
}
Emai | Data = {
? i odef-observable-id => |Dtype,
? iodef-Email To => [+ text],
? iodef-Email From => text,
? iodef-Email Subj ect => text,
? iodef-Email X-Mail er => text,
? iodef-Email HeaderField => [+ ExtensionType],
? i odef-Emai | Headers => text,
? i odef-Email Body => text,
? i odef - Enai | Message => text,
? iodef-HashData => [+ HashDat a],
? iodef-Signature => [+ BYTE]
}

RecordData = {
? iodef-restriction => restriction .default "private",

i
? iodef-ext-restriction => text,
? iodef-observable-id => | Dtype,
? iodef-DateTi ne => DATETI ME,
? iodef-Description => [+ M.StringType],
? i odef-Application => SoftwareType,
? i odef-RecordPattern => [+ RecordPattern],
? iodef-Recordltem => [+ ExtensionType],
? iodef-URL => [+ URLtype],
? iodef-FileData => [+ Fil eData],
? i odef - WndowsRegi st ryKeyshbdi fied =>
[+ W ndowsRegi stryKeyshbdi fi ed],
? iodef-CertificateData => [+ CertificateData],
? iodef-Additional Data => [+ Extensi onType]

}

RecordPattern = {

i odef -val ue => text,

i odef-type => "regex" / "binary" / "xpath" /
"ext-value" .default "regex",

? iodef-ext-type => text,

? iodef-of fset => integer,

? iodef-offsetunit => "line" / "byte" /
"ext-value" .default "line",

? iodef-ext-of fsetunit => text,

? iodef-instance => integer

}

W ndowsRegi stryKeyshModi fied = {
? i odef-observable-id => |Dtype,
i odef - Key => [+ Key]

}

Key = {

? iodef-regi stryacti on => "add-key" / "add-value" / "del ete-key" /
"del ete-value" / "nodify-key" / "nodify-val ue" /
"ext-val ue",

? iodef-ext-registryaction => text,

? iodef-observable-id => | Dtype,

i odef - KeyNarme => text,

? i odef - KeyVal ue => text

}

CertificateData = {

? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,

? i odef-observable-id => |Dtype,



i odef-Certificate => [+ Certificate]
}

Certificate = {

? iodef-observable-id => | Dtype,

i odef - X509Dat a => BYTE,

? iodef-Description => [+ M.StringType]
}

FileData = {

? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,

? i odef-observable-id => |Dtype,

iodef-File => [+ File]

}
File = {
? i odef-observable-id => |Dtype,
? iodef-FileNane => text,
? iodef-FileSize => integer,
? iodef-FileType => text,
? iodef-URL => [+ URLtype],
? iodef-HashData => HashDat a,
? iodef-Signature => [+ BYTE],
? i odef-Associ at edSof t ware => Sof t war eType,
? iodef-FileProperties => [+ ExtensionType]
}
HashData = {

i odef -scope => "file-contents" / "file-pe-section" /
"file-pe-iat" / "file-pe-resource"” / "file-pdf-object” /
"emui | -hash" / "email - headers-hash" / "email -body-hash" /
"ext-val ue",

? iodef-HashTarget| D => text,

? iodef-Hash => [+ Hash],

? i odef-FuzzyHash => [+ FuzzyHash]

}

Hash = {

i odef - Di gest Met hod => BYTE,

i odef - Di gest Val ue => BYTE,

? i odef - Canoni cal i zat i onMet hod => BYTE,
? i odef-Application => SoftwareType

}

FuzzyHash = {

i odef - FuzzyHashVal ue => [+ Extensi onType],
? iodef-Application => SoftwareType,

? iodef-Additional Data => [+ ExtensionType]

}

I ndicator = {
? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,
i odef -1 ndicatorl D => I ndicatorlD
i odef-AlternativelndicatorID => [+ AlternativelndicatorlD],
i odef - Description => [+ M.StringType],
i odef-StartTi ne => DATETI Mg,
i odef - EndTi ne => DATETI MVE,
i odef - Confi dence => Confi dence,
? i odef-Contact => [+ Contact],
(i odef-Cbservabl e => (oservable // iodef-uid-ref => | DREFType //
i odef - I ndi cat or Expressi on => | ndi cat or Expressi on //
i odef - I ndi cat or Ref erence => | ndi cat or Ref erence),
? iodef-NodeRol e => [+ NodeRol €],
? iodef-AttackPhase => [+ AttackPhase],
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}
|

}

? i odef-Reference => [+ Reference],
? iodef-Additional Data => [+ ExtensionType]

ndicatorI D = {
iodef-id => | Dtype,

i odef - nanme => text,

i odef -version => text

Al ternativelndicatorl D = {

}

? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,
i odef-Indicatorl D => [+ Indicatorl D]

oservabl e = {

}

? iodef-restriction => restriction .default "private",
? iodef-ext-restriction => text,
? (iodef-System => System// iodef-Address => Address //
i odef - Domai nDat a => Donmi nData //
odef-Enni | Data => Emai | Data //
odef - Service => Service //
odef - W ndowsRegi st ryKeyshbdi fied =>
W ndowsRegi stryKeyshodi fied //
odef-FileData => FileData //iodef-CertificatebData =>
CertificateData //
odef - Regi st ryHandl e =>Regi stryHandl e// i odef-RecordData =>
RecordbData //
odef - Event Data => EventData // iodef-Incident => |ncident //
odef - Expect ati on => Expectation // iodef-Reference =>
Ref erence //

odef - Assessnent => Assessnent //

odef - Detecti onPattern => DetectionPattern //
odef-Hi storyltem => Hi storyltem//

odef - Bul kObser vabl e => Bul kObservable //
odef - Addi ti onal Data => [+ Extensi onType])

Bul kCbservabl e = {

}

? iodef-type => "asn" / "atm' / "e-mail" / "ipv4-addr" /
i pv4-net" / "ipv4-net-mask" / "ipv6-addr" / "ipv6-net" /
i pv6-net-mask” / "mac" / "site-uri" / "domain-nane" /
dommi n-to-i pv4" / "domai n-to-ipve" /

domai n-to-i pv4-tinestanp” / "donmi n-to-ipv6-timestanp" /
i pv4-port" / "ipve-port" / "wi ndows-reg-key" / "file-hash" /
email -x-mailer" / "email-subject” / "http-user-agent" /
http-request-uri™ / "mutex" / "file-path" / "user-nane" /
ext - val ue",

? iodef-ext-type => text,

? iodef - Bul kObser vabl eFormat => Bul kObser vabl eFor mat ,

i odef - Bul kCbservabl eLi st => text,

? iodef-Additional Data => [+ ExtensionType]

Bul kQbservabl eFormat = {

}
|

(i odef-Hash => Hash // iodef-Additional Data => [+ ExtensionType])

ndi cat or Expressi on = {

? i odef-operator => "not" / "and" /
i odef - ext - operator => text,

i odef - I ndi cat or Expressi on => [+ | ndi cat or Expressi on],
i odef - Cbservabl e => [+ Cbservabl e],

i odef -ui d-ref => [+ | DREFType],

i odef -1 ndi cat orReference => [+ I ndi cat or Ref erence],

or" [/ "xor" .default "and",

N ) N ) )



9.

? i odef-Confidence => Confi dence,
? iodef-Additional Data => [+ ExtensionType]

}

I ndi cat or Ref erence = {
(i odef-uid-ref => | DREFType // iodef-euid-ref => text),
? i odef-version => text

}

At t ackPhase = {

? iodef-AttackPhaselD => [+ text],

? iodef-URL => [+ URLtype],

? iodef-Description => [+ MStringType],

? iodef-Additional Data => [+ ExtensionType]
}

Figure 5: Data Mddel in CDDL
I ANA Consi derations
Thi s docunment has no | ANA acti ons.
Security Considerations

Thi s docunent provides a mapping from XM | ODEF defined in [ RFC7970]
to JSON, and Section 3.2 describes several issues that arise when
converting XM. | ODEF and JSON | ODEF. Though it does not provide any
further security considerations other than the one described in

[ RFC7970], inplenenters of this docunent should be aware of those

i ssues to avoi d any uni ntended outcone.
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Appendi x A. Data Types Used in This Docunent

The CDDL prelude used in this docunment is mapped to JSON as shown in
the tabl e bel ow.

B e ool oo oo e
| CDDL Prelude | Use of | Instance | Validation |
I | JSON I I I
b oo ey oo s sy s ooy oo e
| bytes | n/a | string | tool available |
Fommme e O S oo +
| text | string | string | unnecessary |
oo S S o m oo +
| tdate | n/a | string | date-time per Section 7.3.1 |
| | | | of [JSON SCHEMA] |
R R TS oo e e e e e e e e oo - - +
| integer | n/la | number | integer |
oo S S o m oo +
| eb64l egacy | n/a | string | tool avail able |
S B Fomm oo - o e e e e e e e ememao - +
| wuri | n/la | string | uri per Section 7.3.6 of |
| | | | [JSON SCHEMA] |
oo O S o m oo +
| float32 | float32 | nunber | unnecessary |
oo S S o m oo +

Table 5: CDDL Prel ude Mapping in JSON
Appendi x B. The | ODEF Data Mddel (JSON Schenm)

This section provides a JSON schema [JSON- SCHEMA] that defines the
| ODEF data nodel defined in this docunent. Note that this sectionis
informative.

{ "$schem": "https://json-schenn. org/draft-04/schema#",
"definitions": {

"action": {"enum: ["nothing", "contact-source-site",
"contact-target-site", "contact-sender", "investigate",
"bl ock-host", "bl ock-network", "block-port",
"rate-limt-host", "rate-limt-network",
"rate-limt-port", "redirect-traffic", "honeypot",
"upgrade-software", "rebuild-asset", "harden-asset",
"remedi ate-other", "status-triage", "status-newinfo",
"wat ch-and-report", "training", "defined-coa", "other",



"ext-val ue"]},
"duration":{"enum':["second", "mnute", "hour", "day",
"mont h", "quarter", "year", "ext-value"]},
"Specl D': {
"enumt':["urn:ietf:parans: xm :ns:mile:nmdef:1. 2",
"private"]},
"lang": {
"type":"string", "pattern":
""$|[a-zA-Z]{1,8}(-[a-zA-Z0-9]{1,8})*"},
"purpose": {"enum': ["traceback", "mtigation",
"reporting", "watch", "other", "ext-value"]},
"restriction":{"enuni': ["public", "partner",

"need-to-know', "private", "default", "white", "green",

"anber", "red", "ext-value"]},
"status": {"enunmt: ["new', "in-progress", "forwarded",
"resol ved", "future", "ext-value"]},
"DATETI ME": {"type": "string", "format": "date-time"},
"BYTE": {"type": "string"},
"PortlistType": {
"type": "string", "pattern":
"[0-9]+(\\-[0-9]+)?2(,[0-9] +(\\-[0-9]+)?)*"},
"Ti meZonetype": {
"type":"string", "pattern":
"ZI [\VH\\-]1(0[0-9]|1[0-4]):[0-5][0-9]"},
"URLt ype": {
"type": "string",
"pattern":
CACCLAT2#] +) ) 200D (LN 2#] %)) 200724 ) (NN 2([7#]%))
2(#(.*))?"},
"I Dtype": {"type": "string", "pattern”
"[a-zA-Z ][ a-zA-Z0-9 _.-]1*"},
"| DREFType": {"$ref": "#/definitions/IDtype"},
"M.StringType": {
"oneO™F": [{"type": "string"},
{"type": "object",
"properties": {
"val ue": {"type": "string"},
"lang": {"$ref": "#/ definitions/lang"},
"translation-id": {"type": "string"}},

"required": ["value"],

"addi tional Properties":false}]},
"PositiveFl oat Type": {"type": "nunber", "mninmn: 0},
"PAddressType": {"$ref": "#/definitions/MStringType"},
"Ext ensi onType": {

"type": "object",
"properties": {
"val ue": {"type": "string"},
"name": {"type": "string"},
"dtype":{"enunm:["bool ean", "byte", "bytes",
“character”, "json", "date-tine", "ntpstamp",
"integer", "portlist", "real", "string", "file",
"path", "frane", "packet", "ipv4-packet"
"i pv6- packet”, "url", "csv", "w nreg",
"xm", "ext-value"], "default": "string"},
"ext-dtype": {"type": "string"},
"meani ng": {"type": "string"},
"formatid": {"type": "string"},
"restriction": {

"$ref": "#/definitions/restriction", "default":
"private"},
"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/IDtype"}},
"required": ["value", "dtype"],
"addi tional Properties":fal se},
"Ext ensi onTypeList": {
"type": "array",



"itens": {"$ref": "#/ definitions/ExtensionType"},
"mnltens": 1},
" Sof t war eType": {
"type": "object",
"properties": {
" Sof t war eRef erence": {
"$ref":"#/ definitions/SoftwareReference"},
"URL": {
"type": "array",
"itenms": {"$ref": "#/definitions/URLtype",
"mnltems": 1}},
"Description": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltens": 1 }},
"required": [],
"addi tional Properties": false},
" Sof t war eRef erence": {
"type": "object”,
"properties": {
"val ue": {"type": "string"},
"spec-nane": {"enunt: ["custom', "cpe", "sw d",
"ext-val ue"]},

"ext-spec-nanme": {"type": "string"},
"dtype": {"enuni: ["bytes", "integer", "real", "string",
"xm ", "ext-value"], "default": "string"},

"ext-dtype": {"type": "string"}},
"required": ["spec-nane"],
"addi tional Properties": false},
" STRUCTUREDI NFO': {
"type": "object”,
"properties": {
"SpeclD': {"$ref":"#/definitions/SpeclD'},
"ext-SpeclD': {"type": "string"},
"Content| D': {"type": "string"},
"RawDat a": {
"type": "array",
"items": {"$ref":"#/ definitions/BYTE"},
"mnltems": 1

}

Ref erence": {

"type": "array",

"itens": {"$ref": "#/definitions/Reference"},
"mnltems": 1

}
"Platform': {

"type": "array",

"itens": {"$ref": "#/definitions/Platform'},
"mnltens": 1

}

"Scoring": {
"type": "array",
"itens": {"$ref": "#/definitions/Scoring"},
"mnltems": 1}},
"al lOF"
{"required": ["SpeclD']},
{"anyOF": [
{"oneOr": [
{"required":["Reference"]},
{"required":["RawbData"]}]},
{ "not" : {"required":["Reference", "RawbData"]}}]}1],
"addi tional Properties": false},
"Platform': {
"type": "object",
"properties": {
"Specl D': {"$ref":"#/ definitions/SpeclD'},



"ext-SpeclD': {"type": "string"},
"ContentID': {"type": "string"},
"RawDat a": {

"type": "array",

"itens": {"$ref":"#/ definitions/BYTE"},

"mnltenms": 1

}

Ref erence": {
"type": "array",
"itens": {"$ref": "#/definitions/Reference"},
"mnltems": 1}},
"required": ["SpeclD'],
"additional Properties": false},
"Scoring": {
"type": "object",
"properties": {
"SpeclD': {"$ref":"#/definitions/SpeclD'},
"ext-SpeclD': {"type": "string"},
"ContentI D': {"type": "string"},
"RawDat a": {
"type": "array",
"itens": {"$ref":"#/ definitions/BYTE"},
"mnltens": 1

}

Ref erence": {
"type": "array",
"items": {"$ref": "#/definitions/Reference"},
"mnltems": 1}},
"required": ["SpeclD'],
"addi tional Properties": false},
"Incident": {
"title": "Incident",
"description": "JSON schena for I|ncident class",
"type": "object",
"properties": {

"purpose": {"$ref": "#/ definitions/purpose"},
"ext-purpose": {"type": "string"},
"status": {"$ref": "#/definitions/status"},

"ext-status": {"type": "string"},
"lang": {"$ref": "#/definitions/lang"},

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/IDtype"},
"IncidentID': {"$ref": "#/definitions/IncidentlD'},

"Alternativel D': {
"$ref":"#/definitions/A ternativelD'},
"Rel atedActivity": {
"type": "array",
"items": {"$ref": "#/definitions/RelatedActivity"},
"mnltens": 1},
"DetectTime": {"$ref": "#/definitions/DATETI ME"},
"StartTime": {"$ref": "#/ definitions/DATETI ME"},
"EndTime": {"$ref": "#/ definitions/DATETI ME"},
"RecoveryTime": {"$ref": "#/definitions/DATETI ME"},
"ReportTime": {"$ref": "#/definitions/DATETI ME"},
"CenerationTime": {"$ref": "#/definitions/DATETI ME"},
"Description": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltems": 1},
"Di scovery": {
"type": "array",
"itens": {"$ref": "#/definitions/Discovery"},
"mnltems": 1},
"Assessnent": {



"type": "array",

"items": {"$ref": "#/definitions/Assessnment"},
"mnltens": 1},
"Met hod": {

n t ypell : n ar r ayll ,
"items": {"$ref": "#/definitions/Method"},
"mnltems": 1},

"Contact": {
"type": "array",
"itens": {"$ref": "#/definitions/Contact"},

"mnltems": 1},
"BventData": {
"type": "array",
"items": {"$ref": "#/definitions/EventData"},
"mnltens": 1},
ndicator": {
"type": "array",
"itens": {"$ref": "#/definitions/Indicator"},
"mnltems": 1},
"History": {"$ref": "#/ definitions/Hi story"},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},

"required": ["IncidentlD', "GenerationTine", "Contact",

"pur pose"],
"additional Properties": false},
ncidentI D': {
"title": "Incidentl D',
"description": "JSON schema for IncidentlD class",
"type": "object",
"properties": {
"id": {"type": "string"},
"name": {"type": "string"},
"instance": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"}},
"required": ["id", "nane"],
"addi tional Properties": false},
"Alternativel D': {
"title": "Alternativel D',
"description": "JSON schenma for Alternativel D class",
"type": "object",
"properties": {
"IncidentI D': {
"type": "array",
"itens":{"$ref": "#/definitions/IncidentlD'},
"mnltems": 1},
"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"}},
"required": ["IncidentlD'],
"addi tional Properties": false},
"Rel atedActivity": {
"properties": {

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"IncidentI D': {
Iltypell: n array"’

"itens": {"$ref": "#/definitions/IncidentlD'},
"mnltems": 1},
"URL": {

"type": "array",
"itens": {"$ref": "#/definitions/URLtype"},
"mnltems": 1},

"Threat Actor": {



"type": "array",
"items": {"$ref": "#/definitions/ ThreatActor"},
"mnltens": 1},
" Campai gn": {
"type": "array",
"itens": {"$ref": "#/definitions/Canpaign"},
"mnltems": 1},
ndicatorl D': {
"type": "array",
"itens": {"$ref": "#/definitions/IndicatorlD'},
"mnltems": 1},
"Confidence": {"$ref": "#/definitions/Confidence"},
"Description": {
"type": "array",
"itens": {"type": "string"},
"mnltenms": 1},
"Addi tional Data": {
"$ref": "#/ definitions/ExtensionTypelList"}},
"additional Properties": false},
"Threat Actor": {
"properties": {
"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},
"Threat Actorl D': {
"type": "array",
"itens": {"type": "string"},
"mnltenms": 1},
"Description": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltens": 1},
"URL": {
"type":"array",
"itenms":{"$ref":"#/ definitions/URLtype"},
"mnltems": 1},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"addi tional Properties": false},
" Canmpai gn": {
"properties": {
"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},
"Canpai gnl D': {
"type": "array",
"itenms": {"type": "string"},
"mnltems": 1},
"URL": {
"type":"array",
"items": {"$ref":"#/ definitions/URLtype"},
"mnltenms": 1},
"Description": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltens": 1},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}}},
"Contact": {
"type": "object",
"properties": {
"role": {
"enuni:["creator", "reporter", "admn", "tech",
"provider", "user", "billing", "legal",
"irt", "abuse", "cc", "cc-irt", "leo",
"vendor", "vendor-support", "victin,



"victimnotified', "ext-value"]},
"ext-role": {"type": "string"},
"type": {
"enuni': ["person", "organization", "ext-value"]},
"ext-type": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},
"Cont act Nane": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltems": 1},
"ContactTitle": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltenms": 1},
"Description": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltens": 1},
"Regi stryHandl e": {
"type":"array",
"itens":{"$ref":"#/ definitions/RegistryHandl e"},
"mnltems": 1},
" Post al Address": {
"type":"array",
"items": {"$ref":"#/ definitions/Postal Address"},
"mnltenms": 1},
"Email " {
"type": "array",
"items": {"$ref": "#/definitions/Email"},
"mnltens": 1},
"Tel ephone": {
"type": "array",
"itens": {"$ref": "#/definitions/Tel ephone"},
"mnltems": 1},
"Timezone": {"$ref": "#/ definitions/TineZonetype"},
"Contact": {
"type": "array",
"itens": {"$ref": "#/definitions/Contact"},
"mnltems": 1},
"Additional Data": {
"$ref":"#/definitions/Extensi onTypelList"}},
"required": ["role", "type"],
"addi tional Properties": false},
"Regi stryHandl e": {
"type": "object",
"properties": {
"handl e": {"type": "string"},
"registry": {
"enuni: ["internic", "apnic", "arin", "lacnic",
"ripe", "afrinic", "local", "ext-value"]},
"ext-registry": {"type": "string"}},
"required": ["handle", "registry"],
"additional Properties": false},
" Post al Address": {
"type": "object",
"properties": {
"type": {
"enuni: ["street", "mailing", "ext-value"]},
"ext-type": {"type": "string"},
"PAddress": {"$ref": "#/ definitions/PAddressType"},
"Description": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltems": 1}},



"required": ["PAddress"],
"addi tional Properties": false},
"Emai | " {
"type": "object",
"properties": {
"type": {
"enunf:["direct”, "hotline", "ext-value"]},
"ext-type": {"type": "string"},
"Emai |l To": {"type": "string"},
"Description": {

"type": "array",

"itens": {"$ref": "#/definitions/MStringType"},

"mnltems": 1}},

"required": ["Emmil To"],
"addi tional Properties": false},
"Tel ephone": {
"type": "object",
"properties": {
“type": {

"enunt:["wired", "nobile", "fax", "hotline",

"ext-val ue"]},
"ext-type": {"type": "string"},
"Tel ephoneNunber": {"type": "string"},
"Description": {

"type": "array",

"items": {"$ref": "#/definitions/MStringType"},

"mnltens": 1}},

"required": ["Tel ephoneNunber"],
"addi tional Properties": false},
"Di scovery": {
"type": "object”,
"properties": {
"source": {

"enuni:["nidps", "hips", "siem', "av",
"third-party-nmonitoring", "incident", "os-lo0g",
"application-log", "device-log", "network-flow',
"passive-dns", "investigation", "audit",
"internal -notification", "external-notification",
"l eo", "partner", "actor", "unknown", "ext-value"]},

"ext-source": {"type": "string"},

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},

"ext-restriction": {"type": "string"},

"Description": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltems": 1},

"Contact": {
"type": "array",
"items": {"$ref": "#/definitions/Contact"},

"mnltens": 1},
"DetectionPattern”: {

"type":"array",
"itens":{"$ref":"#/definitions/DetectionPattern"},
"mnltems": 1}},

"required": [],

"addi tional Properties": false},

"DetectionPattern”: {
"type": "object",
"properties": {

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/IDtype"},

"Application": {"$ref": "#/definitions/SoftwareType"},
"Description": {



"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltens": 1},
"Det ectionConfiguration": {
"type": "array",
"itenms": {"type": "string"},
"mnltems": 1}},
"allOF " |
{"required": ["Application"]},
{"oneOr": [
{"required":["Description"]},
{"required":["DetectionConfiguration"]}]}],
"additional Properties": false},
"Met hod": {
"type": "object",
"properties": {

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"Reference": {
"type": "array",
"itens": {"$ref": "#/definitions/Reference"},
"mnltems": 1},
"Description": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltens": 1},
"AttackPattern": {
"type":"array",
"itens": {"$ref":"#/ definitions/ STRUCTUREDI NFO'},
"mnltems": 1},
"Vul nerability": {
"type":"array",
"itens":{"$ref":"#/ definitions/ STRUCTUREDI NFO'},
"mnltems": 1},
"Weakness": {
"type":"array",
"items":{"$ref":"#/ definitions/ STRUCTUREDI NFO'},
"mnltens": 1},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"required": [],
"additional Properties": false},
"Reference": {
"type": "object",
"properties": {
"observable-id": {"$ref": "#/definitions/IDtype"},
" Ref er enceNane" :
"$ref":"#/ definitions/ReferenceNane"},
"URL": {
"type":"array",
"itenms":{"$ref":"#/definitions/URLtype"},
"mnltems": 1},
"Description": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltens": 1}},
"required": [],
"addi tional Properties": false},
"Ref erenceNane" : {
"type": "object”,
"properties": {
"specl ndex": {"type": "nunber"},
"ID': {"$ref":"#/definitions/IDtype"}},
"required": ["speclndex", "ID'],
"addi tional Properties": false},



"Assessnent ": {
"type": "object",
"properties": {
"occurrence": {"enunm:["actual", "potential"]},

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/IDtype"},
"I ncident Cat egory": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltems": 1},

"l mpact": {
"type": "array",
"itens": {

"properties": {
" Syst em npact " : {

"$ref":"#/ definitions/System nmpact"},
" Busi nessl mpact ": {

"$ref":"#/ definitions/Businesslnmpact"},
"Timelnpact": {"$ref":"#/ definitions/Tinelnpact"},
"Monet aryl npact ": {

"$ref":"#/ definitions/Mnetaryl mpact"},
"I nt endedl nmpact ": {

"$ref":"#/definitions/Businesslnpact"}},

"addi tional Properties":fal se},
"mnltems" : 1

}

unter": {
"type": "array",
"items": {"$ref": "#/definitions/Counter"},
"mnltens": 1},
"MtigatingFactor": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltems": 1},
"Cause": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltenms": 1},
"Confidence": {"$ref": "#/definitions/Confidence"},
"Additional Data": {
"$ref":"#/definitions/Extensi onTypelList"}},
"required": ["Inpact"],
"addi tional Properties": false},
"System npact": {
"type": "object",
"properties": {
"severity": {"enuni:["low', "nmediunt, "high"]},
"conpletion": {"enun:["failed", "succeeded"]},
"type": {
"enuni': ["takeover-account", "takeover-service",
"t akeover-systent, "cps-manipul ation", "cps-danmage",
"availability-data", "availability-account",
"availability-service", "availability-systent,
"damaged- syst ent, "damaged-data",
"breach-proprietary", "breach-privacy",
"breach-credential", "breach-configuration",
"integrity-data", "integrity-configuration",
"integrity-hardware", "traffic-redirection",
"monitoring-traffic", "monitoring-host",
"policy", "unknown", "ext-value"]},
"ext-type": {"type": "string"},
"Description": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},



"mnltems": 1}},
"required": ["type"],
"addi tional Properties": false},
"Busi nessl npact": {
"type": "object",
"properties": {
"severity": {"enuni:["none", "low', "nmediun, "high",
"unknown", "ext-value"], "default": "unknown"},
"ext-severity": {"type":"string"},
"type": {"enum:["breach-proprietary",
"breach-privacy", "breach-credential",
"l oss-of-integrity", "loss-of-service",
"theft-financial", "theft-service",
"degraded-reputation", "asset-damage",
"asset-mani pul ation", "legal", "extortion",
"unknown", "ext-value"]},
"ext-type": {"type": "string"},
"Description": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltens": 1}},
"required": ["type"],
"addi tional Properties": false},
"Ti mel npact": {
"type": "object”,
"properties": {
"value": {"$ref": "#/definitions/PositiveFl oat Type"},
"severity": {"enunm’: ["low', "nediunt, "high"]},
"metric": {"enum': ["labor", "elapsed", "downtine",
"ext-val ue"]},

"ext-metric": {"type": "string"},
"duration": {
"$ref":"#/definitions/duration", "default": "hour"},

"ext-duration": {"type": "string"}},

"required": ["value", "metric"],

"addi tional Properties": false},

"Monet aryl mpact ": {

"type": "object",

"properties": {
"value": {"$ref": "#/definitions/PositiveFl oat Type"},
"severity": {"enuni:["low', "mediun, "high"]},
"currency": {"type": "string"}},

"required": ["value"],

"addi tional Properties": false},

"Confidence": {

"type": "object",

"properties": {
"val ue": {"type": "nunmber"},
"rating": {"enum: ["low', "mediunt, "high", "nuneric",

"unknown", "ext-value"]},

"ext-rating": {"type":"string"}},

"required": ["value", "rating"],

"addi tional Properties": false},

"Hi story": {

"type": "object”,

"properties": {

"restriction": {"$ref": "#/ definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"Hi storyltent: {
"type": "array",
"items": {"$ref": "#/definitions/H storyltem'},
"mnltens": 1}},
"required": ["H storyltenm'],
"addi tional Properties": false},
"Hi storyltent: {



"type": "object”,
"properties": {

"action": {
"$ref": "#/definitions/action", "default": "other"},
"ext-action": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/IDtype"},
"DateTime": {"$ref": "#/ definitions/DATETI ME"},
"IncidentID': {"$ref": "#/definitions/IncidentlD'},
"Contact": {"$ref": "#/ definitions/Contact"},
"Description": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltenms": 1},
"DefinedCOA": ({
"type": "array",
"items": {"type": "string"},
"mnltens": 1},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"required": ["DateTime", "action"],
"additional Properties": false},
"BEventData": {
"type": "object",
"properties": {

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/|Dtype"},
"Description": {"type": "array",

"items": { "$ref":"#/definitions/MStringType"}},
"DetectTime": {"$ref": "#/definitions/DATETI ME"},
"StartTime": {"$ref": "#/ definitions/DATETI ME"},
"EndTime": {"$ref": "#/ definitions/DATETI ME"},
"RecoveryTime": {"$ref": "#/definitions/DATETI ME"},
"ReportTime": {"$ref": "#/definitions/DATETI ME"},

"Contact": {
"type": "array",
"itens": {"$ref": "#/definitions/Contact"},

"mnltems": 1},
"Di scovery": {
"type": "array",

"items": {"$ref": "#/definitions/Discovery"},
"mnltenms": 1},
"Assessment": {"$ref": "#/definitions/Assessnent"},
"Met hod": {

"type": "array",
"items": {"$ref": "#/definitions/Mthod"},
"mnltens": 1},
"Systent: {
"type": "array",
"itens": {"$ref": "#/definitions/Systeni},
"mnltems": 1},
"Expectation": {
"type": "array",
"itens": {"$ref": "#/definitions/Expectation"},
"mnltems": 1},
"RecordData": {
"type": "array",
"items": {"$ref": "#/definitions/RecordData"},
"mnltens": 1},
"EventData": {
"type": "array",
"itens": {"$ref": "#/definitions/EventData"},



"mnltems": 1},
"Additional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"required": [],
"addi tional Properties": false},
"Expectation": {
"type": "object”,
"properties": {
"action": {
"$ref":"#/definitions/action", "default": "other"},
"ext-action": {"type": "string"},
"severity": {"enuni: ["low', "nediunt, "high"]},

"restriction": {"$ref": "#/definitions/restriction",
"default": "default"},
"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/IDtype"},
"Description": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltens": 1},
"DefinedCOA": {
"type": "array",
"itenms": {"type": "string"},
"mnltems": 1},
"StartTime": {"$ref": "#/ definitions/DATETI ME"},
"EndTine": {"$ref": "#/ definitions/DATETI ME"},
"Contact": {"$ref": "#/ definitions/Contact"}},
"required": [],
"addi tional Properties": false},
"Systent: {
"type": "object”,
"properties": {
"category": {
"enuni': ["source", "target", "internediate", "sensor",
"infrastructure", "ext-value"]},
"ext-category": {"type": "string"},

"interface": {"type": "string"},
"spoofed": {

"enuni: ["unknown", "yes", "no"], "default":"unknown"},
"virtual": {

"enuni': ["yes", "no", "unknown"], "default":"unknown"},
"ownership": {
"enuni:["organi zation", "personal", "partner",
"custoner", "no-relationship", "unknown",
"ext-val ue"]},

"ext-ownership": {"type": "string"},

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},

"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/IDtype"},
"Node": {"$ref": "#/ definitions/Node"},
"NodeRol e": {

"type": "array",

"itens": {"$ref": "#/definitions/NodeRole"},

"mnltems": 1},

"Service": {
"type": "array",
"itens": {"$ref": "#/definitions/Service"},

"mnltems": 1},
"QOperatingSystenm': {
"type": "array",
"items": {"$ref": "#/definitions/SoftwareType"},
"mnltens": 1},
"Counter": {
"type": "array",
"itens": {"$ref": "#/definitions/Counter"},



"mnltems": 1},
"Asset | D': {
"type": "array",
"itens": {"type": "string"},
"mnltems": 1},
"Description": {
"type": "array",

"items": {"$ref": "#/definitions/MStringType"},

"mnltens": 1},
"Addi tional Data": {

"$ref":"#/definitions/Extensi onTypelList"}},

"required": ["Node"],
"additional Properties": false},
"Node": {
"type": "object",
"properties": {
"Dormai nData": {
"type": "array",

"itens": {"$ref": "#/ definitions/DonainData"},

"mnltens": 1},
"Address": {
"type": "array",

"itens": {"$ref": "#/definitions/Address"},

"mnltems": 1},
" Post al Address": {

"$ref": "#/ definitions/Postal Address"},

"Location": {
"type": "array",

"itens": {"$ref": "#/definitions/MStringType"},

"mnltems": 1},
"Counter": {
"type":"array",

"items": {"$ref":"#/ definitions/Counter"},

"mnltems": 1}},
"anyO>f " [
{"required": ["DomainData"]},
{"required": ["Address"]}
1,
"addi tional Properties": false},
"Address": {
"type": "object",
"properties": {
"value": {"type": "string"},
"category": {

"enuni:["asn", "atnl, "e-mail",
"i pv4- net - masked", "ipv4-net-nmask",
"ipv6-net", "ipv6-net-nasked",

"vl an-nanme": {"type": "string"},
"vlan-num': {"type": "nunber"},

"i pv4-addr",

"i pv4- net",

"i pv6-addr",

"mac", "site-uri",
"ext-value"], "default": "ipv6-addr"},
"ext-category": {"type": "string"},

"observable-id": {"$ref": "#/definitions/IDtype"}},

"required": ["value", "category"],

"addi tional Properties": false},
"NodeRol e": {
"type": "object",
"properties": {
"category": {

"enum':["client", "client-enterprise",

"client-partner", "client-renote",
"client-nobile", "server-internal",
"messagi ng",
"voice", "file", "ftp", "p2p",
"credential", "print", "application",
"backup", "dhcp", "assessnent",
"confi g- managenent"”, "nonitoring",

"ww', "mail", "webmail",

"client-Kkiosk",
"server-public",
"stream ng",

"nanme", "directory"

"dat abase",
"source-control ",
"infra"



"infra-firewal ", "infra-router”, "infra-switch",
"canera", "proxy", "renote-access", "log",
"virtualization", "pos", "scada",
"scada- supervi sory", "sinkhole", "honeypot",
"anonyzation", "c2-server", "malware-distribution",
"drop-server", "hop-point", "reflector",
"phi shing-site", "spear-phishing-site",
"recruiting-site", "fraudulent-site",
"ext-val ue"]},

"ext-category": {"type": "string"},

"Description": {

"type": "array",

"itens": {"$ref": "#/definitions/MStringType"},

"mnltens": 1}},

"required": ["category"],
"addi tional Properties": false},
"Counter": {
"type": "object",
"properties": {
"val ue": {"type": "nunber"},
"type": {

"enuni: ["count", "peak", "average", "ext-value"]},
"ext-type": {"type": "string"},
"unit":{"enun':["byte", "nbit", "packet", "flow',

"session", "alert", "message", "event", "host",

"site", "organization", "ext-value"]},

"ext-unit": {"type": "string"},
"meani ng": {"type": "string"},
"duration": {
"$ref":"#/definitions/duration", "default": "hour"},
"ext-duration": {"type": "string"}},
"required": ["value", "type", "unit"],
"addi tional Properties": false},
"Dormai nData": {
"type": "object",
"properties": {
"systemstatus": {
"enuni: ["spoofed", "fraudulent", "innocent-hacked",
"innocent-hijacked", "unknown", "ext-value"]},
"ext-systemstatus": {"type": "string"},
"domai n-status": {
"enunl: [ "reservedDel egation", "assignedAndActive",
"assi gnedAndl nactive", "assignedAndOnHol d”,
"revoked", "transferPending",
"registryLock", "registrarlLock",
"other", "unknown", "ext-value"]},
"ext-domai n-status": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|Dtype"},
"Name": {"type": "string"},
" Dat eDomai nWasChecked": {
"$ref": "#/ definitions/DATETI ME"},
"Regi strationbDate"

"$ref": "#/ definitions/DATETI ME"},
"ExpirationDate": {"$ref": "#/ definitions/DATETI ME"},
"Rel at edDNS": {

"type": "array",

"items": {"$ref": "#/definitions/ExtensionType"},

"mnltens": 1},

"NameServers": {

"type": "array",

"itens": {"$ref": "#/definitions/NameServers"},

"mnltens": 1},

"Domai nContacts": {
"$ref": "#/definitions/Domai nContacts"}},
"required": ["Nanme", "systemstatus", "dommin-status"],
"addi tional Properties": false},



"NameServers": {
"type": "object",
"properties": {
"Server": {"type": "string"},
"Address": {

"type":"array",

"itens":{"$ref":"#/ definitions/Address"},

"mnltens": 1}},

"required": ["Server", "Address"],
"addi tional Properties": false},
"Domai nCont acts": {
"type": "object",
"properties": {
"SanmeDomai nContact": {"type": "string"},
"Contact": {

"type":"array",

"itenms":{"$ref":"#/ definitions/Contact"},

"mnltems": 1}},

"oneOX": |
{"required": ["SameDomai nContact"]},
{"required": ["Contact"]}],

"addi tional Properties": false},

"Service": {

"type": "object",

"properties": {
"ip-protocol": {"type": "nunber"},
"observable-id": {"$ref": "#/definitions/IDtype"},
"ServiceName": {"$ref": "#/definitions/ServiceNanme"},
"Port": {"type": "nunber"},
"Portlist": {"$ref": "#/definitions/PortlistType"},
"ProtoCode": {"type": "nunber"},
"ProtoType": {"type": "nunber"},
"ProtoField": {"type": "nunber"},
" Appl i cati onHeader Fi el d": {

"$ref":"#/ definitions/Extensi onTypelList"},
"Emai | Data": {"$ref": "#/definitions/EmailData"},
"Application": {

"$ref": "#/definitions/SoftwareType"}},

"required": [],
"addi tional Properties": false},
"ServiceNanme": {
"type": "object",
"properties": {
"I ANAService": {"type": "string"},
"URL": {

"type": "array", "items": {

"$ref": "#/definitions/URLtype"}},
"Description": {

"type": "array",

"items": {"$ref": "#/definitions/MStringType"},

"mnltens": 1}},

"required": [],
"addi tional Properties": false},
"Emai | Data": {
"type": "object”,
"properties": {
"observable-id": {"$ref": "#/definitions/IDtype"},
"Email To": {

"type": "array",

"itenms": {"type": "string"},

"mnltems": 1},

"Emai |l Froni: {"type": "string"},
"Emai | Subj ect": {"type": "string"},
"Emai |l X-Mailer": {"type": "string"},
"Emai | Header Fi el d": {

"type": "array",



"itens": {"$ref": "#/ definitions/ExtensionType"},
"mnltens": 1},
"Emai | Headers": {"type": "string"},
"Emai | Body": {"type": "string"},
"Emai | Message": {"type": "string"},
"HashDat a": ({
"type": "array",
"items": {"$ref": "#/definitions/HashData"},
"mnltens": 1},
"Signature": {
"type": "array",
"itens": {"$ref": "#/definitions/BYTE"},
"mnltems": 1}},
"required": [],
"addi tional Properties": false},
"RecordData": {
"type": "object",
"properties": {

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/IDtype"},
"DateTime": {"$ref": "#/ definitions/DATETI ME"},
"Description": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltens": 1},
"Application": {"$ref": "#/definitions/SoftwareType"},
"RecordPattern": {
"type": "array",
"itens": {"$ref": "#/definitions/RecordPattern"},
"mnltens": 1},
"Recordltenmt: {
"type": "array",

"itens": {"$ref": "#/definitions/ExtensionType"},
"mnltems": 1},
"URL": {

"type": "array",
"items": {"$ref": "#/definitions/URLtype"},
"mnltenms": 1},

"FileData": {
"type": "array",
"itens": {"$ref": "#/definitions/FileData"},

"mnltens": 1},
"W ndowsRegi stryKeysModi fied": {
"type": "array",
"itens":
"$ref":"#/ definitions/WndowsRegi stryKeyshbdi fied"},
"mnltems": 1},
"CertificateData": {
"type":"array",
"items":{"$ref":"#/definitions/CertificateData"},
"mnltems": 1},
"Additional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"required": [],
"addi tional Properties": false},
"RecordPattern": {
"type": "object",
"properties": {
"val ue": {"type": "string"},

"type": { |
"enuni: ["regex", "binary", "xpath", "ext-value"],
"default": "regex"},

"ext-type": {"type": "string"},
"offset": {"type": "nunber"},



"offsetunit”: {"enunt:["line", "byte", "ext-value"] ,
"default": "line"},
"ext-of fsetunit": {"type": "string"},
"instance": {"type": "nunber"}},
"required": ["value", "type"],
"addi tional Properties": false},
"W ndowsRegi stryKeyshodi fied": {
"type": "object",
"properties": {
"observable-id": {"$ref": "#/definitions/IDtype"},
"Key": {
"type": "array",
"items": {"$ref": "#/definitions/Key"},
"mnltens": 1}},
"required": ["Key"],
"addi tional Properties": false},
"Key": {
"type": "object",
"properties": {
"registryaction": {"enunt: ["add-key", "add-val ue",
"del et e- key", "del ete-val ue",
"nmodi fy-key", "nodify-val ue",
"ext-val ue"]},
"ext-registryaction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|Dtype"},
"KeyNane": {"type":"string"},
"KeyVal ue": {"type": "string"}},
"required": ["KeyNane"],
"addi tional Properties": false},
"CertificateData": {
"type": "object”,
"properties": {

"restriction": {"$ref": "#/ definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/|Dtype"},
"Certificate": {
"type": "array",
"items": {"$ref": "#/definitions/Certificate"},
"mnltems": 1}},
"required": ["Certificate"],
"addi tional Properties": false},
"Certificate": {
"type": "object",
"properties": {
"observable-id": {"$ref": "#/definitions/IDtype"},
"X509Data": {"$ref": "#/ definitions/BYTE"},
"Description": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltens": 1}},
"required": ["X509Data"],
"addi tional Properties": false},
"FileData": {
"type": "object”,
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/IDtype"},
"File": {
"type": "array",
"items": {"$ref": "#/definitions/File"},
"mnltens": 1}},
"required": ["File"],
"addi tional Properties": false},
"File": {



"type": "object”,
"properties": {
"observable-id": {"$ref": "#/definitions/IDtype"},
"Fil eName": {"type": "string"},
"FileSize": {"type": "nunber"},
"Fil eType": {"type": "string"},
"URL": {
"type": "array",
"items": {"$ref": "#/definitions/URLtype"},
"mnltenms": 1},
"HashData": {"$ref": "#/ definitions/HashData"},
"Signature": {
"type": "array",
"items": {"$ref": "#/definitions/BYTE"},
"mnltens": 1},
"Associ at edSof t ware": {
"$ref": "#/ definitions/SoftwareType"},
"FileProperties": {
"type":"array",

"items": {"$ref":"#/ definitions/ExtensionType"},
"mnltens": 1}},
"required": [],
"addi tional Properties": false},
"HashDat a": ({
"type": "object”,
"properties": {
"scope": {"enuni:
"file-pe-iat",
"emai | - hash",
"ext-val ue"]},
"HashTargetI D': {"type": "string"},
"Hash": {
"type": "array",
"itens": {"$ref": "#/definitions/Hash"},
"mnltems": 1},
"FuzzyHash": {
"type": "array",
"items": {"$ref": "#/definitions/FuzzyHash"},
"mnltens": 1}},
"required": ["scope"],
"addi tional Properties": false},
"Hash": {
"type": "object”,
"properties": {
"Di gest Met hod": {"$ref": "#/ definitions/BYTE"},
"DigestValue": {"$ref": "#/definitions/BYTE"},
" Canoni cal i zati onMet hod": {
"$ref": "#/ definitions/BYTE"},
"Application": {
"$ref": "#/definitions/SoftwareType"}},

"required": ["DigestMthod", "D gestValue"],
"addi tional Properties":

fal se},
"FuzzyHash": {
"type": "object",
"properties": {
"FuzzyHashVval ue": {
"type": "array",
"itens": {"$ref": "#/definitions/ExtensionType"},
"mnltems": 1},
"Application": {"$ref": "#/definitions/SoftwareType"},
"Addi tional Data": {

["file-contents", "file-pe-section",
"file-pe-resource", "file-pdf-object”,
"emai | - header s-hash", "email -body-hash",

"$ref":"#/ definitions/Extensi onTypelList"}},
"required": ["FuzzyHashVal ue"],

"addi tional Properties": false},
"Indicator": {

"type": "object",



"properties": {

"restriction": {"$ref": "#/ definitions/restriction",
"default": "private"},

"ext-restriction": {"type": "string"},

"IndicatorID': {"$ref": "#/definitions/IndicatorlD'},

"AlternativelndicatorlD': {
"type": "array",
"itens": {
"$ref": "#/definitions/Aternativelndicatorl D'},
"mnltenms": 1},
"Description": {
"type": "array",
"itens": {"$ref": "#/definitions/MStringType"},
"mnltens": 1},
"StartTime": {"$ref": "#/definitions/DATETI ME"},
"EndTime": {"$ref": "#/ definitions/DATETI ME"},
"Confidence": {"$ref": "#/definitions/Confidence"},

"Contact": {
"type": "array",
"items": {"$ref": "#/definitions/Contact"},
"mnltens": 1},

"Cbservable": {"$ref": "#/definitions/Coservable"},

"uid-ref": {"$ref": "#/ definitions/|DREFType"},
"I ndi cat or Expressi on": {
"$ref":"#/definitions/IndicatorExpression"},
"I ndi cat or Ref erence": {
"$ref": "#/ definitions/IndicatorReference"},
"NodeRol e": {
"type": "array",
"itens": {"$ref": "#/ definitions/NodeRole"},
"mnltems": 1},
"AttackPhase": {
"type": "array",
"itens": {"$ref": "#/definitions/AttackPhase"},
"mnltems": 1},
"Reference": {
"type": "array",
"items": {"$ref": "#/definitions/Reference"},
"mnltens": 1},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"allOFt |
{"required": ["IndicatorlD']},

{"oneOF": |
{"required":["Cbservabl e"]},
{"required":["uid-ref"]},

{"required":["IndicatorExpression"]},
{"required":["Indi cat or Reference"]}]}1],
"additional Properties": false},
"IndicatorI D': {
"type": "object",
"properties": {

"id": {"type": "string"},

"name": {"type": "string"},

"version": {"type": "string"}},
"required": ["id", "nane", "version"],
"addi tional Properties": false},
"AlternativelndicatorlD': {

"type": "object",
"properties": {

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"I'ndicatorl D': ({
n t ypell : n ar r ayll ,
"itens": {"$ref": "#/definitions/IndicatorlD'},



"mnltems": 1}},
"required": ["IndicatorlD'],
"addi tional Properties": false},

"Cbservabl e": {
"type": "object",
"properties": {

"restriction": {"$ref": "#/definitions/restriction",
"default": "private"},
"ext-restriction": {"type": "string"},

"Systent: {"$ref": "#/definitions/System'},
"Address": {"$ref": "#/definitions/Address"},
"Domai nData": {"$ref": "#/ definitions/DomainData"},
"Emai | Data": {"$ref": "#/definitions/EmailData"},
"Service": {"$ref": "#/ definitions/Service"},

"W ndowsRegi stryKeysModi fied": {

"$ref": "#/definitions/WndowsRegi stryKeyshbdified"},
"FileData": {"$ref": "#/definitions/FileData"},
"CertificateData": {

"$ref": "#/definitions/CertificateData"},

"Regi stryHandl e": {

"$ref": "#/ definitions/RegistryHandle"},
"RecordData": {"$ref": "#/ definitions/RecordData"},
"EventData": {"$ref": "#/definitions/EventData"},

"Incident": {"$ref": "#/definitions/Incident"},
"Expectation": {"$ref": "#/definitions/Expectation"},
"Reference": {"$ref": "#/definitions/Reference"},
"Assessment": {"$ref": "#/definitions/Assessnment"},
"DetectionPattern”: {

"$ref": "#/definitions/DetectionPattern"},

"Historyltem': {"$ref": "#/definitions/H storyltem'},
"Bul kQbservabl e": {

"$ref": "#/ definitions/Bul kObservable"},
"Addi tional Data": {

"$ref":"#/ definitions/Extensi onTypelList"}},

"oneO™F": |
{"required":["Systen']},
{"required":["Address"]},
{"required":["Domai nData"]},
{"required":["Enui |l Data"]},
{"required":["Service"]},
{"required":["W ndowsRegi stryKeyshbdi fied"]},
{"required":["Fil eData"]},
{"required":["CertificateData"]},
{"required":["Regi stryHandl e"]},
{"required":["RecordData"]},
{"required":["EventData"]},
{"required":["Incident"]},
{"required":["Expectation"]},
{"required":["Reference"]},
{"required":["Assessnent"]},
{"required":["DetectionPattern"]},
{"required":["Historyltem']},

{"required":["Bul kCbservabl e"]},
{"required":["Addi tional Data"]}],

"additional Properties": false},

"Bul kQbservabl e": {
"type": "object",
"properties": {
"type": {"enum: ["asn", "atnl, "e-nmmil", "ipv4-addr",

"i pv4-net", "ipv4-net-nmask", "ipv6-addr", "ipv6-net",
"i pv6- net - mask”, "mac", "site-uri", "domai n-name",
"domai n-to-i pv4", "domain-to-ipve",
"domai n-to-i pv4-tinmestanp”,
"domai n-to-i pve-tinmestamp", "ipv4-port", "ipv6e-port",
"wi ndows-reg-key", "file-hash", "email-x-mailer",
"emai | -subject", "http-user-agent",



"http-request-url™, "mutex", "file-path", "user-

"ext-val ue"]},

"ext-type": {"type": "string"},
"Bul kQbservabl eFormat " : {

"$ref": "#/ definitions/Bul kObservabl eFormat"},
"Bul kQbservabl eList": {"type": "string"},
"Additional Data": {

"$ref":"#/ definitions/Extensi onTypelList"}},

"required": ["Bul kCbservabl elList"],
"addi tional Properties": false},
"Bul kQbservabl eFormat": {
"type": "object",
"properties": {
"Hash": {"$ref": "#/ definitions/Hash"},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"oneO™F": |
{"required": ["Hash"]},
{"required": ["Additional Data"]}
]

ddi tional Properties": false},
"I ndi cat or Expression": {
"type": "object",
"properties": {
"operator": {
"enuni: ["not", "and", "or", "xor"], "default":
"ext-operator": {"type": "string"},
"I ndi cat or Expression": {
"type": "array",
"itenms": {
"$ref": "#/ definitions/IndicatorExpression"},
"mnltens": 1},
"Cbservabl e": {
"type": "array",

"itens": {"$ref": "#/definitions/ Coservable"},
"mnltems": 1},
"uid-ref": {

"type": "array",
"items": {"$ref": "#/definitions/|DREFType"},
"mnltenms": 1},
"I ndi cat or Ref erence": {
"type": "array",
"itens":
"$ref": "#/ definitions/IndicatorReference"},
"mnltens": 1},
"Confidence": {"$ref":"#/ definitions/Confidence"},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"required": [],
"addi tional Properties": false},
"I ndi cat or Ref erence": {
"type": "object",
"properties": {
"uid-ref": {"$ref":"#/ definitions/| DREFType"},
"euid-ref": {"type": "string"},
"version": {"type": "string"}},
"oneO™X": |
{"required": ["uid-ref"]},
{"required": ["euid-ref"]}

]

ddi tional Properties": false},
"AttackPhase": {

"type": "object",

"properties": {
"AttackPhasel D': {

"type": "array",

name",

"and"},



"items": {"type": "string"},
"mnltens": 1},
"URL": {
"type": "array",
"itens": {"$ref": "#/definitions/URLtype"},
"mnltems": 1},
"Description": {
"type": "array",
"items": {"$ref": "#/definitions/MStringType"},
"mnltenms": 1},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"required": [],
"addi tional Properties": false}},
"title": "I ODEF-Docunment",
"description": "JSON schena for | ODEF-Docunent class",
"type": "object",
"properties": {
"version": {"type": "string"},
"lang": {"$ref": "#/definitions/lang"},
"format-id": {"type": "string"},
"private-enumnanme": {"type": "string"},
"private-enumid": {"type": "string"},
"Incident": {
"type": "array",
"items": {"$ref": "#/definitions/Incident"},
"mnltens": 1},
"Addi tional Data": {
"$ref":"#/ definitions/Extensi onTypelList"}},
"required": ["version", "lncident"],
"additional Properties": false}

Fi gure 6: JSON Schema
Acknowl edgrent s

We woul d l'ike to thank Henk Birkhol z, Carsten Bormann, Benjam n
Kaduk, Al exey Mel ni kov, Yasuaki Morita, and Takahi ko Nagata for their
i nsightful comrents on this docunent and CDDL

Aut hors’ Addr esses

Takeshi Takahashi

National Institute of Information and Communi cati ons Technol ogy
4-2-1 Nukui -Ki tamachi, Koganei, Tokyo

184- 8795

Japan

Phone: +81 42 327 5862
Enmai | : takeshi takahashi @ict.go.jp

Roman Danyliw

CERT, Software Engineering Institute, Carnegie Mellon University
4500 Fifth Avenue

Pi ttsburgh, PA

United States of Anerica

Emei |l : rdd@ert.org

M o Suzuki

National Institute of Information and Communi cati ons Technol ogy
4-2-1 Nukui -Kitamachi, Koganei, Tokyo

184- 8795

Japan



Email: mo@ict.go.jp



