Internet Architecture Board (I AB) R Housl ey, Ed.
Request for Comments: 8720 O Kol kman, Ed.
osol etes: 7500 February 2020
Cat egory: Informationa

| SSN: 2070-1721

Principles for Operation of Internet Assigned Nunmbers Authority (1 ANA)
Regi stries

Abst ract

Thi s docunent provides principles for the operation of I|Internet
Assi gned Nunbers Authority (1ANA) registries.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)
and represents information that the | AB has deened valuable to
provide for pernanent record. It represents the consensus of the
Internet Architecture Board (1 AB). Docunments approved for
publication by the | AB are not candi dates for any |level of Internet
St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8720

Copyright Notice

Copyright (c) 2020 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.

Tabl e of Contents

1. Introduction

2. Principles for the Operation of | ANA Registries
3 Di scussi on

.1. Ensuring Uniqueness, Stability, and Predictability
2. Public

.3. Open and Transpar ent

4. Accountabl e

Security Considerations

Changes since RFC 7500

. Informative References

| AB Menmbers at the Tine of Approva

Acknowl edgenent s

Aut hors’ Addresses

WwWww

oo

1. Introduction

The I nternet Engineering Task Force (IETF) and its predecessors have



traditionally separated the publication of protocol specifications in
i mut abl e Request for Comments (RFCs) and the registries containing
protocol parameters. Traditionally, the registries are nmaintained by
a set of functions known collectively as the Internet Assigned
Nunbers Authority (1 ANA). Dating back to the earliest days of the
Internet, specification publication and the registry operations were
tightly coupled: Jon Postel of the Information Sciences Institute
(I'Sl) of the University of Southern California (USC) was responsible
for both RFC publication and | ANA registry operation. This tight
coupling had advantages, but it was never a requirenent. |ndeed,
today, the RFC Editor and | ANA registry operation are provided by
different entities.

Internet registries are critical to the operation of the Internet
because they provide a definitive record of the value and neani ng of
identifiers that protocols use when comunicating with each other

Al nost every Internet protocol makes use of registries in sonme form
At the time of witing, the I ANA nmaintains nmore than two thousand
prot ocol parameter registries.

Internet registries hold protocol identifiers consisting of constants
and ot her well-known val ues used by Internet protocols. These val ues
can be nunbers, strings, addresses, and so on. They are uniquely
assigned for one particular purpose or use. Identifiers can be

mai ntained in a central list (such as a list of cryptographic

al gorithms), or they can be hierarchically allocated and assi gned by
separate entities at different points in the hierarchy (such as IP
addresses and domain nanmes). To maxim ze trust and useful ness of the
| ANA registries, the principles in this docunent should be taken into
consideration for centralized registries as well as hierarchically
del egated registries. In hierarchically delegated registries,
entries nearest to top | evel have broad scope, but |ower-|eve

entries have narrow scope. The Internet Architecture Board (I AB)

wi Il encourage support for these principles in all del egations of
Internet identifiers.

The registry systemis built on trust and nutual cooperation. The
use of the registries is voluntary and is not enforced by mandates or
certification policies. Wile the use of registries is voluntary, it
is noted that the success of the Internet creates enornous pressure
to use Internet protocols and the identifier registries associated
with them

Thi s docunent provides principles for the operation of | ANA
registries, ensuring that protocol identifiers have consistent
meani ngs and interpretations across all inplenmentations and
depl oynents, thus providing the necessary trust in the | ANA
registries.

Principles for the Qperation of | ANA Registries

The foll owi ng key principles underscore the successful functioning of
the 1ANA registries, and they provide a foundation for trust in those
registries:

Ensure Uni queness:
The sane protocol identifier nmust not be used for nore than one
pur pose.

St abl e:
Protocol identifier assignnent nust be |asting.

Pr edi ct abl e:
The process for making assignments nust not include unexpected
st eps.



Publ i c:
The protocol identifiers nust be nmade available in well-known
| ocations in a nanner that makes themfreely available to

everyone.
Open:
The process that sets the policy for protocol identifier
assi gnnment and registration nust be open to all interested
parties.

Transpar ent :
The protocol registries and their associated policies should be
devel oped in a transparent nanner

Account abl e:
Regi stry policy devel opment and registry operations need to be
accountable to the affected conmmunity.

3. Di scussi on

The principles discussed in Section 2 provide trust and confidence in
the ANA registries. This section expands on these principles.

3.1. Ensuring Uniqueness, Stability, and Predictability

Protocol identifier assignnent and registration nust be unique,
stabl e, and predictable. Developers, vendors, custoners, and users
depend on the registries for unique protocol identifiers that are
assigned in a stable and predictabl e manner.

A protocol identifier may only be reassigned for a different purpose
after due consideration of the inpact of such a reassignnent and, if
possi ble, with the consent of the original assignee.

Recogni zi ng that some assignments involve judgnment, such as those

i nvol ving a designated expert [RFC8126], a predictable process does
not require conpletion in a predeterm ned nunber of days. Rather, it
means that no unexpected steps are introduced in the process of
maki ng an assi gnnent.

3.2. Public

Once assigned, the protocol identifiers nmust be made available in a
manner that nakes themfreely available to everyone wi thout
restrictions. The use of a consistent publication |ocation builds
confidence in the registry. This does not nean that the publication
| ocati on can never change, but it does mean that it must change
infrequently and only after adequate prior notice.

3.3. Open and Transparent

The process that sets the policy for protocol identifier assignnent
and registration nust be open to all interested parties and nust
operate in a transparent nanner

When a registry is established, a policy is set for the addition of
new entries and the updating of existing entries. Wile naking
additions and nodifications, the registry operator nay expose

i nstances where policies lack clarity. Wen this occurs, the

regi stry operator should provide hel pful feedback to allow those
policies to be inmproved. 1In addition, the registry operator not
being involved in establishing registry policy avoids the risks
associated with (perceptions of) favoritismand unfairness.

Recogni zi ng that some assignments involve judgrment, such as those
i nvol ving a designated expert [RFC38126], the reconmendations by



desi gnated experts nust be visible to the public to the maxi mum
extent possi ble and subject to chall enge or appeal

3.4. Accountabl e

The process that sets the policy for I ANA registries and the
operation of the registries must be accountable to the parties that
rely on the protocol identifiers. Oversight is needed to ensure
these are properly serving the affected community.

In practice, accountability nmechanisns for the registry operator nmay
be defined by a contract, menoranda of understanding, or service

| evel agreenments (SLAs). An oversight body uses these mechanisns to
ensure that the registry operator is neeting the needs of the

af fected comunity. The oversight body is held accountable to the
af fected community by vastly different mechanisms -- for instance,
recal |l and appeal processes.

For protocol paraneters [RFC6220], the general oversight of the | ANA
function is performed by the | AB as a chartered responsibility from
[ RFC2850]. In addition, the IETF Admnistration Limted Liability
Conpany (| ETF LLC), as part of the |IETF Administrative Support
Activity (1 ASA), is responsible for | ETF administrative and financi al
matters [RFC8711]. |In that role, the I ETF LLC maintains an SLA with
the current registry operator, the Internet Corporation for Assigned
Nanmes and Numbers (1 CANN), thereby specifying the operationa
requirenents with respect to the coordination, maintenance, and
publication of the protocol paraneter registries. Both the | AB and
the Board of the IETF LLC are accountable to the |arger Internet
community and are being held accountable through the | ETF NomCom
process [ RFC8713].

For the Internet Nunmber Registries [RFC7249], oversight is perforned
by the Regional Internet Registries (RIRs) as described RFC 7020

[ RFC7020]. The RIRs are menber-based organizations, and they are
accountable to the affected conmunity by el ected governance boards.
Furt hernore, per agreenent between the RIRs and | CANN, the policy
devel opment for the global | ANA nunber registries is coordinated by a
conmuni ty-el ected nunber council and subject to process review before
ratification by the | CANN Board of Trustees [ ASOM .

4. Security Considerations

Internet registries are critical to elenents of Internet security.
The principles described in this docunent are necessary for the
Internet community to place trust in the | ANA registries.

5. Changes since RFC 7500

Section 3.4 has been updated to align with the restructuring of the
| ETF Administrative Support Activity (1ASA). Under the new
structure, the IETF LLC maintains an SLA with the protocol paraneter
registry operator. Under the old structure, the SLA was nai ntai ned
by the | ETF Admi ni strative Oversight Committee (IACC).
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