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I nt roducti on

This meno defines application/nultipart-core, an application-

i ndependent nedia type that can be used to conbi ne representations of
zero or nore different nedia types (each with a CoAP Cont ent - For mat
identifier [RFC7252]) into a single representation, with mninal
fram ng over head.

This simple and efficient binary fram ng mechani smcan be enpl oyed to
create application-specific nmessage bodies that build on nultiple
al ready existing nedia types.

As the name of the nedia type suggests, application/nmultipart-core
was inspired by the multipart media types initially defined in the
original set of MM specifications [RFC2046] and later. However,
whil e those needed to focus on the syntactic aspects of integrating
multiple representations into one email, transfer protocols providing
full data transparency such as CoAP as well as readily avail able
encodi ng formats such as the Concise Binary hject Representation
(CBOR) [ RFC7049] shift the focus towards the intended use of the
combi ned representations. In this respect, the basic intent of the
application/multipart-core nedia type is like that of multipart/m xed
(Section 5.1.3 of [RFC2046]); however, the semantics are relaxed to
all ow for both ordered and unordered collections of nedia types.

Hi storical Note: Experience with rmultipart/mxed in email has
shown that recipients that care about order of included body parts
will process themin the order they are listed inside multipart/

m xed, and recipients that don’t care about the order will ignore
it anyway. The nmedia type multipart/parallel that was intended
for unordered collections didn't depl oy.

The detailed semantics of the representations are refined by the
context established by the application in the acconmpanyi ng request
paraneters, e.g., the resource URI and any further options (header
fields), but three usage scenarios are envisioned:

In one case, the individual representations in an application/

mul ti part-core nessage body occur in a sequence, which may be

enpl oyed by an applicati on where such a sequence is natural, e.g.,
for a nunber of audio snippets in various formats to be played out in
that sequence or search results returned in order of rel evance

I n another case, an application may be nore interested in a bag of
representations (which are distinguished by their Content-Format
identifiers), such as an audi o snippet and a text representation
acconpanying it. In such a case, the sequence in which these occur
may not be relevant to the application. This specification adds the
option of substituting a null value for the representation of an
optional part, which indicates that the part is not present.

A third comobn situation only has a single representation in the
sequence, and the sender selects just one of a set of formats
possible for this situation. This kind of union "type" of formats
may al so make the presence of the actual representation optional, the
om ssion of which leads to a zero-length array.

Where these rules are not sufficient, an application mght still use
the general format defined here but register a new nedia type and an
associ ated Content-Fornmat identifier to associate the representation
with these nore specific semantics instead of using the application/
mul tipart-core nedia type



Al so, future specifications mght want to define rough equival ents
for other multipart nedia types with specific semantics not covered
by the present specification, such as nultipart/alternative

(Section 5.1.4 of [RFC2046]), where several alternative
representations are provided in the nmessage body, but only one of
those is to be selected by the recipient for its use (this is |ess
likely to be useful in a constrained environnent that has facilities
for pre-flight discovery).

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Miltipart Content-Formt Encoding

A representation of nedia type application/nultipart-core contains a
collection of zero or nore representations, each along with their
respective Content-Fornmat.

The collection is encoded as a CBOR [ RFC7049] array with an even
nunber of elements. Counting from zero, the odd-nunbered el enents
are a byte string containing a representation or the value "null" (if
an optional part is indicated as not given). The (even-nunbered)

el ement preceding each of these is an unsigned integer specifying the
Content-Format |1D of the representation following it.

For exanple, a collection containing two representations, one with
Content-Format I D 42 and one with Content-Format 1D 0, |ooks Iike
this in CBOR diagnostic notation:

[42, h’0123456789abcdef’, 0, h’3031323334']

For illustration, the structure of an application/nultipart-core
representation can be described by the Concise Data Definition
Language (CDDL) [ RRFC8610] specification in Figure 1:

mul tipart-core
mul tipart-part

[* multipart-part]
(type: uint .size 2, part: bytes / null)

Figure 1: CDDL for application/nultipart-core

This format is intended as a strict specification: an inplenmentation
MJST stop processing the representation if there is a CBOR well -
fornedness error, a deviation fromthe structure defined above, or
any residual data left after processing the CBOR data item (This
general ly neans the representation is not processed at all unless
sone stream ng processing has al ready happened.)

3. Usage Exanpl e: Observing Resources

This section illustrates a | ess obvi ous exanple for using
application/nmultipart-core: conbining it with observing a resource
[ RFC7641] to handl e pending results.

VWhen a client registers to observe a resource for which no
representation is available yet, the server may send one or nmore 2.05
(Content) notifications that indicate the lack of an actua
representation. Later on, when one becones avail able, the server
will send the first actual 2.05 (Content) or 2.03 (Valid)
notification. A diagram depicting possible resulting sequences of
notifications, identified by their respective response code, is shown



in Figure 2.
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Figure 2: Sequence of Notifications

The specification of the Cbhserve option requires that all
notifications carry the same Content-Format. The application/

mul tipart-core nedia type can be used to provide that Content-Format,
e.g., by carrying an enpty list of representations in the case marked
as "Pending" in Figure 2 and carrying a single representation
specified as the target Content-Format in the case in the m ddle of
the figure

I mpl ementation Hints

This section describes the serialization for readers that may be new
to CBOR It does not contain any new i nformation.

An application/multipart-core representation carrying no
representations is represented by an enpty CBOR array, which is
serialized as a single byte with the val ue 0x80.

An application/multipart-core representation carrying a single
representation is represented by a two-el enent CBOR array, which is
serialized as 0x82 followed by the two el enents. The first el enent
is an unsigned integer for the Content-Format value, which is
represented as described in Table 1. The second elenment is the
object as a byte string, which is represented as a length as
described in Table 2 followed by the bytes of the object.

I I T I +
| Serialization | Value |
[ ool e ooy oY
| 0x00..0x17 | 0..23 |
i T R I +
| 0x18 0xnn | 24..255 |
I I T I +
| O0x19 Oxnn Oxnn | 256..65535

S I A ] I +

Table 1: Serialization of
Cont ent - For mat

o m oo o +
| Serialization | Length |
| 0x40..0x57 | 0..23 |
oo e e e e e e e e oo - - o e e e e oo +
| O0x58 0Oxnn | 24..255 |
o m oo Fom oo +
| O0x59 Oxnn 0Oxnn | 256..65535 |
o e e e e e e e ememao - o e e e e oo oo +
| Ox5a Oxnn Oxnn Oxnn 0xnn | 65536..4294967295

oo e e e e e e e e oo - - o e e e e oo +
| Ox5b Oxnn Oxnn (8 bytes) | 4294967296. . |
o m oo Fom oo +

Table 2: Serialization of Object Length



5.

5.

For exanple, a single text/plain object (Content-Fornmat 0) of val ue
"Hello World" (11 characters) would be serialized as foll ows:

0x82 0x00 Ox4b He |l | o 0x20 Wo r | d

In effect, the serialization for a single object is done by prefixing
the object with information that there is one object (here: 0x82),

i nformati on about its Content-Fornat (here: 0x00), and information
regarding its length (here: 0x4b).

For nore than one representation included in an application/

mul tipart-core representation, the head of the CBOR array is adjusted
(0x84 for two representations, 0x86 for three, etc.), and the
sequences of Content-Format and enbedded representations follow.

For instance, the exanple from Section 2 would be serialized as
fol |l ows:

0x84 (*) Ox182A 0x48 0x0123456789ABCDEF (+) 0x00 0x45 0x3031323334
where (*) marks the start of the information about the first
representation (Content-Format 42, byte string length 8), and (+)
mar ks the start of the second representation (Content-Format 0, byte
string length 5).

I ANA Consi derations
1. Registration of Media Type application/multipart-core

| ANA has registered the foll owing nedia type [ RFC6838]:
Type name: application
Subtype nane: nultipart-core

Required paraneters: NA
Optional parameters: NA

Encodi ng consi derations: binary

Security considerations: See the Security Considerations section of
RFC 8710.

Interoperability considerations: NA

Publ i shed specification: RFC 8710

Applications that use this nmedia type: Applications that need to
conbi ne representations of zero or nore different nedia types into
one, e.g., EST over secure CoAP (EST- CoAP) [ EST- COAPS]

Fragment identifier considerations: The syntax and semantics of
fragment identifiers specified for application/nultipart-core are
as specified for application/cbor. (At publication of this
docunent, there is no fragnent identification syntax defined for
appl i cation/cbor.)

Addi tional information: Deprecated alias names for this type: NA

Magi ¢ nunber(s): NA
File extension(s): NA

Maci ntosh file type code(s): NA



5.

6.

7.

7.

7.

Person & email address to contact for further information:

iesg@etf.org
I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: CoRE WG
Change controller: |ESG

Provi sional registration? (standards tree only): no

2. Registration of a Content-Format ldentifier for application/

mul tipart-core

I ANA has registered the followi ng Content-Format in the "CoAP
Cont ent - For mat s" subregi stry within the "Constrai ned RESTf ul

Envi ronnments (CoRE) Parameters" registry:

I T R L I +
| Media Type | Encoding | ID| Reference

B s s s sl sl ool ool ]
| application/multipart-core | - | 62 | RFC 8710 |
e i F--- - - e I +

Table 3. Addition to "CoAP Content-Fornmats" Registry

Security Considerations

The security considerations of [RFC7049] apply. |In particular,
resource exhaustion attacks nay enploy |arge values for the byte

string size fields or enploy deeply nested structures of
enbedded application/multipart-core representations.
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