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Abst ract

Thi s docunent describes the use of the Ed25519 and Ed448 digita
signature algorithnms in the Secure Shell (SSH) protocol
Accordingly, this RFC updates RFC 4253.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8709
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Aut hors’ Addr esses
I ntroduction

Secure Shell (SSH) [RFC4251] is a secure renote-login protocol. It
provi des for an extensible variety of public key algorithns for
identifying servers and users to one another. Ed25519 [RFC8032] is a
digital signature system (penSSH 6.5 [ (QpenSSH-6.5] introduced
support for using EJd25519 for server and user authentication and was
then foll owed by other SSH inpl enentations.

Thi s docunent describes the method inplenented by OpenSSH and ot hers
and formalizes the use of the nane "ssh-ed25519". Additionally, this
docunent describes the use of Ed448 and formalizes the use of the
nanme "ssh-ed448".

Conventions Used in This Docunent
The descriptions of key and signature formats use the notation

i ntroduced in [ RFC4251], Section 3 and the string data type from

[ RFC4251], Section 5.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Public Key Al gorithm
Thi s docunent describes a public key algorithmfor use with SSH, as
per [ RFC4253], Section 6.6. The nanme of the algorithmis "ssh-
ed25519". This algorithmonly supports signing and not encryption
Additionally, this docunment describes another public key algorithm
The nane of the algorithmis "ssh-ed448". This algorithmonly
supports signing and not encryption

Standard i npl ementati ons of SSH SHOULD i npl enent these signature
al gorithms.

Publ i c Key For mat
The "ssh-ed25519" key format has the follow ng encodi ng:
string "ssh-ed25519"
string key

Here, 'key' is the 32-octet public key described in [ RFC8032],
Section 5.1.5.

The "ssh-ed448" key format has the foll owi ng encodi ng:
string "ssh-ed448"
string key

Here, 'key’ is the 57-octet public key described in [ RFC8032],
Section 5.2.5.

Signature Al gorithm

Signatures are generated according to the procedure in Sections 5.1.6



and 5.2.6 of [RFC8032].
Si gnat ure For mat
The "ssh-ed25519" key format has the foll ow ng encodi ng:
string "ssh-ed25519"
string signature

Here, ’'signhature’ is the 64-octet signature produced in accordance
with [ RFC8032], Section 5.1.6.

The "ssh-ed448" key format has the foll ow ng encoding:
string "ssh-ed448"
string signature

Here, 'signature’ is the 114-octet signature produced in accordance
with [ RFC8032], Section 5.2.6.

Verification Al gorithm

Ed25519 signatures are verified according to the procedure in
[ RFC8032], Section 5.1.7.

Ed448 signatures are verified according to the procedure in
[ RFC8032], Section 5.2.7.

SSHFP DNS Resource Records

Usage and generation of the SSHFP DNS resource record is described in
[ RFC4255]. The generation of SSHFP resource records for "ssh-
ed25519" keys is described in [RFC7479]. This section illustrates
the generation of SSHFP resource records for "ssh-ed448" keys, and
this document al so specifies the correspondi ng Ed448 code point to
"SSHFP RR Types for public key algorithnms” in the "DNS SSHFP Resource
Record Parameters” | ANA registry [ ANA- SSHFP] .

The generation of SSHFP resource records for "ssh-ed448" keys is
described as foll ows.

The encodi ng of Ed448 public keys is described in [ED448]. In brief,
an Ed448 public key is a 57-octet value representing a 455-bit
y-coordinate of an elliptic curve point, and a sign bit indicating
the correspondi ng x-coordi nate.

The SSHFP Resource Record for the Ed448 public key wth SHA-256
fingerprint would, for exanple, be:

exanple.com |IN SSHFP 6 2 ( a87f 1b687ac0e57d2a08la2f 2826723
34d90ed316d2b818ca9580ea384d924
01 )
The "2’ here indicates SHA-256 [ RFC6594].
| ANA Consi derations

Thi s docunent augnents the Public Key Al gorithm Names in [ RFC4250],
Section 4.11. 3.

| ANA has added the following entry to "Public Key Al gorithm Nanes" in
the "Secure Shell (SSH) Protocol Paraneters" registry [|ANA-SSH):
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| Public Key Algorithm Nanme | Reference |

[§ plemsfemsbumsfemsems e eseefeesese s ese s ese s fespe ey e pj——_—

| ssh-ed25519 | RFC 8709 |
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| ssh-ed448 | RFC 8709 |
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Table 1

| ANA has added the following entry to "SSHFP RR Types for public key
al gorithms" in the "DNS SSHFP Resource Record Paraneters" registry
[ 1 ANA- SSHFP] :

+------- i i F-- - - - +

| Value | Description | Reference |

[ el s oo e e s

| 6 | Ed448 | RFC 8709 |

+------- I R +
Table 2

Security Considerations

The security considerations in [RFC4251], Section 9 apply to all SSH
i mpl ement ati ons, including those using Ed25519 and Ed448.

The security considerations in [RFC8032], Section 8 and [ RFC7479],
Section 3 apply to all uses of Ed25519 and Ed448, including those in
SSH.
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