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I nt roducti on

Several years of deploynent and inplementation experience with the
QAuth 2.0 Authorization Framework [RFC6749] has uncovered a need (in
some circunstances, such as an authorization server servicing a
significant nunber of diverse resources) for the client to explicitly
signal to the authorization server where it intends to use the access
token it is requesting.

Knowi ng the protected resource (a.k.a. resource server, application,
APl , etc.) that will process the access token enables the

aut hori zation server to construct the token as necessary for that
entity. Properly encrypting the token (or content within the token)
to a particular resource, for example, requires know ng which
resource will receive and decrypt the token. Furthernore, various
resources oftentines have different requirenents with respect to the
data contained in (or referenced by) the token, and know ng the
resource where the client intends to use the token allows the

aut hori zation server to nint the token accordingly.

Speci fic know edge of the intended recipient(s) of the access token
al so helps facilitate inproved security characteristics of the token
itself. Bearer tokens, currently the nost comonly utilized type of
QAut h access token, allow any party in possession of a token to get
access to the associated resources. To prevent m suse, severa

i mportant security assunptions nust hold, one of which is that an
access token nmust only be valid for use at a specific protected
resource and for a specific scope of access. Section 5.2 of

[ RFC6750], for exanple, prescribes including the token's intended
recipients within the token to prevent token redirect. When the

aut hori zation server is informed of the resource that will process
the access token, it can restrict the intended audi ence of that token
to the given resource such that the token cannot be used successfully
at other resources.

QAut h scope, from Section 3.3 of [RFC6749], is sonetinmes overl oaded
to convey the location or identity of the protected resource,
however, doing so isn't always feasible or desirable. Scope is
typically about what access is being requested rather than where that
access will be redeenmed (e.g., "emnil", "adm n:org", "user_photos",
"channel s: read", and "channels:wite" are a small sanple of scope
values in use in the wild that convey only the type of access and not
the location or identity).

In sone circunstances and for some depl oynents, a neans for the
client to signal to the authorization server where it intends to use
the access token it’'s requesting is inportant and useful. A nunber
of inplenmentations and depl oynents of QAuth 2.0 have al ready enpl oyed
proprietary paranmeters toward that end. Going forward, this
specification aspires to provide a standardi zed and i nteroperable
alternative to the proprietary approaches.

Requi renents Notation and Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy



This specification uses the ternms "access token", "refresh token",

"aut hori zation server", "resource server", "authorization endpoint"”,
"aut hori zation request", "authorization response", "token endpoint",
"grant type", "access token request", "access token response", and

"client" defined by The QAuth 2.0 Authorization Framework [RFC6749].
Resour ce Par anet er

In requests to the authorization server, a client MAY indicate the
protected resource (a.k.a. resource server, application, APl, etc.)
to which it is requesting access by including the follow ng paraneter
in the request.

resource
I ndicates the target service or resource to which access is being
requested. |Its value MJST be an absolute URI, as specified by

Section 4.3 of [RFC3986]. The URI MJST NOT include a fragnent
component. It SHOULD NOT include a query component, but it is
recogni zed that there are cases that nmake a query conponent a
useful and necessary part of the resource paraneter, such as when
one or nore query paraneters are used to scope requests to an
application. The "resource" parameter URI value is an identifier
representing the identity of the resource, which MAY be a | ocator
that corresponds to a network-addressabl e | ocati on where the
target resource is hosted. Miltiple "resource" paraneters MAY be
used to indicate that the requested token is intended to be used
at multiple resources.

The paraneter value identifies a resource to which the client is
requesting access. The paraneter can carry the location of a
protected resource, typically as an https URL or a nore abstract
identifier. This enables the authorization server to apply policy as
appropriate for the resource, such as deternining the type and
content of tokens to be issued, if and how tokens are encrypted, and
appl yi ng appropriate audi ence restrictions.

The client SHOULD provide the nost specific URI that it can for the
conplete APl or set of resources it intends to access. |In practice,
a client will know a base URI for the application or resource that it
interacts with, which is appropriate to use as the value of the
"resource" parameter. The client SHOULD use the base URI of the API
as the "resource" paraneter value unless specific know edge of the
resource dictates otherwi se. For exanple, the value
"https://api.exanple.comi" would be used for a resource that is the
excl usive application on that host; however, if the resource is one
of many applications on that host, sonething |ike
"https://api.exanple.conmapp/" would be used as a nore specific

val ue. Another exanple is when an APl has multiple endpoints, e.g.,
when System for Cross-domain Identity Managenment (SCIM [RFC7644] has
endpoi nts such as "https://apps. exanpl e. com sci m Users",
"https://apps. exanpl e. com sci mM Groups”, and
"https://apps. exanpl e. conf sci M Schemas". The client would use
"https://apps. exanpl e.com scim" as the resource so that the issued
access token is valid for all the endpoints of the SCIM API

The followi ng error code is provided for an authorization server to
i ndicate problens with the requested resource(s) in response to an
aut hori zati on request or access token request. It can also be used
to informthe client that it has requested an invalid comnbination of
resource and scope.

invalid_target
The requested resource is invalid, mssing, unknown, or nalforned.

The aut hori zation server SHOULD audi ence-restrict issued access
tokens to the resource(s) indicated by the "resource" paraneter.



Audi ence restrictions can be comunicated in JSON Web Tokens

[ RFC7519] with the "aud" claimand the top-1level nenber of the sane
nane provi des the audience restriction information in a Token

I ntrospection [ RFC7662] response. The authorization server nmay use
the exact "resource" value as the audience or it may nap fromthat
value to a nore general URI or abstract identifier for the given
resource.

2.1. Authorization Request

When the "resource" paraneter is used in an authorization request to
the authorization endpoint, it indicates the identity of the
protected resource(s) to which access is being requested. Wen an
access token will be returned directly fromthe authorization
endpoint via the inplicit flow (Section 4.2 of QAuth 2.0 [RFC6749]),
the requested resource is applicable to that access token. In the
code flow (Section 4.1 of QAuth 2.0 [RFC6749]) where an internediate
representation of the authorization grant (the authorization code) is
returned fromthe authorization endpoint, the requested resource is
applicable to the full authorization grant.

For an authori zation request sent as a JSON Wb Token (JW), such as
when using the JWI Secured Authorization Request [JW-SAR], a single
"resource" parameter value is represented as a JSON string while

mul tiple values are represented as an array of strings.

If the client omits the "resource" paraneter when requesting

aut hori zation, the authorization server MAY process the request with
no specific resource or by using a predefined default resource val ue.
Al ternatively, the authorization server MAY require clients to
specify the resource(s) they intend to access and MAY fail requests
that omt the paraneter with an "invalid target" error. The

aut hori zation server mght use this data to informthe user about the
resources the client is going to access on their behalf, to apply
policy (e.g., refuse the request due to unknown resources), and to
determ ne the set of resources that can be used in subsequent access
t oken requests.

If the authorization server fails to parse the provided val ue(s) or
does not consider the resource(s) acceptable, it should reject the
request with an error response using the error code "invalid_ target"
as the value of the "error" paraneter and can provi de additiona
informati on regarding the reasons for the error using the
"error_description".

An exanpl e of an authorization request where the client tells the

aut hori zation server that it wants an access token for use at
"https://api.exanple.comlapp/" is shown in Figure 1 below (extra line
breaks and indentation are for display purposes only).

GET /as/ aut hori zati on. oaut h2?r esponse_t ype=t oken

&cl i ent _i d=exanpl e-cl i ent

&st at e=XzZaJl cwYewlu0QBr Rv_Gw

&redirect _uri=https¥BAYRFY2Fcl i ent. exanpl e. or g¥2Fchb

& esour ce=htt ps¥BAWRFY2Fapi . exanpl e. cont2Fapp%@2F HTTP/ 1.1
Host: authorizati on-server. exanpl e.com

Figure 1: Inplicit Flow Authorization Request

Below in Figure 2 is an exanple of an authorization request using the
"code" response type where the client is requesting access to the
resource owner’'s contacts and cal endar data at
"https://cal.exanple.comi" and "https://contacts. exanple.coni" (extra
line breaks and indentation are for display purposes only).

GET /as/ aut hori zati on. oaut h2?r esponse_t ype=code



&client i d=s6BhdRkqt 3

&st at e=t Nwz@B7pC6l | ebpnac_| Deeq- nCR2wWLDYI | HUZUAWII

& edirect _uri=https¥%BAYRFY2Fcl i ent.exanpl e. or g¥%2Fchb

&scope=cal endar %20cont act s

& esour ce=ht t ps¥8AWRFY2Fcal . exanpl e. cont2F

& esour ce=htt ps¥BA¥RFY2Fcont act s. exanpl e. conP2F HTTP/ 1.1
Host: authorizati on-server. exanpl e.com

Fi gure 2: Code Fl ow Authorization Request
. 2. Access Token Request

When the "resource" paraneter is used on an access token request made
to the token endpoint, for all grant types, it indicates the target
service or protected resource where the client intends to use the
requested access token

The resource value(s) that is acceptable to an authorization server
in fulfilling an access token request is at its sole discretion based
on local policy or configuration. 1In the case of a "refresh_token"
or "authorization_code" grant type request, such policy may linmt the
acceptabl e resources to those that were originally granted by the

resource owner or a subset thereof. |In the "authorization_code" case
where the requested resources are a subset of the set of resources
originally granted, the authorization server will issue an access

t oken based on that subset of requested resources, whereas any
refresh token that is returned is bound to the full original grant.

When requesting a token, the client can indicate the desired target
service(s) where it intends to use that token by way of the
"resource" parameter and can indicate the desired scope of the
requested token using the "scope" paraneter. The semantics of such a
request are that the client is asking for a token with the requested
scope that is usable at all the requested target services.

Ef fectively, the requested access rights of the token are the
cartesian product of all the scopes at all the target services. To
the extent possible, when issuing access tokens, the authorization
server shoul d downscope the scope val ue associated with an access
token to the value the respective resource is able to process and
needs to know. (Here, "downscope" neans give fewer permni ssions than
originally authorized by the resource owner.) This further inproves
privacy as a list of scope values is an indication that the resource
owner uses the multiple various services |listed; downscoping a token
to only that which is needed for a particular service can limt the
extent to which such information is reveal ed across different
services. As specified in Section 5.1 of [RFC6749], the

aut hori zati on server nmust indicate the access token's effective scope
to the client in the "scope" response paraneter value when it differs
fromthe scope requested by the client.

Foll owi ng fromthe code flow authorization request shown in Figure 2,
t he bel ow exanpl es show an "authorizati on_code" grant type access
token request (Figure 3) and response (Figure 4) where the client
tells the authorization server that it wants the access token for use
at "https://cal.exanple.com ™ (extra line breaks and indentation are
for display purposes only).

POST /as/token. oauth2 HTTP/ 1.1

Host: authorization-server. exanpl e. com

Aut hori zation: Basic czZCaGRSa3FOMzpoc3FFel FsVWOI QUUScHgORI Ny NHI J
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=aut hori zati on_code

& edirect _uri=https¥BAYRFY2Fcl i ent.exanpl e. or g¥%2Fchb
&code=10esc29BWC2qZB0acc9v8zAv9l t c2pkol105t Qauz

& esour ce=htt ps¥8AWRFY2Fcal . exanpl e. cont2F



Figure 3: Access Token Request

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token":"eyJhbCeci G JFUzI INi | sl nmt pZCl 61 c3I n0. eyJpc3M O
JodHRWGO 8vYXV0a®@yaXphdd vbi 1zZXJ2ZXlI uZXhhbXBsZS5j b20i LCIzdW
i O Jf X23f Yyl sl nV4cCl 6 MITu40DQy MDgwMowi c2NveGUi O Jj YWk] brrRhei |'s
I rF1ZCl 61 mh0dHBz G 8vY2FsLnvAYWiwbGUuY29t LyJ9. nNW 2dXSxaDRdMUK
| zs-cYl ] BMDoMBGy 7pf _sKr LGs AFf 1C2bDhB60DQF WLDZL5npdkol_Mrk5sUf
zKi QNVpYw',
"token_type":"Bearer",
"expires_in": 3600,
"refresh_t oken":"4LTC8I bOacc60y4esc1NKIBWCOi mAwH7ki c16BDC2",
"scope": "cal endar"
}

Figure 4: Access Token Response

A subsequent access token request, using the refresh token, where the
client tells the authorization server that it wants an access token
for use at "https://contacts.exanple.com” is shown in Figure 5 bel ow
with the response shown in Figure 6 (extra |ine breaks and

i ndentation are for display purposes only).

POST /as/token. oauth2 HTTP/ 1.1

Host: authorizati on-server. exanpl e.com

Aut hori zation: Basic czZCaGRSa3FOMzpoc3FFel FsVWOI QUUScHgORI Ny NHI J
Cont ent - Type: application/ x-ww-form url encoded

grant _type=refresh_token
& efresh_t oken=4LTC8I bOacc60y4esc1NkIBWCOi mAwH7ki c16BDC2
& esour ce=htt ps¥BA¥RFY2Fcont act s. exanpl e. con?2F

Figure 5: Access Token Request
HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token":"eyJhbCci G JFUzI INi | sl nmt pZCl 61 c3I n0. eyJpc3M O
JodHRWGO 8vYXV0a®@yaXphdd vbi 1zZXJ2ZXlI uZXhhbXBsZS5j b20i LCIzdW
i O Jf X23f Yyl sl n4cCl 6MTU40DQyMDgyNi wi c2NveGUi O Jj b250YWNOcyl s
I rF1ZCl 61 mh0dHBz G 8vY29udGF] dHMuZXhhbXBsZS5j b20vI n0. 5f 4yhgazc
0S| Jwdy 94KPeWNEFQj 2cf eBx4hr 3YbHt | | 3anQXnBMASWREY50LYbZED- G H
Uowf nt NaASEi kYAW' ,
"token_type":"Bearer",
"expires_in": 3600,
"scope":"contacts"
}

Figure 6: Access Token Response
Security Considerations

An audi ence-restricted access token that is legitimately presented to
a resource cannot then be taken by that resource and presented

el sewhere for illegitimate access to other resources. The "resource"
paraneter enables a client to indicate the protected resources where
the requested access token will be used, which in turn enables the
aut hori zation server to apply the appropriate audi ence restrictions
to the token.
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Sone servers may host user content or be nulti-tenant. In order to
avoi d attacks where one tenant uses an access token to illegitimtely
access resources owned by a different tenant, it is inportant to use
a specific resource UR including any portion of the URH that
identifies the tenant, such as a path conmponent. This will allow
access tokens to be audience-restricted in a way that identifies the
tenant and prevents their use, due to an invalid audi ence, at
resources owned by a different tenant.

Al t hough multiple occurrences of the "resource" paraneter may be
included in a token request, using only a single "resource" paraneter
is encouraged. |If a bearer token has nultiple intended recipients
(audi ences), then the token is valid at nore than one protected
resource and can be used by any one of those resources to access any
of the others. Thus, a high degree of trust between the invol ved
parties is needed when using access tokens with multiple audi ences.
Furt hernore, an authorization server may be unwilling or unable to
fulfill a token request with nultiple resources.

Whenever feasible, the "resource" paraneter should correspond to the
net wor k- addr essabl e | ocation of the protected resource. This nakes
it possible for the client to validate that the resource being
requested controls the correspondi ng network | ocation, reducing the
risk of malicious endpoints obtaining tokens nmeant for other
resources. |If the "resource" paraneter contains an abstract
identifier, it is the client’s responsibility to validate out of band
that any network endpoint to which tokens are sent are the intended
audi ence for that identifier.

Privacy Consi derations

In typi cal QAuth depl oynents the authorization sever is in a position
to observe and track a significant anmount of user and client

behavior. It is largely just inherent to the nature of QAuth, and
this docurment does little to affect that. |n sone cases, however
such as when access token introspection is not being used, use of the
resource paranmeter defined herein may allow for tracki ng behavior at
a sonewhat nore granul ar and specific | evel than woul d ot herw se be
possible in its absence.

| ANA Consi derati ons
1. CQAuth Paraneters Registration

This specification updates the followi ng value in the | ANA "QAuth
Par anmet ers" registry [| ANA. QAut h. Paranet ers] established by
[ RFC6749] .

Par anet er nanme: resource

Par amet er usage | ocation: authorization request, token request
Change controller: |ESG

Speci fication docunent(s): RFC 8707

2. (QAuth Extensions Error Registration
Thi s specification updates the following error in the 1 ANA "QAuth

Extensi ons Error Registry" [IANA. QAuth. Paraneters] established by
[ RFC6749] .

Error nanme: invalid_target
Error usage location: inplicit grant error response, token error
response

Rel at ed protocol extension: resource paraneter
Change controller: |ESG
Speci fication docunment(s): RFC 8707
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