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still has shortcomi ngs. This docunment describes enhanced feasi bl e-
pat h uRPF (EFP-uRPF) techniques that are nore flexible (in a
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3704). The proposed EFP-uRPF nethods aimto significantly reduce
fal se positives regarding invalid detection in source address
validation (SAV). Hence, they can potentially alleviate |SPs’
concerns about the possibility of disrupting service for their
custonmers and encourage greater deploynent of uRPF techniques. This
docunent updates RFC 3704.

Status of This Meno
Thi s nenmo docunents an Internet Best Current Practice.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8704

Copyri ght Notice

Copyright (c) 2020 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction
1.1. Term nol ogy



1.2. Requirenents Language
2. Review of Existing Source Address Validation Techniques
2.1. SAV Using Access Control List
2.2. SAV Using Strict Unicast Reverse Path Forwarding
2.3. SAV Using Feasi bl e-Path Uni cast Reverse Path Forwarding
2.4. SAV Using Loose Unicast Reverse Path Forwarding
2.5. SAV Using VRF Tabl e
3. SAV Usi ng Enhanced Feasi bl e- Path uRPF
3.1. Description of the Method
3.1.1. AlgorithmA Enhanced Feasi bl e-Path uRPF
3.2. Operational Reconmendations
3.3. A Challenging Scenario
3.4. A gorithm B: Enhanced Feasi bl e-Path uRPF with Additiona
Flexibility across Custoner Cone
3.5. Augnenting RPF Lists with ROA and I RR Data
3.6. Inplenmentation and Operations Considerations
3.6.1. Inpact on FIB Menory Size Requirenent
3.6.2. Coping with BGP' s Transi ent Behavi or
3.7. Summary of Recommendati ons

3.7.1. Applicability of the EFP-uRPF Method with AlgorithmA

4. Security Considerations
5. | ANA Consi derati ons
6. References

6. 1. Nor mat i ve Ref erences

6.2. Informative References
Acknowl edgenent s
Aut hors’ Addr esses

I nt roducti on

Source address validation (SAV) refers to the detection and
mtigation of source address (SA) spoofing [ RFC2827]. This docunent
identifies a need for and proposes i nprovenent of the unicast Reverse
Pat h Forwardi ng (uRPF) techni ques [ RFC3704] for SAV. Strict uRPF is
i nflexible about directionality (see [RFC3704] for definitions), the
| oose uRPF is oblivious to directionality, and the current feasible-
path uRPF attenpts to strike a bal ance between the two [ RFC3704].
However, as shown in this docunent, the existing feasible-path uRPF
still has shortconmings. Even with the feasible-path uRPF, 1SPs are
of ten apprehensive that they may be droppi ng custoners’ data packets
with legitinmate source addresses.

Thi s docunent describes enhanced feasi bl e-path uRPF ( EFP- uRPF)
techniques that aimto be nore flexible (in a neaningful way) about
directionality than the feasible-path uRPF. It is based on the
principle that if BGP updates for multiple prefixes with the sane
origin AS were received on different interfaces (at border routers),
then incom ng data packets with source addresses in any of those
prefixes shoul d be accepted on any of those interfaces (presented in
Section 3). For sone chall enging | SP-custoner scenarios (see
Section 3.3), this docunent al so describes a nore rel axed version of
t he enhanced feasi bl e-path uRPF technique (presented in Section 3.4).
| mpl enent ati on and operations considerations are discussed in
Section 3.6.

Thr oughout this docunment, the routes under consideration are assuned
to have been vetted based on prefix filtering [RFC7454] and possibly
origin validation [ RFC6811].

The EFP-uRPF nmethods aimto significantly reduce fal se positives
regarding invalid detection in SAV. They are expected to add greater
operational robustness and efficacy to uRPF while mnimzing | SPs’
concerns about accidental service disruption for their custoners. It
is expected that this will encourage nore depl oynent of uRPF to help
realize its Denial of Service (DoS) and Distributed DoS (DDoS)
prevention benefits network w de.



1.1. Term nol ogy

The Reverse Path Forwarding (RPF) list is the Iist of pernissible
sour ce-address prefixes for inconming data packets on a given
i nterface.

Peering rel ationships considered in this docunent are provider-to-
custoner (P2C), custoner-to-provider (C2P), and peer-to-peer (P2P)
Here, "provider" refers to a transit provider. The first two are
transit relationships. A peer connected via a P2P link is known as a
| ateral peer (non-transit).

AS A's custoner cone is A plus all the ASes that can be reached from
A followi ng only P2C |inks [Luckie].

A stub AS is an AS that does not have any custoners or |ateral peers.
In this docurment, a single-honed stub AS is one that has a single
transit provider and a multihomed stub AS is one that has nultiple
(two or nore) transit providers.

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Review of Existing Source Address Validation Techni ques

There are various existing techniques for the mtigation of DoS/ DDoS
attacks with spoofed addresses [RFC2827] [RFC3704]. SAV is perforned
in network edge devices, such as border routers, Cable Mdem

Term nation Systens (CMIS) [ RFC4036], and Packet Data Network

Gat eways (PDN-GM) in nmobile networks [Firmn]. Ingress Access
Control List (ACL) and uRPF are techniques enpl oyed for inplenenting
SAV [ RFC2827] [RFC3704] [1SQOC .

2.1. SAV Using Access Control List

I ngress/egress ACLs are maintained to |list acceptable (or
alternatively, unacceptable) prefixes for the source addresses in the
i ncom ng/ outgoing Internet Protocol (IP) packets. Any packet with a
source address that fails the filtering criteria is dropped. The
ACLs for the ingress/egress filters need to be naintained to keep
themup to date. Updating the ACLs is an operator-driven nanual
process; hence, it is operationally difficult or infeasible.

Typically, the egress ACLs in access aggregation devices (e.g., CMS,
PDN- Gy permt source addresses only fromthe address spaces
(prefixes) that are associated with the interface on which the
customer network is connected. Ingress ACLs are typically deployed
on border routers and drop ingress packets when the source address is
spoofed (e.g., belongs to obviously disallowed prefix blocks, |ANA
speci al - purpose prefixes [ SPAR-v4][ SPAR-v6], provider’s own prefixes,
etc.).

2.2. SAV Using Strict Unicast Reverse Path Forwarding

Note: In the figures (scenarios) in this section and the subsequent
sections, the followi ng term nol ogy is used:

* "fails" nmeans drops packets with legitimte source addresses.

*  "works (but not desirable)" means passes all packets with



legitimate source addresses but is oblivious to directionality.

*  "works best" neans passes all packets with legitinmte source
addresses with no (or nmininmal) conprom se of directionality.

* The notation Pi[ASn ASm...] denotes a BGP update with prefix Pi
and an AS_PATH as shown in the square brackets.

In the strict uRPF nmethod, an ingress packet at a border router is
accepted only if the Forwarding Information Base (FIB) contains a
prefix that enconpasses the source address and forwarding information
for that prefix points back to the interface over which the packet
was received. |In other words, the reverse path for routing to the
source address (if it were used as a destination address) should use
the sane interface over which the packet was received. It is well
known that this method has linitations when networks are nulti homed,
routes are not symetrically announced to all transit providers, and
there is asymmetric routing of data packets. Asymetric routing
occurs (see Figure 1) when a customer AS announces one prefix (Pl) to
one transit provider (I1SP-a) and a different prefix (P2) to another
transit provider (ISP-b) but routes data packets with source
addresses in the second prefix (P2) to the first transit provider
(I'SP-a) or vice versa. Then, data packets with a source address in
prefix P2 that are received at AS2 directly from AS1 will get

dropped. Further, data packets with a source address in prefix P1
that originate fromASl and traverse via AS3 to AS2 will also get
dropped at AS2.

e + ---- PI1[AS2 AS1] ---> #------------ +
| AS2(ISP-a) | <----P2[AS3 AS1] ---- | AS3(ISP-b) |
R + R +
I\ I\
\ /
\ /
\ /
P1[ AS1]\ | P2[ AS1]
/
o e e e e e e oo +
| AS1(cust oner) |
o +

P1, P2 (prefixes originated)

Consi der data packets received at AS2
(1) fromASl1 with a source address (SA) in P2, or
(2) fromAS3 that originated fromASl with a SAin PL:
* Strict uRPF fails
* Feasi bl e-path uRPF fails
* Loose URPF works (but not desirable)
* Enhanced feasi bl e-pat h uRPF works best

Figure 1: Scenario 1 for Illustration of Efficacy of uRPF Schenes
2.3. SAV Using Feasi bl e-Path Uni cast Reverse Path Forwarding

The feasi bl e-path uRPF techni que hel ps partially overconme the probl em
identified with the strict uRPF in the nmultihomi ng case. The
feasible-path uRPF is simlar to the strict uRPF, but in addition to
inserting the best-path prefix, additional prefixes fromalternative
announced routes are also included in the RPF Iist. This nethod
relies on either (a) announcenents for the same prefixes (albeit sone
may be prepended to effect | ower preference) propagating to al

transit providers perform ng feasible-path uRPF checks or (b)
announcerent of an aggregate |ess-specific prefix to all transit

provi ders whil e announcing nore-specific prefixes (covered by the

| ess-specific prefix) to different transit providers as needed for
traffic engineering.



As an exanple, in the multihom ng scenario (see Scenario 2 in

Figure 2), if the custoner AS announces routes for both prefixes (Pl
P2) to both transit providers (with suitable prepends if needed for
traffic engineering), then the feasible-path uRPF nethod works. It
shoul d be mentioned that the feasible-path uRPF works in this
scenario only if custoner routes are preferred at AS2 and AS3 over a
shorter non-custoner route. However, the feasible-path uRPF nethod
has limtations as well. One formof limtation naturally occurs
when the recomendation (a) or (b) nentioned above regarding
propagati on of prefixes is not foll owed.

Another formof limtation can be described as follows. |In Scenario
2 (described here, illustrated in Figure 2), it is possible that the
second transit provider (1SP-b or AS3) does not propagate the
prepended route for prefix Pl to the first transit provider (ISP-a or
AS2). This is because AS3’'s decision policy pernits giving priority
to a shorter route to prefix P1 via a |lateral peer (AS2) over a

| onger route learned directly fromthe customer (AS1l). |In such a
scenari o, AS3 would not send any route announcenent for prefix Pl to
AS2 (over the P2P link). Then, a data packet with a source address
in prefix Pl that originates fromASl and traverses via AS3 to AS2
will get dropped at AS2.

A + routes for P1, P2  +------------ +
| AS2(ISP-a) |<-------------------- >| AS3(1SP-b) |
e + (P2P) e +
I\ I\
\ /
P1[ AS1]\ | P2[ AS1]
\ /
P2[ AS1 AS1 AS1]\ / P1[ AS1 AS1 AS1]
\ /
T +
| AS1(cust oner) |
o e e e e e oo oo +

P1, P2 (prefixes originated)

Consi der data packets received at AS2 via AS3

that originated from AS1 and have a source address in P1:
Feasi bl e-path uRPF works (if the customer route to P1
is preferred at AS3 over the shorter path)

* Feasi bl e-path uRPF fails (if the shorter path to P1
is preferred at AS3 over the customer route)
Loose uRPF works (but not desirable)
Enhanced feasi bl e-path uRPF works best

Figure 2: Scenario 2 for Illustration of Efficacy of uRPF Schenes
2.4. SAV Using Loose Unicast Reverse Path Forwarding

In the | oose uRPF nethod, an ingress packet at the border router is
accepted only if the FIB has one or nore prefixes that enconpass the
source address. That is, a packet is dropped if no route exists in
the FIB for the source address. Loose uRPF sacrifices
directionality. 1t only drops packets if the source address is
unreachable in the current FIB (e.g., | ANA speci al - purpose prefixes

[ SPAR-v4] [ SPAR-v6], unal |l ocated, allocated but currently not routed).

2.5. SAV Using VRF Tabl e

The Virtual Routing and Forwardi ng (VRF) technol ogy [ RFC4364]
[Juniper] allows a router to maintain rmultiple routing table

i nstances separate fromthe gl obal Routing Information Base (Rl B)
External BGP (eBGP) peering sessions send specific routes to be



stored in a dedicated VRF table. The uRPF process queries the VRF
table (instead of the FIB) for source address validation. A VRF
tabl e can be dedi cated per eBGP peer and used for uRPF for only that
peer, resulting in strict node operation. For inplenenting |oose
URPF on an interface, the corresponding VRF table would be gl obal,
i.e., contains the same routes as in the FIB

3. SAV Usi ng Enhanced Feasi bl e- Path uRPF
3.1. Description of the Method

The enhanced feasi bl e-path uRPF (EFP-uRPF) nethod adds greater
operational robustness and efficacy to existing uRPF nethods

di scussed in Section 2. That is because it avoids dropping

|l egitimate data packets and conpromising directionality. The nethod
is based on the principle that if BGP updates for multiple prefixes
with the same origin AS were received on different interfaces (at
border routers), then incom ng data packets with source addresses in
any of those prefixes should be accepted on any of those interfaces.
The EFP-uRPF nethod can be best explained with an exanple, as
fol |l ows:

Let us say, inits Adj-RIBs-In [ RFC4271], a border router of |SP-A
has the set of prefixes {Ql, @, @B}, each of which has AS-x as its
origin and AS-x is in ISP-A's custoner cone. 1In this set, the border
router received the route for prefix QL over a custoner-facing
interface while it learned the routes for prefixes @ and @B froma

| ateral peer and an upstreamtransit provider, respectively. In this
exanpl e scenario, the enhanced feasibl e-path uRPF nethod requires QL,
@, and B be included in the RPF |ist for the customer interface
under consi derati on.

Thus, the EFP-uRPF nethod gathers feasible paths for custoner
interfaces in a nore precise way (as conpared to the feasible-path
URPF) so that all legitimte packets are accepted while the
directionality property is not conprom sed

The above-descri bed EFP-uRPF nethod is reconmended to be applied on
custonmer interfaces. 1t can also be extended to create the RPF lists
for lateral peer interfaces. That is, the EFP-uRPF nethod can be
applied (and | oose uRPF avoi ded) on | ateral peer interfaces. That
will help to avoid conpromsing directionality for |ateral peer
interfaces (which is inevitable with | oose uRPF, see Section 2.4).

Looki ng back at Scenarios 1 and 2 (Figures 1 and 2), the EFP-uRPF

met hod works better than the other uRPF methods. Scenario 3

(Figure 3) further illustrates the enhanced feasibl e-path uRPF net hod
with a nore concrete exanple. |In this scenario, the focus is on
operation of the EFP-uRPF at 1SP4 (AS4). [SP4 learns a route for
prefix P1 via a C2P interface fromcustoner |1SP2 (AS2). This route
for P1 has origin ASl1. 1SP4 also |learns a route for P2 via another
C2P interface fromcustonmer |1SP3 (AS3). Additionally, AS4 |earns a
route for P3 via a lateral P2P interface fromI|SP5 (AS5). Routes for
all three prefixes have the sane origin AS (i.e., ASl). Using the
enhanced f easi bl e-path uRPF schene and gi ven the conmonal ity of the
origin AS across the routes for P1, P2, and P3, AS4 includes all of
these prefixes in the RPF list for the custonmer interfaces (from AS2
and AS3).

R + P3[ AS5 AS1] +------------ +
| AS4(ISP4)|<--------------- | AS5(I SP5)
Fome - + (P2P) Fome - - +
/\ /\ /\
/ \ /
P1[ AS2 AS1]/ \ P2[ AS3 AS1] /

(c2p)/ \ (C2P) /



TS + TS + /
| AS2(1SP2) | | AS3(1SP3)| /
- + - + /
/\ /\ /
\ / /
P1[ AS1]\ [ P2[ AS1] [ P3[ AS1]
(C2P)\ / (C2P) / (C2P)
\ / /
- + /

P1, P2, P3 (prefixes originated)

Consi der that data packets (sourced from ASl)

may be received at AS4 with a source address

in Pl, P2, or P3 via any of the neighbors (AS2, AS3, AS5):
* Feasi bl e-path uRPF fails

* Loose UuRPF works (but not desirable)

* Enhanced f easi bl e-path uRPF wor ks best

Figure 3: Scenario 3 for Illustration of Efficacy of uRPF Schenes
3.1.1. AlgorithmA Enhanced Feasi bl e-Path uRPF

The underlying algorithmin the solution nmethod described above
(Section 3.1) can be specified as follows (to be inplenented in a
transit AS):

1. Create the set of unique origin ASes considering only the routes
in the Adj-RIBs-1n of customer interfaces. Call it Set A = {AS1,
AS2, ..., ASn}.

2. Considering all routes in Adj-RIBs-In for all interfaces
(customer, lateral peer, and transit provider), formthe set of
uni que prefixes that have a comon origin AS1. Call it Set X1.

3. Include Set X1 in the RPF |ist on all custoner interfaces on
whi ch one or nore of the prefixes in Set X1 were received.

4. Repeat Steps 2 and 3 for each of the remaining ASes in Set A
(i.e., for ASi, wherei =2, ..., n).

The above al gorithmcan also be extended to apply the EFP-uRPF net hod
to lateral peer interfaces. However, it is left up to the operator
to deci de whether they should apply the EFP-uRPF or | oose uRPF nethod
on lateral peer interfaces. The |oose uRPF nethod is reconmended to
be applied on transit provider interfaces.

3.2. (Operational Reconmendations

The foll owi ng operational reconmrendations will make the operation of
the enhanced feasi bl e-path uRPF robust:

For mul ti homed stub AS:

* A multihomed stub AS shoul d announce at | east one of the prefixes
it originates to each of its transit provider ASes. (It is
under stood that a single-honed stub AS woul d announce all prefixes
it originates to its sole transit provider AS.)

For non-stub AS:

* A non-stub AS should al so announce at | east one of the prefixes it
originates to each of its transit provider ASes



* Additionally, fromthe routes it has |earned fromcustoners, a
non-stub AS SHOULD announce at | east one route per origin ASto
each of its transit provider ASes.

3.3. A Challenging Scenario

It should be observed that in the absence of ASes adhering to above
recomrendati ons, the follow ng exanple scenari o, which poses a

chal | enge for the enhanced feasible-path uRPF (as well as for
traditional feasible-path uRPF), may be constructed. |In the scenario
illustrated in Figure 4, since routes for neither Pl nor P2 are
propagated on the AS2-AS4 interface (due to the presence of NO _EXPORT
Conmuni ty), the enhanced feasible-path uRPF at AS4 will reject data
packets received on that interface with source addresses in P1 or P2.
(For a little nore conplex exanpl e scenario, see slide #10 in
[Sriram URPF].)

Fomm oo - +
| AS4(1SP4) |
TS +
I\ I\
/ \  P1[ AS3 ASI]
P1 and P2 not / \ P2[ AS3 AS1]
propagat ed / \' (C2P)
(Cc2P) / \
TS + TS +
| AS2(1SP2) | | AS3(1SP3)|
R + R +
I\ A
\ I P1[ AS1]
P1[ AS1] NO_EXPORT \ I P2[ AS1]
P2[ AS1] NO_EXPORT \ I (C2P)
(c2pP) \ /
T R +
| ASl1(custoner) |
oo o - +

P1, P2 (prefixes originated)

Consi der that data packets (sourced from ASl)

may be received at AS4 with a source address

in Pl or P2 via AS2:

* Feasi bl e-path uRPF fails

* Loose URPF works (but not desirable)

* Enhanced feasible-path uRPF with AlgorithmA fails

* Enhanced feasi bl e-path uRPF with Al gorithm B works best

Figure 4: Illustration of a Challenging Scenario

3.4. A gorithm B: Enhanced Feasi bl e-Path uRPF with Additi onal
Flexibility across Custoner Cone

Adding further flexibility to the enhanced feasibl e-path uRPF net hod

can hel p address the potential linmtation identified above using the
scenario in Figure 4 (Section 3.3). In the following, "route" refers
to a route currently existing in the Adj-RIBs-1n. Including the

addi tional degree of flexibility, the nodified algorithmcalled
AlgorithmB (inplenented in a transit AS) can be described as
fol | ows:

1. Create the set of all directly connected customer interfaces.
Call it Set I = {11, 12, ..., Ik}.

2. Create the set of all unique prefixes for which routes exist in
Adj-RIBs-1n for the interfaces in Set |I. Call it Set P = {P1,
P2, ..., Pni.
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3. Create the set of all unique origin ASes seen in the routes that
exist in Adj-RIBs-1n for the interfaces in Set |I. Call it Set A
= {AS1, AS2, ..., ASn}.

4. Create the set of all unique prefixes for which routes exist in
Adj-RIBs-1n of all lateral peer and transit provider interfaces
such that each of the routes has its origin AS belonging in Set

A Call it Set Q={Q, @, ..., Q}.

5. Then, Set Z = Union(P,Q is the RPF list that is applied for
every custoner interface in Set |

VWhen AlgorithmB (which is nore flexible than AlgorithmA) is

enpl oyed on custoner interfaces, the type of limtation identified in
Figure 4 (Section 3.3) is overcone and the nmethod works. The
directionality property is mnimally conprom sed, but the proposed
EFP- uRPF met hod with AlgorithmB is still a nuch better choice (for
the scenario under consideration) than applying the | oose uRPF

met hod, which is oblivious to directionality.

So, applying the EFP-uRPF nmethod with AlgorithmB is recomrended on
custoner interfaces for the challenging scenarios, such as those
described in Section 3. 3.

Augnenting RPF Lists with ROA and | RR Data

It is worth enphasizing that an indirect part of the proposal in this
docunent is that RPF filters may be augnented from secondary sources
Hence, the construction of RPF |lists using a nmethod proposed in this
docunent (Al gorithm A or B) can be augnented with data from Route
Oigin Authorization (ROA) [RFC6482], as well as Internet Routing
Registry (IRR) data. Special care should be exercised when using IRR
data because it is not always accurate or trusted. |n the EFP-uRPF
method with AlgorithmA (see Section 3.1.1), if a ROA includes prefix
Pi and ASj, then augnent the RPF |ist of each customer interface on
which at | east one route with origin AS] was received with prefix Pi
In the EFP-uRPF nmethod with AlgorithmB, if AS belongs in Set A (see
Step #3 Section 3.4) and if a ROA includes prefix Pi and ASj, then
augnment the RPF list Zin Step 5 of AlgorithmB with prefix Pi

Sinmlar procedures can be followed with reliable IRR data as well.
This will help make the RPF |ists nore robust about source addresses
that may be legitimtely used by customers of the ISP

I mpl enent ati on and QOperations Consi derations
1. Inpact on FIB Menory Size Requirenent

The existing RPF checks in edge routers take advantage of existing
line card inplenentations to performthe RPF functions. For

i mpl ementati on of the enhanced feasi bl e-path uRPF, the genera
necessary feature would be to extend the |line cards to take arbitrary
RPF lists that are not necessarily the same as the existing FIB
contents. In the algorithms (Sections 3.1.1 and 3.4) described here,
the RPF lists are constructed by applying a set of rules to al

recei ved BGP routes (not just those selected as best path and
installed in the FIB). The concept of uRPF querying an RPF |i st
(instead of the FIB) is simlar to uRPF querying a VRF table (see
Section 2.5).

The techni ques described in this docunent require that there should
be additional nmenory (i.e., ternary content-addressable nenory
(TCAM) available to store the RPF lists in line cards. For an ISP s
AS, the RPF list size for each line card will roughly equal the total
nunmber of originated prefixes fromASes in its customer cone
(assumng AlgorithmB in Section 3.4 is used). (Note: EFP-uRPF with
Al gorithm A (see Section 3.1.1) requires nmuch | ess menory than EFP-
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URPF with AlgorithmB.)

The foll owi ng tabl e shows the neasured customer cone sizes in nunber
of prefixes originated (fromall ASes in the custoner cone) for
various types of 1SPs [Sriram Rl PE6G3]:

R o e m e e e e e e e e e e e e e e me e +
| Type of | Measured Custoner Cone Size in #

| ISP | Prefixes (inturnthis is an estinmate |
| | for RPF list size on the line card) |
| Very Large | 32393 |
| G obal ISP | |
| #1 I I
Fom ek e +
| Very Large | 29528 |
| G obal ISP | |
| #2 I I
R o e m e e e e e e e e e e e e e e me e +
| Large | 20038 |
| Gobal ISP | |
Fom e e o - o m e e e e e e e e e e e e aao o +
| Md-size | 8661 |
| dobal ISP | |
R o e m e e e e e e e e e e e e e e me e +
| Regi onal | 1101 |
| ISP (in | |
| Asia) I I
T o m e e e e e e e e e e e e e e e ao oo +

Table 1: Custoner Cone Sizes (# Prefixes) for
Various Types of | SPs

For some super large global ISPs that are at the core of the
Internet, the customer cone size (# prefixes) can be as high as a few
hundred t housand [ CAI DA], but uRPF is nost effective when depl oyed at
ASes at the edges of the Internet where the customer cone sizes are
smal | er, as shown in Table 1.

A very large global ISP's router line card is likely to have a FIB
size | arge enough to accommodate 2 million routes [Ciscol].

Simlarly, the line cards in routers corresponding to a | arge gl oba
ISP, a midsize global ISP, and a regional ISP are likely to have FIB
sizes | arge enough to accombdate about 1 million, 0.5 mllion, and
100k routes, respectively [Csco2]. Conparing these FIB size nunbers
with the corresponding RPF |ist size nunbers in Table 1, it can be
surmised that the conservatively estimated RPF list size is only a
smal | fraction of the anticipated FIB nenory size under relevant |SP
scenarios. What is meant here by relevant |SP scenarios is that only
smal ler | SPs (and possibly sone m dsize and regional |SPs) are
expected to inplenent the proposed EFP-uRPF nethod since it is nost
effective closer to the edges of the Internet.

2. Coping with BGP s Transi ent Behavi or

BGP routing announcenents can exhibit transient behavior. Routes may
be withdrawn tenporarily and then reannounced due to transient

condi tions, such as BGP session reset or link failure recovery. To
cope with this, hysteresis should be introduced in the maintenance of
the RPF lists. Deleting entries fromthe RPF |lists SHOULD be del ayed
by a predeterm ned anount (the val ue based on operational experience)
when responding to route withdrawals. This should hel p suppress the
effects due to the transients in BGP

Sunmary of Reconmendati ons



Dependi ng on the scenario, an | SP or enterprise AS operator should
foll ow one of the follow ng reconmendati ons concerni ng uRPF/ SAV:

1. For directly connected networks, i.e., subnets directly connected
to the AS, the AS under consideration SHOULD perform ACL- based
SAV.

2. For a directly connected single-honed stub AS (customner), the AS
under considerati on SHOULD perform SAV based on the strict uRPF
met hod.

3. For all other scenari os:

*  The EFP-uRPF nethod with AlgorithmB (see Section 3.4) SHOULD
be applied on custoner interfaces.

* The | oose uRPF nethod SHOULD be applied on |lateral peer and
transit provider interfaces.

It is also recomended that prefixes fromregistered ROAs and I RR
route objects that include ASes in an | SP's custonmer cone SHOULD be
used to augnent the pertaining RPF lists (see Section 3.5 for
details).

.7.1. Applicability of the EFP-uRPF Method with Al gorithmA

The EFP-uRPF nmethod with Algorithm A is not nentioned in the above
set of recommendations. It is an alternative to EFP-uRPF with

Al gorithm B and can be used in limted circunstances. The EFP-uRPF
method with AlgorithmA is expected to work fine if an | SP depl oyi ng
it has only nultihomed stub custoners. It is trivially equivalent to
strict uRPF if an ISP deploys it for a single-honed stub custoner.
More generally, it is also expected to work fine when there is
absence of limtations, such as those described in Section 3.3.
However, caution is required for use of EFP-uRPF with AlgorithmA
because even if the limtations are not expected at the time of

depl oynent, the vulnerability to change in conditions exists. It may
be difficult for an ISP to know or track the extent of use of
NO EXPORT (see Section 3.3) on routes within its custoner cone. |f

an | SP decides to use EFP-uRPF with AlgorithmA, it should nmake its
direct custoners aware of the operational reconmendations in
Section 3.2. This nmeans that the ISP notifies direct custoners that
at |l east one prefix originated by each AS in the direct custoner’s
custoner cone nust propagate to the ISP

On a lateral peer interface, an | SP nay choose to apply the EFP-uRPF
method with AlgorithmA (with appropriate nodification of the
algorithm. This is because stricter fornms of uRPF (than the | oose
URPF) may be consi dered applicable by some ISPs on interfaces with

| ateral peers.

Security Considerations

The security considerations in BCP 38 [ RFC2827] and RFC 3704

[ RFC3704] apply for this docunment as well. In addition, if

consi dering using the EFP-uRPF nethod with AlgorithmA, an ISP or AS
operator should be aware of the applicability considerations and
potential vulnerabilities discussed in Section 3.7.1

In augmenting RPF lists with ROA (and possibly reliable I RR)
informati on (see Section 3.5), a trade-off is nade in favor of
reduci ng fal se positives (regarding invalid detection in SAV) at the
expense of another slight risk. The other risk being that a
mal i ci ous actor at another AS in the nei ghborhood w thin the customner
cone mght take advantage (of the augnented prefix) to some extent.
This risk al so exists even with normal announced prefixes (i.e.,



6.

6.

6.

wi t hout ROA augnentation) for any uRPF nmethod other than the strict
URPF. However, the risk is nmtigated if the transit provider of the
other AS in question is perform ng SAV.

Though not within the scope of this docunent, security hardeni ng of
routers and other supporting systems (e.g., Resource PKI (RPKI) and
ROA managenent systens) agai nst conpromise is extrenely inportant.
The conproni se of those systens can affect the operation and
performance of the SAV nethods described in this docunent.

I ANA Consi derations
Thi s docurment has no | ANA acti ons.
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