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The Dynami c Link Exchange Protocol (DLEP) is a protocol for nodens to
advertise the status of wireless |links between reachabl e destinations
to attached routers. The core specification of the protocol (RFC
8175) assumes that every nmodemin the radi o network has an attached
DLEP router and requires that the Media Access Control (MAC) address
of the DLEP interface on the attached router be used to identify the
destination in the network, for purposes of reporting the state and
quality of the link to that destination

Thi s docunent describes a DLEP extension that allows nodens that do
not neet the strict requirenment above to use DLEP to describe Iink
availability and quality to one or nore destinations reachable beyond
a device on the Layer 2 donmin.
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(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
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I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
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I nt roducti on

The Dynami c Li nk Exchange Protocol (DLEP) is a protocol for nodens to
advertise the status of wireless |inks between reachabl e destinations
to attached routers. The core specification of the protoco

[ RFC8175] assunes that every modemin the radi o network has an
attached DLEP router and requires that the MAC address of the DLEP
interface on the attached router be used to identify the destination
in the network, for purposes of reporting the state and quality of
the link to that destination

Thi s docunment describes a DLEP extension that allows nodens that do
not neet the strict requirenment above to use DLEP to describe Iink
availability and quality to one or nore destinations reachabl e beyond
a device on the Layer 2 domain.

As with core DLEP [ RFC8175], a router can use this know edge to
i nfluence any routing or flow control decisions regarding traffic to
this destination, understanding that such traffic flows via Layer 3.

Ter mi nol ogy

Local Layer 2 dommin: The Layer 2 dommin that |inks the router and
nmodem partici pants of the current DLEP session

Layer 3 DLEP Destination: A DLEP Destination that is not directly
addressable within the | ocal Layer 2 domain but is reachable via a
node addressable within the |ocal Layer 2 donain.

Gat eway Node: The last device with a MAC address reachable in the
| ocal Layer 2 domain on the path fromthe DLEP router participant
towards the Layer 3 DLEP Destination. This device is commonly the
DLEP peer nodem but coul d be another DLEP Destination in the Layer
2 domai n.

Applicability

Thi s extension was designed primarily to address the follow ng use
cases:

1. Aradio systemthat does not operate in Layer 2 bridge node but
i nstead provides Layer 3 connectivity between destinations, often
using its own enbedded Layer 3 routing function

2. A point-to-nultipoint tunnel system such as a software-defined
wi de-area network (SD-WAN) depl oynent, where the tunnel provider
acts as a nodemthat has know edge of the characteristics of the
underlay network and provides that information as availability
and netrics between tunnel endpoints in the overlay network.

3. A nodemthat provides connectivity to a renote w de-area network
via a wireless link, but the concept of a Layer 2 reachable
renote router does not apply. An exanple of such a nodem woul d
be an LTE device or 802.11 station that provides variable
connectivity to the Internet.



This list of use cases is not exhaustive, and this extension may well
be applicable to future, currently unforeseen, use cases.

1.3. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Qperation

To refer to a Layer 3 DLEP Destination, the DLEP session participant
adds a Link Identifier Data Item (Section 3.2) to the rel evant
Destinati on Message and (as usual) includes a MAC Address Data Item
When paired with a Link Identifier Data Item the MAC Address Data
Item MUST contain the MAC address of the Gateway Node.

As only nodens are initially aware of Layer 3 DLEP Destinations, Link
Identifier Data Itens referring to a new link MJST first appear in a
DLEP Destination Up Message fromthe modemto the router. Once a
link has been identified in this way, Link Identifier Data Itens may
be used by either DLEP participant during the lifetime of a DLEP
session. Because of this, a router MIUST NOT send a DLEP Destination
Announce Message containing a Link Identifier Data Itemreferring to
a link that has not been nentioned in a prior DLEP Destination Up
Message. |If a nodemreceives such a nmessage, it MJST term nate the
session by issuing a Session Term nati on Message containing a Status
Data Itemwi th status code set to 131 (’'lnvalid Destination’) and
transition to the Session Term nation state. |If a router receives a
Destination Up Message specifying a Link Identifier that has already
been used, the router MJST respond with a Destinati on Up Response
Message containing a Status Data Itemwi th status code set to 130
("I'nvalid Data’) and transition to the Session Termination state.

Because the MAC address associated with any DLEP Destinati on Message
containing a Link lIdentifier Data Itemis not the Layer 2 address of
the final destination, all DLEP Destination Up Messages containing a
Link Identifier Data Item MJUST contain Layer 3 infornmation. |In the
case of nodens that provide Layer 3 wi de area network connectivity
bet ween devices, this neans one or nore |Pv4 or |Pv6 Address Data
Items providing the Layer 3 address of the final destination. Wen
referring to sone upstream backbone network infrastructures, this
means one or nore |Pv4d or |Pv6 Attached Subnet Data Itens, for
exanmple: '0.0.0.0/0" or '::/0°. This nechanismallows the DLEP peer
router to understand the properties of the link to those routes. The
address or addresses in the IPv4d or 1 Pv6 Address Data Items MJST be
the addresses in use on the public side of any Network Address
Transl ati on.

When the DLEP peer router wishes to route packets to the Layer 3 DLEP
Destination, the MAC address associated with the Gateway Node MJUST be
used as the Layer 2 destination of the packet if it wi shes to use the
modem network to forward the packet.

As routers populate their Routing Information Base with the IP
address of the next-hop router towards a destination, inplementations
supporting this extension SHOULD announce at |east one valid | Pv4 or

| Pv6 addresses of the Gateway Node; this renoves the need for the
router to use an additional |IP address resolution protocol before
adding the route to its Routing Information Base.

2.1. ldentifier Restrictions

A Link ldentifier is, by default, 4 octets in length. |If a nodem



wi shes to use a Link Identifier of a different length, it MJST be
announced using the Link Identifier Length Data Item (Section 3.1)
contained in the DLEP Session Initialization Response Message sent by
the nodemto the router.

During the lifetime of a DLEP session, the length of Link ldentifiers
MJST remain constant, i.e., the Length field of the Link Identifier
Data |tem MJUST NOT differ between destinations.

The nethod for generating Link lIdentifiers is a nodem i nplenmentation
matter and out of scope of this document. Routers nust not make any
assunpti ons about the neaning of Link ldentifiers or how Link
Identifiers are generat ed.

Wthin a single DLEP session, all Link Identifiers MJST be unique per
MAC address. This means that a Layer 3 DLEP Destination is uniquely
identified by the pair: {MAC Address, Link ldentifier}.

Link Identifiers MJUST NOT be reused, i.e., a {MAC Address, Link
Identifier} pair that has been used to refer to one Layer 3 DLEP
Destinati on MJUST NOT be used again within the lifetine of a single
DLEP peer-to-peer session.

2.2. Negotiation

To use this extension, as with all DLEP extensions, the extension
MUST be announced during DLEP session initialization. A router
advertises support by including the value 3 ('Link ldentifiers’)
(Section 5), in the Extension Data Itemw thin the Session
Initialization Message. A nodem advertises support by including the
value 3 ('Link lIdentifiers’) in the Extension Data Itemw thin the
Session Initialization Response Message. |f both DLEP peers
advertise support for this extension, then Link Identifier Data Itens
can be included in DLEP Messages.

If a nodemrequires support for this extension in order to describe
destinations and the router does not advertise support, then the
nmodem MUST NOT include a Link Identifier Data Itemin any DLEP
Message. However, the nodem SHOULD NOT i medi ately term nate the
DLEP session; rather, it SHOULD use a conbination of DLEP Session
Messages and DLEP Attached Subnet Data Itenms to provide general

i nformati on.

3. New Data |Itens

Thi s extension introduces two new DLEP Data Itenms: 1) the Link
Identifier Length Data Item (Section 3.1) used to announce the length
of Link Identifiers at session initialization and 2) the Link
Ildentifier Data Item (Section 3.2) used to identify a Layer 3 link at
or beyond a destination.

3.1. Link Identifier Length Data Item

The Link ldentifier Length Data Itemis used by a DLEP nodem

i mpl ementation to specify the length of Link Identifier Data Itens.
If the router advertised support by including the value 3 (’Link
Identifiers') in the Extension Data Iteminside the Session
Initialization Message, this Data |tem MAY be used in the Session
Initialization Response Message if the specified length is not the
default value of 4 octets. |If the router did not specify support by
including the value 3 ('Link lIdentifiers’) in the Extension Data
Item this Data Item MUST NOT be sent.
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Data Item Type: 26 (see Section 5)
Length: 2

Link ldentifier Length: The length, in octets, of Link Identifiers
used by the DLEP nodem for this session.

A Link ldentifier Length Data Itemthat specifies a Link Identifier
Length of 4 octets (the default) is valid, even if it has no effect.

3. 2. Link Identifier Data Item

The Link ldentifier Data |tem MAY be used wherever a MAC Address Data
Itemis defined as usable in core DLEP [ RFC8175].
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Data Item Type: 27 (see Section 5)

Length: The length of the Data Item by default 4, but may be
different if a Link Identifier Length Data Item (Section 3.1) has
been announced during session initialization.

Link ldentifier: The unique identifier of the Layer 3 DLEP
Destination. This Link ldentifier has no inplicit meaning and is
only used to discrimnate between multiple Iinks.

4. Security Considerations

As an extension to core DLEP [ RFC8175], the security considerations
of that protocol apply to this extension. This extension adds no
addi tional security mechani snms or features.

None of the features introduced by this extension require extra
security considerations by an inplenentation.

5. | ANA Consi der ati ons

| ANA has assigned the follow ng value to the "Extension Type Val ues”
registry within the "Dynam ¢ Link Exchange Protocol (DLEP)
Paraneters" registry. This newvalue is in the range with the
"Speci fication Required" [RFC8126] policy.

+------ R i +
| Code | Description |
b ety Pl
| 3 | Link Identifiers |
+------ I I I +

Table 1: Addition to
t he Extension Type
Val ues Regi stry

| ANA has assigned two new values to the "Data |tem Type Val ues”
registry within the "Dynam c Link Exchange Protocol (DLEP)



Paranmeters” registry. These new values are in the range with the
"Specification Required" [RFC8126] policy.

I B I I I A R +
| Type Code | Description |
B ool s sl
| 26 | Link Identifier Length |
F-- - - - B R i +
| 27 | Link Identifier |
I B I I I A R +

Table 2: Additions to the Data
Item Type Val ues Registry
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