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1. Introduction

"Crypt ographi c Message Syntax (CM5)" [ RFC5652] describes syntax used
to digitally sign, digest, authenticate, or encrypt arbitrary nessage
contents. "Cryptographic Message Syntax (CMS5) Al gorithnms" [ RFC3370]
defines the use of comon cryptographic algorithns with CM5. This
speci fication updates RFC 3370 and descri bes the use of the SHAKE128
and SHAKE256 specified in [SHA3] as new hash functions in CVB. In
addition, it describes the use of these functions with the RSA
Probabilistic Signature Scheme (RSASSA-PSS) signature algorithm

[ RFC8017] and the Elliptic Curve Digital Signature Al gorithm (ECDSA)

[ X9.62] with the CM5 signed-data content type.

In the SHA-3 fam |y, two extendabl e- out put functions (SHAKEs),
SHAKE128 and SHAKE256, are defined. Four other hash function

i nstances (SHA3-224, SHA3-256, SHA3-384, and SHA3-512) are al so
defined but are out of scope for this document. A SHAKE is a

vari abl e-1 ength hash function defined as SHAKE(M d) where the output
is a d-bit-long digest of nmessage M The correspondi ng collision and
second- prei mage-resi stance strengths for SHAKE128 are nin(d/2,128)
and nmin(d, 128) bits, respectively (see Appendix A 1 of [SHA3]). And
the correspondi ng collision and second- prei mage-resi stance strengths
for SHAKE256 are m n(d/2,256) and m n(d, 256) bits, respectively. In
this specification, we use d=256 (for SHAKE128) and d=512 (for
SHAKE256) .

A SHAKE can be used in CM5 as the nessage digest function (to hash
the message to be signed) in RSASSA-PSS and ECDSA, as the nessage
aut henti cation code, and as the mask generation function (M3) in
RSASSA-PSS. This specification describes the identifiers for SHAKEs
to be used in CM5 and their meanings.

1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. ldentifiers

This section identifies eight new object identifiers (O Ds) for using
SHAKE128 and SHAKE256 in CMS

Two object identifiers for SHAKE128 and SHAKE256 hash functions are
defined in [shake-nist-oids], and we include them here for
conveni ence.

i d-shakel28 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
nistAlgorithm(4) 2 11 }

i d-shake256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
nistAlgorithm4) 2 12 }

In this specification, when using the id-shakel28 or i d-shake256
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algorithmidentifiers, the parameters MJST be absent. That is, the
identifier SHALL be a SEQUENCE of one conponent, the QO D.

[ RFC8692] defines two identifiers for RSASSA-PSS signatures using
SHAKEs, which we include here for convenience.

i d- RSASSA- PSS- SHAKE128 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) algorithnms(6) 30 }

i d- RSASSA- PSS- SHAKE256 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) algorithms(6) 31}

The sane RSASSA-PSS al gorithmidentifiers can be used for identifying
public keys and signatures.

[ RFC8692] also defines two algorithmidentifiers of ECDSA signatures
usi ng SHAKEs, which we include here for convenience.

i d-ecdsa-wi t h-shakel28 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) algorithms(6) 32 }

i d-ecdsa-wi t h-shake256 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) algorithnms(6) 33 }

The paraneters for the four RSASSA-PSS and ECDSA identifiers MJST be
absent. That is, each identifier SHALL be a SEQUENCE of one
component, the O D.

In [shake-nist-o0ids], the National Institute of Standards and
Technol ogy (NI ST) defines two object identifiers for Keccak nessage
aut henti cati on codes (KMACs) using SHAKE128 and SHAKE256, and we

i ncl ude them here for conveni ence.

i d- KmacW t hSHAKE128 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
nistAlgorithm(4) 2 19 }

i d- KmacW t hSHAKE256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
nistAlgorithm(4) 2 20 }

The paraneters for id-KmacWthSHAKEL28 and i d- KmacW t hSHAKE256 are
OPTI ONAL.

Sections 3.1, 3.2.1, 3.2.2, and 3.4 specify the required output
I ength for each use of SHAKE128 or SHAKE256 in nessage di gests,
RSASSA- PSS, ECDSA, and KMAC.

Use in CMVS
1. Message Digests

The id-shakel28 and i d-shake256 O Ds (see Section 2) can be used as
the digest algorithmidentifiers located in the SignedData,
SignerInfo, DigestedData, and the AuthenticatedData di gest Al gorithm
fields in CVM5 [ RFC5652]. The A D encoding MJST omit the parameters
field and the output |ength of SHAKE128 or SHAKE256 as the nessage
di gest MJST be 32 or 64 bytes, respectively.

The digest values are located in the DigestedData field and the
Message Digest authenticated attribute included in the
signedAttri butes of the SignedData signerinfos. |In addition, digest
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val ues are input to signature algorithms. The digest algorithm MJST
be the sane as the nessage hash al gorithnms used in signatures.

Si gnat ures

In CM5, signature algorithmidentifiers are |located in the Signerinfo
signatureAl gorithmfield of signed-data content type and
countersignature attribute. Signature values are located in the
Signerinfo signature field of signed-data content type and
countersignature attribute.

Conform ng inplementations that process RSASSA- PSS and ECDSA with
SHAKE si gnat ures when processi ng CM5 data MJST recogni ze the
corresponding O Ds specified in Section 2

When usi ng RSASSA- PSS or ECDSA with SHAKEs, the RSA nodul us or ECDSA
curve order SHOULD be chosen in line with the SHAKE out put | ength.
Refer to Section 5 for nore details.

1. RSASSA- PSS Signatures

The RSASSA-PSS algorithmis defined in [RFC8017]. Wen i d- RSASSA-
PSS- SHAKE128 or i d- RSASSA- PSS- SHAKE256 (specified in Section 2) is
used, the encoding MJST omt the paraneters field. That is, the

Al gorithm dentifier SHALL be a SEQUENCE of one conponent: i d- RSASSA-
PSS- SHAKE128 or i d- RSASSA- PSS- SHAKE256. [ RFC4055] defi nes RSASSA-
PSS-parans that are used to define the algorithns and inputs to the
algorithm This specification does not use paraneters because the
hash, mask generation algorithm trailer, and salt are enbedded in
the O D definition

The hash al gorithmused to hash a nessage being signed and the hash

al gorithm as the nask generation function used in RSASSA- PSS MJUST be
the same: both SHAKE128 or both SHAKE256. The output |ength of the

hash al gorithmthat hashes the nessage SHALL be 32 (for SHAKE128) or
64 bytes (for SHAKE256).

The mask generation function takes an octet string of variable |length
and a desired output length as input, and outputs an octet string of
the desired length. In RSASSA-PSS with SHAKEs, the SHAKEs MJST be
used natively as the M3, instead of the M31 al gorithmthat uses the
hash function in multiple iterations, as specified in Appendix B.2.1
of [RFC38017]. In other words, the M3 is defined as the SHAKE128 or
SHAKE256 with input being the ngfSeed for id-RSASSA- PSS- SHAKE128 and
i d- RSASSA- PSS- SHAKE256, respectively. The ngfSeed is an octet string
used as the seed to generate the mask [ RFC8017]. As explained in
Step 9 of Section 9.1.1 of [RFC8017], the output length of the M&F is
enlen - hLen - 1 bytes. enlen is the maxi num message | ength
ceil((n-1)/8), where nis the RSA nodulus in bits. hLen is 32 and 64
bytes for id-RSASSA- PSS- SHAKE128 and i d- RSASSA- PSS- SHAKE256,
respectively. Thus, when SHAKE is used as the M3, the SHAKE out put

| ength naskLen is (8*enmlen - 264) or (8*enlen - 520) bits,
respectively. For exanple, when RSA nodulus n is 2048, the out put

| ength of SHAKE128 or SHAKE256 as the M3 will be 1784 or 1528 bits
when i d- RSASSA- PSS- SHAKE128 or i d- RSASSA- PSS- SHAKE256 i s used,
respectively.

The RSASSA- PSS saltlLength MJUST be 32 bytes for id- RSASSA- PSS- SHAKE128
or 64 bytes for id-RSASSA-PSS- SHAKE256. Finally, the trailerField
MUST be 1, which represents the trailer field with hexadeci mal val ue
0xBC [ RFC8017] .

2. ECDSA Signatures

The Elliptic Curve Digital Signature Algorithm (ECDSA) is defined in
[ X9.62]. When the id-ecdsa-w th-shakel28 or id-ecdsa-with-shake256
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(specified in Section 2) algorithmidentifier appears, the respective
SHAKE function is used as the hash. The encoding MJST onmit the
paraneters field. That is, the Algorithmdentifier SHALL be a
SEQUENCE of one conponent, the O D id-ecdsa-w th-shakel28 or id-
ecdsa- wi t h- shake256

For simplicity and conpliance with the ECDSA standard specification

[ X9.62], the output length of the hash function nust be explicitly
determ ned. The output length for SHAKE128 or SHAKE256 used in ECDSA
MJUST be 32 or 64 bytes, respectively.

Conformng Certification Authority (CA) inplenmentations that generate
ECDSA with SHAKE signatures in certificates or Certificate Revocation
Li sts (CRLs) SHOULD generate such signatures with a determnistically
generated, nonrandom k in accordance with all the requirenents
specified in [RFC6979]. They MAY al so generate such signhatures in
accordance with all other reconmendations in [X9.62] or [SEC1] if
they have a stated policy that requires conformance to those
standards. Those standards have not specified SHAKE128 and SHAKE256
as hash algorithmoptions. However, SHAKE128 and SHAKE256 with
output I ength being 32 and 64 octets, respectively, can be used

i nstead of 256 and 512-bit output hash algorithms, such as SHA256 and
SHA512.

Publ i c Keys

In CM5, the signer’s public key algorithmidentifiers are |located in
the OriginatorPublicKey' s algorithmattribute. The conventions and

encodi ng for RSASSA- PSS and ECDSA public keys algorithmidentifiers

are as specified in Section 2.3 of [RFC3279], Section 3.1 of

[ RFC4055], and Section 2.1 of [RFC5480].

Traditionally, the rsaEncryption object identifier is used to
identify RSA public keys. The rsaEncryption object identifier
continues to identify the public key when the RSA private key owner
does not wish to Iimt the use of the public key exclusively to
RSASSA- PSS wi th SHAKEsS. When the RSA private key owner w shes to
limt the use of the public key exclusively to RSASSA-PSS, the

Al gorithm dentifier for RSASSA-PSS defined in Section 2 SHOULD be
used as the algorithmattribute in the OiginatorPublicKey sequence.
Conforming client inplenentations that process RSASSA-PSS w th SHAKE
public keys in CM5 message MJUST recogni ze the corresponding ODs in
Section 2.

Conform ng inplenentati ons MIST specify and process the algorithns
explicitly by using the O Ds specified in Section 2 when encodi ng
ECDSA wi th SHAKE public keys in CM5 nessages.

The identifier paraneters, as explained in Section 2, MJST be absent.

3.4. Message Authentication Codes

Keccak nmessage authentication code (KMAC) is specified in

[ SPB00-185]. In CM5, KMAC algorithmidentifiers are located in the
Aut hent i cat edDat a macAl gorithmfield. The KMAC values are located in
the AuthenticatedbData mac fiel d.

When the id-KnacWthSHAKEL28 or id-KmacWt hSHAKE256 O D is used as
the MAC algorithmidentifier, the paraneters field is optiona

(absent or present). |If absent, the SHAKE256 output |length used in
KMAC is 32 or 64 bytes, respectively, and the custom zation string is
an enpty string by default.

Conform ng inplenmentations that process KMACs with the SHAKEsS when
processi ng CMs data MJST recogni ze these identifiers.
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VWhen cal cul ating the KMAC output, the variable N is 0xD2B282C2, S is
an enpty string, and L (the integer representing the requested output
length in bits) is 256 or 512 for KmacW t hSHAKE128 or
KmacW t hSHAKE256, respectively, in this specification

| ANA Consi derati ons
One object identifier for the ASN. 1 nodul e in Appendi x A was updat ed

in the "Structure of Managenent Information (SM) Security for S/IM M
Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:

B S o e e e e e e e oo S +

| Decimal | Descri ption | References

[ ey C————————————————————— Lp—p—p—_————————

| 70 | CMBAl gsFor SHAKE- 2019 | RFC 8702 |

S - T e +
Table 1

Security Considerations

Thi s docunent updates [ RFC3370]. The security considerations section
of that docunment applies to this specification as well.

NI ST has defined appropriate use of the hash functions in ternms of
the algorithm strengths and expected tine franes for secure use in
Speci al Publications (SPs) [SP800-78-4] and [ SP800-107]. These
docunents can be used as guides to choose appropriate key sizes for
various security scenari os.

SHAKE128 with an output |length of 32 bytes offers 128 bits of
collision and preinmage resistance. Thus, SHAKE128 O Ds in this
specification are RECOWENDED with a 2048- (112-bit security) or
3072-bit (128-bit security) RSA nodulus or curves with a group order
of 256 bits (128-bit security). SHAKE256 with a 64-byte out put

Il ength offers 256 bits of collision and preimage resistance. Thus,
the SHAKE256 O Ds in this specification are RECOMVENDED w t h 4096- bi t
RSA nodul us or higher or curves with group order of at |east 512
bits, such as NI ST curve P-521 (256-bit security). Note that we
recommended a 4096-bit RSA because we woul d need a 15360-bit nodul us
for 256 bits of security, which is inpractical for today’s

t echnol ogy.

When nore than two parties share the sane nessage-aut hentication key,
data origin authentication is not provided. Any party that knows the
message- aut hentication key can conpute a valid MAC, therefore, the
content could originate fromany one of the parties.
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Appendi x A, ASN. 1 Modul e

Thi s appendi x includes the ASN. 1 nodules for SHAKEs in CM5. This
modul e i ncl udes sonme ASN. 1 from ot her standards for reference.

CVBAI gsFor SHAKE- 2019 { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) nodul es(0)
i d- nod- cs- shakes-2019(70) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL;
| MPORTS
Dl GEST- ALGORI THM MAC- ALGORI THM  SM ME- CAPS
FROM Al gorit hm nf ormati on-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0)
i d- nod- al gorithm nfornmation-02(58) }

RSAPubl i cKey, rsaEncryption, id-ecPublicKey
FROM PKI XAl gs-2009 { iso(1) identified-organization(3) dod(6)



internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d- nod- pki x1-al gorit hns2008-02(56) }

sa-rsassapssW t hSHAKE128, sa-rsassapssW t hSHAKE256,

sa- ecdsaWt hSHAKE128, sa-ecdsaW t hSHAKE256

FROM PKI XAl gsFor SHAKE- 2019 {
iso(l) identified-organization(3) dod(6)
internet (1) security(5) nechani sns(5) pkix(7) id-nod(0)
i d- nod- pki x1- shakes-2019(94) } ;

-- Message digest Al gorithms (nda-)

-- used in SignedData, Signerlnfo, DigestedData,
-- and the AuthenticatedData digestAl gorithm

-- fields in CV5

-- This expands MessageAut hAl gs from [ RFC5652] and
-- MessageDi gestAlgs in [ RFC5753]

-- MessageDi gest Al gs DI GEST- ALGORI THM : : = {
-- nda-shakel28 |
-- nda- shake256,

-}

-- One-Way Hash Functions

-- SHAKE128

nmda- shake128 DI GEST- ALGORI THM : : = {

| DENTI FI ER i d-shakel28 -- with output |ength 32 bytes.

}

i d-shake128 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1) gov(101)
csor(3) nistAlgorithn(4)
hashAl gs(2) 11 }

-- SHAKE256

nmda- shake256 DI GEST- ALGORI THM : : = {

| DENTI FI ER i d-shake256 -- with output |ength 64 bytes.
}
i d-shake256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)

us(840) organization(1) gov(101)
csor(3) nistAlgorithn(4)
hashAl gs(2) 12 }

-- Public key algorithmidentifiers located in the
-- OiginatorPublicKey's algorithmattribute in CVS.
-- And Signature identifiers used in Signerinfo

-- signatureAlgorithmfield of signed-data content
-- type and countersignature attribute in CMS.

-- From RFC 5280, for reference:
-- rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}
-- When the rsaEncryption algorithmidentifier is used
-- for a public key, the Algorithm dentifier parameters
-- field MUST contain NULL.
i d- RSASSA- PSS- SHAKE128 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) algorithms(6) 30 }

i d- RSASSA- PSS- SHAKE256 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) algorithms(6) 31 }

-- When the id-RSASSA-PSS-* algorithmidentifiers are used



-- for a public key or signature in CM5, the Al gorithm dentifier
-- paranmeters field MIUST be absent. The nmessage di gest al gorithm
-- used in RSASSA- PSS MUST be SHAKE128 or SHAKE256 with a 32- or
-- 64-byte output length, respectively. The mask generation

-- function MJST be SHAKE128 or SHAKE256 with an output |ength

-- of (8*ceil((n-1)/8) - 264) or (8*ceil ((n-1)/8) - 520) bits,

-- respectively, where n is the RSA nmodulus in bits.

-- The RSASSA- PSS saltLength MJUST be 32 or 64 bytes, respectively.
-- The trailerField MIST be 1, which represents the trailer

-- field with hexadeci mal val ue OxBC. Regardl ess of

-- 1d-RSASSA- PSS-* or rsaEncryption being used as the

-- Algorithmdentifier of the OiginatorPublicKey, the RSA

-- public key MIST be encoded using the RSAPublicKey type.

-- From RFC 4055, for reference:

-- RSAPubl i cKey ::= SEQUENCE {

-- nmodul us I NTEGER, -- -- n

-- publ i cExponent I NTEGER } -- -- e

i d-ecdsa-wi t h-shakel28 OBJECT IDENTIFIER ::= { iso(1)

i dentified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) algorithms(6) 32 }

i d-ecdsa-wi t h-shake256 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) algorithnms(6) 33}

-- When the id-ecdsa-with-shake* algorithmidentifiers are

-- used in CM5, the Algorithm dentifier paranmeters field

-- MJIST be absent and the signature al gorithm should be

-- determnistic ECDSA [ RFC6979]. The nessage di gest MJST

-- be SHAKE128 or SHAKE256 with a 32- or 64-byte out put

-- length, respectively. |In both cases, the ECDSA public key,
-- MJST be encoded using the id-ecPublicKey type.

-- From RFC 5480, for reference:

-- id-ecPublickKey OBJECT IDENTIFIER ::= {

-- i so(1l) nenber-body(2) us(840) ansi-X9-62(10045) keyType(2) 1 }
-- The id-ecPublicKey paraneters nust be absent or present
-- and are defined as:

-- ECParaneters ::= CHO CE {

-- namedCur ve OBJECT | DENTI FI ER

-- -- -- inmplicitCurve NULL

-- -- -- specifiedCurve SpecifiedECDomain

-}
-- This expands SignhatureAl gs from|[RFC5912]

-- SignatureAl gs SI GNATURE- ALGORI THM : : = {
-- sa-rsassapssW t hSHAKE128 |

-- sa-rsassapssW t hSHAKE256 |

-- sa- ecdsaW t hSHAKE128 |

-- sa- ecdsaW t hSHAKE256,

-- This expands MessageAut hAl gs from [ RFC5652] and [ RFC6268]

-- Message Authentication (nmaca-) Al gorithns
-- used in AuthenticatedbData macAl gorithmin CVB
MessageAut hAl gs MAC- ALGORI THM : : = {

maca- KMACwW t hSHAKE128 |

maca- KMACW t hSHAKE256,



-- This expands SM neCaps from [ RFC5911]
SM nmeCaps SM ME-CAPS :: = {
-- sa-rsassapssWt hSHAKE128. &sni neCaps |
-- sa-rsassapssWt hSHAKE256. &sni neCaps |
-- sa-ecdsaWt hSHAKE128. &sm meCaps |
-- sa-ecdsaW t hSHAKE256. &m neCaps,
maca- KMACW t hSHAKE128. &smi neCaps |
maca- KMACW t hSHAKE256. &sni neCaps,

}

-- KMAC with SHAKE128
maca- KMAOW t hSHAKE128 MAC- ALGORI THM : : = {
| DENTI FI ER i d- KMACW t hSHAKE128
PARAMS TYPE KMACW t hSHAKE128- par ans ARE opti onal
-- | f KMAOW t hSHAKE128- par ans paraneters are absent,
-- the SHAKE128 output length used in KMAC is 256 bits
-- and the custom zation string is an enpty string.
| S- KEYED- MAC TRUE
SM ME- CAPS {| DENTI FI ED BY i d- KMACW t hSHAKE128}

}

i d- KMACW t hSHAKE128 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1)
gov(101) csor(3) nistAl gorithn(4)
hashAl gs(2) 19 }

KMACW t hSHAKE128- parans :: = SEQUENCE {
kMACQut put Lengt h | NTEGER DEFAULT 256, -- Qutput length in bits
custom zationString OCTET STRI NG DEFAULT ''H

}

-- KMAC wi th SHAKE256
maca- KMAOM t hSHAKE256 MAC- ALGORI THM : : = {
| DENTI FI ER i d- KMACW t hSHAKE256
PARAMS TYPE KMACW t hSHAKE256- par ans ARE opti onal
-- | f KMAOW t hSHAKE256- par ans paraneters are absent,
-- the SHAKE256 output length used in KMAC is 512 bits
-- and the custonization string is an enpty string.
| S- KEYED- MAC TRUE
SM ME- CAPS {| DENTI FI ED BY i d- KMACW t hSHAKE256}

}

i d- KMACW t hSHAKE256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organi zation(1l)
gov(101) csor(3) nistAl gorithn(4)
hashAl gs(2) 20 }

KMACW t hSHAKE256- par ans :: = SEQUENCE ({
kMACQut put Lengt h | NTEGER DEFAULT 512, -- Qutput length in bits
custom zationString OCTET STRI NG DEFAULT ''H

}

END

Acknowl edgenent s

Thi s docunent is based on Russ Housl ey’s docunent [CMS-SHA3]. It
repl aces SHA3 hash functions by SHAKE128 and SHAKE256, as the LAMPS
WG agr eed.

The authors would like to thank Russ Housl ey for his guidance and
very val uable contributions with the ASN. 1 nodul e. Val uabl e feedback
was al so provided by Eric Rescorl a.

Aut hors’ Addr esses



Panos Kanpanaki s
Cisco Systens

Emai | : pkanpana@i sco. com
Quynh Dang
NI ST

100 Bureau Drive
Gai t her sburg, MD 20899
United States of Anerica

Emai | : quynh. Dang@i st . gov



