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I ntroduction

[ RFC5440] describes the Path Conputation El enent (PCE) Communi cation
Protocol (PCEP). PCEP enabl es comuni cati on between a Path
Conputation Cient (PCC) and a PCE, or between a PCE and another PCE,
for the purpose of the conputation of Miltiprotocol Label Swtching
(MPLS) as well as Generalized MPLS (GWLS) Traffic Engi neering Label
Switched Path (TE LSP) characteristics.

[ RFC8231] specifies a set of extensions to PCEP to enabl e stateful
control of TE LSPs within and across PCEP sessions in conpliance with
[ RFC4657]. It includes mechanisns to effect LSP State

Synchroni zati on between PCCs and PCEs, del egation of control over
LSPs to PCEs, and PCE control of timing and sequence of path
conputations within and across PCEP sessions. The operational nodel
whereby LSPs are initiated fromthe PCE is described in [ RFC8281].

[ RFC4872] defines the RSVP ASSCCI ATI ON obj ect, which was defined in
the context of GWPLS-controlled LSPs to be used to associate recovery
LSPs with the LSP they are protecting. This object also has broader
applicability as a nechanismto associate RSVP state. [RFC6780]
descri bes how t he ASSCOCI ATI ON obj ect can be nore generally applied by



defining the Extended ASSOCI ATI ON obj ect .

Thi s docunent introduces a generic nechanismto create a groupi ng of
LSPs. This grouping can then be used to define associations between
sets of LSPs or between a set of LSPs and a set of attributes (such
as configuration paranmeters or behaviors), and it is equally
applicable to the stateful PCE (active and passive nodes) and the
statel ess PCE. The associations could be created dynam cally and
conveyed to a PCEP peer within PCEP, or they could be configured
manual |y by an operator on the PCEP peers. Refer to Section 3.3 for
nmore details.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2. Term nol ogy

Thi s docunent uses the following terns defined in [ RFC5440]:

* PCC
*  PCE
* PCEP Peer

* Path Computation Request (PCReq)
* Path Conputation Reply (PCRep)

*  PCEP Error (PCErr)

—
=

i s docunent uses the following terns defined in [ RFC3051]:
* Stateful PCE
* Active Stateful PCE
* Passive Stateful PCE
*  Del egation
Thi s docunent uses the following terns defined in [ RFC8231]:
* |LSP State Report (PCRpt)
* LSP Update Request (PCUpd)
* State Tinmeout Interval
Thi s docunent uses the followng terns defined in [ RFC8281]:
* PCE-initiated LSP
* LSP Initiate Request (PClnitiate)
3. Architectural Overview
3.1. Mdtivations

A stateful PCE provides the ability to update existing LSPs and to
instanti ate new ones. There are various situati ons where several



LSPs need to share conmmon information. For exanple, to support PCE-
control | ed nmake-bef ore-break, an associati on between the origina
path and the reoptimzed path is desired. Simlarly, for end-to-end
protection, an association between working and protection LSPs is
required (see [PCE-PROTECTION]). For diverse paths, an association
between a group of LSPs could be used (see [PCE-DI VERSITY]). Another
use for an LSP grouping would be to apply a common set of
configuration paraneters or behaviors to a set of LSPs.

For a stateless PCE, it mght be useful to associate a PCReq nessage
to an association group, thus enabling it to associate a common set
of policies, configuration paraneters, or behaviors with the request.

Sone associ ations could be created dynami cally, such as an

associ ation between the working and protection LSPs of a tunnel,
wher eas sonme associ ations could be created by the operator nmanually,
such as a policy-based association where the LSP could join an

oper at or - confi gured exi sting associ ation.

Rat her than creating separate nmechani snms for each use case, this
docunent defines a generic nechanismthat can be reused as needed.

3.2. Relationship to the SVEC Li st

Not e that [ RFC5440] defines a nmechanismfor the synchronization of a
set of PCReq nessages by using the SVEC (Synchroni zati on VEC or)

obj ect, which specifies the list of synchronized requests that can be
ei ther dependent or independent. The SVEC object identifies the

rel ati onship between the set of PCReq nessages, identified by
"Request -1 D-nunber” in the RP (Request Paraneters) object. [RFC6007]
further clarifies the use of the SVEC list for synchronized path
conput ati ons when conputi ng dependent requests, and it describes a
nunber of usage scenarios for SVEC lists within single-donain and

mul ti-domai n environnents.

The notivations behind the association group defined in this docunent
and the SVEC object are quite different, though sonme use cases may
overlap. PCEP extensions that define a new Association Type shoul d
clarify the rel ationship between the SVEC object and the Association
Type, if any.

3.3. Operational Overview

LSPs are associated with other LSPs with which they interact by
adding themto a commbn association group. Association groups as
defined in this docunment can be applied to LSPs originating at the
same headend or different headends.

Sone associ ations could be created dynam cally by a PCEP speaker, and
the associations (along with the set of LSPs) are conveyed to a PCEP
peer. \hereas sone associations are configured by the operator

bef orehand on the PCEP peers in question, a PCEP speaker could then
ask an LSP to join the Qperator-configured Association. Usage of
dynani ¢ and configured associations is usually dependent on the type
of associ ati on.

For Operator-configured Associations, the association paraneters,
such as the Association lIdentifier (Association ID), Association
Type, and the Association Source |P address, are manually configured
by the operator. 1In the case of a dynanic association, the

associ ation paranmeters, such as the Association ID, are allocated
dynamically by the PCEP speaker. The Association Source is set as
the | ocal PCEP speaker address unless |ocal policy dictates

ot herwi se, in which case the Association Source is set based on the
| ocal policy.



The dynamically created association can be reported to the PCEP peer
via the PCEP nessages as per the stateful extensions. Wen the

Qper at or-confi gured Association is known to the PCEP peer beforehand,
a PCEP peer could ask an LSP to join the Operator-configured

Associ ation via the stateful PCEP messages.

The associ ations are properties of the LSP and thus could be stored
in the LSP state database. The dynanic association exists as |ong as
the LSP state exists. |In the case of PCEP session ternination, the
LSP state cl eanup MUST al so take care of associations.

Multiple types of associations can exist, each with its own

Associ ation I D space. The definition of the different Association
Types and their behaviors is outside the scope of this docunent. The
establ i shnent and renpval of the association relationship can be done
on a per-LSP basis. An LSP may join nultiple association groups that
have the same Association Type or different Association Types.

3.4. (Operator-Configured Associ ati on Range

Sone Associ ation Types are dynam c, sone are operator configured, and
some could be both. For the Association Types that could be both
dynani ¢ and operator configured and use the sane Associati on Source,
it is necessary to distinguish a range of Association IDs that are
mar ked for Operator-configured Associations, to avoid any Associ ation
I D clashes within the scope of the Association Source. This docunent
assunes that these two ranges are confi gured.

A range of Association IDs for each Association Type (and Associ ation
Source) is kept for the Operator-configured Associations. Dynanic
associ ations MJUST NOT use the Association ID fromthis range.

This range, as set at the PCEP speaker (a PCC or PCE, as an

Associ ation Source), needs to be communicated to a PCEP peer in the
Open nmessage. A new TLV is defined in this specification for this
purpose (Section 5). See Appendix A for an exanple.

The Association ID range for sources other than the PCEP speaker (for
exanpl e, a Network Managenent System (NMS)) is not comrunicated in
PCEP, and the procedure for Operator-configured Associ ati on Range
settings is outside the scope of this docunent.

4. Discovery of Supported Association Types

Thi s section defines PCEP extensions so as to support the capability
adverti senent of the Association Types supported by a PCEP speaker.

A new PCEP ASSOC- Type-List (Association Types list) TLV is defined
The PCEP ASSOC- Type-List TLV is carried within an OPEN object. This
way, during the PCEP session-setup phase, a PCEP speaker can
advertise to a PCEP peer the list of supported Association Types.

4.1. ASSOC- Type-List TLV

The PCEP ASSOC- Type-List TLV is OPTIONAL. It MAY be carried within
an OPEN obj ect sent by a PCEP speaker in an Qpen nessage to a PCEP
peer so as to indicate the list of supported Association Types.

The PCEP ASSOC- Type-List TLV format is conmpliant with the PCEP TLV
format defined in [RFC5440]. That is, the TLV is conposed of 2
octets for the type, 2 octets specifying the TLV I ength, and a Val ue
field. The Length field defines the |ength of the value portion in
octets. The TLV is padded to 4-octet alignnent, and padding is not
included in the Length field (e.g., a 3-octet value would have a

I ength of three, but the total size of the TLV would be 8 octets).



The PCEP ASSOC- Type-List TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Assoc- Type #1 | Assoc- Type #2 |
i I i S S S S i S N DU SRS
11 11
L e i S e I S ek i S N SR S
| Assoc- Type #N | paddi ng |
B i s T T i i o S o T Ji I

Figure 1. The ASSCC- Type-List TLV Format
Type: 35
Length: N * 2 (where N is the nunber of Association Types).

Val ue: List of 2-byte Association Type code points, identifying the
Associ ati on Types supported by the sender of the Open nessage.

Assoc- Type (2 bytes): Association Type code point identifier. |ANA
manages the "ASSCCI ATI ON Type Fi el d" code point registry (see
Section 7.4).

.1.1. Procedure

An ASSOC- Type-List TLV within an OPEN object in an Open nessage is

i ncluded by a PCEP speaker in order to advertise a set of one or nore
supported Associ ati on Types. The ASSCC- Type-List TLV MJUST NOT appear
nmore than once in an OPEN object. |If it appears nore than once, the
PCEP session MJST be rejected with Error-Type 1 and Error-value 1
(PCEP session establishnent failure / Reception of an invalid Open
message). As specified in [ RFC5440], a PCEP peer that does not
recogni ze the ASSOC- Type-List TLV will silently ignore it.

The Association Type (to be defined in future docunents) can specify
if the Association Type advertisenent is nandatory for it. Thus, the
ASSCC- Type- Li st TLV MJUST be included if at |east one nandatory

Associ ati on Type needs to be advertised, and the ASSOC- Type-List TLV
MAY be included otherwise. For an Association Type that specifies
that the advertisenent is mandatory, a m ssing Assoc-Type in the
ASSQOC- Type-List TLV (or a m ssing ASSOC- Type-List TLV) is to be
interpreted as neaning that the Association Type is not supported by
the PCEP speaker.

The absence of the ASSOC- Type-List TLV in an OPEN object MJST be
interpreted as an absence of information in the |list of supported
Associ ation Types (rather than an indication that the Association

Type is not supported). 1In this case, the PCEP speaker could still
use the ASSOCI ATI ON object: if the peer does not support the
association, it will react as per the procedure described in
Section 6. 4.

If the use of the ASSOC- Type-List TLV is triggered by support for a
mandat ory Association Type, then it is RECOWENDED t hat the PCEP

i mpl eentation include all supported Association Types (including
optional types) to ease the operations of the PCEP peer.

Qper at or - Confi gured Associ ati on Range TLV
This section defines a PCEP extension to support the advertisenment of

the Operator-configured Associ ati on Range used for an Associ ation
Type by the PCEP speaker (as an Associ ation Source).



A new PCEP OP- CONF- ASSOC- RANGE ( Oper at or-confi gured Associ ati on
Range) TLV is defined. The PCEP OP- CONF- ASSOC- RANGE TLV is carried
within an OPEN object. This way, during the PCEP session-setup
phase, a PCEP speaker can advertise to a PCEP peer the Qperator-
configured Associ ati on Range for an Association Type.

The PCEP OP- CONF- ASSOC- RANGE TLV is OPTIONAL. It MAY be carried
within an OPEN obj ect sent by a PCEP speaker in an QOpen nessage to a
PCEP peer. The OP- CONF- ASSOC- RANGE TLV format is conpliant with the
PCEP TLV format defined in [RFC5440]. That is, the TLV is conposed
of 2 bytes for the type, 2 bytes specifying the TLV length, and a
Value field. The Length field defines the Iength of the val ue
portion in bytes.

The PCEP OP- CONF- ASSOC- RANGE TLV has the foll owing format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Reserved | Assoc- Type #1 |
i T s i o S i i S R I S I S S S M
| Start-Assoc-1D #1 | Range #1 |
B T S i T s i i e e SEI S
/1 11
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Reserved | Assoc- Type #N |
i T s i o S i i S R I S I S S S M
| Start-Assoc-1D #N | Range #N |
B T S i T s i i e e SEI S

Fi gure 2: The OP- CONF- ASSOC- RANCE TLV For mat
Type: 29
Length: N * 8 (where N is the nunber of Association Types).

Val ue: Includes the followi ng fields, repeated for each Association
Type:

Reserved (2 bytes): MJST be set to 0 on transm ssion and MJST be
i gnored on receipt.

Assoc- Type (2 bytes): The Association Type (Section 7.4). The
Associ ation Types will be defined in future docunents.

Start-Assoc-I1D (2 bytes): The "start association" identifier for
the Operator-configured Associ ation Range for the particul ar
Associ ation Type. The values 0 and Oxffff MJUST NOT be used; on
recei pt of these values in the TLV, the session is rejected,
and an error nmessage is sent (see Section 5.1).

Range (2 bytes): The number of associations marked for the
Qper at or-confi gured Associ ations. Range MJST be greater than
0, and it MJST be such that (Start-Assoc-1D + Range) does not
cross the largest Association ID value of Oxffff. |If this
condition is not satisfied, the session is rejected, and an
error nessage is sent (see Section 5.1).

5.1. Procedure
A PCEP speaker MAY include an OP- CONF- ASSOC- RANGE TLV within an OPEN

object in an Open nessage sent to a PCEP peer in order to advertise
the Operator-configured Associ ati on Range for an Associ ation Type.
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The OP- CONF- ASSOC- RANGE TLV MJST NOT appear nore than once in an OPEN
object. If it appears nore than once, the PCEP sessi on MJST be
rejected with Error-Type 1 and Error-value 1 (PCEP session
establishment failure / Reception of an invalid Open nmessage).

As specified in [ RFC5440], a PCEP peer that does not recognize the
OP- CONF- ASSOC- RANGE TLV will silently ignore it.

The Operator-configured Associ ati on Range SHOULD be incl uded for each
Associ ation Type that could be both dynani c and operator configured.
For Association Types that are only dynamic or only operator
configured, this TLV MAY be skipped, in which case the full range of
Associ ation IDs is considered dynam c or operator configured,
respectively. Each Association Type (to be defined in future
docunents) can specify the default value for its Operator-configured
Associ ati on Range.

The absence of the OP- CONF- ASSOC- RANGE TLV in an OPEN obj ect MJUST be
interpreted as an absence of an explicit Operator-configured

Associ ation Range at the PCEP peer. 1In this case, the default
behavi or as per each Association Type applies. |If the Association
Source is not a PCEP speaker, the default value for the Operator-
configured Association Range is used for the Association Source.

If the Assoc-Type is not recognized or supported by the PCEP speaker,
it MJUST ignore that respective (Start-Assoc-1D + Range). |If the
Assoc- Type is recogni zed/ supported but Start-Assoc-1D or Range is set
incorrectly, the PCEP session MJST be rejected with Error-Type 1 and
Error-value 1 (PCEP session establishnment failure / Reception of an
invalid Open message). The incorrect range includes the case when
the (Start-Assoc-1D + Range) crosses the |argest Association |ID value
of Oxffff.

A given Assoc-Type MAY appear nore than once in the OP- CONF- ASSOC-
RANGE TLV in the case of a non-contiguous Operator-configured

Associ ati on Range. The PCEP speaker originating this TLV MJUST NOT
send overl apping ranges for an Association Type. |If a PCEP peer
recei ves overl apping ranges for an Association Type, it MJST consi der
the Open nmessage nal formed and MUST rej ect the PCEP session with
Error-Type 1 and Error-value 1 (PCEP session establishment failure /
Reception of an invalid Open message).

There may be cases where an Operator-configured Associ ati on was
configured with association paraneters (such as an Association |ID
Associ ation Type, and Associ ation Source) at the |ocal PCEP speaker,
and the PCEP session is later established with the Association Source
and a new operator-configured range is | earned during session
establishnent. At this time, the |local PCEP speaker MJST renove any
associations that are not in the new operator-configured range (by

di sassociating any LSPs that are part of it (and notifying the PCEP
peer of this change)). |f a PCEP speaker receives an association for
an Operator-configured Association and the Association IDis not in
the Operator-configured Associ ati on Range for the Association Type
and Association Source, it MJST generate an error (as described in
Section 6.4).

ASSQOCI ATI ON hj ect
1. Object Definition

Associ ati on groups and their nenberships are defined using a new
ASSQOCI ATI ON obj ect .

The ASSOCI ATI ON Obj ect-d ass val ue is 40.

The ASSOCI ATI ON Cbj ect-Type value is 1 for IPv4, and its format is



shown in Figure 3:

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Reserved | Fl ags | R
B i s T T i i o S o T Ji I
| Associ ation Type | Association ID |

i i i S g
| | Pv4 Association Source |
i I i i I i i i S e ih it S
/1 Optional TLVs /1
B i s T T i i o S o T Ji I

Figure 3: The | Pv4 ASSCCI ATI ON Obj ect For mat

The ASSOCI ATI ON Obj ect-Type value is 2 for IPv6, and its format is
shown in Figure 4:

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Reserved | Fl ags | R
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Associ ati on Type | Associ ation ID |

i S T i S S e R A AT S A A S S S S S

| | Pv6 Associ ation Source |
B i s T T i i o S o T Ji I
/1 Optional TLVs /1
T T i s T b I S S S e o

Fi gure 4: The | Pv6 ASSCCI ATI ON Cbj ect For mat
Reserved (2 bytes): MJST be set to 0 and ignored upon receipt.
Flags (2 bytes): The following flag is currently defined:

R (Renpbval - 1 bit): Wen set, the requesting PCEP peer requires
the renoval of an LSP fromthe association group. Wen unset,
the PCEP peer indicates that the LSP is added or retained as
part of the association group. This flag is used for the
ASSQOCI ATI ON object in the Path Conputation Report (PCRpt) and
Pat h Conputation Update (PCUpd) nessages. It is ignored in
ot her PCEP nessages.

The unassi gned flags MJST be set to O on transm ssion and MJST be
i gnored on receipt.

Associ ation Type (2 bytes): The Association Type (Section 7.4). The
Associ ation Types will be defined in future docunents.

Association ID (2 bytes): The identifier of the association group.
When conbi ned with other association paraneters, such as an
Associ ati on Type and Associ ation Source, this val ue uni quely
identifies an association group. The values Oxffff and Ox0 are
reserved. The value Oxffff is used to indicate all association
groups and could be used with the Rflag to indicate renmoval for
all associations for the LSP within the scope of the Association
Type and Associ ati on Source.

Associ ation Source: Contains a valid |IPv4 address (4 bytes) if the
ASSCOCI ATION hject-Type is 1 or a valid I Pv6 address (16 bytes) if
the ASSCOCI ATI ON (bj ect-Type is 2. The address provi des scoping



for the Association ID. See Section 6.1.3 for details.

Optional TLVs: The optional TLVs follow the PCEP TLV format defined
in [ RFC5440]. This document defines two optional TLVs. O her
docunents can define nore TLVs in the future

6.1.1. dobal Association Source TLV

The d obal Association Source TLV is an optional TLV for use in the
ASSCOCI ATI ON obj ect. The neani ng and usage of the d obal Association
Source TLV are as per Section 4 of [RFC6780].

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Lengt h |
i e e R e s o e kb i Sl S N S T
| G obal Associ ation Source |
B i s T T i i o S o T Ji I

Figure 5: The d obal Association Source TLV For mat

Type: 30

Length: Fi xed val ue of 4 bytes.

A obal Association Source: As defined in Section 4 of [RFC6780].
6.1.2. Extended Association |ID TLV

The Extended Association ID TLV is an optional TLV for use in the

ASSQCI ATI ON obj ect. The neani ng and usage of the Extended

Association I D TLV are as per Section 4 of [RFC6780].

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
/1 Ext ended Association ID /1
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 6: The Extended Association I D TLV Format

Type: 31

Length: Vari abl e.

Ext ended Association ID: As defined in Section 4 of [RFC6780].
6.1.3. Association Source

The Association Source field in the ASSOCI ATI ON object is set to a

valid IP address to identify the node that originated the

association. In the case of dynanm c associations, the Association

Source is usually set as the | ocal PCEP speaker address unless |oca
policy dictates otherwi se, in which case the Association Source is

set based on the local policy. |In the case of PCE redundancy, |oca
policy could set the source as a virtual |IP address that identifies
all instances of the PCE. In the case of Operator-configured

Associ ations, the Association Source is manually configured, and it
could be set as one of the PCEP speakers, an NMS, or any other valid
| P address that scopes the Association ID for the Association Type.

6.1.4. Unique ldentification for an Association G oup



The conbi nation of the mandatory fields Association Type, Associ ation
I D, and Association Source in the ASSOCI ATI ON obj ect uni quely
identifies the association group. |If the optional TLVs (d oba
Associ ati on Source and Extended Association ID) are included, then
they MUST be included in conbination with mandatory fields to

uni quely identify the association group. |In this docunent, all these
fields are collectively called "association paraneters”. Note that

t he ASSCCI ATI ON obj ect MAY include other optional TLVs (not defined
in this docunent) based on the Association Types. These TLVs provide
"information" related to the Association Type. This docunent refers
to this information as "association infornmation"

6.2. Relationship to the RSVP ASSOCI ATI ON (bj ect

The format of the PCEP ASSCOCI ATl ON obj ect defined in this docunment is
aligned with the RSVP ASSOCI ATI ON obj ect [RFC6780]. \Various

Associ ation Types related to RSVP association are defined in

[ RFC4872], [RFC4A873], and [ RFC7551]. The PCEP extensions that define
new Associ ati on Types should clarify how the PCEP associ ati ons woul d

work with RSVP associations and vice versa.

6.3. bject Encoding in PCEP Messages

Message formats in this docunent are expressed using Routing BNF
(RBNF) as used in [RFC5440] and defined in [ RFC5511].

6.3.1. Stateful PCEP Messages

The ASSOCI ATI ON obj ect MAY be carried in the PCUpd, PCRpt, and Path
Conputation Initiate (PClnitiate) messages.

When carried in a PCRpt nessage, this object is used to report the
associ ation group nenbership pertaining to an LSP to a stateful PCE
The PCRpt nessage is used for initial State Synchronization
operations (Section 5.6 of [RFC8231]), as well as whenever the state
of the LSP changes. |If the LSP belongs to an association group, then
the associ ati ons MJST be included during the State Synchroni zati on
operati ons.

The PCRpt nessage can al so be used to renove an LSP from one or nore
associ ation groups by setting the Rflag to 1 in the ASSOCI ATI ON
obj ect .

When an LSP is first reported to the PCE, the PCRpt nessage MUST
include all the association groups that it belongs to. Any
subsequent PCRpt nessage SHOULD i nclude only the associations that
are being nodified or renoved

The PCRpt message is defined in [ RFC8231] and updated as shown bel ow

<PCRpt Message> ::= <Common Header >
<state-report-list>
Wher e:
<state-report-list> ::= <state-report>[<state-report-1list>]
<state-report> ::= [ <SRP>]
<LSP>
[ <associ ation-1ist>]
<pat h>
Wher e:
<pat h>:: = <int ended- pat h>

[<actual -attri bute-|ist><actual - pat h>]



<intended-attribute-list>
<association-list> ::= <ASSOC| ATI ON> [ <associ ation-1i st>]

When an LSP is delegated to a stateful PCE, the stateful PCE can
create a new association group for this LSP or associate it with one
or nore existing association groups. This is done by including the
ASSQOCI ATI ON object in a PCUpd nmessage. A stateful PCE can al so
renove a del egated LSP from one or nore association groups by setting
the Rflag to 1 in the ASSOCI ATl ON obj ect .

The PCUpd message SHOULD i ncl ude the association groups that are
bei ng nodi fied or renoved. There is no need to include associations
that remai n unchanged

The PCUpd nessage is defined in [ RFC8231] and updated as shown bel ow

<PCUpd Message> ::= <Conmpn Header >
<updat e-request-1list>
Wher e:
<updat e-request-1list> ::= <updat e-request >[ <updat e-request -1i st >]
<updat e-request> ::= <SRP>
<LSP>
[ <associ ation-1ist>]
<pat h>
Wher e:
<pat h>: : = <i nt ended- pat h><i nt ended-attribute-1list>
<association-list> ::= <ASSOC| ATI ON> [ <associ ation-1i st>]

Unl ess a PCEP speaker wants to del ete an association froman LSP or
make changes to the association, it does not need to include the
ASSQOCI ATI ON object in future stateful nessages.

A PCE initiating a new LSP can al so include the association groups
that this LSP belongs to. This is done by including the ASSCCl ATI ON
object in a PClnitiate message. The PClnitiate nessage MJST incl ude
all the association groups that it belongs to. The PCnitiate
message is defined in [ RFC8281] and updated as shown bel ow

<PClnitiate Message> ::= <Conmpn Header >
<PCE-initiated-I|sp-list>

VWher e:
<PCE-initiated-Isp-list> ::= <PCE-initiated-I|sp-request>
[<PCE-initiated-Isp-Iist>]
<PCE-initiated-Isp-request> ::= (<PCE-initiated-1sp-instantiation>
<PCE-initiated-|sp-del etion>)

<PCE-initiated-Isp-instantiation> ::= <SRP>

<LSP>

[ <END- POl NTS>]

<ERC>

[ <associ ation-1ist>]

[<attribute-list>]
Wher e:

<association-list> ::= <ASSOCl ATl ON> [ <associ ation-1i st >]



6.3.2. Request Message

In the case of a passive (stateful or stateless) PCE, the ASSCCI ATI ON
object is OPTIONAL and MAY be carried in the PCReq nmessage.

VWhen carried in a PCReq nessage, the ASSOCI ATI ON object is used to
associ ate the path conputation request to an association group. The
association (and the other LSPs) should be known to the PCE

bef orehand. These could be operator configured or dynamcally

| ear ned beforehand via stateful PCEP nmessages. The R flag in the
ASSCCI ATI ON object within a PCReq nessage MJUST be set to 0 while
sendi ng and i gnored on receipt.

The PCReq nessage is defined in [ RFC5440] and updated in [ RFC8231].
It is further updated bel ow for association groups:

<PCReq Message>::= <Comopn Header >
[ <svec-li st >]
<request-list>

Wher e:
<svec-list>::= <SVEC>[<svec-|i st >]
<request-list>:= <request>[<request-list>]
<request >:: = <RP>
<END- PO NTS>
[ <LSP>]
[ <LSPA>]
[ <BANDW DTH>]
[<metric-list>]
[ <associ ation-1ist>]
[ <RRO>[ <BANDW DTH>] |
[ <I RO>]
[ <LOAD- BALANCI NG>]
Wher e:
<association-list> ::= <ASSOC| ATI ON> [ <associ ation-1i st>]

Note that the LSP object MAY be present for the passive stateful PCE
node.

6.3.3. Reply Message

In the case of a passive (stateful or stateless) PCE, the ASSCCI ATI ON
object is OPTIONAL and MAY be carried in the PCRep nessage with the
NO PATH obj ect. The ASSOCI ATI ON object in the PCRep nmessage

i ndi cates the association group that caused the PCE to fail to find a
pat h.

The PCRep nmessage is defined in [ RFC5440] and updated in [ RFC8231].
It is further updated bel ow for association groups:

<PCRep Message> ::= <Common Header >
<response-|ist>

Wher e:
<response-|ist>::=<response>[ <response-|ist>]
<response>: : =<RP>
[ <LSP>]

[ <NO PATH>]
[ <associ ation-1ist>]



[<attribute-list>]
[ <pat h-1i st >]

VWher e:
<association-list> ::= <ASSOCl ATl ON> [ <associ ati on-1i st >]

Note that the LSP object MAY be present for the passive stateful PCE
node.

6.4. Processing Rules

Associ ati on groups can be operator configured on the necessary PCEP
speakers, and the PCEP speakers can join the existing association
groups. In addition, a PCC or a PCE can create association groups
dynani cally, and the PCEP speaker can al so report the associations to
its peer via PCEP nmessages. The Operator-configured Associations are
created via configurations (where all association parameters are
manual |y set) and exist until explicitly renoved via configurations.
The PCEP speaker can add LSPs to these configured associations and
provide this information via stateful PCEP nessages. The dynanic
associ ations are created dynamically by the PCEP speaker (where al
associ ation paraneters are popul ated dynamically). The association
group is attached to the LSP state, and the association group exists
until there is at |east one LSP as part of the association. As
described in Section 6.1.4, the association paraneters are the

conbi nation of Association Type, Association ID, and Association
Source, as well as the optional d obal Association Source and

Ext ended Association ID TLVs; this comnbination uniquely identifies an
association group. The information related to the Association Types
encoded via the TLVs of a particul ar Association Type (not described
in this docunent) is the association information (Section 6.1.4).

I f a PCEP speaker does not recognize the ASSOCI ATI ON object in the
stateful nessage, it will return a PCErr message with Error-Type
"Unknown Object"” as described in [RFC5440]. |In the case of a PCReq
message, the PCE woul d react based on the P flag as per [ RFC5440].

If a PCEP speaker understands the ASSOCI ATI ON obj ect but does not
support the Association Type, it MJST return a PCErr nessage with
Error-Type 26 "Association Error" and Error-value 1 "Association Type
is not supported". |If any association paraneters are invalid in the
ASSQCCI ATI ON obj ect, the PCEP speaker woul d consider this object

mal formed and process it as a mal forned nessage [ RFC5440]. On
receiving a PCEP nessage with an ASSOCI ATI ON obj ect, if a PCEP
speaker finds that too many LSPs belong to the association group, it
MUST return a PCErr nmessage with Error-Type 26 "Association Error”
and Error-value 2 "Too many LSPs in the association group". |If a
PCEP speaker cannot handl e a new association, it MJST return a PCErr
message with Error-Type 26 "Association Error” and Error-value 3 "Too
many associ ati on groups". These nunbers MAY be set by the operator
or chosen based on a local policy.

If a PCE peer is unwilling or unable to process the ASSOCI ATI ON
object in the stateful nmessage, it MJST return a PCErr nessage with
the Error-Type "Not supported object” and follow the rel evant
procedures described in [RFC5440]. 1In the case of a PCReq nessage,
the PCE woul d react based on the P flag as per [RFC5440]. On
receiving a PCEP nessage with an ASSOCI ATI ON object, if a PCEP
speaker could not add the LSP to the association group for any
reason, it MJST return a PCErr nmessage with Error-Type 26
"Association Error" and Error-value 7 "Cannot join the association
group".

I f a PCEP speaker receives an ASSOCI ATI ON obj ect for an Operator-
configured Association and the Association IDis not in the Operator-
configured Associ ati on Range for the Association Type and Associ ati on
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Source, it MJIST return a PCErr nmessage with Error-Type 26
"Association Error" and Error-value 8 "Association ID not in range"

I f a PCEP speaker receives an ASSOCI ATI ON obj ect in a PCReq nessage
and the association is not known (the association is not configured,
was not created dynamically, or was not |earned froma PCEP peer), it
MJST return a PCErr message with Error-Type 26 "Association Error”
and Error-value 4 "Associati on unknown".

If the association information (related to the association group as a
whol e) received fromthe peer does not match the | ocal operator-
configured information, it MJUST return a PCErr nmessage with Error-
Type 26 "Association Error"” and Error-value 5 "Operator-configured
association information msmatch”". On receiving association
information (related to the association group as a whole) that does
not match the association information previously received about the
same association froma peer, it MJST return a PCErr nessage with
Error-Type 26 "Association Error" and Error-value 6 "Association
informati on m smatch”. Note that information related to each LSP
within the association as part of the association information TLVs
coul d be different.

If a PCEP speaker receives an ASSOCI ATI ON object with the R bit set
for renoval and the association group (identified by association
paraneters) is not known, it MJST return a PCErr nessage with Error-
Type 26 "Association Error" and Error-value 4 "Associati on unknown".

The dynani c associations are cleared along with the LSP state
informati on as per [RFC8231]. When a PCEP session is term nated,
after expiry of the State Tinmeout Interval at the PCC, the LSP state
associated with that PCEP session is reverted to operator-defined
default parameters or behaviors. The sane procedure is also followed
for the association groups. On session termnation at the PCE, when
the LSP state reported by the PCC is cleared, the association groups
are also cleared. When there are no LSPs in an association group,
the association is considered enpty and thus del et ed.

If the LSP is del egated to another PCE on session failure, the
associ ations (and association information) set by the PCE renain
intact, unless updated by the new PCE that takes over.

Upon LSP del egation revocation, the PCC MAY cl ear the associ ation
created by the PCE, but in order to avoid traffic loss, it SHOULD
performthis action in a nake-before-break fashion (sane as

[ RFC8231] ).

| ANA Consi der ati ons

| ANA mai ntains the "Path Conputation El ement Protocol (PCEP) Nunbers”
registry at <https://ww.iana. org/assi gnments/ pcep>

1. PCEP nject
The "Path Conputation El enment Protocol (PCEP) Nunbers" registry

contains a subregistry called "PCEP Ohjects”. |ANA has allocated the
followi ng code point in the "PCEP Objects" registry.

Feom e e e e m - - - I I I +
| Object-d ass Value | Nane | Object-Type | Reference

[ s e el el
| 40 | ASSOCI ATION | 0: Reserved | RFC 8697 |
| | S S +
| | | 1: 1Pv4 | RFC 8697 |
| | - . +
| | | 2: 1Pv6 | RFC 8697 |



Table 1: PCEP Ohj ect
7.2. PCEP TLV

| ANA has all ocated the foll owi ng code points in the "PCEP TLV Type
I ndi cators” registry.

S S e S +
| Value | Meaning | Reference

| 29 | Operator-configured Association Range | RFC 8697 |
R, o e m e e e e e e e e e e e e e e me e R +
| 30 | G obal Association Source | RFC 8697

S D O S +
| 31 | Extended Association ID | RFC 8697 |
Fommma - Fo e e eemeeeeieeieeccicemeaccneaaaas S IR +

Tabl e 2: PCEP TLV Type | ndicators

| ANA has corrected the capitalization in the nmeaning for value 31 in
the above registry to "Extended Association ID'; it was previously
listed as "Extended Association Id".

| ANA has nmade a new assignnent in the existing "PCEP TLV Type
I ndicators" registry as foll ows:

+------- I I I +
| Value | Meaning | Reference

[ ool oo el oo oo °}
| 35 | ASSOC- Type-List | RFC 8697 |
+------- I i T F-- - - - +

Tabl e 3: ASSOC- Type- Li st PCEP TLV
Type | ndi cat or

7.3. Association Flags
Per this docunent, |ANA has created a subregistry of the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry for the bits
carried in the Flags field of the ASSCCI ATI ON object. The
subregistry is called "ASSOCI ATION Flag Field'. New values are
assi gned by Standards Action [RFC38126]. Each bit is tracked with the
followi ng qualities
* Bit number (counting frombit O as the nost significant bit)
* Capability description

* Defining RFC

+----- I I +
| Bit | Description | Reference

[ ool oo b el s oo 1}
| 15 | R (Renobval) | RFC 8697 |
+----- i i F-- - - - +

Tabl e 4: New ASSCCI ATI ON Fl ag
Field

7.4. Association Type

Per this docunent, |ANA has created a subregistry of the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry for the

Associ ation Type field of the ASSOCI ATI ON obj ect. The subregistry is
call ed "ASSCOCI ATI ON Type Field". New values are assigned by
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St andards Action [ RFC8126]. Each value is tracked with the foll ow ng
qualities

* Type
*  Nane

* Ref erence

+------ R I +
| Type | Nane | Reference

B ool oo el s ool )
| O | Reserved | RFC 8697 |
+------ F--- - - F-- - - - +

Tabl e 5: New ASSCCI ATI ON
Type Field

Val ues 2-65535 are Unassigned. Future documents shoul d request the
assi gnnment of Association Types fromthis subregistry.

PCEP- Error nj ect
| ANA has all ocated the followi ng code points within the "PCEP- ERROR

hj ect Error Types and Val ues"” subregistry of the "Path Conputation
El ement Protocol (PCEP) Nunbers" registry as follows:

. - e S T +
| Error-Type | Meaning | Error-value | Reference

[ el oo oo ool ool
| 26 | Association | 0: Unassigned | RFC 8697

| | Error R e A +
| | | 1. Association Type is | RFC 8697

| | | not supported | |
| | T e +
| | | 2: Too many LSPs in | RFC 8697

| | | the association group | |
| | o e e e e e e oo oo oo S +
| | | 3: Too many | RFC 8697

| | | association groups | |
| | T e +
| | | 4: Association unknown | RFC 8697

| | o e e e e e o oo S +
| | | 5: Operator-configured | RFC 8697

| | | association | |
| | | information msmatch | |
| | T e +
| | | 6: Association | RFC 8697

| | | information m smatch | |
| | o e e e e e e oo oo oo S +
| | | 7: Cannot join the | RFC 8697

| | | association group | |
| | T e +
| | | 8: Association ID not | RFC 8697

| | | in range | |
R S o e e e e e e oo oo oo S +

Tabl e 6: PCEP- ERROR Types and Nanes
Security Consi derations

The security considerations described in [RFC8231] and [ RFC5440]
apply to the extensions described in this docunent as well.

Addi tional considerations related to a nalicious PCEP speaker are

i ntroduced, as associations could be spoofed and coul d be used as an
attack vector. An attacker could attenpt to create too nany



associations in an attenpt to |l oad the PCEP peer. The PCEP peer
responds with a PCErr nessage as described in Section 6.4. An
attacker could inpact LSP operations by creating bogus associations.
Further, association groups could provide an adversary with the
opportunity to eavesdrop on the rel ationship between the LSPs. Thus,
securing the PCEP session using Transport Layer Security (TLS)

[ RFC8253], as per the reconmendations and best current practices in

[ RFC7525], is RECOMVENDED.

Much of the information carried in the ASSCCI ATI ON object as per this
docunent is not extra sensitive. It often reflects information that
can al so be derived fromthe LSP database, but the association

provi des a nmuch easier grouping of related LSPs and nmessages.

I npl enent ati ons and operators can, and should, use indirect values in
t he ASSCOCI ATI ON obj ect as a way to hide any sensitive business

rel ati onshi ps.

9. Manageability Considerations

Al'l manageability requirenments and considerations |listed in [ RFC5440]
and [ RFC8231] apply to PCEP protocol extensions defined in this
docunent. In addition, requirenments and considerations listed in
this section apply.

9.1. Control of Function and Policy

A PCE or PCC inplenentation MJST al | ow Operator-confi gured
Associ ations and SHOULD al l ow the setting of the Operator-configured
Associ ati on Range (Section 3.4) as described in this docunent.

9. 2. I nformati on and Dat a Model s

The PCEP YANG nodule is defined in [PCEP-YANG. |In the future, this
YANG nodul e shoul d be extended or augnented to provide the foll ow ng
additional information related to association groups.

An i nmpl enentati on SHOULD al | ow the operator to view the associ ations
configured or created dynamcally. Future inplenentations SHOULD
all ow the view ng of associations reported by each peer and the
current set of LSPs in the association

It mght also be useful to find out how many associ ati ons for each
Associ ation Type currently exist and to know how many free
Associ ation IDs are available for a particular Association Type and
source.

9.3. Liveness Detection and Monitoring
Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].

9.4. Verifying Correct Operation
Mechani sns defined in this docunent do not inply any new operation
verification requirenents in addition to those already listed in
[ RFC5440] and [ RFCB231].

9.5. Requirenents on O her Protocols

Mechani sns defined in this docunent do not inply any new requirenments
on ot her protocols.

9.6. Inpact on Network Operations

Mechani sns defined in [ RFC5440] and [ RFC38231] al so apply to PCEP
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Appendi x A.  Exanpl e of an Operator-Configured Associ ati on Range

Consi der an Association Type T1 (which allows both dynam c and

Oper at or-confi gured Associations with a default range of <0x1000,
Oxffff>). Consider that, because of the needs of the network, the
PCE needs to create nore dynanm ¢ associations and would like to
change the Association Range to <Oxbffe, Oxffff> instead. During
PCEP session establishnment, the PCE woul d advertise the new range.
The PCC coul d skip advertising, as the default values are used. If a
PCC is creating a dynamic association (with the PCC as the

Associ ation Source), it needs to pick a free Association ID for type
Tl in the range <0x1, OxOfff>, whereas if a PCE is creating a dynamc
association (with the PCE as the Association Source), it needs to
pick a free Association ID fromthe range <0Ox1, Oxbffd> Simlarly,
if an Operator-configured Association is manually configured with the
PCC as the Association Source, it should be fromthe range <0x1000,



Oxffff> whereas if the PCE is the Association Source, it should be
fromthe range <Oxbffe, Oxffff>  If the Association Source is not a
PCEP peer (for exanple, an NMB), then the default range of <0x1000,

oxffff> is considered.
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