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today’ s comuni cation fromthe future invention of a | arge-scale
quant um conputer by m xi ng the output of key transport and key
agreenent algorithns with a pre-shared key.
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I ntroduction

The invention of a |arge-scal e quantum conputer woul d pose a serious
chal  enge for the cryptographic algorithns that are wi dely depl oyed
today [S1994]. It is an open question whether or not it is feasible
to build a | arge-scal e quantum conmputer and, if so, when that m ght
happen [ NAS2019]. However, if such a quantum conputer is invented,
many of the cryptographic algorithnms and the security protocols that
use them woul d becone vul nerabl e.

The Cryptographi c Message Syntax (CvB) [ RFC5652] [ RFC5083] supports
key transport and key agreenent algorithms that coul d be broken by
the invention of a |arge-scale quantum conputer [C2PQ . These

al gorithms include RSA [ RFC8017], Diffie-Hellmn [RFC2631], and
Elliptic Curve Diffie-Hellnman (ECDH) [RFC5753]. As a result, an
adversary that stores CMS-protected conmmuni cati ons today coul d
decrypt those comruni cations in the future when a | arge-scal e quantum
comput er becones avail abl e.

Once quantum secure key managenent al gorithms are avail able, the CVS
will be extended to support themif the existing syntax does not
al ready accommpdate the new al gorithns.

In the near term this docunment describes a nechanismto protect
today’s comuni cation fromthe future invention of a | arge-scale
quant um conputer by m xi ng the output of existing key transport and
key agreenent algorithns with a pre-shared key (PSK). Secure

conmuni cati on can be achi eved today by mixing a strong PSK with the
out put of an existing key transport algorithm |ike RSA [ RFC8017], or
an existing key agreenent algorithm like Diffie-Hellmn [RFC2631] or
Elliptic Curve Diffie-Hellman (ECDH) [ RFC5753]. A security solution
that is believed to be quantumresi stant can be achieved by using a
PSK with sufficient entropy along with a quantumresistant key

derivation function (KDF), |ike an HVAC-based key derivation function
(HKDF) [ RFC5869], and a quantumresi stant encryption algorithm |ike
256-bit AES [AES]. In this way, today’ s CMS-protected conmuni cation

can be resistant to an attacker with a | arge-scal e quantum conputer

In addition, there may be other reasons for including a strong PSK
besi des protection against the future invention of a |arge-scale
quant um computer. For exanple, there is always the possibility of a
cryptoanal yti c breakthrough on one or nore classic public key

al gorithms, and there are |ongstandi ng concerns about undi scl osed
trapdoors in Diffie-Hellnman paraneters [ FGHT2016]. |Inclusion of a
strong PSK as part of the overall key managenent offers additiona
protection agai nst these concerns.



Note that the CM5 al so supports key nmanagenent techni ques based on
symmetric key-encryption keys and passwords, but they are not

di scussed in this docunent because they are already quantum
resistant. The symretric key-encryption key technique i s quantum
resi stant when used with an adequate key size. The password

techni que is quantumresistant when used with a quantumresistant key
derivation function and a sufficiently |arge password.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

1.2. ASN 1

CMVB val ues are generated using ASN. 1 [ X680], which uses the Basic
Encodi ng Rul es (BER) and the Distinguished Encodi ng Rul es (DER)
[ X690] .

1.3. Version Nunmbers

The maj or data structures include a version nunber as the first item
in the data structure. The version nunmber is intended to avoid ASN. 1
decode errors. Sone inplenentations do not check the version nunber
prior to attenpting a decode; then, if a decode error occurs, the
version nunber is checked as part of the error-handling routine.

This is a reasonabl e approach; it places error processing outside of
the fast path. This approach is also forgiving when an incorrect
versi on nunber is used by the sender.

Whenever the structure is updated, a higher version nunber will be
assi gned. However, to ensure nmaxi numinteroperability, the higher
versi on nunmber is only used when the new syntax feature is enpl oyed.
That is, the |l owest version nunber that supports the generated syntax
is used.

2. Overview

The CMS envel oped-data content type [RFC5652] and the CMB

aut henti cat ed- envel oped-data content type [ RFC5083] support both key
transport and key agreenent public key algorithns to establish the
key used to encrypt the content. No restrictions are inposed on the
key transport or key agreement public key algorithnms, which neans
that any key transport or key agreenent al gorithm can be used,
including algorithnms that are specified in the future. |In both
cases, the sender randomy generates the content-encryption key, and
then all recipients obtain that key. Al recipients use the sender-
generated symetric content-encryption key for decryption

Thi s specification defines two quantumresi stant ways to establish a
symretric key-encryption key, which is used to encrypt the sender-
generated content-encryption key. In both cases, the PSK is used as
one of the inputs to a key-derivation function to create a quantum
resi stant key-encryption key. The PSK MJST be distributed to the
sender and all of the recipients by sone out-of-band neans that does
not make it vulnerable to the future invention of a | arge-scale
quant um computer, and an identifier MJST be assigned to the PSK. It
is best if each PSK has a unique identifier; however, if a recipient
has nore than one PSK with the sane identifier, the recipient can try
each of themin turn. A PSKis expected to be used with many
messages, with a lifetime of weeks or nonths.

The content-encryption key or content-authenticated-encryption key is



quantum resi stant, and the sender establishes it using these steps:
When using a key transport al gorithm

1. The content-encryption key or the content-authenticated-
encryption key, called "CEK', is generated at random

2. The key-derivation key, called "KDK", is generated at random

3. For each recipient, the KDK is encrypted in the recipient’s
public key, then the KDF is used to nix the PSK and the KDK to
produce the key-encryption key, called "KEK".

4. The KEK is used to encrypt the CEK
When using a key agreenent al gorithm

1. The content-encryption key or the content-authenticated-
encryption key, called "CEK', is generated at random

2. For each recipient, a pairw se key-encryption key, called "KEK1",
is established using the recipient’s public key and the sender’s
private key. Note that KEKL will be used as a key-derivation
key.

3. For each recipient, the KDF is used to mx the PSK and the
pai rwi se KEK1, and the result is called "KEK2".

4. For each recipient, the pairwise KEK2 is used to encrypt the CEK

As specified in Section 6.2.5 of [RFC5652], recipient information for
addi ti onal key managenent techniques is represented in the

O herRecipientinfo type. Two key managenent techni ques are specified
in this docunent, and they are each identified by a unique ASN 1

obj ect identifier

The first key nmanagenent technique, called "keyTransPSK' (see
Section 3), uses a key transport algorithmto transfer the key-
derivation key fromthe sender to the recipient, and then the key-
derivation key is mxed with the PSK using a KDF. The output of the
KDF is the key-encryption key, which is used for the encryption of
the content-encryption key or content-authenticated-encryption key.

The second key managenent techni que, called "keyAgreePSK' (see
Section 4), uses a key agreenent algorithmto establish a pairw se
key-encryption key. This pairw se key-encryption key is then nixed
with the PSK using a KDF to produce a second pairw se key-encryption
key, which is then used to encrypt the content-encryption key or
cont ent - aut hent i cat ed-encrypti on key.

keyTr ansPSK

Per-recipient information using keyTransPSK is represented in the
KeyTr ansPSKReci pi entInfo type, which is indicated by the id-ori-
keyTransPSK object identifier. Each instance of

KeyTr ansPSKReci pi entI nfo establishes the content-encryption key or
content - aut henti cat ed-encryption key for one or nore recipients that
have access to the sane PSK

The id-ori-keyTransPSK object identifier is:

id-ori OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) 13 }

id-ori-keyTransPSK OBJECT IDENTIFIER ::= { id-ori 1}



The KeyTransPSKReci pi entinfo type is:

KeyTr ansPSKReci pi entI nfo ::= SEQUENCE {
versi on CMSVersion, -- always set to O
pski d PreSharedKeyl dentifier,
kdf Al gorithm KeyDerivationAl gorithm dentifier,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
ktris KeyTransReci pi ent | nf os,
encrypt edkey Encrypt edKey }

OCTET STRI NG

Pr eShar edKeyl denti fi er
KeyTransReci pi entl nfos ::= SEQUENCE OF KeyTransReci pi entlnfo

The fields of the KeyTransPSKReci pientlnfo type have the foll ow ng
meani ngs:

* version is the syntax version nunber. The version MJST be 0. The
CVBVersion type is described in Section 10.2.5 of [RFC5652].

* pskidis the identifier of the PSK used by the sender. The
identifier is an OCTET STRING and it need not be hunan readabl e.

* kdf Algorithmidentifies the key-derivation algorithm and any
associ ated parameters used by the sender to m x the key-derivation
key and the PSK to generate the key-encryption key. The
KeyDeri vationAl gorithm dentifier is described in Section 10.1.6 of
[ RFC5652] .

* keyEncryptionAl gorithmidentifies a key-encryption algorithm used
to encrypt the content-encryption key. The
KeyEncryptionAl gorithnm dentifier is described in Section 10.1.3 of
[ RFC5652] .

* ktris contains one KeyTransReci pientlnfo type for each recipient;
it uses a key transport algorithmto establish the key-derivation
key. That is, the encryptedKey field of KeyTransReci pientlnfo
contains the key-derivation key instead of the content-encryption
key. KeyTransRecipientlinfo is described in Section 6.2.1 of
[ RFC5652] .

* encryptedKey is the result of encrypting the content-encryption
key or the content-authenticated-encryption key with the key-
encryption key. EncryptedKey is an OCTET STRI NG

keyAgr eePSK

Per-recipient information using keyAgreePSK is represented in the
KeyAgr eePSKReci pi entInfo type, which is indicated by the id-ori-
keyAgreePSK object identifier. Each instance of

KeyAgr eePSKReci pi entI nfo establishes the content-encryption key or
cont ent - aut henti cat ed-encrypti on key for one or nore recipients that
have access to the same PSK

The id-ori-keyAgreePSK object identifier is:

i d-ori-keyAgreePSK OBJECT IDENTIFIER ::= { id-ori 2}
The KeyAgreePSKReci pientlnfo type is:

KeyAgr eePSKReci pi entI nfo ::= SEQUENCE {
versi on CMSVersion, -- always set to O
pski d PreSharedKeyl dentifier,
originator [0] EXPLICIT OriginatorldentifierO Key,
ukm [1] EXPLICIT UserKeyi ngvaterial OPTI ONAL
kdf Al gorithm KeyDeri vati onAl gorithmdentifier,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
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reci pi ent Encrypt edKeys Reci pi ent Encr ypt edKeys }

The fields of the KeyAgreePSKReci pientlnfo type have the foll ow ng
meani ngs:

* version is the syntax version nunber. The version MJST be 0. The
CVBVersion type is described in Section 10.2.5 of [RFC5652].

* pskidis the identifier of the PSK used by the sender. The
identifier is an OCTET STRING and it need not be hunman readabl e.

* originator is a CHOCE with three alternatives specifying the
sender’s key agreenment public key. |Inplenmentations MJST support
all three alternatives for specifying the sender’s public key.
The sender uses their own private key and the recipient’s public
key to generate a pairw se key-encryption key. A KDF is used to
m x the PSK and the pairw se key-encryption key to produce a
second key-encryption key. The OriginatorldentifierOKey type is
described in Section 6.2.2 of [RFC5652].

* ukmis optional. Wth some key agreenent algorithns, the sender
provides a User Keying Material (UKM to ensure that a different
key is generated each tinme the sane two parties generate a
pai rwi se key. |Inplenentati ons MJST accept a
KeyAgr eePSKReci pi ent | nf o SEQUENCE t hat includes a ukm fi el d.

I npl enent ati ons that do not support key agreenment al gorithns that
make use of UKMs MUST gracefully handl e the presence of UKMs. The
User Keyi ngvaterial type is described in Section 10.2.6 of

[ RFC5652] .

* kdf Algorithmidentifies the key-derivation algorithmand any
associ ated paranmeters used by the sender to mix the pairw se key-
encryption key and the PSK to produce a second key-encryption key
of the sane length as the first one. The
KeyDeri vationAl gorithm dentifier is described in Section 10.1.6 of
[ RFC5652] .

* keyEncryptionAlgorithmidentifies a key-encryption al gorithm used
to encrypt the content-encryption key or the content-
aut henti cat ed-encryption key. The
KeyEncryptionAl gorithm dentifier type is described in
Section 10.1.3 of [RFC5652].

* recipientEncryptedKeys includes a recipient identifier and
encrypted key for one or nore recipients. The
KeyAgreeReci pientldentifier is a CHOCE with two alternatives
specifying the recipient’s certificate, and thereby the
recipient’s public key, that was used by the sender to generate a
pai rwi se key-encryption key. The encryptedKey is the result of
encrypting the content-encryption key or the content-
aut henti cated-encryption key with the second pairw se key-
encryption key. EncryptedKey is an OCTET STRING The
Reci pi ent Encrypt edKeys type is defined in Section 6.2.2 of
[ RFC5652] .

Key Derivation

Many KDFs internally enploy a one-way hash function. Wen this is
the case, the hash function that is used is indirectly indicated by
the KeyDerivationAl gorithmdentifier. HKDF [RFC5869] is one exanple
of a KDF that nakes use of a hash function

O her KDFs internally enploy an encryption algorithm Wen this is
the case, the encryption that is used is indirectly indicated by the
KeyDerivationAl gorithm dentifier. For exanple, AES-128-CMAC can be
used for randomess extraction in a KDF as described in [ NIl ST2018].



A KDF has several input values. This section describes the
conventions for using the KDF to conpute the key-encryption key for
KeyTr ansPSKReci pi ent | nfo and KeyAgr eePSKReci pi entlInfo. For
sinplicity, the term nol ogy used in the HKDF specification [ RFC5869]
is used here.

The KDF inputs are:

*

IKMis the input keying material; it is the symmetric secret input
to the KDF. For KeyTransPSKRecipientinfo, it is the key-
derivation key. For KeyAgreePSKRecipientinfo, it is the pairw se
key-encryption key produced by the key agreenent al gorithm

salt is an optional non-secret random value. Many KDFs do not
require a salt, and the KeyDerivationAl gorithmdentifier
assignnents for HKDF [ RFC8619] do not offer a paraneter for a
salt. If a particular KDF requires a salt, then the salt value is
provi ded as a parameter of the KeyDerivationAl gorithmdentifier

L is the length of output keying material in octets; the val ue
depends on the key-encryption algorithmthat will be used. The
algorithmis identified by the KeyEncryptionAl gorithmdentifier.
In addition, the OBJECT |DENTIFIER portion of the
KeyEncrypti onAl gorithm dentifier is included in the next input
val ue, called "info".

info is optional context and application specific information.
The DER encodi ng of CMSORI for PSKOt herinfo is used as the info
value, and the PSK is included in this structure. Note that
EXPLICIT tagging is used in the ASN. 1 nodul e that defines this
structure. For KeyTransPSKReci pi entlnfo, the ENUMERATED val ue of
5 is used. For KeyAgreePSKReci pi entlnfo, the ENUMERATED val ue of
10 is used. CMBORIforPSKOQtherlnfo is defined by the follow ng
ASN. 1 structure:

CVBORI f or PSKQt her I nfo :: = SEQUENCE {
psk OCTET STRI NG,
keyMynt Al gType ENUVERATED {
keyTrans (5),
keyAgr ee (10) 1},
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
pskLengt h I NTEGER (1..MAX),
kdkLengt h I NTEGER (1..MAX) }

The fields of type CVMBORIfor PSKO herl nfo have the foll owi ng meani ngs:

*

psk is an OCTET STRING it contains the PSK

keyMynt Al gType is either set to 5 or 10. For
KeyTr ansPSKReci pi ent I nfo, the ENUVERATED val ue of 5 is used. For
KeyAgr eePSKReci pi ent I nfo, the ENUMERATED val ue of 10 is used.

keyEncryptionAlgorithmis the KeyEncryptionAl gorithm dentifier,
which identifies the algorithmand provides al gorithm paraneters,
i f any.

pskLength is a positive integer; it contains the length of the PSK
in octets.

kdkLength is a positive integer; it contains the Iength of the
key-derivation key in octets. For KeyTransPSKReci pi entlnfo, the
key-derivation key is generated by the sender. For

KeyAgr eePSKReci pi ent I nfo, the key-derivation key is the pairw se
key-encryption key produced by the key agreenent al gorithm



The KDF output is:

* (OKMis the output keying material, which is exactly L octets. The
OKM i s the key-encryption key that is used to encrypt the content-
encryption key or the content-authenticated-encryption key.

An acceptabl e KDF MJST accept KM L, and info inputs; an acceptable
KDF MAY al so accept salt and other inputs. Al of these inputs MJST
i nfluence the output of the KDF. |If the KDF requires a salt or other
i nputs, then those inputs MJST be provided as paraneters of the
KeyDerivati onAl gorithm dentifier.

ASN. 1 Modul e

This section contains the ASN. 1 nodul e for the two key managenent
techni ques defined in this docunment. This nodule inports types from
other ASN. 1 nodul es that are defined in [ RFC5912] and [ RFC6268] .

<CODE BEG NS>
CMBORI f or PSK- 2019
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cns-ori-psk-2019(69) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

-- EXPORTS Al
I MPORTS

Al gorithm dentifier{}, KEY-DER VATI ON
FROM Al gorithm nformati on-2009 -- [RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58) }

OTHER- RECI PI ENT, O her Reci pi ent | nfo, CMsVersi on,
KeyTransReci pientlnfo, OiginatorldentifierOKey,
User Keyi nghat eri al, Reci pi ent Encrypt edKeys, Encrypt edKey,
KeyDeri vati onAl gorithm dentifier, KeyEncryptionAl gorithm dentifier
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0)
i d- nod- cns-2009(58) } ;

-- O herRecipientlinfo Types (ori-)

SupportedQ her Reci pl nfo OTHER- RECI Pl ENT :: = {
ori-keyTransPSK |
ori - keyAgr eePSK

-- Key Transport with Pre-Shared Key

ori-keyTransPSK OTHER- RECI PI ENT :: = {
KeyTr ansPSKReci pi ent I nf o | DENTI FI ED BY i d-ori-keyTransPSK }

id-ori OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) 13 }

id-ori-keyTransPSK OBJECT IDENTIFIER ::= { id-ori 1}

KeyTr ansPSKReci pi entI nfo ::= SEQUENCE {



versi on CMSVersion, -- always set to O

pski d PreSharedKeyl dentifier,

kdf Al gorithm KeyDerivationAl gorithmdentifier,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
ktris KeyTransReci pi ent | nf os,

encrypt edKey Encrypt edKey }

Pr eShar edKeyl dentifier ::= OCTET STRI NG

KeyTransReci pi entI nfos ::= SEQUENCE OF KeyTransReci pi entlnfo

-- Key Agreenent with Pre-Shared Key

ori - keyAgreePSK OTHER- RECI PI ENT :: = {

KeyAgr eePSKReci pi ent I nf o | DENTI FI ED BY i d-ori-keyAgreePSK }
id-ori-keyAgreePSK OBJECT IDENTIFIER ::= { id-ori 2}
KeyAgr eePSKReci pi entInfo ::= SEQUENCE {

versi on CMSVersion, -- always set to O

pski d PreSharedKeyl dentifier,

originator [0] EXPLICIT OriginatorldentifierO Key,
ukm [ 1] EXPLICIT User Keyi nghat eri al OPTI ONAL

kdf Al gorithm KeyDerivationAl gorithmdentifier,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithmdentifier,
reci pi ent Encrypt edKeys Reci pi ent Encrypt edKeys }

-- Structure to provide 'info input to the KDF
-- including the Pre-Shared Key

CVBORI f or PSKOQt her I nfo :: = SEQUENCE {
psk OCTET STRI NG,
keyMynt Al gType ENUMERATED ({
keyTr ans (9),
keyAgr ee (10) 1},
keyEncrypti onAl gorithm KeyEncryptionAl gorithmdentifier,
pskLengt h I NTEGER (1..MAX),
kdkLengt h I NTEGER (1..MAX) }
END
<CODE ENDS>

Security Considerations

The security considerations related to the CM5 envel oped-data cont ent
type in [ RFC5652] and the security considerations related to the CVB
aut henti cat ed- envel oped-data content type in [ RFC5083] continue to

appl y.

I mpl enent ati ons of the key derivation function nust conpute the
entire result, which, in this specification, is a key-encryption key,
before outputting any portion of the result. The resulting key-
encryption key nust be protected. Conpronise of the key-encryption
key may result in the disclosure of all content-encryption keys or
cont ent - aut henti cat ed-encrypti on keys that were protected with that
keying material; this, in turn, may result in the disclosure of the
content. Note that there are two key-encryption keys when a PSK with
a key agreenent algorithmis used, with simlar consequences for the
conprom se of either one of these keys.

I mpl enent ati ons nust protect the PSK, key transport private key,
agreenment private key, and key-derivation key. Conpronise of the PSK
wi Il make the encrypted content vulnerable to the future invention of



a | arge-scal e quantum conputer. Conpromi se of the PSK and either the
key transport private key or the agreenent private key may result in
the disclosure of all contents protected with that conbination of
keying material. Conpronise of the PSK and the key-derivation key
may result in the disclosure of all contents protected with that

combi nation of keying material.

A large-scal e quantum conputer will essentially negate the security
provi ded by the key transport algorithmor the key agreenent

al gorithm which neans that the attacker with a | arge-scal e quantum
comput er can di scover the key-derivation key. |In addition, a |arge-
scal e quantum conputer effectively cuts the security provided by a
symretric key algorithmin half. Therefore, the PSK needs at |east
256 bits of entropy to provide 128 bits of security. To match that
sanme | evel of security, the key derivation function needs to be
quantum resi stant and produce a key-encryption key that is at |east
256 bits in length. Sinilarly, the content-encryption key or

cont ent - aut hent i cat ed-encrypti on key needs to be at |least 256 bits in
| engt h.

When using a PSK with a key transport or a key agreenent algorithm a
key-encryption key is produced to encrypt the content-encryption key
or content-authenticated-encryption key. If the key-encryption
algorithmis different than the algorithmused to protect the
content, then the effective security is determ ned by the weaker of

the two algorithns. |If, for exanple, content is encrypted with
256-bit AES and the key is wapped with 128-bit AES, then, at nost,
128 bits of protection are provided. |I|nplenenters nmust ensure that

the key-encryption algorithmis as strong or stronger than the
content-encryption algorithmor content-authenticated-encryption
al gorithm

The sel ection of the key-derivation function inposes an upper bound
on the strength of the resulting key-encryption key. The strength of
the sel ected key-derivation function should be at |east as strong as
the key-encryption algorithmthat is selected. N ST SP 800-56C

Revi sion 1 [Nl ST2018] offers advice on the security strength of
several popul ar key-derivation functions.

I mpl enenters should not m x quantumresistant key nmanagenent
algorithms with their non-quantumresi stant counterparts. For
exanpl e, the same content should not be protected with

KeyTr ansReci pi ent I nfo and KeyTransPSKReci pi entlnfo. Likew se, the
sanme content should not be protected with KeyAgreeRecipi entlnfo and
KeyAgr eePSKReci pi entI nfo. Doing so would nake the content vul nerable
to the future invention of a |arge-scal e quantum conputer.

I mpl enenters should not send the same content in different messages,
one using a quantumresi stant key managenent al gorithm and the ot her
usi ng a non-quantumresi stant key nmanagenent algorithm even if the
content-encryption key is generated i ndependently. Doing so nay

al | ow an eavesdropper to correlate the nessages, neking the content
vul nerable to the future invention of a |arge-scal e quantum conputer.

Thi s specification does not require that PSK be known only by the
sender and recipients. The PSK may be known to a group. Since
confidentiality depends on the key transport or key agreenent

al gorithm know edge of the PSK by other parties does not inherently
enabl e eavesdroppi ng. However, group nenbers can record the traffic
of other nenbers and then decrypt it if they ever gain access to a

| ar ge-scal e quantum conputer. Al so, when many parties know the PSK
there are many opportunities for theft of the PSK by an attacker

Once an attacker has the PSK, they can decrypt stored traffic if they
ever gain access to a |arge-scal e quantum conputer in the same manner
as a legitimte group nenber.



Sound cryptographic key hygiene is to use a key for one and only one
purpose. Use of the recipient’s public key for both the traditiona
CVMB and the PSK-nmixing variation specified in this docunent would be
a violation of this principle; however, there is no known way for an
attacker to take advantage of this situation. That said, an
application should enforce separation whenever possible. For
exanpl e, a purpose identifier for use in the X 509 extended key usage
certificate extension [ RFC5280] could be identified in the future to
indicate that a public key should only be used in conjunction with or
wi t hout a PSK.

I mpl enent ati ons must randonmly generate key-derivation keys as well as
content-encrypti on keys or content-authenticated-encryption keys.

Al so, the generation of public/private key pairs for the key
transport and key agreenent algorithms rely on random nunbers. The
use of inadequate pseudorandom nunber generators (PRNGs) to generate
cryptographic keys can result in little or no security. An attacker
may find it nuch easier to reproduce the PRNG environment that
produced the keys, searching the resulting small set of
possibilities, rather than brute-force searching the whol e key space.
The generation of quality random nunbers is difficult. [RFC4086]

of fers inportant guidance in this area

I mpl enenters should be aware that cryptographic algorithms becone
weaker with tinme. As new cryptanal ysis techni ques are devel oped and
conmputing performance inproves, the work factor to break a particul ar
cryptographic algorithmw |l be reduced. Therefore, cryptographic

al gorithminpl ementati ons should be nodul ar, all owi ng new al gorithns
to be readily inserted. That is, inplenmenters should be prepared for
the set of supported algorithns to change over timne.

The security properties provided by the nechanisns specified in this
docunent can be validated using fornal nmethods. A ProVerif proof in
[ H2019] shows that an attacker with a | arge-scal e quantum conput er
that is capable of breaking the Diffie-Hellman key agreenent

al gorithm cannot disrupt the delivery of the content-encryption key
to the recipient and that the attacker cannot |earn the content-
encryption key fromthe protocol exchange.

Privacy Considerations

An observer can see which parties are using each PSK sinply by

wat chi ng the PSK key identifiers. However, the addition of these key
identifiers does not really weaken the privacy situation. Wen key
transport is used, the Recipientldentifier is always present, and it
clearly identifies each recipient to an observer. Wen key agreenent
is used, either the |ssuer AndSeri al Nunber or the

Reci pi ent Keyl dentifier is always present, and these clearly identify
each recipient.

| ANA Consi der ati ons

One object identifier for the ASN.1 nmodul e in Section 6 was assigned
in the "SM Security for S/M M Mdule ldentifier
(1.2.840.113549.1.9.16.0)" registry [| ANA]:

i d- nod- cns-ori - psk-2019 OBJECT I DENTIFIER :: = {
i so(1l) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) sminme(16) nod(0) 69 }

One new entry has been added in the "SM Security for S/M ME Mai
Security (1.2.840.113549.1.9.16)" registry [| ANA]:

id-ori OBJECT IDENTIFIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) 13 }
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A newregistry titled "SM Security for SSMM O her Recipient Info
Identifiers (1.2.840.113549.1.9.16.13)" has been creat ed.

Updates to the new registry are to be made according to the

Speci fication Required policy as defined in [ RFC8126]. The expert is
expected to ensure that any new val ues identify additional

Reci pientlnfo structures for use with the CM5. (bject identifiers
for other purposes should not be assigned in this arc.

Two assignnents were nade in the new "SM Security for SIMM Q her

Reci pi ent

Info Identifiers (1.2.840.113549.1.9.16.13)" registry

[IANA] with references to this docunent:

id-ori-keyTransPSK OBJECT I DENTIFIER ::= {
i so(1l) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) snmime(16) id-ori(13) 1}

i d-ori-keyAgreePSK OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smime(16) id-ori(13) 2 }
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Appendi x A.  Key Transport with PSK Exanpl e

Thi s exanpl e shows the establishnent of an AES-256 content-encryption
key usi ng:

* a pre-shared key of 256 bits;

* Kkey transport using RSA PKCS#1 v1.5 with a 3072-bit key;

* key derivation using HKDF wi th SHA-384; and

* key wrap using AES-256- KEYWRAP.

In real-world use, the originator woul d encrypt the key-derivation

key in their own RSA public key as well as the recipient’s public

key. This is onmitted in an attenpt to sinplify the exanple.

A.1. Oiginator Processing Exanple

The pre-shared key known to Alice and Bob, in hexadecimal, is:
c244cdd11a0d1f 39d9b61282770244f bOf 6bef b91ab7f 96cb05213365cf 95b15

The identifier assigned to the pre-shared key is:
ptf-knc: 13614122112

Alice obtains Bob's public key:
————— BEG N PUBLI C KEY-- - - -
M | Boj ANBgkghki GCOWOBAQEFAACCAYSAM | Bi gKCAYEA3ocWL4cxncPJ47f nEj BZ
Ayf C2I gapL3ET4j vV6C7gGeVr RxWPDW +cFYBBR2ej 3j 3/ 0OecDrmu+XuVi 2+s5JH
Keeza+i t f uhsz3yi f geEpeK8T+SusHhn20/ NBLhYKbh3ki AcCgx6dpDr DvDclLqgq
vS3j g/ VO+OPnZbof oHOCevt 8Q roahJelPl | yQdudWB8zZez J4nlLf bOA9YVaYXx
2AHHZJevo3nnmRnl gJXo6nEOOE/ 6gkhj DHKSMII 2WE6mMO9TCDZc9qY3cAJDUGI r Ov
SH7qUl 8/ vN13y4UOFkn8hMikniz6bJgbZt 5Nbj Ht YAuQQVMMBRyESzhr Q02nT p39a
ULNnH3EXdXaV1t k75H3qC7zJaeGAWWIy F OE3Yf EGRKN8f xubj i 716D8Uec AxAz Fy
FL6mMLIi OyV5acAi OpxN14gRYZdHNXOWBDgd GpoeY1UuD4Mb050s OgOUpBIHASS S
WhSZG7VNf +vgNWILNYSYLI 04Ki Miul nvU6ds+QPz +KKt AgMBAAE=
----- END PUBLI C KEY- - - - -

Bob’s RSA public key has the followi ng key identifier:
9eeb67c9b95a74d44d2f 16396680e801b5cbhad9c

Alice randonly generates a content-encryption key:
c8adc30f 4a3e20ac420caa76a68f 5787c02ab42af ea20d19672f d963a5338e83

Alice randomy generates a key-derivation key:

df 85af 9e3cebf f de6e9b9d24263db31114d0a8e33a0d50e05eb64578ccde81eb



Alice encrypts the key-derivation key in Bob’s public key:

52693f 12140c91dea2b44c0b7936f 6be46de8a7bf ab072bcb6ecf d56b06a9f 65
1bd4669d336aef 7b449e5cd9b151893b7c7a3b8e364394840b0a5434chf 10elb
5670aef dO74f af 380665d204f b95153543346f 36c2125dba6f 4d23d2bc61434b
5e36f f 72b3eaf e57c6¢cf 7f 74924¢309f 174b0b8753554b58ed33a8848d707a98
c0c2blddcf d09e31f e213cal0a48dd157bd7d842e85cc76f 77710d58ef eaa0525
c651bcd1410f b47534ecabaf 5ab7daabed809d4b97220caf 6d4929c5f b684f 7b
b8692e6e70332f f 9b3f 7c11d6cac51d4a35593173d48f 80ca843b89789d625e7
997ad7d674d25a2a7d165a5f 39b3cb6358e937bdb02ac8a524ac93113cedd9ad
€c68263025c0bb0997d716e58d4d7b69739bf 591f 3e71c7678dc0df 96f 3df 9e8a
ab738f 4f 9ce21489f 300e040891b20b2ab6d9051b3c2e68ef a2f a9799a706878
d5f 462018¢c021d6669ed649f 9acdf 78476810198bf b8bd41f f edc585eaf a957e
eald3625e4bed376e7ae49718aee2f 575c401a26a29941d8da5b7ee9aca36471

Alice produces a 256-bit key-encryption key with HKDF usi ng SHA- 384;
the secret value is the key-derivation key; and the "info' is the
DER- encoded CMSORI f or PSKO herI nfo structure with the foll ow ng

val ues:

0 56: SEQUENCE {
2 32:  OCTET STRING
: C2 44 CD D1 1A OD 1F 39 D9 B6 12 82 77 02 44 FB
OF 6B EF B9 1A B7 F9 6C BO 52 13 36 5C F9 5B 15
36 1:  ENUMERATED 5
39 11:  SEQUENCE {

41 9: OBJECT | DENTI FI ER aes256-wrap (2 16 840 1 101 3 4 1 45)
: }

52 1: | NTEGER 32

55 1: I NTEGER 32
o)

The DER encodi ng of CMBORI f or PSKQt her I nfo produces 58 octets:

30380420c244cdd11a0d1f 39d9b61282770244f bOf 6bef b91ab7f 96cb0521336
5¢f 95b150a0105300b060960864801650304012d020120020120

The HKDF output is 256 hits:
f 319e9cebb35f 1c6a7a9709b8760b9d0d3e30e16¢c5b2b69347e9f 00ca540a232

Alice uses AES-KEY-WRAP to encrypt the 256-bit content-encryption key
with the key-encryption key:

ea0947250f a66cd525595e52a69aaade88ef cf 1b0f 108abe291060391blcdf 59
07f 36b4067e45342

Alice encrypts the content using AES-256-GCM with the content-
encryption key. The 12-octet nonce used is:

caf ebabef acedbaddecaf 888
The content plaintext is:
48656¢6¢6f 2c20776f 7266421
The resulting ciphertext is:
9af 2d16f 21547f cef ed9b3ef 2d
The resulting 12-octet authentication tag is:
a0e5925cc184e0172463c44c

A.2. Contentlnfo and Aut hEnvel opedDat a



Alice encodes the Aut hEnvel opedData and the Contentlnfo and sends the

result to Bob.

0
4

17
21
25
28
32
36

49
53
56
77
79

92
94

105
109
113
116

138
140
151

153

541

The resulting structure is:

650: SEQUENCE {
OBJECT | DENTI FI ER
aut hEnvel opedData (1 2 840 113549 1 9 16 1 23)

11:

633:
629:
1:
551:
547:
11:

530:
1:
19:
13:
11:

11:
9

432:
428:

20:

40:

[0]

SEQUENCE {
| NTEGER 0

SET {
[ 4]

OBJECT | DENTI FI ER
keyTransPSK (1 2 840 113549 1 9 16 13 1)

SEQUENCE {
| NTEGER 0

OCTET STRING ’ ptf-knt: 13614122112
SEQUENCE {
OBJECT | DENTI FI ER

hkdf - wi t h-sha384 (1 2 840 113549 1 9 16 3 29)

}
SEQUENCE {
OBJECT | DENTI FI ER

aes256-wrap (2 16 840 1 101 3 4 1

}
SEQUENCE {
SEQUENCE {
| NTEGER 2

[0]

9E EB 67 C9 B9 5A
BS CB A4 9C

SEQUENCE {

OBJECT | DENTI FI ER
rsaEncryption (1
NUL L

}
OCTET STRI NG

52
46
1B
7C
56
43
S5E
17
Cco
BD
C6
ED
B8
A3
99
58
C6
39
A5
AB
D5
76
EA
5C

}

69
DE
D4
7A
70
34
36
4B
o)
7D
51
80
69
55
7A
E9
82
BF
73
6D
F4
81
1D
40

3F
8A
66
3B
AE
6F
FF
0B
B1
84
BC
9D
2E
93
D7
37
63
59
8F
90
62
01
36
1A

12
7B
9D
8E
FD
36
72
87
DD
2E
DL
4B
6E
17
D6
BD
02
1F
4F
51
01
98
25
26

}
OCTET STRI NG
EA 09 47 25 OF A6 6C D5 25 59 5E 52 A6 9A AA DE

88 EF CF 1B OF 10 8A BE 29 10 60 39 1B 1C DF 59
07 F3 6B 40 67 E4 53 42

14
FA
33

07

B3
53

85

97
70
3D
74
BO
5C

9C
B3
8C

E4

oC
BO
6A

4F
12

55

OF
22
33
48

2A
0B
71
E2

02

BE
99

74

D4

2 840

91
72
EF

AF
5D
FE
4B
9E
76

oC
2F
F8
5A

BO
14

E6
1D

41

BC
7B

38
BA
57
58
31
F7
75
AF
F9
oC
2A
A5
99

89
8E
66

76

4D 2F 16

113549 1

B6
44

06
6F

ED
FE
77
34
6D
B3
A8
7D
24
7D
8D
F3
FA
69

E7
DA

EC
9E

65
4D

33
21
10
EC
49
F7
43
16
AC
71

00
2F
ED

AE
5B

4C
FD
5C
54

23
7F

3C

AB
29
c1
B8

93
6E

EO
A9
64

49
7E

45)

39 66

1 1)

0B 79
56 BO

34 CB
04 FB

74 92
84 8D
A0 A4
8E FE
AF 5A

1D 6C
97 89
5F 39
11 3C
58 D4

40 89
79 9A
9F 9A

71 8A
E9 AC

80

36
6A
51

95
61
4C
70
8D

B7
68
AC

B3
ED
D7

1B
70

FA
EE
A3

E8

F6
9F
89

15
43
30
TA
D1
05
DA
4F
51
25

B6
9E
20
68
F7

2F
64

01

BE
65
3B

35
4B
9F
98
57
25
AB
7B

E7
63
AD
97
8A
B2
78
84

57
71
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}

}

: }
583 55: SEQUENCE {
585 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
596 27: SEQUENCE {
598 9: OBJECT | DENTI FI ER

: aes256-GCM (2 16 840 1 101 3 4 1 46)
609 14: SEQUENCE {
611 12: OCTET STRI NG

: CA FE BA BE FA CE DB AD DE CA F8 88

}

: }
625 13: [0]

: 9A F2 D1 6F 21 54 7F CE FE D9 B3 EF 2D

: }
640 12: OCTET STRING A0 E5 92 5C C1 84 EO 17 24 63 C4 4C

: }

}
}

Reci pi ent Processi ng Exanpl e

Bob’s private key is:

M | GBAI BAAKCAYEA3ocWL4cxncPJ47f nEj BZAyf C2I qapL3ET4j vV6C7gGeVr RQX
WPDW +cFYBBR2ej 3j 3/ OecDrmu+XuVi 2+s5JHKeeza+i t f uhsz3yi f geEpeK8T+Su
sHhn20/ NBLhYKbh3ki AcCg@6dpDr DvDclLqqvS3j g/ VO+OPnZbof oHOCevt 8Q' r o
ahJelPl | yQdudWB8zZezJ4nlLf bOA9YVaYXx2AHHZIevo3nnmRnl gJXo6nEOOE/ 6q
khj DHKSMdI 2WGEEmMDITCDZc9qY3cAIDUBI r OvSH7qU 8/ vN13y4UOFkn8hMAkniz6b
JgbZt 5Nbj Ht YAuQOQVMABRyESzhr Q02nt p39auLNnH3EXdXaV1t k75H3qC7zJaeGW
My Q¥ OE3Yf EGRKN8f xubj i 716D8Uec AxAzFyFL6NLJi OyV5acAi OpxN14gRYZdHn
XOVBDgG GpoeY1UuD4AMb050s OqOUpBIHAIf SWhSZG7VNF +vgNWILNYSYLI 04Ki Md
ul nvU6ds+QPz +KKt AgMBAAECggGATFf kSkUj j JC LvDk4aScpSx6+Rakf 2hr dS3x
j wghy Uf AXgTTeUQQBs 1HVt HCgx Qd+ql XYn3/ qu8TeZVWGANPzt yi / Z5y BIWOGI EV
3k8N yt ul 6pJFFN6p48VMI1bUdTr KMIbXERe6g/ r r 6dBQeel t CaOK7N5SI JH3Ogh
9xYuB5t H4r quCdYLnt 17Tx8CaVqUIgPY3vOdQEOM j ] MBUQUR8r HSOOKK Sj 8AGs
Lg9kcuPpvgJc20gMRcNePS2Wh8xPFkt RLLRazgLP8STHAL j T6SI J2Uzk Ugf DHGK
g/ BoXxBDu6L1VDwdnl S5HXt L54El cXWsoOyKF8/ i | mhRUI UARZFm S1ok8l C51 gX
udL9r JVZFTRLY Amrc CEvRMLasbBr hy EyshSQUNsnHIi 2W/J+wSHi j eKl 1geLl pM
Hr dl YBg4Nz 7/ zXm QohpAy+y QeanhP80406C8e7RwMKdpxed4sudZ8f EQASYy Qx0u7
8y R1EhGKydX5bhBLR5CmL VM7 r T2BAoOHBAP/ +e5gZLNf / ECt EBZj ei JOVshszQolUg
haUQPA+9Bx9pyt soKnboChB7Q@DaxAvr n8/ FUW2aAkaXsaj 9F+/ g30AYSQ Exai 9J
f dKKook30i mN8/ yNRsKnmhf j GO 8hd4+G X0qoMSBCEVAT+bAj j r y8wgQ qReuZnu
oXuU85dnb3j vvOul czl KvTl eyj XEbaf j Q JLnZFXsBnD9BG371 aS5EFUKI y96BOMI h
| QAEZUYYXDqOFf zQt kAef XNFW2 1Kz 4Hw2 QKBw@Dei Gh4l xCGTj ECvG7f auMd u+q
DSdYyMHi f 6t 6Mx57eS16E) vOr | XKI t Yhl yzWBKwOr f / CSB2j 8i g1GkM.TOgr G J1
0322050F0r 5001ZPueeR4pOy APOf gBDD1L3JBpY68/ 8MnYbsi zVr R+Ar 4 MDf 96
VRbF5X] 3h+f QTDVKkx6Vr CCQ6mM RmBUz H+ZPs5n/ | YOz AYr gi KOanai Hy4nj Rvl sy
n Z6z5CG8s| SqcLQ k3Q i 5pOY/ vOr dBj gwAW UCgc EAqQGVYG KdXCzuDvf 9EpV4
nmpTWB6Y| V2ckaPOn/ t Zi 5BgsnEPw ZYZt OvMbu28Px7s SpkqUuBKbzJ4pcy8uC3l
SuYi TAhM HS4r x| BX3BYXSuDD2RD4v GL+XMDh6j VRHXHhOnOXdVf gnm gPGz 3j VJ
B8oph/ j DBORYCk4YCTDOXPEi 8Rj usxzr o+whvRR+k@0gsGGcKSVNCPj 1f NI SEt e4
gJ! d70LmJAAZzeDj n/ VaS/ PXQovEMI ssPPKn9NocbKbpAoHBAInFHIunl 22W I rr
pprPnl zj 1 30YVe YOASVI gLKy GaAsnf YqP1IWUNgf Vhg2j Rsr Hx9cnHQ 9Hu442PvI
x+c5H30YFJ4i pE3eRRRMAUI 4ghY5WID+1hw8f qy UWE7] 5LbShGEUVXt r KUSGE4T
UR91LEyMF8OPATdi V/ KD4PWYkgaqRBt VEUCVACDTQkgNs OGO 3YPQem270w6gxf Q
SCEy/ kdhCFexJFA8uZvmh6Cp2cr czxyBi | R/ yCxqKOONg! FAOQKBwFbJk5eHPj Jz
AYueKMQESPGYCr Wl qxgZGCxaqeVAr HvKs EDx5whl 6JWFYVKFA8FOMy hukoEb/ 2x
2gB5T88Dg3Ebqj Ti Lg3gxr W20xt Uo8pBP21 2wbl 2NOazcbr | YhzEZ8bJyxZu5i 1
sYI LCBPI4Qzw6j SAQuniy 1WHz 8e/ El Wy f ml j ZYA7T 9WWht df eQVqCVz NTvKn6f
hg6GSpJTzp4LV3ougi INQUWKZF2wW nsXkLYpsi MoL6Fz34RwohJt YA==

Bob decrypts the key-derivation key with his RSA private key:



df 85af 9e3cebf f de6e9b9d24263db31114d0a8e33a0d50e05eb64578ccde8leb
Bob produces a 256-bit key-encryption key with HKDF using SHA-384;
the secret value is the key-derivation key; and the "info' is the
DER- encoded CMSORI f or PSKOt herlnfo structure with the sane val ues as
shown in Appendix A.1l. The HKDF output is 256 bits:

f 319e9cebb35f 1c6a7a9709b8760b9d0d3e30e16c5b2b69347e9f 00ca540a232

Bob uses AES-KEY-WRAP to decrypt the content-encryption key with the
key-encryption key; the content-encryption key is:

c8adc30f 4a3e20ac420caa76a68f 5787c02ab42af ea20d19672f d963a5338e83
Bob decrypts the content using AES-256-GCM with the content-
encryption key and checks the received authentication tag. The
12-octet nonce used is:

caf ebabef acedbaddecaf 888
The 12-octet authentication tag is:

a0e5925cc184e0172463c44c
The received ci phertext content is:

9af 2d16f 21547f cef ed9b3ef 2d
The resulting plaintext content is:

48656¢c6¢c6f 2c20776f 726c6421

Appendi x B. Key Agreenent with PSK Exanpl e

Thi s exanpl e shows the establishnent of an AES-256 content-encryption
key usi ng:

* a pre-shared key of 256 bits;

* key agreement using ECDH on curve P-384 and X9.63 KDF with SHA-
384;

* Kkey derivation using HKDF with SHA-384; and
* key wrap using AES-256- KEYWRAP.
In real-world use, the originator would treat thenselves as an
additional recipient by perform ng key agreement with their own
static public key and the epheneral private key generated for this
message. This is omitted in an attenpt to sinplify the exanple.
B.1. Oiginator Processing Exanple
The pre-shared key known to Alice and Bob, in hexadecimal, is:
4aab53cbf 500850dd583a5d9821605c6f a228f b5917f 87¢1c078660214e2d83e4
The identifier assigned to the pre-shared key is:
ptf-knt: 216840110121

Alice randonly generates a content-encryption key:

937b1219a64d57ad81c05cc86075e86017848c824d4e85800c731c5b7b091033



Alice obtains Bob's static ECDH public key:

————— BEG N PUBLI C KEY-----

MHYWEAYHKoZI zj 0CAQYFK4EEACI DYgAESC GPBOOnmMUMG ghCGEOFY9HR/ bCoO0WeY
[ dePQVr wZmm\N2y MImO2d1kWCvLTz8U7at i nxyl Re9CV54yaulKW) wbkhPDnzuSM
YkcpxM3032z3Jet El oWbaFQg al3vv/ Wb

————— END PUBLI C KEY- - - - -

It has a key identifier of:
€8218b98b8b7d86b5e9ebdc8aeb8c4ecdc05¢c529

Alice generates an epheneral ECDH key pair on the sanme curve:

M GKAgEBBDCM W.(A4i k+L8cYWJIr QdLcFA+PW gRF+W 1Ab25qUh80B7 CePW xp
/ b8P6I1 Qul 6GyBWYFK4EEACKhZANI AAQGQDEmMIk/ 2ks8sXY1kzbuG3Uu3t t VWWQRXA
LFDII G vYfr +y TpOQVkchnB8FAh9NMEKWANKct okKNgpsqXyr T3Dt Og760l YENpPb
GE51 Jdj Px9sBsZQdABW sU0Zb7P/ 7i 8=

————— END EC PRI VATE KEY-----

Alice conputes a shared secret called "Z" using Bob's static ECDH
public key and her epheneral ECDH private key; Zis:

3f 015edOf f 4b99523a95157bbe77e9cc0eeb52f cf f eb7e41leac79d1cl1bbcc556
19cf 8807e6d800c2de40240f eOe26adc

Al'i ce conputes the pairw se key-encryption key, called "KEK1", fromZ
usi ng the X9.63 KDF with the ECC- CMs- Sharedl nfo structure with the
fol |l owi ng val ues:

0 21: SEQUENCE {
2 11:  SEQUENCE {
4 o OBJECT | DENTI FI ER aes256-wrap (2 16 840 1 101 3 4 1 45)
1 }
15 6. [2]
17 4 OCTET STRING 00 00 00 20
: }
}

The DER encodi ng of ECC- CMS- Shar edl nfo produces 23 octets:
3015300b060960864801650304012da206040400000020

The X9.63 KDF output is the 256-bit KEK1:
27dc25ddb0b425f 7a968ceada80a8f 73c6ccaabll5baaf cce4a22a45d6b8f 3da

Alice produces the 256-bit KEK2 wi th HKDF usi ng SHA-384; the secret
value is KEKL1; and the 'info’ is the DER-encoded
CVBORI f or PSKOt herInfo structure with the foll owi ng val ues

0 56: SEQUENCE {
2 32:  OCTET STRING
: 4A A5 3C BF 50 08 50 DD 58 3A 5D 98 21 60 5C 6F
: A2 28 FB 59 17 F8 7C 1C 07 86 60 21 4E 2D 83 E4
36 1:  ENUMERATED 10
39  11:  SEQUENCE {

41 9: OBJECT | DENTI FI ER aes256-wrap (2 16 840 1 101 3 4 1 45)
: }

52 1: I NTEGER 32

55 1: I NTEGER 32
o)

The DER encodi ng of CMSORI f or PSKOt her I nf o produces 58 octets:



B. 2.

303804204aa53cbhf 500850dd583a5d9821605c6f a228f b5917f 87¢c1c07866021
4e2d83e40a010a300b060960864801650304012d020120020120

The HKDF output is the 256-bit KEK2:

7de693ee30ae22b5f 8f 6cd026c2164103f 4e1430f 1ab135dc1f b98954f 9830bb

Alice uses AES-KEY-WRAP to encrypt the content-encryption key with

t he KEK2;

the wrapped key is:

229f eOb45e40003e7d8244eclb7e7f f b2c8dcal6bc36f 5737222553a71263a92b
de08866a602d63f 4

Alice encrypts the content using AES-256-GCM with the content-
encryption key. The 12-octet nonce used is:

dbaddecaf 888caf ebabef ace

The pl ai nt ext

is:

48656¢c6¢6f 2c20776f 726c6421

The resulting ciphertext is:

f c6d6f 823e3ed2d209d0c6f f cf

The resulting 12-octet authentication tag is:

550260c42e5b29719426¢1f f

Content I nfo and Aut hEnvel opedDat a

Alice encodes the AuthEnvel opedbData and the Contentlnfo and sends the

result to Bob.

The resulting structure is:

0 327: SEQUENCE {

4

17
21
25
28
31
34

47
50
53
75
77
79
81

89

100
103

162

11:

310:
306:
1:
229:
226:
11:

210:
1:
20:
85:
83:
19:
6:

9:

60:
57:

13:

OBJECT | DENTI FI ER
aut hEnvel opedData (1 2 840 113549 1 9 16 1 23)
[0] {
SEQUENCE {
| NTEGER O
SET {
[ 4]
OBJECT | DENTI FI ER
keyAgreePSK (1 2 840 113549 1 9 16 13 2)
SEQUENCE {
| NTEGER O
OCTET STRING ' ptf-knt:216840110121°
[0] {
[1] {
SEQUENCE {
OBJECT | DENTI FI ER
ecdhX963KDF- SHA256 (1 3 132 1 11 1)
OBJECT | DENTI FI ER
aes256-wrap (2 16 840 1 101 3 4 1 45)

}
BIT STRING encapsul ates {

OCTET STRI NG

1B 41 26 26 4F F6 92 CF 2C 5D 8D 64 CD BB 86 DD
4B B7 B6 D5 BO 41 15 C0 2C 50 C9 20 28 EF 61 FA
FE C9 3A 4E 41 59 1C 86 6F 3C 14 08 7D 30 49 30
EO D2 9C B6 89 OA 36 OA 6C

}
}

}
SEQUENCE {



164 11: OBJECT | DENTI FI ER
: hkdf -w t h-sha384 (1 2 840 113549 1 9 16 3 29)

I }
177 11 SEQUENCE {
179 o OBJECT | DENTI FI ER
: aes256-wrap (2 16 840 1 101 3 4 1 45)
1 }
190  68: SEQUENCE {
192  66: SEQUENCE {
194 22 [0] {
196  20: OCTET STRI NG
: ES8 21 8B 98 B8 B7 D8 6B 5E 9E BD C8 AE B8 C4 EC
DC 05 C5 29
2 }
218  40: OCTET STRI NG

22 9F EO B4 5E 40 00 3E 7D 82 44 EC 1B 7E 7F FB
2C 8D CA 16 C3 6F 57 37 22 25 53 A7 12 63 A9 2B
DE 08 86 6A 60 2D 63 F4

}
}
}
}

: }
260  55: SEQUENCE ({
262 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
273 27 SEQUENCE {
275 9: OBJECT | DENTI FI ER

: aes256-GCM (2 16 840 1 101 3 4 1 46)
286 14: SEQUENCE {
288 12: OCTET STRI NG

: DB AD DE CA F8 88 CA FE BA BE FA CE

}

: }
302 13: [0]

: FC 6D 6F 82 3E 3E D2 D2 09 DO C6 FF CF

: }
317 12: OCTET STRING 55 02 60 C4 2E 5B 29 71 94 26 Cl1 FF

: }

}
}

B.3. Recipient Processing Exanple
Bob obtains Alice's ephemeral ECDH public key fromthe nessage:

————— BEG N PUBLI C KEY-----

MHYWEAYHKoZI zj 0CAQYFK4EEACI DYgAECRt BJi ZP9pLPLF2NZM27ht 1Lt 7bVSEEV
WCX QY SA072H6/ sk6 TkFZHI ZvPBQ f TBIMODSnLaJC YKbKI 8q09w7 ToO+qCGBDaT
2xhQZSXYz 8f bAbGUHQACIbFNGM-z/ +4v

————— END PUBLI C KEY-----

Bob’s static ECDH private key is:

----- BEG N EC PRI VATE KEY-----

M GkAgEBBDANJ4hB+t TUN9X03/ WORsr Yy+qcpt | RSYkhaDl sQYPXf TUOugj JEnmRk
NTPj 4y 1l Rj egBWYFK4EEACKhZANI AARIJWYBE72eZTAauBsYSgVj 0dHIsKj RbJ5j 9
149BWBrmbA3bl wmy7Z3WRYK8t PPx Tt gq2Kf Hl hF70JXnj Jq7UpZT/ BUSE8CF 061 xi
RynBEwaj f bPcl 60SWhbl oU6Nr Xe+/ 9bk=

----- END EC PRI VATE KEY- - - - -

Bob computes a shared secret called "Z" using Alice s ephemeral ECDH
public key and his static ECDH private key; Z is:

3f 015edOf f 4b99523a95157bbe77e9ccO0eeb2f cf f eb7ed4leac79dlcllb6ecc556
19c¢cf 8807e6d800c2de40240f eOe26adc



Bob computes the pairw se key-encryption key, KEK1, from Z using the
X9. 63 KDF with the ECC- CM5- Sharedlnfo structure with the val ues shown
in Appendix B.1. The X9.63 KDF output is the 256-bit KEKL:
27dc25ddb0b425f 7a968ceada80a8f 73c6ccaabll5baaf cce4a22a45d6b8f 3da
Bob produces the 256-bit KEK2 with HKDF usi ng SHA-384; the secret
value is KEK1; and the 'info is the DER-encoded
CVBORI f or PSKOt herI nfo structure with the val ues shown in
Appendi x B.1. The HKDF output is the 256-bit KEK2:
7de693ee30ae22b5f 8f 6cd026¢c2164103f 4e1430f 1ab135dc1f b98954f 9830bb

Bob uses AES-KEY-WRAP to decrypt the content-encryption key with the
KEK2; the content-encryption key is:

937b1219a64d57ad81c05cc86075e86017848c824d4e85800c731c5b7b091033
Bob decrypts the content using AES-256-GCM with the content-
encryption key and checks the received authentication tag. The
12-octet nonce used is:
dbaddecaf 888caf ebabef ace
The 12-octet authentication tag is:
550260c42e5b29719426¢1f f
The received ci phertext content is:
f c6d6f 823e3ed2d209d0c6f f cf
The resulting plaintext content is:
48656¢c6¢6f 2c20776f 726c6421
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