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I ntroduction

Conputing paths across large nulti-donmain environnents may require
speci al conputational conponents and cooperation between entities in
di fferent domai ns capabl e of conplex path computation

| ssues that may exist when routing in rmulti-domain networks include
the foll ow ng:

* There is often a lack of full topology and TE i nformati on across
domai ns.

* No single node has the full visibility to determ ne an optimal or
even feasible end-to-end path across donmi ns.

* Knowi ng how to eval uate and select the exit point and next domain
boundary from a domai n.
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* Under st andi ng how the ingress node deterni nes which donmai ns shoul d
be used for the end-to-end path.

An information exchange across nultiple domains is often linited due
to the lack of trust relationship, security issues, or scalability
i ssues, even if there is a trust relationship between domai ns.

The Path Conputation Elenent (PCE) [ RFC4655] provides an architecture
and a set of functional conponents to address the probl em space and
the i ssues highlighted above.

A PCE may be used to conmpute end-to-end paths across nulti-domain
environnments using a per-domain path conputation techni que [ RFC5152].
The so-call ed backward recursive PCE-based conputation (BRPC)
mechani sm [ RFC5441] defines a path conputation procedure to conpute

i nter-domai n constrained Miltiprotocol Label Swi tching (MPLS) and
Generalized MPLS (GWLS) Traffic-Engi neered (TE) networks. However,
bot h per-domai n and BRPC techni ques assune that the sequence of
domains to be crossed fromsource to destination is known, either
fixed by the network operator or obtained by other neans.

In nmore advanced depl oynents (including nmulti-area and nulti-

Aut ononobus System (nulti-AS) environments), the sequence of domains
may not be known in advance, and the choice of domains in the end-to-
end domai n sequence mght be critical to the determ nation of an
optinmal end-to-end path. |In this case, the use of the hierarchica
PCE [ RFC6805] architecture and nechani sns nay be used to di scover the
intra-area path and sel ect the optimal end-to-end domai n sequence.

Thi s docunent describes the processes and procedures avail abl e when
using the PCE architecture and protocols for conputing inter-area and
inter-AS MPLS and GWLS Traffi c- Engi neered pat hs.

The scope of this docunent does not include discussions of depl oynent
scenarios for stateful PCE, active PCE, renotely initiated PCE, or
PCE as a central controller (PCECC).

Domai ns

Generally, a domain can be defined as a separate admi nistrative,
geographic, or switching environment within the network. A domain
may be further defined as a zone of routing or conputational ability.
Under these definitions, a domain night be categorized as an

Aut ononobus System (AS) or an Interior Gateway Protocol (1GP) area (as
per [RFCA726] and [ RFC4655]).

For the purposes of this docunent, a domain is considered to be a
coll ection of network elenments within an area or AS that has a comon
sphere of address nmanagenent or path conputational responsibility.
Wiolly or partially overl apping domains are not within the scope of
this docunent.

In the context of GWLS, a particularly inportant exanmple of a domain
is the Automatically Switched Optical Network (ASON) subnetwork
[G8080]. In this case, conputation of an end-to-end path requires
the selection of nodes and Iinks within a parent domai n where sone
nodes may, in fact, be subnetworks. Furthermore, a donmin mght be
an ASON routing area [G7715]. A PCE may performthe path

comput ation function of an ASON Routing Controller as described in
[G7715-2].

It is assuned that the PCE architecture is not applied to a | arge
group of domains, such as the Internet.

Pat h Comput ati on



For the purpose of this docunent, it is assuned that path conputation
is the sole responsibility of the PCE as per the architecture defined
in [RFC4655]. Wen a path is required, the Path Conputation dient
(PCC) will send a request to the PCE. The PCE will apply the
required constraints, conpute a path, and return a response to the
PCC. In the context of this docunent, it may be necessary for the
PCE to cooperate with other PCEs in adjacent domains (as per BRPC

[ RFC5441]) or with a parent PCE (as per [RFC6805]).

It is entirely feasible that an operator could conpute a path across
mul tiple domains without the use of a PCE if the rel evant domain
information is available to the network planner or network nanagenent
platform The definition of what relevant information is required to
performthis network planning operation and how that information is
di scovered and applied is outside the scope of this docunent.

1.2.1. PCE-Based Path Comnputation Procedure

As highlighted, the PCE is an entity capable of conputing an inter-
domai n TE path upon receiving a request froma PCC. There could be a
singl e PCE per donmain or a single PCE responsible for all domains. A
PCE may or may not reside on the same node as the requesting PCC. A
path may be conmputed by either a single PCE node or a set of

di stributed PCE nodes that collaborate during path conputation

According to [ RFC4655], a PCC should send a path conputation request
to a particular PCE using [ RFC5440] (PCC-to-PCE conmunication). This
negates the need to broadcast a request to all the PCEs. Each PCC
can maintain information about the conputation capabilities of the
PCEs it is aware of. The PCC PCE capability awareness can be
configured using static configurations or by automatic and dynam c
PCE di scovery procedures

If a network path is required, the PCC will send a path conputation
request to the PCE. A PCE may then conpute the end-to-end path if it
is aware of the topology and TE information required to conpute the
entire path. |If the PCE is unable to conpute the entire path, the
PCE architecture provides cooperative PCE nmechanisns for the
resolution of path conputation requests when an individual PCE does
not have sufficient TE visibility.

End-to-end path segments may be kept confidential through the
application of Path-Keys to protect partial or full path information.
A Path-Key is a token that replaces a path segnent in an explicit
route. The Path-Key nmechanismis described in [ RFC5520].

1.3. Traffic Engineering Aggregation and Abstraction

Net wor ks are often constructed fromnultiple areas or ASes that are
interconnected via multiple interconnect points. To nmaintain network
confidentiality and scalability, the TE properties of each area and
AS are not generally advertised outside each specific area or AS.

TE aggregati on or abstraction provide a nechanismto hide information
but may cause failed path setups or the selection of suboptinml end-
to-end paths [ RFC4726]. The aggregation process nmay al so have
significant scaling issues for networks with many possible routes and
multiple TE metrics. Flooding TE information breaks confidentiality
and does not scale in the routing protocol

The PCE architecture and associ ated nmechani sns provide a solution to
avoi d the use of TE aggregati on and abstraction.

1.4. Traffic-Engi neered Label Switched Paths



Thi s docunent highlights the PCE techni ques and nechani sns that exi st
for establishing TE packet and optical Label Sw tched Paths (LSPs)
across multiple areas (inter-area TE LSP) and ASes (inter-AS TE LSP)
In this context and within the remainder of this document, we
consider all LSPs to be constraint based and traffic engi neered.

Three signaling options are defined for setting up an inter-area or
inter-AS LSP [ RFC4726]:

*  Contiguous LSP
* Stitched LSP
* Nested LSP

Al'l three signaling nethods are applicable to the architectures and
procedures discussed in this docunent.

1.5. Inter-area and Inter-AS-capable PCE D scovery

When using a PCE-based approach for inter-area and inter-AS path
conmputation, a PCE in one area or AS may need to learn information
related to inter-AS-capable PCEs |ocated in other ASes. The PCE

di scovery mechani sm defined in [ RFC5088] and [ RFC5089] facilitates
the di scovery of PCEs and disclosure of information related to inter-
area and inter-AS-capabl e PCEs.

1.6. njective Functions

An (bj ective Function (OF) [RFC5541] or a set of OFs specifies the
intentions of the path conputation and so defines the "optimality" in
the context of the conputation request.

An OF specifies the desired outcone of a conputation. |t does not
describe or specify the algorithmto use. Also, an inplementation
may apply any algorithmor set of algorithnms to achieve the result
indicated by the OF. A nunber of general OFs are specified in

[ RFC5541] .

Various OFs may be included in the PCE conputation request to satisfy
the policies encoded or configured at the PCC, and a PCE may be
subject to policy in determning whether it nmeets the OFs included in
the conputati on request or whether it applies its own OFs.

During inter-domain path conputation, the selection of a donain
sequence, the conputation of each (per-domain) path fragnent, and the
determinati on of the end-to-end path may each be subject to different
OFs and polici es.

2. Term nol ogy

Thi s docunent al so uses the termninology defined in [ RFC4655] and
[ RFC5440]. Additional termninology is defined bel ow

ABR: | GP Area Border Router -- a router that is attached to nore
t han one | GP area.

ASBR:  Aut ononpus System Border Router -- a router used to connect
together ASes of a different or the same Service Provider via
one or nore inter-AS |links.

Inter-area TE LSP: A TE LSP whose path transits through two or nore
| GP areas.

Inter-AS MPLS TE LSP: A TE LSP whose path transits through two or
more ASes or sub- ASes (BGP conf ederati ons)



SRLG  Shared Ri sk Link G oup.

TED: Traffic Engineering Database, which contains the topol ogy and
resource information of the domain. The TED may be fed by
Interior Gateway Protocol (1GP) extensions or potentially by
ot her neans.

3. |Issues and Consi derations
3.1. Miltihom ng

Net wor ks constructed fromnulti-areas or nulti-AS environnents may
have nmultiple interconnect points (multihomng). End-to-end path
conputations nmay need to use different interconnect points to avoid a
single-point failure disrupting both the primary and backup servi ces.

3. 2. Destination Location

A PCC asking for an inter-donmain path conputation is typically aware
of the identity of the destination node. |If the PCCis aware of the
destination domain, it may supply the destination dormain information
as part of the path conputation request. However, if the PCC does
not know t he destination domain, this information nmust be determ ned
by anot her met hod.

3.3. Domain Confidentiality

When the end-to-end path crosses multiple domains, it may be possible
that each domain (AS or area) is adm nistered by separate Service
Providers. Thus, if a PCE supplies a path segnment to a PCE in

anot her domain, it may break confidentiality rules and coul d disclose
AS-internal topology information

If confidentiality is required between domai ns (ASes and areas)
bel onging to different Service Providers, then cooperating PCEs
cannot exchange path segnments; otherw se, the receiving PCE or PCC
will be able to see the individual hops through another donain.

This topic is discussed further in Section 8 of this docunent.
4. Domai n Topol ogi es

Constraint-based inter-domain path conputation is a fundanental
requirenent for operating traffic-engineered MPLS [ RFC3209] and GWLS
[ RFC3473] networks in inter-area and inter-AS (multi-domain)
environnments. Path conputation across multi-domain networks is
compl ex and requires computational cooperational entities like the
PCE.

4.1. Selecting Donai n Paths

Where the sequence of domains is known a priori, various techni ques
can be enployed to derive an optimal nulti-domain path. |f the
domai ns are connected to a sinple path with no branches and single
links between all domains or if the preferred points of

i nterconnection are al so known, the per-donmai n path conputation

[ RFC5152] technique may be used. Were there are nultiple
connecti ons between donmains and there is no preference for the choice
of points of interconnection, BRPC [ RFC5441] can be used to derive an
opti mal path.

When t he sequence of domains is not known in advance or the end-to-
end path will have to navigate a mesh of snmall dommins (especially
typical in optical networks), the optinmm path nay be derived through
the application of a hierarchical PCE [ RFC6805].
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2. Domain Sizes

Very frequently, network domains are conposed of dozens or hundreds
of network elenents. These network el ements are usually
interconnected in a partial-nesh fashion to provide survivability
agai nst dual failures and to benefit fromthe traffic-engineering
capabilities of MPLS and GWLS protocols. Network operator feedback
in the devel opnent of the docunent highlighted that the node degree
(the nunber of neighbors per node) typically ranges from3 to 10 (4-5
is quite conmon).

3. Donmain Diversity

Domain and path diversity nay al so be required when conputing end-to-
end paths. Donmain diversity should facilitate the sel ection of paths
that share ingress and egress domains but do not share transit
domai ns. Therefore, there nust be a method allowi ng the inclusion or
excl usi on of specific domai ns when conputing end-to-end paths.

4. Synchroni zed Path Conputations

In some scenarios, it would be beneficial for the operator to rely on
the capability of the PCE to perform synchronized path conputati on.

Synchroni zed pat h conputati ons, known as Synchroni zati on VECtors
(SVECs), are used for dependent path conputations. SVECs are defined
i n [ RFC5440], and [ RFC6007] provides an overview of the use of the
PCE SVEC list for synchronized path conputati ons when conputing
dependent requests.

In hierarchical PCE (H PCE) deploynents, a child PCE will be able to
request bot h dependent and synchroni zed domai n-di verse end-to-end
paths fromits parent PCE

5. Domai n | ncl usi on or Excl usion

A donmi n sequence is an ordered sequence of donmmins traversed to
reach the destination donmain. A domain sequence nay be supplied
during path conputation to guide the PCEs or are derived via the use
of hierarchical PCE (H PCE)

During multi-domain path conmputation, a PCC may request specific
domai ns to be included or excluded in the dommi n sequence using the

I nclude Route hject (1RO [RFC5440] and Excl ude Route Ohject (XRO

[ RFC5521]. The use of Autonomous Nunber (AS) as an abstract node
representing a domain is defined in [ RFC3209]. [RFC7897] specifies
new subobj ects to include or exclude domains such as an | GP area or a
4-byte AS nunber.

An operator nmay al so need to avoid a path that uses specified nodes
for adnministrative reasons. |If a specific connectivity service is
required to have a 1+1 protection capability, two separate disjoint
pat hs rmust be established. A mechani sm known as Shared Ri sk Link
G oup (SRLG information may be used to ensure path diversity.

Applicability of the PCE to Inter-area Traffic Engineering

As networks increase in size and conplexity, it may be required to

i ntroduce scaling nethods to reduce the anpunt of information flooded
within the network and make the network nore manageable. An IGP

hi erarchy is designed to inprove |GP scalability by dividing the IGP
domain into areas and limting the flooding scope of topol ogy
information to within area boundaries. This restricts visibility of
the area to routers in a single area. |If a router needs to conpute
the route to a destination located in another area, a method woul d be



required to conpute a path across area boundari es.

In order to support nultiple vendors in a network in cases where data
or control -plane technol ogi es cannot interoperate, it is useful to

di vide the network into vendor dommins. Each vendor domain is an | GP
area, and the fl ooding scope of the topology (as well as any other
relevant information) is limted to the area boundari es.

Per - donmai n path conputation [ RFC5152] exists to provide a nethod of
inter-area path conputation. The per-donain solution is based on

| oose hop routing with an Explicit Route Object (ERO expansion on
each Area Border Router (ABR). This allows an LSP to be established
usi ng a constrained path. However, at |east two issues exist:

* This method does not guarantee an optimal constrai ned path.

* The method may require several crankback signaling nmessages, as
per [ RFC4920], increasing signaling traffic and delaying the LSP
set up.

PCE- based architecture [ RFC4655] is designed to solve inter-area path
conputation problens. The issue of limted topology visibility is
resol ved by introducing path conputation entities that are able to
cooperate in order to establish LSPs with the source and destinations
| ocated in different areas.

5.1. Inter-area Routing

An inter-area TE-LSP is an LSP that transits through at least tw IGP
areas. In a multi-area network, topology visibility remains local to
a given area for scaling and privacy purposes. A node in one area
will not be able to conpute an end-to-end path across multiple areas
wi t hout the use of a PCE

5.1.1. Area Inclusion and Excl usion

The BRPC net hod [ RFC5441] of path computation provides a nore optinal
met hod to specify inclusion or exclusion of an ABR Using the BRPC
procedure, an end-to-end path is recursively conputed in reverse from
the destinati on domain towards the source dormain. Using this nethod,
an operator night decide if an area nmust be included or excluded from
the inter-area path computation

5.1.2. Strict Explicit Path and Loose Path

A strict explicit path is defined as a set of strict hops, while a

| oose path is defined as a set of at |east one | oose hop and zero or
more strict hops. It may be useful to indicate whether a strict
explicit path is required during the path computation request. An
inter-area path may be strictly explicit or |oose (e.g., a list of
ABRs as | oose hops).

A PCC request to a PCE does allow indication of whether a strict
explicit path across specific areas ([RFC7897]) is required or
desired or whether the path request is |oose.

5.1.3. Inter-Area Diverse Path Conputation

It may be necessary to conpute a path that is partially or entirely
diverse froma previously computed path to avoid fate sharing of a
primary service with a correspondi ng backup service. There are

various |levels of diversity in the context of an inter-area network

* Per-area diversity (the intra-area path segnments are a |ink, node,
or SRLG disjoint).



* Inter-area diversity (the end-to-end inter-area paths are a |ink,
node, or SRLG disjoint).

Note that two paths may be disjointed in the backbone area but non-
disjointed in peripheral areas. Also, tw paths may be node
disjointed within areas but may share ABRs, in which case path
segnments within an area are node disjointed but end-to-end paths are
not node disjointed. Per-domain [ RFC5152], BRPC [ RFC5441], and H PCE
[ RFC6805] nechani sns all support the capability to conpute diverse
pat hs across multi-area topol ogies.

6. Applicability of the PCE to Inter-AS Traffic Engi neering

As discussed in Section 5 (Applicability of the PCE to Inter-area
Traffic Engineering), it is necessary to divide the network into
smal | er adm nistrative domains, or ASes. |If an LSRwithin an AS
needs to conmpute a path across an AS boundary, it mnust al so use an

i nter-AS conputation technique. [RFC5152] defines nechanisns for the
comput ation of inter-domain TE LSPs using network el enents al ong the
signaling paths to conmpute per-domain constrai ned path segnents.

The PCE was designed to be capable of conputing MPLS and GWPLS pat hs
across AS boundaries. This section outlines the features of a PCE-
enabl ed solution for computing inter-AS paths.

6.1. Inter-AS Routing
6.1.1. AS Inclusion and Excl usion

[ RFC5441] allows the specification of AS or ASBR incl usion or
exclusion. Using this method, an operator m ght deci de whet her an AS
nmust be included or excluded fromthe inter-AS path conputation.

Excl usi on and/or inclusion could also be specified at any step in the
LSP path conmputation process by a PCE (within the BRPC al gorithm,

but the best practice would be to specify themat the edge. In
opposition to the strict and | oose path, AS inclusion or exclusion
doesn’t inpose topol ogy disclosure as ASes and their interconnection
are public entities.

6.2. Inter-AS Bandw dt h Guar ant ees

Many operators with multi-AS domains will have depl oyed the MPLS-TE
Diffserv either across their entire network or at the domai n edges on
CE-PE links. In situations where strict QoS bounds are required,

adm ssion control inside the network may al so be required.

When t he propagati on del ay can be bounded, the perfornmance targets,
such as maxi mnum one-way transit delay, may be guaranteed by providing
bandwi dt h guarantees along the Diffserv-enabled path. These
requirenents are described in [ RFC4216].

One typical exanple of the requirements in [RFC4216] is to provide
bandwi dt h guarant ees over an end-to-end path for VolP traffic
classified as an EF (Expedited Forwarding) class in a Diffserv-
enabl ed network. |In cases where the EF path is extended across
mul tiple ASes, an inter-AS bandw dth guarantee woul d be required.

Anot her case for an inter-AS bandw dth guarantee is the requirenent
to guarantee a certain anpunt of transit bandw dth across one or
mul tiple ASes.

6.3. Inter-AS Recovery
During a path conputation process, a PCC request may contain the

requirenent to conpute a backup LSP for protecting the primary LSP
such as 1+1 protection. A single LSP or multiple backup LSPs may
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al so be used for a group of primary LSPs; this is typically known as
mn protection.

O her inter-AS recovery nechani sns include [ RFC4090], which adds Fast
Reroute (FRR) protection to an LSP. So, the PCE could be used to
trigger computation of backup tunnels in order to protect inter-AS
connectivity.

Inter-AS recovery clearly requires backup LSPs for service
protection, but it would al so be advisable to have nultiple PCEs
depl oyed for path conmputation redundancy, especially for service
restoration in the event of catastrophic network failure.

4. Inter-AS PCE Peering Policies

Li ke BGP peering policies, inter-AS PCE peering policies are required
for an operator. |In an inter-AS BRPC process, the PCE nust cooperate
in order to compute the end-to-end LSP. Therefore, the AS path nust
not only follow technical constraints, e.g., bandwidth availability,
but also the policies defined by the operator

Typi cal ly, PCE interconnections at an AS |l evel nust follow the agreed
contract obligations, also known as peering agreenments. The PCE
peering policies are the result of the contract negotiation and
govern the rel ation between the different PCEs.

Mul ti-domai n PCE Depl oynent Options
1. Traffic Engineering Database and Synchroni zati on

An optinmal path conmputation requires know edge of the avail abl e

net wor k resources, including nodes and |inks, constraints, |ink
connectivity, available bandwi dth, and link costs. The PCE operates
on a view of the network topol ogy as presented by a TED. As

di scussed in [ RFC4655], the TED used by a PCE nmay be | earned by the
rel evant | GP extensions.

Thus, the PCE nmay operate its TED by participating in the I GP running
in the network. In an MPLS-TE network, this would require OSPF-TE

[ RFC3630] or ISIS-TE [RFC5305]. In a GWLS network, it would utilize
the GWLS extensions to OSPF and |S-1S defined in [ RFC4203] and
[ RFC5307]. Inter-AS connectivity information may be popul ated via

[ RFC5316] and [ RFC5392] .

An alternative nmethod to providi ng network topol ogy and resource
information is offered by [RFC7752], which is described in the
foll owi ng secti on.

1.1. Applicability of BGP-LS to PCE

The concept of the exchange of TE infornmation between Autononous
Systens (ASes) is discussed in [RFC7752]. The informati on exchanged
inthis way could be the full TE information fromthe AS, an
aggregation of that information, or a representation of the potential
connectivity across the AS. Furthermore, that information could be
updated frequently (for exanple, for every new LSP that is set up
across the AS) or only at threshol d-crossing events.

In an H PCE depl oynent, the parent PCE will require the inter-donmain
topol ogy and |ink status between child domains. This information may
be | earned by a BGP-LS speaker and provided to the parent PCE
Furthernore, |ink-state performance, including delay, available
bandwi dth, and utilized bandwi dth, may al so be provided to the parent
PCE for optimal path |ink selection.

2. Pre-planning and Managemnent - Based Sol uti ons



Ofline path conputation is performed ahead of tine before the LSP
setup is requested. That neans that it is requested by or perforned
as part of an Operation Support System (OSS) nanagenent application
Thi s nodel can be seen in Section 5.5 of [RFC4655].

The offline nodel is particularly appropriate for |long-lived LSPs
(such as those present in a transport network) or for planned
responses to network failures. |n these scenarios, nore planning is
normally a feature of LSP provisioning.

The management system nay al so use a PCE and BRPC to pre-plan an AS
sequence, and the source domain PCE and per-domain path conputation
to be used when the actual end-to-end path is required. This nodel
may al so be used where the operator w shes to retain full manual
control of the placenment of LSPs, using the PCE only as a conputation
tool to assist the operator and not as part of an automated networKk.

In environnents where operators peer with each other to provide end-
to-end paths, the operator responsible for each domain nust agree on
the extent to which paths nust be pre-planned or manual ly controll ed.

8. Domain Confidentiality

Thi s section discusses the techni ques that cooperating PCEs can use
to conpute inter-domain paths w thout each donmain disclosing
sensitive internal topology information (such as explicit nodes or
links within the domain) to the other domains.

Confidentiality typically applies to inter-provider (inter-AS) PCE
communi cation. \Where the TE LSP crosses multiple domai ns (ASes or
areas), the path nmay be conputed by nultiple PCEs that cooperate
together, with each |l ocal PCE responsible for conmputing a segnment of
the path. Wth each |ocal PCE responsible for conmputing a segnment of
the path.

In situations where ASes are adm nistered by separate Service
Providers, it would break confidentiality rules for a PCE to supply
pat h segnent details to a PCE responsible for another domain, thus
di scl osing AS-internal or area topol ogy infornation.

8.1. Loose Hops

A method for preserving the confidentiality of the path segnment is
for the PCE to return a path containing a | oose hop in place of the
segnment that nust be kept confidential. The concept of |oose and
strict hops for the route of a TE LSP is described in [ RFC3209].

[ RFC5440] supports the use of paths with | oose hops; whether it
returns a full explicit path with strict hops or uses |oose hops is a
| ocal policy decision at a PCE. A path conputation request may
require an explicit path with strict hops or nmay allow | cose hops, as
detailed in [ RFC5440].

8.2. Confidential Path Segnents and Pat h- Keys

[ RFC5520] defines the concept and nechani sm of a Path-Key. A Pat h-Key
is a token that replaces the path segnent information in an explicit
route. The Path-Key allows the explicit route information to be
encoded and is contained in the Path Conputation El enment

Conmruni cati on Protocol (PCEP) ([RFC5440]) messages exchanged between
the PCE and PCC

This Pat h-Key technique allows explicit route information to be used
for end-to-end path conputation without disclosing internal topology
i nformati on between domai ns.
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Point to Miltipoint

For inter-domain point-to-nultipoint application scenarios using
MPLS- TE LSPs, the conplexity of domain sequences, donmain policies,
and the choi ce and nunber of domain interconnects is nagnified
compared to point-to-point path conputations. As the size of the
networ k grows, the nunber of |eaves and branches increases, further
increasing the conplexity of the overall path conputation problem A
solution for managi ng point-to-mnultipoint path conputations nmay be
achi eved using the PCE inter-domain point-to-nultipoint path
comput ati on [ RFC7334] procedure

Opti cal Donai ns

The I nternational Tel ecomruni cation Union (I1TU) defines the ASON
architecture in [G8080]. [G 7715] defines the routing architecture
for ASON and introduces a hierarchical architecture. |In this
architecture, the Routing Areas (RAs) have a hierarchica

rel ati onship between different routing | evels, which nmeans a parent
(or higher level) RA can contain nultiple child RAs. The
interconnectivity of the lower RAs is visible to the higher-level RA

In the ASON franmework, a path computation request is termed a route
query. This query is executed before signaling is used to establish
an LSP, which is termed a Switched Connection (SC) or a Soft

Per manent Connection (SPC). [G 7715-2] defines the requirenents and
architecture for the functions perforned by Routing Controllers (RC
during the operation of renote route queries. An RC is synonynous
with a PCE

In the ASON routing environnent, an RC responsi ble for an RA may
communi cate with its nei ghbor RC to request the conputation of an
end-to-end path across several RAs. The path conputation conmponents
and sequences are defined as foll ows:

* Renote route query. An operation where a Routing Controller
conmuni cates with another Routing Controller, which does not have
the sane set of |ayer resources, in order to conpute a routing
path in a coll aborative manner.

* Route query requester. The connection controller or RC that sends
a route query nessage to a Routing Controller that requests one or
nore routing paths satisfying a set of routing constraints.

* Route query responder. An RC that perforns the path conputation
upon reception of a route query nmessage froma Routing Controller
or connection controller, and sends a response back at the end of
the conput ati on.

When conputing an end-to-end connection, the route nmay be conputed by
a single RCor multiple RCs in a collaborative manner, and the two
scenari os can be considered a centralized renote route query nodel
and a distributed remote route query nodel. RCs in an ASON

envi ronment can al so use the hierarchical PCE [ RFC6805] npdel to
fully match the ASON hi erarchical routing nodel

1. Abstraction and Control of TE Networks (ACTN)

VWhere a single operator operates multiple TE donmai ns (incl uding
optical environments), an Abstraction and Control of TE Networks
(ACTN) framework [ RFC8453] mmy be used to create an abstracted
(virtualized network) view of underlay-interconnected domains. This
underl ay connectivity is then exposed to higher-layer contro
entities and applications.
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ACTN descri bes the nethod and procedure for coordi nating the underl ay
per-domai n Provisioning Network Controllers (PNCs), which may be
PCEs, via a hierarchical nodel to facilitate setup of end-to-end
connecti ons across interconnected TE donai ns.

Pol i cy

Policy is inportant in the deploynent of new services and the
operation of the network. [RFC5394] provides a franework for PCE-
based policy-enabled path conputation. This franework is based on
the Policy Core Information Model (PCIM as defined in [ RFC3060] and
further extended by [ RFC3460].

When using a PCE to conpute inter-domain paths, policy nay be invoked
by specifying the foll ow ng:

* Each PCC nmust select which conputations it will request froma
PCE.

* Each PCC nust select which PCEs it will use.

*  Each PCE nust determ ne which PCCs are allowed to use its services
and for what conputations.

*  The PCE nust determ ne howto collect the information in its TED
whomto trust for that information, and how to refresh/update the
i nformati on.

* Each PCE nust determni ne which objective functions and al gorithns
to apply.

Manageabi |l ity Consi derations

General PCE managenent considerations are discussed in [RFC4655]. In
the case of nmulti-domains within a single service provider network,
the managenent responsibility for each PCE woul d nost |ikely be
handl ed by the sanme service provider. In the case of multiple ASes
within different service provider networks, it will likely be
necessary for each PCE to be configured and nanaged separately by
each participating service provider, with policy being inplenmented
based on a previously agreed set of principles.

1. Control of Function and Policy

As per [RFC5440], PCEP inplenentation allows the user to configure a
nunber of PCEP session paraneters. These are detailed in Section 8.1
of [ RFC5440].

In H PCE depl oynents, the adm nistrative entity responsible for the
managenent of the parent PCEs for nulti-areas would typically be a
single service provider. |In multiple ASes (managed by different
service providers), it may be necessary for a third party to nanage
the parent PCE

2. Information and Data Mdels

A PCEP M B nodule is defined in [ RFC7420], which descri bes nmanaged
obj ects for nodeling PCEP comruni cation, including:

* PCEP client configuration and stat us.
* PCEP peer configuration and information
* PCEP session configuration and information.

* Notifications to indicate PCEP sessi on changes.
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A YANG nodul e for PCEP has al so been proposed [ PCEP- YANG .

An H PCE M B nodul e or YANG data nodel will be required to report
parent PCE and child PCE information, including:

* Parent PCE configuration and status.
* Child PCE configuration and i nformati on.

* Notifications to indicate session changes between parent PCEs and
child PCEs.

* Notification of parent PCE TED updates and changes.
3. Liveness Detection and Mnitoring

PCEP i ncl udes a keepalive nechanismto check the liveliness of a PCEP
peer and a notification procedure allowing a PCE to advertise its
overl oaded state to a PCC. In a nulti-domain environnent, [RFC5886]
provi des the procedures necessary to nonitor the |iveliness and
performance of a given PCE chain.

4. Verifying Correct QOperation

It is inportant to verify the correct operation of PCEP. [RFC5440]
specifies the nonitoring of key paraneters. These paraneters are
detailed in [ RFC5520].

5. Inpact on Network Operation

[ RFC5440] states that in order to avoid any unacceptabl e i npact on
net wor k operations, a PCEP inplenentation should allowa linmt to be
pl aced on the nunber of sessions that can be set up on a PCEP speaker
and that it may also be practical to place a linmit on the rate of
messages sent by a PCC and received by the PCE

Security Considerations

PCEP security considerations are discussed in [ RFC5440] and

[ RFC6952]. Potential vulnerabilities include spoofing, snooping,
falsification, and using PCEP as a mechani sm for denial of service
att acks.

As PCEP operates over TCP, it may nake use of TCP security encryption
mechani sms, such as Transport Layer Security (TLS) and TCP

Aut hentication Option (TCP-AO). Usage of these security nechanisns
for PCEP is described in [RFC8253], and recomendati ons and best
current practices are described in [ RFC7525].

1. Milti-domain Security

Any mul ti-domai n operation necessarily involves the exchange of
i nformati on across dommi n boundaries. This represents a significant
security and confidentiality risk.

It is expected that PCEP is used between PCCs and PCEs that belong to
the same adninistrative authority while also using one of the

af orenmenti oned encryption nmechani snms. Furthernore, PCEP all ows

i ndividual PCEs to maintain the confidentiality of their domain path
i nformati on usi ng path-keys.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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