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I nt roducti on

A security token is a set of information that facilitates the sharing
of identity and security information in heterogeneous environnents or
across security donmmins. Exanples of security tokens include JSON
Web Tokens (JWIs) [JWI] and Security Assertion Markup Language (SAM.)
2.0 assertions [OASI S.sam -core-2.0-0s]. Security tokens are
typically signed to achieve integrity and sometines also encrypted to
achi eve confidentiality. Security tokens are also sonetines

descri bed as assertions, such as in [RFC7521].

A Security Token Service (STS) is a service capable of validating
security tokens provided to it and issuing new security tokens in
response, which enables clients to obtain appropriate access
credentials for resources in heterogeneous environments or across
security domains. Web Service clients have used W5-Trust [W5- Trust]
as the protocol to interact with an STS for token exchange. Wile
WS- Trust uses XML and SOAP, the trend in nodern Web devel opnent has
been towards RESTful (Representational State Transfer) patterns and
JSON. The QAuth 2.0 Authorization Framework [ RFC6749] and QAuth 2.0
Bearer Tokens [RFC6750] have emnerged as popul ar standards for
authorizing third-party applications’ access to HITP and RESTf ul
resources. The conventional QAuth 2.0 interaction involves the
exchange of sone representation of resource owner authorization for
an access token, which has proven to be an extrenely useful pattern
in practice. However, its input and output are somewhat too
constrained as is to fully accormpdate a security token exchange

f ramewor k.

Thi s specification defines a protocol extending QAuth 2.0 that
enables clients to request and obtain security tokens from

aut hori zation servers acting in the role of an STS. Similar to OQAuth
2.0, this specification focuses on client devel oper sinplicity and



requires only an HTTP client and JSON parser, which are nearly
universal ly avail able in nodern devel opnment environnents. The STS
protocol defined in this specification is not itself RESTful (an STS
doesn’t lend itself particularly well to a REST approach) but does
utilize conmmunication patterns and data formats that shoul d be
famliar to devel opers accustomed to working with RESTful systens.

A new grant type for a token exchange request and the associ ated
specific paraneters for such a request to the token endpoint are
defined by this specification. A token exchange response is a nornal
QAuth 2.0 response fromthe token endpoint with a few additiona
paraneters defined herein to provide information to the client.

The entity that makes the request to exchange tokens is considered
the client in the context of the token exchange interaction

However, that does not restrict usage of this profile to traditiona
QAuth clients. An QAuth resource server, for exanple, mght assume
the role of the client during token exchange in order to trade an
access token that it received in a protected resource request for a
new token that is appropriate to include in a call to a backend
service. The new token might be an access token that is nore
narrom y scoped for the downstream service or it could be an entirely
different kind of token

The scope of this specificationis [imted to the definition of a
basi ¢ request-and-response protocol for an STS-style token exchange
utilizing OQAuth 2.0. Although a few new JWI clains are defined that
enabl e del egation semantics to be expressed, the specific syntax,
semantics, and security characteristics of the tokens thensel ves
(both those presented to the authorization server and those obtai ned
by the client) are explicitly out of scope, and no requirenents are
pl aced on the trust nodel in which an inplenentation mght be

depl oyed. Additional profiles may provide nore detail ed requirenents
around the specific nature of the parties and trust involved, such as
whet her signing and/or encryption of tokens is needed or if proof-of-
possession-style tokens will be required or issued. However, such
details will often be policy decisions made with respect to the

speci fic needs of individual deploynents and will be configured or

i mpl ement ed accordingly.

The security tokens obtained may be used in a nunber of contexts, the
specifics of which are al so beyond the scope of this specification

1.1. Delegation vs. Inpersonation Semantics

One comon use case for an STS (as alluded to in the previous
section) is to allow a resource server Ato nmake calls to a backend
service C on behalf of the requesting user B. Depending on the loca
site policy and authorization infrastructure, it may be desirable for
Ato use its own credentials to access C along with an annotation of
some formthat Ais acting on behalf of B ("delegation") or for Ato
be granted a linmted access credential to C but that continues to
identify B as the authorized entity ("inpersonation"). Delegation
and i npersonation can be useful concepts in other scenarios involving
multiple participants as well.

When principal A inpersonates principal B, Ais given all the rights
that B has within sone defined rights context and is

i ndi stinguishable fromB in that context. Thus, when principal A

i mpersonates principal B, then insofar as any entity receiving such a
token is concerned, they are actually dealing with B. It is true
that sone nmenbers of the identity system mi ght have awareness that

i npersonation is going on, but it is not a requirenment. For al
intents and purposes, when Ais inpersonating B, Ais Bwthin the
context of the rights authorized by the token. A's ability to

i npersonate B could be limted in scope or time, or even with a one-



time-use restriction, whether via the contents of the token or an
out - of - band nmechani sm

Del egati on semantics are different than inpersonation senmantics,
though the two are closely related. Wth del egati on semanti cs,
principal A still has its own identity separate fromB, and it is
explicitly understood that while B nay have del egated sone of its
rights to A any actions taken are being taken by A representing B
In a sense, Ais an agent for B

Del egati on and i npersonation are not inclusive of all situations.
When a principal is acting directly on its own behal f, for exanple,
nei t her del egation nor inpersonation are in play. They are, however,
the nore conmon semantics operating for token exchange and, as such,
are given nore direct treatnent in this specification

Del egation senantics are typically expressed in a token by including
i nformati on about both the primary subject of the token as well as
the actor to whom that subject has del egated sone of its rights.

Such a token is sonmetines referred to as a conposite token because it
is conposed of infornmation about nultiple subjects. Typically, in
the request, the "subject token" represents the identity of the party
on behalf of whomthe token is being requested while the
"actor_token" represents the identity of the party to whomthe access
rights of the issued token are being del egated. A conposite token

i ssued by the authorization server will contain informtion about
both parties. Wen and if a conposite token is issued is at the

di scretion of the authorization server and applicable policy and
configuration.

The specifics of representing a conposite token and even whet her or
not such a token will be issued depend on the details of the

i npl ementation and the kind of token. The representations of
conposite tokens that are not JWs are beyond the scope of this
specification. The "actor_token" request parameter, however, does
provide a neans for providing information about the desired actor,
and the JWI "act" claimcan provide a representation of a chain of
del egati on.

Requi rements Notation and Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter m nol ogy

This specification uses the terns "access token type", "authorization
server", "client", "client identifier", "resource server", "token
endpoint", "token request", and "token response" defined by QAuth 2.0

[ RFC6749], and the terns "Base64url Encoding", "daini, and "JW
Clains Set" defined by JSON Wb Token (JWI) [JW].

Token Exchange Request and Response
Request
A client requests a security token by making a token request to the
aut hori zati on server’s token endpoint using the extension grant type
mechani sm defined in Section 4.5 of [RFC6749].
Client authentication to the authorization server is done using the

nor mal nechani sns provi ded by QAuth 2.0. Section 2.3.1 of [RFC6749]
defi nes password-based aut hentication of the client, however, client



aut hentication is extensi ble and other mechani sns are possible. For
exanpl e, [RFC7523] defines client authentication using bearer JSON
Web Tokens (JWIs) [JWI]. The supported nethods of client

aut henti cati on and whether or not to all ow unauthenticated or
unidentified clients are depl oynment decisions that are at the

di scretion of the authorization server. Note that omtting client
aut hentication allows for a conprom sed token to be | everaged via an
STS into ot her tokens by anyone possessing the conprom sed token
Thus, client authentication allows for additional authorization
checks by the STS as to which entities are pernitted to inpersonate
or receive delegations fromother entities.

The client makes a token exchange request to the token endpoint wth
an extension grant type using the HTTP "PCST" met hod. The foll ow ng
paraneters are included in the HITP request entity-body using the
"application/x-ww-formurlencoded" format with a character encoding
of UTF-8 as described in Appendi x B of [RFC6749].

grant _type
REQUI RED. The val ue "urn:ietf: parans: oaut h: grant-type:token-
exchange" indicates that a token exchange is being perforned.

resource
OPTIONAL. A URI that indicates the target service or resource
where the client intends to use the requested security token
Thi s enabl es the authorization server to apply policy as
appropriate for the target, such as deternmi ning the type and
content of the token to be issued or if and how the token is to be
encrypted. In many cases, a client will not have know edge of the
| ogi cal organi zation of the systens with which it interacts and
will only know a URI of the service where it intends to use the
token. The "resource" paranmeter allows the client to indicate to
the aut hori zation server where it intends to use the issued token
by providing the location, typically as an https URL, in the token
exchange request in the sane formthat will be used to access that
resource. The authorization server will typically have the
capability to map froma resource URI value to an appropriate
policy. The value of the "resource" paraneter MJST be an absol ute
URI, as specified by Section 4.3 of [RFC3986], that MAY include a
query conponent and MJST NOT include a fragnent conponent.
Multiple "resource" paranmeters nmay be used to indicate that the
i ssued token is intended to be used at the nmultiple resources
listed. See [QAUTH RESOURCE] for additional background and uses
of the "resource" paraneter.

audi ence
OPTI ONAL. The logical nanme of the target service where the client
intends to use the requested security token. This serves a
purpose sinmilar to the "resource" paraneter but with the client
providing a logical nanme for the target service. Interpretation
of the nane requires that the value be sonething that both the
client and the authorization server understand. An QAuth client
identifier, a SAML entity identifier [OASIS.sam -core-2.0-0s], and
an Openl D Connect |ssuer ldentifier [OpenlD. Core] are examples of
things that m ght be used as "audi ence" paraneter val ues.
However, "audi ence" values used with a given authorization server
must be unique within that server to ensure that they are properly
interpreted as the intended type of value. Miltiple "audi ence"
paraneters may be used to indicate that the issued token is
intended to be used at the multiple audiences listed. The
"audi ence" and "resource" paraneters may be used together to
indicate nultiple target services with a m x of |ogical nanes and
resource URIs.

scope
OPTIONAL. A list of space-delimted, case-sensitive strings, as



defined in Section 3.3 of [RFC6749], that allow the client to
specify the desired scope of the requested security token in the
context of the service or resource where the token will be used.
The val ues and associ ated semantics of scope are service specific
and expected to be described in the rel evant service
docunent ati on.

request ed_t oken_type
OPTIONAL. An identifier, as described in Section 3, for the type
of the requested security token. |f the requested type is
unspecified, the issued token type is at the discretion of the
aut hori zati on server and may be dictated by know edge of the
requirenents of the service or resource indicated by the
"resource" or "audi ence" paraneter.

subj ect _t oken
REQUI RED. A security token that represents the identity of the
party on behal f of whomthe request is being made. Typically, the
subject of this token will be the subject of the security token
i ssued in response to the request.

subj ect _token_type
REQUI RED. An identifier, as described in Section 3, that
i ndicates the type of the security token in the "subject_token"
par amet er .

act or _token
OPTI ONAL. A security token that represents the identity of the
acting party. Typically, this will be the party that is
aut horized to use the requested security token and act on behal f
of the subject.

actor _token_type
An identifier, as described in Section 3, that indicates the type
of the security token in the "actor_token" paranmeter. This is
REQUI RED when the "actor_token" paraneter is present in the
request but MUST NOT be included otherw se.

In processing the request, the authorization server MJUST performthe
appropriate validation procedures for the indicated token type and,
if the actor token is present, also performthe appropriate

val idation procedures for its indicated token type. The validity
criteria and details of any particul ar token are beyond the scope of
this docunment and are specific to the respective type of token and
its content.

In the absence of one-tine-use or other senmantics specific to the
token type, the act of perform ng a token exchange has no impact on
the validity of the subject token or actor token. Furthernore, the
exchange is a one-tinme event and does not create a tight |inkage

bet ween the input and output tokens, so that (for exanple) while the
expiration tinme of the output token may be influenced by that of the
i nput token, renewal or extension of the input token is not expected
to be reflected in the output token's properties. It may still be
appropriate or desirable to propagate token-revocation events.
However, doing so is not a general property of the STS protocol and
woul d be specific to a particular inplenentation, token type, or

depl oynent .

2.1.1. Relationship between Resource, Audi ence, and Scope

When requesting a token, the client can indicate the desired target
service(s) where it intends to use that token by way of the

"audi ence" and "resource" paraneters as well as indicate the desired
scope of the requested token using the "scope" paranmeter. The
semantics of such a request are that the client is asking for a token



with the requested scope that is usable at all the requested target
services. Effectively, the requested access rights of the token are
the Cartesian product of all the scopes at all the target services.

An aut hori zation server may be unwilling or unable to fulfill any
token request, but the likelihood of an unfulfillable request is
significantly higher when very broad access rights are being
solicited. As such, in the absence of specific know edge about the
rel ati onship of systens in a deploynent, clients should exercise
discretion in the breadth of the access requested, particularly the
number of target services. An authorization server can use the
"invalid_ target" error code, defined in Section 2.2.2, to informa
client that it requested access to too many target services

si mul t aneousl y.

.2. Response

The aut horization server responds to a token exchange request with a
normal QAuth 2.0 response fromthe token endpoint, as specified in
Section 5 of [RFC6749]. Additional details and explanation are
provided in the foll ow ng subsections.

.2.1. Successful Response

If the request is valid and neets all policy and other criteria of
the aut horization server, a successful token response is constructed
by adding the follow ng paraneters to the entity-body of the HTTP
response using the "application/json" nedia type, as specified by

[ RFC8259], and an HITP 200 status code. The paraneters are
serialized into a JavaScript Cbject Notation (JSON) structure by
addi ng each paraneter at the top |level. Paraneter nanes and string
val ues are included as JSON strings. Nunerical values are included
as JSON nunbers. The order of paraneters does not natter and can
vary.

access_token
REQUI RED. The security token issued by the authorization server
in response to the token exchange request. The "access_token"
paraneter from Section 5.1 of [RFC6749] is used here to carry the
requested token, which allows this token exchange protocol to use
the existing QAuth 2.0 request and response constructs defined for
the token endpoint. The identifier "access_token" is used for
hi storical reasons and the issued token need not be an QAuth
access token.

i ssued_t oken_type
REQUI RED. An identifier, as described in Section 3, for the
representation of the issued security token

t oken_type
REQUI RED. A case-insensitive value specifying the nmethod of using
the access token issued, as specified in Section 7.1 of [RFC6749].
It provides the client with information about how to utilize the
access token to access protected resources. For exanple, a value
of "Bearer", as specified in [RFC6750], indicates that the issued
security token is a bearer token and the client can sinply present
it as is without any additional proof of eligibility beyond the
contents of the token itself. Note that the neaning of this
paraneter is different fromthe nmeaning of the "issued_token_type"
paraneter, which declares the representation of the issued
security token; the term"token type" is nmore typically used to
mean the structural or syntactical representation of the security
token, as it is in all "* token_ type" paraneters in this
specification. |f the issued token is not an access token or
usabl e as an access token, then the "token_type" value "N A" is
used to indicate that an QAuth 2.0 "token_type" identifier is not
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2

applicable in that context.

expires_in

RECOMMENDED. The validity lifetime, in seconds, of the token

i ssued by the authorization server. Otentinmes, the client wll
not have the inclination or capability to inspect the content of
the token, and this paraneter provides a consistent and token-
type-agnostic indication of how long the token can be expected to
be valid. For exanple, the value 1800 denotes that the token will
expire in thirty mnutes fromthe time the response was gener at ed.

scope
OPTIONAL if the scope of the issued security token is identical to
the scope requested by the client; otherwise, it is REQU RED

refresh_t oken
OPTIONAL. A refresh token will typically not be issued when the
exchange is of one tenporary credential (the subject_token) for a
different tenporary credential (the issued token) for use in sone
other context. A refresh token can be issued in cases where the
client of the token exchange needs the ability to access a
resource even when the original credential is no longer valid
(e.g., user-not-present or offline scenarios where there is no
| onger any user entertaining an active session with the client).
Profiles or deploynents of this specification should clearly
docunent the conditions under which a client should expect a
refresh token in response to "urn:ietf:parans: oaut h: grant-
t ype: t oken- exchange" grant type requests.

2.2. FError Response

If the request itself is not valid or if either the "subject token"
or "actor_token" are invalid for any reason, or are unacceptable
based on policy, the authorization server MJST construct an error
response, as specified in Section 5.2 of [RFC6749]. The value of the
"error" paraneter MJST be the "invalid_request" error code.

If the authorization server is unwilling or unable to issue a token
for any target service indicated by the "resource" or "audi ence"
paraneters, the "invalid target" error code SHOULD be used in the
error response.

The aut horization server MAY include additional information regarding
the reasons for the error using the "error_description" as discussed
in Section 5.2 of [RFC6749].

O her error codes may al so be used, as appropriate.
3. Exampl e Token Exchange

The foll owi ng exanpl e denonstrates a hypothetical token exchange in
whi ch an QAuth resource server assunes the role of the client during
the exchange. It trades an access token, which it received in a
protected resource request, for a new token that it will use to call
to a backend service (extra line breaks and indentation in the
exanpl es are for display purposes only).

Figure 1 shows the resource server receiving a protected resource
request containing an QAuth access token in the Authorization header,
as specified in Section 2.1 of [RFC6750].

GET /resource HTTP/ 1.1
Host: frontend. exanpl e. com
Aut hori zation: Bearer accVKjcJyb4BWxGsndESCIQbdFMogUCSPbRDgcel TC

Figure 1: Protected Resource Request



In Figure 2, the resource server assunmes the role of client for the
t oken exchange, and the access token fromthe request in Figure 1 is
sent to the authorization server using a request as specified in
Section 2.1. The value of the "subject _token" paraneter carries the
access token, and the value of the "subject_token_type" paraneter
indicates that it is an QAuth 2.0 access token. The resource server,
acting in the role of the client, uses its identifier and secret to
authenticate to the authorization server using the HITP Basic

aut henti cation schene. The "resource" paraneter indicates the

| ocation of the backend service, <https://backend. exanpl e.coni api >,
where the issued token will be used.

POST /as/token. oauth2 HTTP/ 1.1

Host: as. exanpl e.com

Aut hori zation: Basic cnMvODpsb25nLXN Y3VyZS1ly YW6kb20t c2Vj cnVO
Cont ent - Type: application/ x-wwmwform url encoded

grant _type=ur n¥BAi et f ¥%8Apar ans¥8Aoaut h¥BAgr ant -t ype¥8At oken- exchange
& esour ce=ht t ps¥8AWRFY¥2Fbackend. exanpl e. com¥2Fapi
&subj ect _t oken=accVKj cJyb4BWCxGsndESCIQbdFMogUCS5PbRDgcelL TC
&subj ect _token_type=
ur n%BAi et f ¥BApar ans%BAoaut h%BAt oken-t ype%BAaccess_t oken

Figure 2: Token Exchange Request

The aut horization server validates the client credentials and the
"subj ect _token" presented in the token exchange request. Fromthe
"resource" parameter, the authorization server is able to determne
the appropriate policy to apply to the request and i ssues a token
suitable for use at <https://backend. exanpl e.conm>. The
"access_token" paraneter of the response shown in Figure 3 contains
the new token, which is itself a bearer QAuth access token that is
valid for one nmnute. The token happens to be a JW;, however, its
structure and fornat are opaque to the client, so the
"issued_token_type" indicates only that it is an access token

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token":"eyJhbCci G JFUzI INi I sl mt pZCl 61j11ciJ9. eyJhdWQ G Jo

dHRwczovL2JhY2t | bmQuZXhhbXBsZS5) b20i LCIpc3M O JodHRweczovL2FzLnV
AYWLWhGUUY29t i wi ZXhwl j oxNDQKOTE3NTkzLCIpYXQ G EONDESMTc1MzMsI n
N1Yi | 61 mIkYOBI eGFt cGxl LnN\vbSI sl nNj b3BI | j oi YXBpl n0. 40y3ZgQedwer x
f 59W wHDDOj r yFOr 0_Wh3CGoz QBi hNBhnXEQgUB5AI 9x 3Kns Pot t VMLPI W mDCM
y5- kdXj whw',

"i ssued_t oken_type":

"urn:ietf:parans: oaut h:t oken-type: access_t oken",
"token_type":"Bearer",
"expires_in":60

}

Fi gure 3: Token Exchange Response

The resource server can then use the newy acquired access token in
maki ng a request to the backend server as illustrated in Figure 4.

GET /api HITP/ 1.1

Host: backend. exanpl e. com

Aut hori zation: Bearer eyJhbGci O JFUzI INi IsIntpzCli6ljllciJ9. eyJhdWQ
i O JodHRwczovL2JhY2t | bmQuzZXhhbXBsZS5j b20i LCIpc3M G JodHRwezovL2
FzLnmvAYWLwbGUUY29t | i wi ZXhw j oxNDQXOTE3NTkzLCIpYXQ G EONDESMIc1M
zMsI nNLYi | 61 mIkYOBI eGFt cGxl Lm\vbSI sI nNj b3BI | j oi YXBpl n0. 40y3ZgQe
dwer xf 59W wHDDOj r yFOr 0_Wh3CGoz QBi hNBhnXEQgUB5AI 9x3KnsPot t VMLPI W



viDCMy 5- kd Xj whw
Fi gure 4: Backend Protected Resource Request
Addi ti onal examples can be found in Appendi x A
Token Type ldentifiers

Several paraneters in this specification utilize an identifier as the
val ue to describe the token in question. Specifically, they are the
"request ed_t oken_type", "subject_token_type", and "actor_token_type"
paraneters of the request and the "issued_token_type" nenber of the
response. Token type identifiers are URIs. Token exchange can work
with both tokens issued by other parties and tokens fromthe given
aut hori zation server. For the former, the token type identifier

i ndicates the syntax (e.g., JW or SAML 2.0) so the authorization
server can parse it; for the latter, it indicates what the given

aut hori zation server issued it for (e.g., "access_token" or
"refresh_t oken").

The foll owi ng token type identifiers are defined by this
specification. Oher URIs MAY be used to indicate other token types.

urn:ietf:parans: oaut h:token-type: access_t oken
Indicates that the token is an QAuth 2.0 access token issued by
the given authorization server

urn:ietf:parans: oaut h: t oken-type: refresh_t oken
I ndicates that the token is an QAuth 2.0 refresh token issued by
the given authorization server.

urn:ietf: parans: oaut h:t oken-type:id_token
Indicates that the token is an I D Token as defined in Section 2 of
[ Openl D. Core] .

urn:ietf:parans: oaut h:token-type: sam 1
Indicates that the token is a base64url-encoded SAML 1.1
[ CASI S. sam -core-1.1] assertion

urn:ietf:parans: oaut h: t oken-type: sam 2
I ndicates that the token is a base64url-encoded SAML 2.0
[ QASI S. saml - core-2.0-0s] assertion.

The val ue "urn:ietf:parans: oaut h:token-type:jwt", which is defined in
Section 9 of [JWI], indicates that the token is a JW.

The distinction between an access token and a JWI is subtle. An
access token represents a del egated aut horizati on deci sion, whereas
JW is a token format. An access token can be formatted as a JWI but
doesn’t necessarily have to be. And a JW nmight well be an access
token, but not all JWs are access tokens. The intent of this
specification is that "urn:ietf:parans: oauth:token-type: access_t oken"
be an indicator that the token is a typical OAuth access token issued
by the authorization server in question, opaque to the client, and
usabl e the same manner as any ot her access token obtained fromthat
aut hori zation server. (It could well be a JWI, but the client isn't
and needn’t be aware of that fact.) Whereas,

"urn:ietf:parans: oauth:token-type:jwt" is to indicate specifically
that a JW is being requested or sent (perhaps in a cross-domin use
case where the JW is used as an authorization grant to obtain an
access token froma different authorization server as is facilitated
by [ RFC7523]).

Note that for tokens that are binary in nature, the URl used for
conveying them needs to be associated with the semantics of a base64
or other encoding suitable for usage with HTTP and QAut h.



4. JSON Wb Token d ains and I ntrospecti on Response Paraneters

It is useful to have defined mechani sms to express del egation within
a token as well as to express authorization to del egate or

i npersonate. Although the token exchange protocol described herein
can be used with any type of token, this section defines clains to
express such semantics specifically for JW's and in an QAuth 2.0
Token Introspection [ RFC7662] response. Sinilar definitions for
other types of tokens are possible but beyond the scope of this
speci fication.

Note that the clains not established herein but used in exanples and
descriptions, such as "iss", "sub", "exp", etc., are defined by
[JWI].

4.1. "act" (Actor) Caim

The "act" (actor) claimprovides a neans within a JW to express that
del egati on has occurred and identify the acting party to whom
authority has been del egated. The "act" claimvalue is a JSON

obj ect, and nenbers in the JSON object are clains that identify the
actor. The clains that make up the "act" claimidentify and possibly
provi de additional information about the actor. For exanple, the
combi nation of the two clains "iss" and "sub" might be necessary to
uni quely identify an actor

However, clains within the "act" claimpertain only to the identity
of the actor and are not relevant to the validity of the containing
JWI in the sane nmanner as the top-level clainms. Consequently, non-
identity clainms (e.g., "exp", "nbf", and "aud") are not meaningfu
when used within an "act" claimand are therefore not used.

Figure 5 illustrates the "act" (actor) claimwithin a JW Cainms Set.
The clains of the token itself are about user @xanple.comwhile the
"act" claimindicates that adm n@xanple.comis the current actor.

{

"aud":"https://consuner. exanpl e. cont',
"iss":"https://issuer.exanple.coni,
"exp": 1443904177,

"nbf": 1443904077,

"sub": "user @xanpl e. cont,

"act":

sub": "adm n@xanpl e. cont

Figure 5: Actor Claim

A chain of del egation can be expressed by nesting one "act" claim
within another. The outernost "act" claimrepresents the current
actor while nested "act" clainms represent prior actors. The |east
recent actor is the nost deeply nested. The nested "act" clains
serve as a history trail that connects the initial request and
subj ect through the various del egation steps undertaken before
reaching the current actor. |In this sense, the current actor is
considered to include the entire authorization/del egation history,
| eading naturally to the nested structure described here.

For the purpose of applying access control policy, the consuner of a
token MUST only consider the token’s top-level clains and the party
identified as the current actor by the "act" claim Prior actors
identified by any nested "act" clains are informational only and are
not to be considered in access control decisions.



The following exanple in Figure 6 illustrates nested "act" (actor)
claims within a JWf Clainms Set. The clains of the token itself are
about user @xanpl e.comwhile the "act" claimindicates that the
system <https://servicel6. exanple.com is the current actor and
<https://service77.exanpl e.com> was a prior actor. Such a token

m ght come about as the result of servicel6 receiving a token in a
call from service77 and exchanging it for a token suitable to cal
service26 while the authorization server notes the situation in the
newy issued token

{

"aud":"https://service26. exanmpl e. cont,

"iss":"https://issuer.exanple.coni,

"exp": 1443904100,

"nbf": 1443904000,

"sub": "user @xanpl e. cont,

"act":
"sub":"https://servicel6. exanpl e. cont,
"act":

"sub":"https://service77. exanpl e. cont
}
}
}

Figure 6: Nested Actor Caim

When included as a top-level nenber of an QAuth token introspection
response, "act" has the same semantics and format as the claimof the
same nane.

4.2. "scope" (Scopes) Oaim

The val ue of the "scope" claimis a JSON string containing a space-
separated |ist of scopes associated with the token, in the format
described in Section 3.3 of [RFC6749].

Figure 7 illustrates the "scope" claimwithin a JW C ains Set.

{

"aud":"https://consumer. exanpl e. cont,
"iss":"https://issuer.exanple.coni,
"exp": 1443904177,

"nbf": 1443904077,

"sub": "dgaf 4nmvf s75Fci _FL3heQA",
"scope":"emai | profile phone address"

Figure 7: Scopes O aim

QAuth 2.0 Token Introspection [ RFC7662] al ready defines the "scope"
paraneter to convey the scopes associated with the token

4.3. "client_id" (dient lIdentifier) Claim

The "client_id" claimcarries the client identifier of the QAuth 2.0
[ RFC6749] client that requested the token

The followi ng exanple in Figure 8 illustrates the "client_id" claim
within a JWIT ains Set indicating an QAuth 2.0 client with
"s6BhdRkqt 3" as its identifier

{

aud":"https://consuner. exanpl e. cont',



4. 4.

"iss":"https://issuer.exanple.cont,
"exp": 1443904177,

"sub": "user @xanpl e. cont,
"client_id":"s6BhdRkqgt 3"

Figure 8 dient lIdentifier Caim

QAuth 2.0 Token Introspection [ RFC7662] al ready defines the
"client _id" paraneter as the client identifier for the QAuth 2.0
client that requested the token

"may_act" (Authorized Actor) Caim

The "may_act" clai mnmakes a statenment that one party is authorized to
become the actor and act on behal f of another party. The claimm ght
be used, for exanple, when a "subject_token" is presented to the
token endpoint in a token exchange request and "may_act” claimin the
subj ect token can be used by the authorization server to determ ne
whet her the client (or party identified in the "actor_token") is

aut horized to engage in the requested del egati on or inpersonation

The claimvalue is a JSON object, and nenbers in the JSON object are
clains that identify the party that is asserted as being eligible to
act for the party identified by the JW containing the claim The
clains that make up the "may_act"” claimidentify and possibly provide
additional information about the authorized actor. For exanple, the
conbi nation of the two clains "iss" and "sub" are sonetines necessary
to uniquely identify an authorized actor, while the "ermail" claim

nm ght be used to provide additional useful information about that

party.

However, clains within the "may_act" claimpertain only to the
identity of that party and are not relevant to the validity of the
containing JW in the same manner as top-level clains. Consequently,
claims such as "exp", "nbf", and "aud" are not meani ngful when used
within a "may_act" claimand are therefore not used.

Figure 9 illustrates the "may_act” claimwithin a JW Cains Set.

The clainms of the token itself are about user @xanple.comwhile the
"may_act" claimindicates that adm n@xanple.comis authorized to act
on behal f of user @xanpl e.com

{
"aud":"https://consuner. exanpl e. cont',
"iss":"https://issuer.exanple.coni,
"exp": 1443904177,
"nbf": 1443904077,
"sub": "user @xanpl e. cont,
"may_act":
"sub":"adm n@xanpl e. cont
}
}

Figure 9: Authorized Actor C aim

When included as a top-level nenmber of an QAuth token introspection
response, "may_act" has the sane semantics and format as the cl ai m of
the sane nane.

Security Considerations

Much of the guidance from Section 10 of [RFC6749], the Security

Consi derations in The QAuth 2.0 Authorization Franework, is also
appl i cable here. Furthernore, [RFC6819] provides additional security
consi derations for QAuth, and [ QAUTH SECURI TY] has updated security
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gui dance based on depl oynent experience and new threats that have
energed since QAuth 2.0 was originally published.

Al'l of the normal security issues that are discussed in [JW],
especially in relationship to conmparing URIs and dealing with
unrecogni zed val ues, also apply here.

In addition, both del egation and inpersonation introduce uni que
security issues. Any tine one principal is delegated the rights of
anot her principal, the potential for abuse is a concern. The use of
the "scope" claim (in addition to other typical constraints such as a
limted token lifetine) is suggested to mitigate potential for such
abuse, as it restricts the contexts in which the delegated rights can
be exerci sed.

Privacy Considerations

Tokens enpl oyed in the context of the functionality described herein
may contain privacy-sensitive information and, to prevent disclosure
of such information to unintended parties, MJST only be transnmitted
over encrypted channels, such as Transport Layer Security (TLS). In
cases where it is desirable to prevent disclosure of certain
information to the client, the token MJST be encrypted to its

i ntended recipient. Deployments SHOULD deternmine the mnimally
necessary anount of data and only include such information in issued
tokens. In sonme cases, data mnimization may include representing
only an anonynous or pseudonynopus user

I ANA Consi derations
1. QAuth URI Registration

| ANA has registered the following values in the "QAuth URI "
subregistry of the "OAuth Paraneters" registry

[ 1 ANA. QAut h. Paraneters]. The "QAuth URI" subregistry was established
by [ RFC6755] .

URN: urn:ietf:parans: oauth: grant-type:token-exchange
Conmon Nane: Token exchange grant type for QAuth 2.0
Change Controller: |ESG

Speci fication Docunment: Section 2.1 of RFC 8693

* Ok X *

URN: urn:ietf:parans: oaut h:t oken-type: access_t oken

Conmon Nane: Token type URI for an QAuth 2.0 access token
Change Controller: |ESG

Speci fication Docunent: Section 3 of RFC 8693

* ok X F

URN: urn:ietf:parans: oauth:token-type:refresh_token

Conmon Nane: Token type URI for an QAuth 2.0 refresh token
Change Controller: |ESG

Speci fication Docunent: Section 3 of RFC 8693

L I

URN: urn:ietf:parans:oauth:token-type:id_token
Conmon Nanme: Token type URI for an I D Token
Change Controller: |ESG

Speci fication Docunent: Section 3 of RFC 8693

E I

*

URN:. urn:ietf:parans: oaut h:token-type:sanm 1

* Common Name: Token type URI for a base64url-encoded SAML 1.1
assertion

* Change Controller: |ESG

* Specification Docunent: Section 3 of RFC 8693

URN: urn:ietf:parans: oaut h:token-type: sam 2
*  Common Name: Token type URI for a base64url-encoded SAML 2.0
assertion



Change Controller: |ESG
* Specification Docunent: Section 3 of RFC 8693

7.2. CQAuth Paraneters Registration

| ANA has registered the following values in the "QAuth Paraneters”
subregistry of the "OAuth Paraneters"” registry

[ 1 ANA. QAut h. Parameters]. The "QAut h Paraneters" subregistry was
establ i shed by [ RFC6749].

* Paraneter nanme: audience

* Parameter usage | ocation: token request

* Change controller: |ESG

* Specification docunent(s): Section 2.1 of RFC 8693
* Parameter name: requested token_type

* Parameter usage | ocation: token request

* Change controller: |IESG

* Specification docunment(s): Section 2.1 of RFC 8693
* Parameter name: subject token

* Parameter usage |ocation: token request

* Change controller: |IESG

* Specification docunent(s): Section 2.1 of RFC 8693
* Parameter name: subject_token_type

* Paranmeter usage |ocation: token request

* Change controller: |IESG

* Specification docunent(s): Section 2.1 of RFC 8693
*  Parameter name: actor_token

* Parameter usage |ocation: token request

* Change controller: |IESG

* Specification docunent(s): Section 2.1 of RFC 8693
* Parameter name: actor_token_type

* Parameter usage |ocation: token request

* Change controller: |ESG

* Specification docunent(s): Section 2.1 of RFC 8693
* Paraneter nane: issued_token_type

* Parameter usage |ocation: token response

* Change controller: |ESG

*

Speci fication docunent(s): Section 2.2.1 of RFC 8693
7.3. (QAuth Access Token Type Registration

| ANA has registered the foll owi ng access token type in the "QAuth
Access Token Types" subregistry of the "OAuth Paraneters" registry

[ 1 ANA. QAut h. Parameters]. The "QAuth Access Token Types" subregistry
was established by [ RFC6749].

Type name: N_A

Addi ti onal Token Endpoi nt Response Paraneters: none
HTTP Aut henticati on Scheme(s): none

Change controller: |ESG

Speci fication docunent(s): Section 2.2.1 of RFC 8693

L I

7.4. JSON Wb Token O ains Registration

| ANA has registered the followng Cains in the "JSON Wb Token

Clai n8" subregistry of the "JSON Wb Token (JWI)" registry

[ANA. JWIT. The "JSON Wb Token d ai ns" subregistry was established
by [JWI].

* (O ai mNane: act



* ClaimDescription: Actor

* Change Controller: |IESG

* Specification Docunent(s): Section 4.1 of RFC 8693
* (C ai m Nane: scope

* (CaimDescription: Scope Val ues

* Change Controller: |IESG

* Specification Docunment(s): Section 4.2 of RFC 8693
* ClaimName: client_id

* ClaimDescription: Client Identifier

* Change Controller: |IESG

*

Speci fication Docunent(s): Section 4.3 of RFC 8693

*

Cl ai m Nane: nay_act

* ClaimDescription: Authorized Actor - the party that is authorized
to beconme the actor

* Change Controller: |IESG

* Specification Docunment(s): Section 4.4 of RFC 8693

7.5. CQAuth Token Introspection Response Registration

I ANA has registered the following values in the "OAuth Token

I ntrospecti on Response” registry of the "QAuth Paraneters" registry
[ 1 ANA. QAut h. Paraneters]. The "QAuth Token I ntrospecti on Response”
registry was established by [ RFC7662].

Name: act

Description: Actor

Change Controller: |ESG

Speci fication Docunent(s): Section 4.1 of RFC 8693

E

*

Nanme: may_act

* Description: Authorized Actor - the party that is authorized to
become the actor

* Change Controller: |IESG

* Specification Docunment(s): Section 4.4 of RFC 8693
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Appendi x A, Additional Token Exchange Exanpl es

Two exanpl e token exchanges are provided in the foll ow ng sections
illustrating inpersonation and del egation, respectively (with extra
l'ine breaks and indentation for display purposes only).

A.1. Inpersonation Token Exchange Exanpl e
A.1.1. Token Exchange Request

In the foll owi ng token exchange request, a client is requesting a
token with inpersonation semantics (delegation is inmpossible with
only a "subject token" and no "actor _token"). The client tells the
aut hori zation server that it needs a token for use at the target
service with the | ogical nane "urn: exanpl e: cooperation-context".

POST /as/token. oauth2 HTTP/ 1.1
Host: as. exanpl e.com
Cont ent - Type: application/ x-ww-form url encoded

grant _type=ur n¥BAi et f ¥8Apar ans¥BAoaut h¥BAgr ant -t ype¥3At oken- exchange

&audi ence=ur n¥3Aexanpl e¥8Acooper at i on- cont ext

&subj ect _t oken=eyJhbGci O JFUzI 1N | sl nt pZCl 61 j E2I n0. eyJhdWQ O JodHRwc
ZovL2FzLnvVAYWLwWb GUUY29t | i wi aXNzl j oi aHROcHVBLY9venm naWshbClpc3NLZXI
uZXhhbXBsZS5uzZXQ LCJI eHAI G EONDE5SMTA2NMDAs| nbi Zi | 6 MTQOMIkwOTAMMOW ¢
3Vi lj oi YnRj QGv4AYWLwWhGUUbmMVOI i wi c2NvcGUi O JvenR cnMgcHIvZm sZSBoaXN
0b3J51 n0. PRBg- j Xn4cJuj 1gmyXFi GkZzRuzbXZ_sDxdE98ddWi4uf sbW.Kd3JJ1VZ
hF64pbTt f j y4VXFVBDaQKj n5Jz Aw

&subj ect _t oken_t ype=ur n%BAi et f ¥8Apar anms¥8Aoaut h¥3At oken-t ype¥3Aj wt

Figure 10: Token Exchange Request
A.1.2. Subject Token C ains

The "subject _token" in the prior request is a JW, and the decoded
JWI Cains Set is shown here. The JW is intended for consunption by
the aut horization server within a specific time window. The subject
of the JWI ("bdc@xanple.net") is the party on behalf of whomthe new
token is being requested.

{
"aud":"https://as. exanpl e.cont,
"iss":"https://original-issuer.exanple.net",
"exp": 1441910600,
"nbf": 1441909000,
"sub": "bdc@xanpl e. net",
"scope":"orders profile history"

}

Figure 11: Subject Token d ains

A.1.3. Token Exchange Response



The "access_t oken" parameter of the token exchange response shown

bel ow contains the new token that the client requested. The other
paraneters of the response indicate that the token is a bearer access
token that expires in an hour.

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token":"eyJhbCci G JFUzI 1IN | sl mt pZCl 61 j cyl n0. eyJhdWQ G J1lcmt

6ZXhhbXBsZTpj b29wZXJhdd vbi 1j b2502Xh0l i wi aXNz! j oi aHROcHMBLY9hcy5l
eGFt cGxl LmN\vbSI sl miv4acCl 6MIQOMTkx Mz YxMOwi ¢3Vi | oi YRl QGVAYWLwbGUub
mVOl i wi c2NvcGUi G JvenR cnMgcHIvZm sZSBoaXN0b3J51 n0. r MIWSGNACTvVNF
uOL74sYZ6MVul d2Z2WGLnmeR9zt j 6W20Xr aQ kJmG yi Cq24kcB7AlI 2VqVvxl 3wSwW
nVKh85A",

"i ssued_t oken_type":
"urn:ietf:parans: oaut h: t oken-type: access_t oken",

"token_type":"Bearer",

"expires_in":3600

}

Figure 12: Token Exchange Response
A 1.4. Issued Token C ains

The decoded JWI C ains Set of the issued token is shown below. The
new JWI is issued by the authorization server and intended for
consunption by a systementity known by the |ogical name

"urn: exanpl e: cooperation-context” any tine before its expiration
The subject ("sub") of the JW is the sane as the subject the token
used to nmake the request, which effectively enables the client to

i npersonate that subject at the systementity known by the | ogica
nanme of "urn:exanpl e: cooperation-context" by using the token

{
"aud": "urn: exanpl e: cooper ati on-cont ext",
"iss":"https://as.exanple.cont,
"exp": 1441913610,
"sub": "bdc@xanpl e. net",
"scope":"orders profile history"
}

Figure 13: Issued Token C ains
A. 2. Del egation Token Exchange Exanpl e
A.2.1. Token Exchange Request

In the foll owi ng token exchange request, a client is requesting a
token and providing both a "subject _token" and an "actor_token". The
client tells the authorization server that it needs a token for use
at the target service with the | ogical name "urn: exanpl e: cooperati on-
context". Policy at the authorization server dictates that the

i ssued token be a conposite.

POST /as/token. oauth2 HTTP/ 1.1
Host: as. exanpl e.com
Cont ent - Type: application/ x-wwmwform url encoded

grant _type=ur n¥BAi et f ¥8Apar ans¥8Aoaut h¥BAgr ant -t ype¥8At oken- exchange

&audi ence=ur n%BAexanpl e¥8Acooper at i on- cont ext

&subj ect _t oken=eyJhbGci O JFUzI 1N | sl nt pZCl 61 j E2I n0. eyJhdWQ O JodHRwc
ZoVL2FzLnvAYWLWbGUUY29t | i wi aXNzl j oi aHROcHVBLY9vem naWbhbClpc3N1ZXI
uZXhhbXBsZS5uzZXQ LCJI eHAi G EONDESMTAWN] Asl nNj b3BI | j oi c3RhdHVzI GZI Z
WO LCIzdW i G J1c2VyQGVAYWLWhGUubmVOI i wi bWF5X2Fj dCl 6eyJzdW i O JhzZGl



pbkBl eGFt cGxl Libl dCJ9f Q. 4r PRSW hCQbpM gAmAogaloj Axj - p2X8_f At AGTXr vM
xU eEZHnXqYO0_AQZgLdxwsDyLzua8H_| 10MCcckF- Q g

&subj ect _t oken_t ype=ur n%BAi et f ¥8Apar anms¥BAoaut h¥BAt oken-t ype¥BAj wt

&act or _t oken=eyJhbCGci O JFUzI 1Ni | sl nt pZCl 61 j E2I n0. eyJhdWQ O JodHRwczo
VL2FZLnVAYWLWhGUUY29t | i wi aXNzl j oi aHROcHVBLY9vem naWbhbClpc3N1LZXI uZ
XhhbXBsZS5uzXQ LCII eHAI G EONDESMIAWN] Asl nNLYi | 61 nFkbW uQGv4YWLwb GU
ubmV0l n0. 7YQ 3zPf hUvzj e50gqwB8COCYN5uP6NsKi k9CVWWECAOF 4QKgM t Kf i OncgZ
oUuDL2t Es6t qPl cBl M i SzEj nByBg

&act or _t oken_t ype=ur n%3Ai et f ¥8Apar ans%BAoaut h%BAt oken-t ype¥3A wt

Figure 14: Token Exchange Request
A . 2.2. Subject Token C ains

The "subject _token" in the prior request is a JW, and the decoded
JWI Clains Set is shown here. The JW is intended for consunption by
the aut hori zation server before a specific expiration time. The

subj ect of the JWI ("user @xanple.net") is the party on behal f of
whom t he new token is being requested.

{
"aud":"https://as.exanple.cont,
"iss":"https://original-issuer.exanple.net",
"exp": 1441910060,
"scope":"status feed",
"sub": "user @xanpl e. net",
"may_act":
"sub":"adm n@xanpl e. net"
}
}

Fi gure 15: Subject Token d ains
A.2.3. Actor Token d ains

The "actor_token" in the prior request is a JW, and the decoded JWI
Clains Set is shown here. This JW is also intended for consunption
by the authorization server before a specific expiration tine. The
subj ect of the JWI ("adm n@xanple.net") is the actor that will wield
the security token being requested.

{
"aud":"https://as. exanple.cont,
"iss":"https://original-issuer.exanple.net",
"exp": 1441910060,
"sub":"adm n@xanpl e. net"

}

Figure 16: Actor Token C ai s
A 2.4. Token Exchange Response

The "access_t oken" parameter of the token exchange response shown
bel ow contains the new token that the client requested. The other
paraneters of the response indicate that the token is a JW that
expires in an hour and that the access token type is not applicable
since the issued token is not an access token

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token": "eyJhbCci G JFUzI 1IN | sl mt pZCl 61 j cyl n0. eyJhdWQ G J1lcmt

6ZXhhbXBsZTpj b29wzZXJhdd vbi 1j b250ZXh0l i wi aXNzl j oi aHROCHMBLY9hcy5I



eCGFt cGxl Lm\vbSI sl mv4cCl 6MITQOMIkx Mz YxMOwi c2NveGUIl O JzdGFOdXMyZmvl Z
Cl sl nNLYi | 61 nVzZXJAZXhhbXBsZS5uZXQ LCIhY3Q Onsi c3Vi | j oi YWRt aWbAZX
hhbXBsZS5uzXQ f X0. 3paKl 9Uy SKYB5ng6_cUt Q2qgl GBRc_y7Mea7l wEXTc YbNdwG
9- GLEKCFe5f WVBHOhwX- M5Z49Whch1Si AZaOQBt w',
"issued_token_type":"urn:ietf:parans: oaut h: t oken-type:jw",
"token_type":"N_A",
"expires_in":3600

}

Figure 17: Token Exchange Response
A . 2.5. Issued Token C ains

The decoded JWI C ains Set of the issued token is shown below. The
new JWI is issued by the authorization server and intended for
consunption by a systementity known by the |ogical nanme

"urn: exanpl e: cooperation-context” any tine before its expiration

The subject ("sub") of the JW is the sane as the subject of the
"subj ect _token" used to make the request. The actor ("act") of the
JWI is the sane as the subject of the "actor token" used to nmake the
request. This indicates delegation and identifies

"adm n@xanpl e.net" as the current actor to whom authority has been
del egated to act on behalf of "user @xanple.net".

{
"aud": "urn: exanpl e: cooperati on-context",
"iss":"https://as.exanple.cont,
"exp": 1441913610,
"scope":"status feed",
"sub":"user @xanpl e. net",
"act":
{

"sub":"adm n@xanpl e. net"

}

}

Figure 18: Issued Token C ains
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