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Abstract

Thi s docunent provi des nmet hods and settings for using IPv6 to
conmmuni cat e anong nodes within range of one another over a single

| EEE 802.11-OCB link. Support for these methods and settings require
m ni mal changes to existing stacks. This docunent al so describes
limtations associated with using these nmethods. Optim zations and
usage of I Pv6 over nore conplex scenarios are not covered in this
specification and are a subject for future work.
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I ntroduction

Thi s docunent provides a baseline for using | Pv6 to comruni cate anong
nodes in range of one another over a single | EEE 802.11-QOCB |ink

[ 1 EEE-802. 11-2016] (a.k.a., 802.11p; see Appendices A, B, and C) with
m ni mal changes to existing stacks. Moreover, the docunent
identifies the imtations of such usage. Concretely, the docunent
describes the |ayering of | Pv6 networking on top of the | EEE Std
802.11 MAC |l ayer or an |IEEE Std 802.3 MAC | ayer with a frane
transl ati on underneath. The resulting stack is derived from|Pv6
over Ethernet [RFC2464] but operates over 802.11-0CB to provide at

| east P2P (point-to-point) connectivity using | Pv6 Nei ghbor D scovery
(ND) and link-1ocal addresses.

The 1 Pv6 network | ayer operates on 802.11-0OCB in the same nanner as
operating on the Ethernet with the foll owi ng exceptions:

* Exceptions due to the different operation of the | Pv6 network
| ayer on 802.11 conpared to the Ethernet. The operation of |IP on
Et hernet is described in [RFCL1042] and [ RFC2464].

* Exceptions due to the OCB nature of 802.11-CCB conpared to 802. 11.
This has inmpacts on security, privacy, subnet structure, and
nmovenent detection. Security and privacy reconmendations are
di scussed in Sections 4.4 and 5. The subnet structure is
described in Section 4.6. The nmovement detection on OCB links is
not described in this document. Likew se, ND extensions and |IP
Wrel ess Access in Vehicular Environments (1 PWAVE) optim zations
for vehicul ar communi cations are not in scope of this docunent.
The expectation is that further specifications will be edited to
cover nore conpl ex vehicul ar networki ng scenari os.

The reader may refer to [I PWAVE] for an overview of problens rel ated
to running | Pv6 over 802.11-CCB. It is out of scope of this docunent
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2.

to reiterate those probl ens.
Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

The docunent makes uses of the follow ng terns:

I P-OBU (Internet Protocol On-Board Unit):
An | P-OBU denotes a conputer situated in a vehicle such as a car,
bicycle, or similar. It has at least one IP interface that runs
in node OCB of 802.11 and has an "OBU' transceiver. See the
definition of the term"OBU" in Appendix H.

I P-RSU (I P Roadside Unit):
An IP-RSU is situated along the road. It has at |least two
distinct IP-enabled interfaces. The wireless PHY/ MAC | ayer of at
| east one of its IP-enabled interfaces is configured to operate in
802.11-OCB node. An | P-RSU conmunicates with the | P-OBU over an
802.11 wireless link operating in OCB node. An IP-RSU is simlar
to an Access Network Router (ANR), defined in [RFC3753], and a
Wrel ess Term nation Point (WIP), defined in [ RFC5415].

OCB (outside the context of a Basic Service Set - BSS):
This is a node of operation in which a station (STA) is not a
menber of a BSS and does not utilize |EEE Std 802. 11
aut henti cation, association, or data confidentiality.

802. 11- CCB:
This refers to the node specified in | EEE Std 802. 11-2016 when the
MB attribute dot 110CBActivited is 'true’.

Comuni cation Scenari os Where | EEE 802. 11- OCB Li nks Are Used

| EEE 802. 11- OCB networ ks are used for vehicul ar conmuni cati ons as
"Wreless Access in Vehicular Environments’. |In particular, we refer
the reader to [I PWAVE], which lists some scenarios and requirenents
for IPin Intelligent Transportation Systens (ITS).

The link nodel is the follow ng: STA --- 802.11-0CB --- STA. In

vehi cul ar networks, STAs can be IP-RSUs and/or I P-OBUs. Al I|inks
are assuned to be P2P, and nultiple Iinks can be on one radio
interface. While 802.11-0CB is clearly specified and a | egacy | Pv6
stack can operate on such links, the use of the operating environment
(vehi cul ar networks) brings in new perspectives.

| Pv6 over 802.11-0OCB
Maxi mum Transmi ssion Unit (MIU)

The default MU for |IP packets on 802.11-0OCB is inherited from

[ RFC2464] and, as such, is 1500 octets. As noted in [RFC8200], every
link on the Internet nust have a minimum MU of 1280 octets and mnust
foll ow the other recomrendations, especially with regard to

fragment ati on.

Frame For mat
| P packets MJST be transmitted over 802.11-COCB nedia as QS data

frames whose format is specified in an | EEE 802. 11 spec
[ | EEE- 802. 11- 2016] .



The 1 Pv6 packet transmitted on 802.11-0OCB is imedi ately preceded by
a Logical Link Control (LLC) header and an 802.11 header. 1In the LLC
header and in accordance with EtherType Protocol Discrimnation (EPD
see Appendi x D), the value of the Type field MJST be set to 0x86DD
(I'Pv6). The mapping to the 802.11 data service SHOULD use a
"priority’ value of 1 (QS with a 'Background wuser priority),
reserving higher priority values for safety-critical and tine-
sensitive traffic, including the ones listed in [ ETSI-sec-archi].

To sinplify the Application Programm ng Interface (APlI) between the
operating systemand the 802.11-OCB nedi a, device drivers MAY

i npl ement |1 Pv6 over Ethernet as per [RFC2464] and then a frame
translation from802.3 to 802.11 in order to mnimze the code
changes.

4.3. Link-Local Addresses

There are several types of |Pv6 addresses [RFC4291] [RFC4193] that
may be assigned to an 802.11-CCB interface. Anpbng these types of
addresses, only the IPv6 |ink-local addresses can be forned using an
EU -64 identifier, particularly during transition tine (the period of
time before an interface starts using an address different fromthe
LL one).

If the IPv6 link-local address is formed using an EU -64 identifier,
then the nmechanismfor formng that address is the same nechani sm as
that used to forman IPv6 |ink-1ocal address on Ethernet I|inks.

Mor eover, regardl ess of whether the interface identifier is derived
fromthe EU -64 identifier, its length is 64 bits, as is the case for
the Ethernet [RFC2464].

4.4. Statel ess Autoconfiguration

The steps a host takes in deciding how to autoconfigure its
interfaces in |Pv6 are described in [RFC4862]. This section
describes the formation of Interface Identifiers for 'd obal’ or
"Uni que Local’ | Pv6 addresses. Interface ldentifiers for ’'link-
local’ | Pv6 addresses are discussed in Section 4. 3.

The RECOMMENDED net hod for fornming stable Interface ldentifiers
(I'I'Ds) is described in [ RFC8064]. The method of forming I1Ds
described in Section 4 of [RFC2464] MAY be used during transition
time, particularly for IPv6 link-1ocal addresses. Regardless of the
met hod used to formthe IID, its length is 64 bits, sinmlarly to |IPv6
over Ethernet [RFC2464].

The bits in the 11D have no specific meaning, and the identifier
shoul d be treated as an opaque value. The bits ’Universal’ and
"Group’ in the identifier of an 802.11-0OCB interface, which is an
| EEE | i nk-1ayer address, are significant. The details of this
significance are described in [ RFC7136].

Semantically opaque |1Ds, instead of nmeaningful |1Ds derived froma
valid and meani ngful MAC address ([ RFC2464], Section 4), help avoid
certain privacy risks (see the risks nentioned in Section 5.1.1). |If

semantically opaque |1 Ds are needed, they may be generated using the
met hod for generating semantically opaque IIDs with | Pv6 Statel ess
Address Autoconfiguration given in [RFC7217]. Typically, an opaque
I1Dis formed starting fromidentifiers different fromthe MAC
addresses and from cryptographically strong material. Thus, privacy-
sensitive information is absent fromliInterface | Ds because it is

i mpossible to calculate back the initial value fromwhich the
Interface ID was first generated.

Sone applications that use | Pv6 packets on 802.11-CCB |inks (anobng
other link types) may benefit from | Pv6 addresses whose |1 Ds don’'t



change too often. It is RECOWENDED to use the nechani sns descri bed
in [RFC7217] to permt the use of stable II1Ds that do not change

wi thin one subnet prefix. A possible source for the Net |face
paraneter is a virtual interface name or logical interface nanme that
is decided by a |l ocal administrator.

4.5. Address Mapping

Uni cast and multicast address mappi ng MJST fol |l ow the procedures
specified for Ethernet interfaces described in Sections 6 and 7 of
[ RFC2464] .

4.5.1. Address Mpping -- Unicast

Thi s docunent is scoped for Address Resolution (AR) and Duplicate
Address Detection (DAD) per [RFC4862].

4.5.2. Address Mapping -- Milticast

The nulticast address mapping is perforned according to the nethod
specified in Section 7 of [RFC2464]. The neani ng of the val ue
"33-33" nmentioned there is defined in Section 2.3.1 of [RFC7042].

Transmitting | Pv6 packets to multicast destinations over 802.11 |inks
proved to have sone performance issues [| EEEB02- MCAST]. These issues
may be exacerbated in OCB node. Future inprovenent to this
speci fication shoul d consider solutions for these probl ens.

4.6. Subnet Structure

When vehicles are in close range, a subnet may be forned over
802.11-0OCB interfaces (not by their in-vehicle interfaces). A Prefix
Li st conceptual data structure ([ RFC4861], Section 5.1) is nmintained
for each 802.11-CCB interface.

The 1 Pv6 Nei ghbor Discovery protocol (ND) requires reflexive
properties (bidirectional connectivity), which is generally, though
not always, the case for P2P OCB |links. [1Pv6 ND al so requires
transitive properties for DAD and AR, so an | Pv6 subnet can be napped
on an OCB network only if all nodes in the network share a single
physi cal broadcast domain. The extension to |Pv6 ND operating on a
subnet that covers nultiple OCB |inks and does not fully overlap
(i.e., non-broadcast multi-access (NBMA)) is not in scope of this
docunent. Finally, IPv6 ND requires permanent connectivity of al
nodes in the subnet to defend their addresses -- in other words, very
stabl e network conditions.

The structure of this subnet is ephemeral in that it is strongly

i nfluenced by the mobility of vehicles: the hidden term nal effects
appear, and the 802.11 networks in OCB node nmay be considered ad hoc
networks with an addressing nodel, as described in [ RFC5889]. On the
ot her hand, the structure of the internal subnets in each vehicle is
relatively stable.

As recommended in [ RFC5889], when the timng requirenments are very
strict (e.g., fast-drive-through |IP-RSU coverage), no on-link subnet
prefix should be configured on an 802.11-0OCB interface. In such
cases, the exclusive use of IPv6 |ink-l1ocal addresses is RECOVMENDED

Additionally, even if the timng requirenents are not very strict
(e.g., the noving subnet forned by two follow ng vehicles is stable,
a fixed IP-RSU is absent), the subnet is disconnected fromthe
Internet (i.e., a default route is absent), and the addressi ng peers
are equally qualified (that is, it is inmpossible to determ ne whether
some vehicle owns and distributes addresses to others), the use of

i nk-1ocal addresses i s RECOVMMENDED



The baseline ND protocol [RFC4861] MUST be supported over 802.11-OCB
links. Transmtting ND packets nmay prove to have sone performance

i ssues, as nmentioned in Section 4.5.2 and Appendix |I. These issues
may be exacerbated in OCB node. Solutions for these problens should
consi der the OCB node of operation. Future solutions to OCB should
consi der solutions for avoiding broadcast. The best of current

know edge indicates the kinds of issues that may arise with ND in OCB
node; they are described in Appendix |

Protocols like Mbile | Pv6 [ RFC6275] [ RFC3963] and DNAv6 [ RFC6059],
whi ch depend on tinmely novenent detection, mght need additiona
tuning work to handle the lack of |ink-layer notifications during
handover. This topic is left for further study.

Security Considerations

Any security nechanismat the I P |layer or above that may be
i npl emented for the general case of IPv6 may al so be inplenmented for
| Pv6 operating over 802.11-0OCB

The OCB operation does not use existing 802.11 link-1ayer security
mechani sms. There is no encryption applied bel ow the network | ayer
runni ng on 802.11-0CB. At the application layer, the | EEE 1609. 2
docunent [I| EEE-1609.2] provides security services for certain
applications to use; application-layer nechanisnms are out of scope of
this docunment. On the other hand, a security nmechani sm provided at
the networking layer, such as |Psec [ RFC4301], nmmay provi de data
security protection to a wider range of applications.

802. 11- OCB does not provi de any cryptographic protection because it
operates outside the context of a BSS (no Associ ati on Request/
Response or Chal l enge nessages). Therefore, an attacker can sniff or
inject traffic while within range of a vehicle or I P-RSU (by setting
an interface card' s frequency to the proper range). Also, an
attacker may not adhere to the legal limts for radi o power and can
use a very sensitive directional antenna; if attackers wish to attack
a given exchange, they do not necessarily need to be in close
physical proximty. Hence, such alink is |less protected than
commonly used links (a wired link or the aforenmenti oned 802.11 |inks
with link-layer security).

Therefore, any node can join a subnet and directly conmunicate with
any nodes on the subset, including potentially inpersonating another
node. This design allows for a nunber of threats outlined in
Section 3 of [RFC6959]. Wile not wi dely deployed, SEND [ RFC3971]

[ RFC3972] is a solution that can address spoof-based attack vectors.

.1. Privacy Considerations

As with all Ethernet and 802.11 interface identifiers [RFC7721], the
identifier of an 802.11-CCB interface may involve privacy, MAC
address spoofing, and IP hijacking risks. A vehicle enbarking an | P-
OBU whose egress interface is 802.11-0OCB may expose itself to
eavesdroppi ng and subsequent correlation of data. This may revea
data considered private by the vehicle owner; there is a risk of
bei ng tracked. | n outdoor public environnents, where vehicles
typically circulate, the privacy risks are greater than in indoor
settings. It is highly likely that attacker sniffers are depl oyed
along routes that listen for | EEE frames, including |IP packets, of
vehi cl es passing by. For this reason, in 802.11-CCB depl oynents,
there is a strong necessity to use protection tools such as
dynani cal | y changi ng MAC addresses (Section 5.2), semantically opaque
Interface ldentifiers, and stable Interface Identifiers

(Section 4.4). An exanple of a change policy is to change the MAC
address of the OCB interface each time the system boots up. This may



help mtigate privacy risks to a certain level. Furthernore, for
privacy concerns, [RFC8065] recomends using an address-generation
schene rat her than generating addresses froma fixed |ink-I|ayer
address. However, there are sone specificities related to vehicles.
Since roaning is an inportant characteristic of noving vehicles, the
use of the same Link-Local Address over time can indicate the
presence of the same vehicle in different places and thus lead to

| ocation tracking. Hence, a vehicle should get hints about a change
of environnent (e.g., engine running, GPS, etc.) and renewthe IIDin
its LLAs.

5.1.1. Privacy Ri sks of Meaningful Information in Interface |IDs

The privacy risks of using MAC addresses displayed in Interface
Identifiers are inportant. |Pv6 packets can be captured easily on
the Internet and on-link on public roads. For this reason, an
attacker may realize many attacks on privacy. One such attack on
802.11-0CB is to capture, store, and correlate company |ID information
present in the MAC addresses of a |large nunber of cars (e.g.,
listening for Router Advertisenents or other |Pv6 application data
packets, and recording the value of the source address in these
packets). Further correlation of this information with other data
captured by other nmeans or other visual information (e.g., car color)
may constitute privacy risks.

5.2. MAC Address and Interface | D Generation

In 802.11- OCB networks, the MAC addresses may change during well -
defined renunbering events. At the nonent the MAC address is changed
on an 802.11-CCB interface, all the Interface Identifiers of |Pv6
addresses assigned to that interface MJST change.

I npl enent ati ons shoul d use a policy dictating when the MAC address is
changed on the 802.11-0CB interface. For nore information on the
motivation of this policy, please refer to the privacy discussion in
Appendi x B

A 'random zed’ MAC address has the foll owi ng characteristics:
* The "Local/d obal" bit is set to "locally adm nistered"
*  The "Unicast/Milticast" bit is set to "Unicast".

* The 46 remaining bits are set to a random val ue using a random
nunber generator that neets the requirenents of [RFC4086].

To neet the randonization requirenments for the 46 remaining bits, a
hash function may be used. For exanple, the hash function defined in
[ SHA256] may be used with the input of a 256-bit |ocal secret, the
"nomi nal’ MAC address of the interface, and a representation of the
date and tine of the renunbering event.

A randomi zed Interface ID has the sane characteristics of a
random zed MAC address except for the length in bits.

5.3. Pseudonym zation Inpact on Confidentiality and Trust
Vehicle and drivers privacy relies on pseudonyni zati on nechani sns
such as the ones described in Section 5.2. This pseudonymi zation
means that upper-|ayer protocols and applications SHOULD NOT rely on
| ayer-2 or layer-3 addresses to assune that the other participant can
be trusted.

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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Appendi x A, 802.11p

The term "802. 11p" is an earlier definition. The behavior of

"802.11p" networks is rolled in [IEEE-802.11-2016]. In that

docunent, the term "802.11p" disappears. |Instead, each 802.11p

feature is conditioned by the | EEE Managenent |nfornation Base (M B)
attribute "OCBActivated" [I|EEE-802.11-2016]. Wenever OCBActi vated
is set to "true", the EEE Std 802.11-0CB state is activated. For

exanpl e,

an 802.11 STAtion operating outside the context of a BSS has

the OCBActivated flag set. Such a station, when it has the flag set,
uses a BSS identifier equal to ff:ff:ff:ff:ff:ff.

Appendi x B.

Aspects Introduced by OCB Mbde to 802.11

In | EEE 802.11-0OCB node, all nodes in the wireless range can directly
communi cate with each other w thout involving authentication or



associ ation procedures. In OCB node, the manner in which channels
are selected and used is sinplified conpared to when in BSS node.
Contrary to BSS node, at the link layer, it is necessary to
statically set the same channel nunber (or frequency) on two stations
that need to comunicate with each other (in BSS node, this channe
set operation is performed automatically during 'scanning ). The
manner in which stations set their channel nunber in OCB node is not
specified in this docunent. Stations STAl and STA2 can exchange |IP

packets only if they are set to the sane channel. At the IP |ayer,
they then discover each other by using the I Pv6 Nei ghbor Di scovery
protocol. The allocation of a particular channel for a particul ar

use is defined statically in standards authored by ETSI in Europe,
the FCC in the United States of America, and simlar organizations in
Sout h Korea, Japan, and other parts of the world.

Briefly, the | EEE 802.11-OCB node has the foll owi ng properties:

* The use by each node of a "wildcard” BSS identifier (BSSID) (i.e.,
each bit of the BSSID is set to 1).

*  No | EEE 802. 11 beacon franmes are transnitted.

* No authentication is required in order to be able to comruni cate.
* No association is needed in order to be able to conmmuni cate.

* No encryption is provided in order to be able to comrunicate.

* Flag dot 110CBActivated is set to "true".

Al'l the nodes in the radi o conmunication range (IP-OBU and | P-RSU)
receive all the nessages transmtted (I P-OBU and I P-RSU) within the
radi o conmuni cati on range. The MAC CDMA function resol ves any
eventual conflict(s).

The nessage exchange diagramin Figure 1 illustrates a comparison
between traditional 802.11 and 802.11 in OCB node. The ’'Data’
messages can be | P packets such as HTTP or others. Oher 802.11
managenment and control frames (non-1P) may be transmitted, as
specified in the 802.11 standard. The nanmes of these nessages as
currently specified by the 802.11 standard are listed in Appendi x F.

STA AP STA1 STA2
I I I I
| <------ Beacon ------- | | <------ Data -------- >|
I I I I
|---- Probe Req. ----- >| | <------ Data -------- >|
| <--- Probe Res. ------ | | |
| | | <----- Data -------- >
|---- Auth Req. ------ >| | |
| <--- Auth Res. ------- | | <------ Data -------- >|
I I I I
| ---- Asso Req. ------ >| | <------ Data -------- >|
| <--- Asso Res. ------- | | |
| | | <------ Data -------- >|
| <------ Data -------- >| I I
| <------ Data -------- >| | <------ Data -------- >|
(i) 802.11 Infrastructure node (ii) 802.11-CCB node

Figure 1: Difference between Messages Exchanged on 802.11 (Left)
and 802.11-OCB (Right)

The 802.11-0OCB interface was specified in [|EEE-802.11p-2010],
Amendrment 6: Wrel ess Access in Vehicular Environnments, as an
anendnment to [| EEE-802.11-2007]. Since then, this amendnent has been



integrated into [|EEE-802.11-2012] and [| EEE- 802. 11- 2016] .

In [| EEE-802. 11p-2010], anything qualified specifically as
"OCBActi vated" or "outside the context of a basic service" that is
set to be "true" actually refers to OCB aspects introduced to 802. 11.

In order to delineate the aspects introduced by 802.11-0CB to 802.11
we refer to the earlier [|IEEE-802.11p-2010]. The anendnent is
concerned with vehicul ar comuni cati ons, where the wireless link is
simlar to that of Wreless LAN (using a PHY | ayer specified by
802. 11a/ b/ g/ n) but needs to cope with the high nobility factor

i nherent in scenarios of comunications between noving vehicles and
bet ween vehicles and fixed infrastructure depl oyed al ong roads.

Wiile "p’ is a letter identifying the Amendnent, just like "a', 'b’,
'g’, and 'n’ are, 'p’ is concerned nore with MAC nodifications and is
slightly concerned with PHY nodifications; the others are mainly
about PHY nodifications. It is possible in practice to conbine a ’'p’
MAC with an "a PHY by operating outside the context of a BSS with
Ot hogonal Frequency Division Miultiplexing (OFDM at 5.4 Gz and 5.9
GHz.

The 802.11-0CB links are specified to be as conpati bl e as possible
with the behavior of 802.11la/b/g/n and future generation | EEE W.AN
links. Fromthe IP perspective, an 802.11-0CB MAC | ayer offers
practically the same interface to I P as 802.11a/b/g/n and 802.3. A
packet sent by an IP-OBU may be received by one or nmultiple |P-RSUs.
The link-layer resolution is perforned by using the | Pv6 Nei ghbor

Di scovery protocol

To support this simlarity statenent (I1Pv6 is |ayered on top of LLC
on top of 802.11-0OCB in the sane way that IPv6 is |ayered on top of
LLC on top of 802.11la/b/g/n (for WLAN) or on top of LLC on top of
802.3 (for Ethernet)), it is useful to analyze the differences

bet ween the 802. 11-OCB and 802. 11 specifications. During this

anal ysis, we note that whereas 802.11-OCB lists relatively conpl ex
and nunerous changes to the MAC | ayer (and very few to the PHY

| ayer), there are only a few characteristics that may be inportant
for an inplenentation transmtting |IPv6 packets on 802.11-QOCB |i nks.

The nost inportant 802.11-OCB aspect that influences the |Pv6
functioning is the OCB characteristic; an additional, |ess direct

i nfluence is the maxi mum bandwi dth afforded by the PHY nodul ati on/
denmpdul ati on nmet hods and channel access specified by 802.11-0CB. The
maxi mum bandwi dth theoretically possible in 802.11-0OCB is 54 Mit/s
(when using, for exanple, the follow ng paranmeters: a 20 MHz channel;
nmodul ation of 64-QAM a coding rate R of 3/4). Wth regard to IP
over 802.11-0CB, in practice, a comonly observed figure is 12 Mit/
s; this bandwidth allows the operation of a w de range of protocols
relying on | Pv6.

* (Qperation outside the context of a BSS (OCB): The 802.11-CCB | i nks
(previously 802.11p) are operated without a BSS. This neans that
| EEE 802. 11 beacon, Associ ati on Request/ Response, Authentication
Request/ Response, and simlar frames are not used. The used
identifier of BSS (BSSID) always has a hexadeci mal val ue of
Ooxffffffffffff (48 '1' bits, represented as MAC address
ff.ff.ff:ff:ff.ff; otherwise, the 'wildcard BSSID), as opposed to

an arbitrary BSSID val ue set by an administrator (e.g., 'M-Home-
AccessPoint’). The OCB operation -- nanely, the lack of beacon-
based scanning and | ack of authentication -- should be taken into

account when the Mbile IPv6 protocol [RFC6275] and the protocols
for IP layer security [RFC4301] are used. The way these protocols
adapt to OCB is not described in this docunent.

* Timng Advertisenment: This is a new nessage defined in 802.11-OCB
that does not exist in 802.11a/b/g/n. This nessage is used by



stations to informother stations about the value of tinme. It is
simlar to the tine delivered by a A obal Navigation Satellite
System (GNSS) (e.g., Galileo, GPS, etc.) or by a cellular system
This message is optional for inplenentation

Frequency range: This is a characteristic of the PHY layer; it has
al most no inpact on the interface between MAC and I P. However, it
is worth considering that the frequency range is regulated by a
regi onal authority (ARCEP, ECC/ CEPT based on ENs from ETSI, FCC
etc.); as part of the regulation process, specific applications
are associated with specific frequency ranges. In the case of

802. 11-OCB, the regul ator associates a set of frequency ranges or
slots within a band to the use of applications of vehicular
comruni cations in a band known as "5.9 GHiz". The 5.9 GHz band is
different fromthe 2.4 GHz and 5 GHz bands used by Wrel ess LAN.
However, as with Wreless LAN, the operation of 802.11-0CCB in 5.9
GHz bands does not require a license in the EU (in the US, the 5.9
GHz is a licensed band of spectrum for the fixed infrastructure,
explicit FCC authorization is required; for an on-board device, a
"licensed-by-rule’ concept applies, where rule certification
conformty is required). Technical conditions are different from
those of the "2.4 GHiz" or "5 GHz" bands. The allowed power |evels
and, inplicitly, the maxi num all owed di stance between vehicles is
33 dBm for 802.11-CCB (i n Europe) compared to 20 dBm for Wrel ess
LAN 802. 11a/b/g/n; this |l eads to a maxi num di st ance of
approximately 1 km conpared to approximately 50 m Additionally,
specific conditions related to congestion avoi dance, janm ng

avoi dance, and radar detection are inposed on the use of DSRC (in
the US) and on the use of frequencies for Intelligent
Transportation Systens (in the EU) conpared to Wreless LAN
(802. 11a/ b/ g/ n).

"Hal f-rate’ encoding: As the frequency range, this parameter is
related to PHY and thus does not have nuch inpact on the interface
between the I P layer and the MAC | ayer

In vehi cul ar conmmuni cati ons using 802.11-0CB |links, there are
strong privacy requirenents with respect to addressing. Wile the
802. 11- OCB st andard does not specify anything in particular with
respect to MAC addresses, in these settings, there is a strong
need for a dynanic change of these addresses (as opposed to the
non-vehi cul ar settings -- real wall protection -- where fixed MAC
addresses do not currently pose privacy risks). This is further
described in Section 5. A relevant function is described in

[ 1 EEE-1609. 3] and [ | EEE- 1609. 4] .

Appendi x C. Changes Needed on an 802.1l1a Software Driver to Becone an

802.11-OCB Dri ver

The 802. 11p anmendnent nodifies both the 802.11 stack’s physical and
MAC | ayers, but all the induced nodifications can be quite easily
obt ai ned by nodi fying an existing 802.11a ad hoc stack

The conditions for 802.11a hardware to be compliant with 802.11- CCB
are as follows:

*

The PHY entity shall be an OFDM system It nust support the
frequency bands on which the regulator recommends the use of ITS
conmuni cations -- for exanple, using an | EEE 802. 11- OCB | ayer of
5875 MHz to 5925 MHz in France.

The OFDM system nust provide a "hal f-cl ocked" operation using 10
MHz channel spaci ngs.

The chip transmt spectrum nmask nust be conpliant with the
"Transmt spectrum mask"” fromthe | EEE 802. 11p anendnent (but



experinental environnments do not require conpliance).

* The chip should be able to transmt up to 44.8 dBm when used in
the United States and up to 33 dBmin Europe; other regiona
condi tions apply.

Changes needed on the network stack in OCB node are as foll ows:
* Physical |ayer:

- Othogonal frequency-division nmultiple access The chip nust use
the Othogonal Frequency Division Miltiple Access (OFDVA)
encodi ng node.

- The chip nust be set to half-node rate node (the internal clock
frequency is divided by two).

- The chip nmust use dedi cated channel s and should all ow the use
of higher em ssion powers. This may require nodifications to
the | ocal conputer file that describes regul atory domains rul es
if used by the kernel to enforce |ocal specific restrictions.
Such nodifications to the | ocal conputer file nmust respect the
| ocation-specific regulatory rules.

*  MAC | ayer:

- Al managenent franmes (beacons, join, |eave, and others)
em ssion and reception nust be disabl ed, except for franmes of
subt ype Action and Timng Advertisenent (defined bel ow).

- No encryption key or nmethod nmust be used.

- Packet em ssion and reception nust be perforned as in ad hoc
nmode using the wildcard BSSID (ff:ff:ff:ff:ff:ff).

- The functions related to joining a BSS (Associ ati on Request/
Response) and aut hentication (Authentication Request/Reply,
Chal | enge) are not call ed.

- The beacon interval is always set to 0 (zero).

- Timng Advertisenent franes, defined in the anendnent, shoul d
be supported. The upper |ayer should be able to trigger such
frames emission and retrieve information contained in the
recei ved Tinming Advertisenents.

Appendi x D. Protocol Layering

A nore theoretical and detailed view of |ayer stacking and interfaces
between the IP layer and 802.11-OCB layers is illustrated in

Figure 2. The IP |ayer operates on top of EtherType Protoco
Discrimnation (EPD). This discrinmnation |layer is described in

[ 1 EEE-802. 3-2012]. The interface between |Pv6 and EPD is the LLC SAP
(Li nk Layer Control Service Access Point).

I i S S i S S S S S

| | Pv6 |
T S R R | J R i R R e

{ LLC SAP } 802. 11- OCB
+- - - - - - }+-+-+-+-+-+-+-+ Boundary
| EPD | | |
I | MME | I
+-+-+-{ MAC_SAP }+-+-+-]  MME_SAP |
| MAC Subl ayer | | | 802.11-QCCB
| and ch. coord. | | SME | Services
+-+-+-{ PHY _SAP }+- +-+- +- +- +- +- | |



| | PLME | |
| PHY Layer |  PLME_SAP |
S T S S S ok &

Figure 2: EtherType Protocol Discrimnation
Appendi x E. Design Considerations

The networks defined by 802.11-CCB are in many ways sinilar to other
networks of the 802.11 fanmily. |In theory, the transportation of |Pv6
over 802.11-0CB could be very simlar to the operation of |Pv6 over

ot her networks of the 802.11 famly. However, the high nobility,
strong link asymretry, and very short connecti on makes the 802.11- CCB
link significantly different fromother 802.11 networks. Al so,

aut onotive applications have specific requirenents for reliability,
security, and privacy, which further add to the particularity of the
802. 11-OCB i nk.

Appendi x F. | EEE 802. 11 Messages Transnmitted in OCB Mde

At the time of witing, this is the list of |EEE 802.11 nessages that
may be transmtted in OCB node, i.e., when dot 110CBActivated is true
in a STA

* The STA may send managenent frames of subtype Action and, if the
STA maintains a TSF Tinmer, subtype Tinming Advertisenent.

* The STA may send control frames except those of subtype PS-Poll
CF- End, and CF-End plus CFAck.

* The STA MJUST send data frames of subtype QS Dat a.
Appendi x G Exanpl es of Packet Fornmats

This section describes an exanple of an | Pv6 packet captured over an
| EEE 802. 11-QOCB |ink

By way of exanple, we show that there is no nodification in the
headers when transmtted over 802.11-0CB networks -- they are
transmtted |like any other 802.11 and Ethernet packets.

We describe an experinent for capturing an | Pv6 packet on an
802.11-0CB link. In the topology depicted in Figure 3, the packet is
an | Pv6 Router Advertisenent. This packet is emitted by a router on
its 802.11-CCB interface. The packet is captured on the host using a
networ k protocol analyzer (e.g., Wreshark). The capture is
performed in two different nodes: direct node and nonitor node. The
topol ogy used during the capture is depicted bel ow.

The packet is captured on the host. The host is an | P-OBU contai ni ng
an 802.11 interface in Peripheral Conponent |nterconnect (PCl)
Express format (an Industrial Technol ogy Research Institute (I TRI)
product). The kernel runs the ath5k software driver with
modi fi cations for OCB node. The capture tool is Wreshark. The file
format for saving and analyzing is .pcap. The packet is generated by
the router, which is an IP-RSU (an | TRl product).

| | 802. 11- OCB Li nk |

Figure 3: Topol ogy for Capturing |P Packets on 802.11-CCB

During several capture operations running froma few nmonents to



several hours, no nessages relevant to the BSSID contexts were
captured (Associ ati on Request/Response, Authentication Req/Resp, or
beacon). This shows that the operation of 802.11-CCB is outside the
context of a BSSID.

Overall, the captured nmessage is identical to a capture of an | Pv6
packet emtted on an 802.11b interface. The contents are exactly the
samne.

G 1. Capture in Mnitor Mde

The 1 Pv6 RA packet captured in nonitor node is illustrated bel ow

The Radi otap header provides nore flexibility for reporting the
characteristics of franes. The Radiotap header is prepended by this
particul ar stack and operating systemon the host nmachine to the RA
packet received fromthe network (the Radi otap header is not present
on the air). The inplenmentation-dependent Radiotap header is usefu
for piggybacking PHY information fromthe chip’'s registers as data in
a packet that is understandable by userland applications using socket
interfaces (the PHY interface can be, for exanple, power |evels, data
rate, or the ratio of signal to noise).

The packet present on the air is formed by the | EEE 802.11 Data
header, Logical Link Control header, |Pv6 Base header, and | CMPv6
header .

i I S T S S i I S A SHE N SR
| Header Revi sion| Header Pad | Header Length |
I i I S R T i i S i S N SR S
| Present Fl ags |
B i s T T i i o S o T Ji I
| Data Rate | Pad |
i I e S s S Al S N SR

Fi gure 4: Radi otap Header vO
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BSS ID...
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Figure 5: | EEE 802.11 Data Header
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Fi gure 6: Logical Link Control Header
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Figure 7: |1 Pv6 Base Header
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Figure 8: Router Advertisenent

The value of the Data Rate field in the Radiotap header is set to 6
Mb/s. This indicates the rate at which this RA was received.

The value of the Transmitter Address in the | EEE 802. 11 Data header
is set to a 48-bit value. The value of the destination address is
33:33:00:00:00:1 (all-nodes multicast address). The value of the BSS
IDfieldis ff:ff:ff:ff:ff:ff, which is recogni zed by the network
protocol anal yzer as being "broadcast". The Fragnent nunmber and
Sequence nunber fields together are set to 0x90C6

The val ue of the Organization Code field in the Logical Link Control
header is set to 0x0, recogni zed as "Encapsul ated Ethernet". The
val ue of the Type field is 0x86DD (hexadeci mal 86DD; otherwi se,
#86DD), recogni zed as "I Pv6".

A Router Advertisement is periodically sent by the router to

mul ticast group address ff02::1. It is |ICMP packet type 134. The

I Pv6 Nei ghbor Discovery’'s Router Advertisenent nessage contains an
8-bit field reserved for single-bit flags, as described in [ RFC4861].

The | Pv6 header contains the |ink-1ocal address of the router
(source) configured via the EU-64 algorithm and the destination
address is set to ff02::1.

The Ethernet Type field in the Logical Link Control header is set to
0x86dd, which indicates that the frame transports an | Pv6 packet. In
the | EEE 802. 11 data, the destination address is 33:33:00:00: 00: 01,
which is the corresponding nulticast MAC address. The BSS IDis a
broadcast address of ff:ff:ff:ff:ff:ff. Due to the short link
duration between vehicles and the roadside infrastructure, there is
no need in | EEE 802. 11-0OCB to wait for the conpletion of association
and aut hentication procedures before exchanging data. |EEE

802. 11- OCB enabl ed nodes use the wildcard BSSID (a value of all 1s)
and may start comuni cating as soon as they arrive on the



communi cati on channel .
G 2. Capture in Nornal Mode

The sane | Pv6 Router Advertisenent packet described above (nonitor
nmode) is captured on the host in normal node and is depicted bel ow
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Figure 9: Ethernet |l Header
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Figure 11: Router Advertisenent

One notices that the Radi otap header, the | EEE 802. 11 Data header,
and the Logical Link Control headers are not present. On the other
hand, a new header naned the Ethernet |l header is present.

The Destination and Source addresses in the Ethernet Il header
contain the sane val ues as the Receiver Address and Transm tter
Address fields present in the | EEE 802.11 Data header in the nonitor
nmode capture.



The value of the Type field in the Ethernet Il header is 0x86DD
(recogni zed as "IPv6"); this value is the sane as the value of the
Type field in the Logical Link Control header in the nonitor nobde

capture.
The know edgeabl e experinmenter will no doubt notice the simlarity of
this Ethernet Il header with a capture in nornmal node on a pure

Et hernet cable interface.

A frame translation is inserted on top of a pure | EEE 802. 11 MAC
layer in order to adapt packets before delivering the payload data to
the applications. 1t adapts 802.11 LLC/ MAC headers to Ethernet 11
headers. Specifically, this adaptation consists of the elimnation
of the Radi otap, 802.11, and LLC headers and the insertion of the

Et hernet |l header. In this way, |IPv6 runs strai ght over LLC over
the 802.11-0OCB MAC | ayer; this is further confirned by the use of the
uni que Type 0x86DD.

Appendi x H  Extra Term nol ogy

The following terns are defined outside the |ETF. They are used to
define the main terms in the terminol ogy section (Section 2).

DSRC (Dedi cated Short Range Communi cation):
The US Federal Conmunications Conm ssion (FCC) Dedi cated Short
Range Conmuni cation (DSRC) is defined in the Code of Federa
Regul ations (CFR) 47, Parts 90 [CFR-90] and 95 [CFR-95]. This
Code is referenced in the definitions below At the tine of the
witing of this document, the | ast update of this Code was dated
Decenmber 6, 2019.

DSRCS (Dedi cat ed Short-Range Commruni cations Services):
Radi o techni ques are used to transfer data over short distances
bet ween roadsi de and nobile units, between nobile units, and
bet ween portable and nmobile units to performoperations related to
the i nprovenent of traffic flow, traffic safety, and ot her
intelligent transportation service applications in a variety of
environments. DSRCS systens may al so transmit status and
instructi onal nessages related to the units involved. [CFR90.7]

OBU (On-Board Unit):
An On-Board Unit is a DSRCS transceiver that is normally nmounted
in or on a vehicle or may be a portable unit in some instances.
An OBU can be operational while a vehicle or person is either
mobi |l e or stationary. The OBUs receive and contend for tine to
transmt on one or nore radio frequency (RF) channels. Except
where specifically excluded, OBU operation is pernitted wherever
vehi cl e operation or human passage is pernmitted. The OBUs mpounted
in vehicles are licensed by rule under part 95 of [CFR-95] and
conmuni cate with Roadside Units (RSUs) and other OBUs. Portable
OBUs are also licensed by rule under part 95 of [CFR-95]. OBU
operations in the Unlicensed National Information Infrastructure
(UN'1) Bands follow the rules in those bands. [CFR-90.7]

RSU (Roadsi de Unit):
A Roadside Unit is a DSRC transceiver that is nounted al ong a road
or pedestrian passageway. An RSU rmay al so be nounted on a vehicle
or may be hand carried, but it nmay only operate when the vehicle
or hand-carried unit is stationary. Perhaps Furthernore, an RSU
is restricted to the location where it is |licensed to operate.
However, portable or handheld RSUs are pernitted to operate where
they do not interfere with a site-licensed operation. An RSU
broadcasts data to OBUs or exchanges data with OBUs in its
communi cations zone. An RSU al so provides channel assignments and
operating instructions to OBUs in its comruni cati ons zone when
required. [CFR-90.7]



Appendi x |I. Neighbor Discovery (ND) Potential Issues in Wreless Links

| Pv6 Nei ghbor Discovery (IPv6e ND) [ RFC4861] [ RFC4862] was desi gned
for point-to-point and transit |inks, such as Ethernet, with the
expectation of cheap and reliable support for multicast fromthe

| ower layer. Section 3.2 of [RFC4861] indicates that the operation
on shared nedia and on NBMA networ ks require additional support,
e.g., for AR and DAD, which depend on nulticast. An
infrastructurel ess radi o network such as OCB shares properties with
bot h shared nedia and NBMA networks and then adds its own conplexity,
e.g., fromnmovenment and interference that allow only transient and
non-transitive reachability between any set of peers.

The uni queness of an address within a scoped dormain is a key pillar
of I1Pv6 and is the basis for unicast |P conmmunication. [RFC4861]
details the DAD nethod to prevent an address from being duplicated.
For a link-1ocal address, the scope is the link, whereas for a

gl obal | y reachabl e address, the scope is much larger. The underlying
assunption for DAD to operate correctly is that the node that owns an
| Pv6 address can reach any other node within the scope at the tine it
clains its address, which is done by sending a Nei ghbor Solicitation
(NS) multicast nessage, and can hear any future claimfor that
address by another party within the scope for the duration of the
addr ess owner shi p.

In the case of OCB, there is a potentially a need to define a scope
that is conpatible with DAD. The scope cannot be the set of nodes
that a transmitter can reach at a particular tinme because that set
varies all the time and does not neet the DAD requirenents for a
link-1ocal address that can be used anytine and anywhere. The
generic expectation of a reliable multicast is not ensured, and the
operation of DAD and AR as specified by [ RFC4861] cannot be
guaranteed. Moreover, nulticast transnissions that rely on broadcast
are not only unreliable but are also often detrinental to unicast
traffic (see [| EEE802- MCAST]).

Early experience indicates that it should be possible to exchange

| Pv6 packets over OCB while relying on I Pv6 ND al one for DAD and AR
(Address Resolution) in good conditions. |In the absence of a correct
DAD operation, a node that relies only on |Pv6 ND for AR and DAD over
OCB shoul d ensure that the addresses that it uses are uni que by nmeans

other than DAD. It must be noted that deriving an I Pv6 address from
a globally unique MAC address has this property but may yield privacy
i ssues.

[ RFC8505] provides a nore recent approach to IPv6 ND, in particul ar
DAD. [RFC8505] is designed to fit wirel ess and ot herw se constrai ned
net wor ks whereby nul ti cast and/or continuous access to the nedi um may
not be guaranteed. [RFC8505], Section 5.6 ("Link-Local Addresses and
Regi stration") indicates that the scope of uniqueness for a |ink-

| ocal address is restricted to a pair of nodes that uses it to
communi cate and provides a nethod to assert the uni queness and
resol ve the link-layer address using a unicast exchange.

[ RFC8505] al so enables a router (acting as a 6LR) to own a prefix and
act as a registrar (acting as a 6LBR) for addresses within the

associ ated subnet. A peer host (acting as a 6LN) registers an
address derived fromthat prefix and can use it for the lifetinme of
the registration. The prefix is advertised as not on-link, which
means that the 6LN uses the 6LR to relay its packets within the
subnet, and participation to the subnet is constrained to the tine of
reachability to the 6LR Note that an RSU that provides internet
connectivity MAY announce a default router preference [ RFC4191],
whereas a car that does not provide that connectivity MJST NOT do so.
This operation presents simlarities to that of an access point, but



at Layer 3. This is why [RFC8505] is well suited for wireless in
general .

Support of [RFC8505] mamy be inplenented on OCB. (OCB nodes that
support [ RFC8505] SHOULD support the 6LN operation in order to act as
a host and may support the 6LR and 6LBR operations in order to act as
a router and in particular to owmn a prefix that can be used by hosts
that are conpliant with [ RFC8505] for address autoconfiguration and
regi stration.
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