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Abst r act

Thi s docunent defines the 608 (Rejected) Session Initiation Protoco
(SIP) response code. This response code enables calling parties to
learn that an intermediary rejected their call attenpt. No one will
deliver, and thus answer, the call. As a 6xx code, the caller wll
be aware that future attenpts to contact the same User Agent Server
will likely fail. The initial use case driving the need for the 608
response code is when the internediary is an analytics engine. In
this case, the rejection is by a machine or other process. This
contrasts with the 607 (Unwanted) SIP response code in which a human
at the target User Agent Server indicates the user did not want the
call. In some jurisdictions, this distinction is inportant. This
docunent al so defines the use of the Call-Info header field in 608
responses to enable rejected callers to contact entities that bl ocked
their calls in error. This provides a remedi ati on nmechani sm for
legal callers that find their calls bl ocked
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I nt roduction

The | ETF has been addressi ng nunerous issues surroundi ng how to
handl e unwant ed and, depending on the jurisdiction, illegal calls

[ RFC5039]. Secure Tel ephone ldentity Revisited (STIR) [ RFC7340] and
Si gnat ur e- based Handl i ng of Asserted information using toKENs
(SHAKEN) [ SHAKEN] address the cryptographic signing and attestation,
respectively, of signaling to ensure the integrity and authenticity
of the asserted caller identity.

Thi s docunent describes a new Session Initiation Protocol (SIP)
[ RFC3261] response code, 608, which allows calling parties to |learn

that an internediary rejected their call. As described bel ow, we
need a distinct indicator to differentiate between a user rejection
and an internediary’s rejection of a call. |In some jurisdictions,

service providers may not be permtted to block calls, even if
unwant ed by the user, unless there is an explicit user request.
Moreover, users may msidentify the nature of a caller.

For exanple, a legitinmate caller may call a user who finds the cal

to be unwanted. However, instead of nmarking the call as unwanted,
the user may mark the call as illegal. Wth that information, an
anal ytics engine may determine to block all calls fromthat source
However, in some jurisdictions, blocking calls fromthat source for
ot her users may not be legal. Likew se, one can envision
jurisdictions that allow an operator to block such calls, but only if
there is a renediation mechanismin place to address fal se positives.

Sone cal |l - bl ocki ng services may return responses such as 604 (Does
Not Exi st Anywhere). This might be a strategy to try to get a
destination’s address renoved froma calling database. However,
other network el enents might also interpret this to nean the user
truly does not exist, which mght result in the user not being able
to receive calls fromanyone, even if they wanted to receive the
calls. In many jurisdictions, providing such false signaling is al so
illegal.

The 608 response code addresses this need of renediating falsely

bl ocked calls. Specifically, this code infornms the SIP User Agent
Client (UAC) that an internediary blocked the call and provides a
redress mechanismthat allows callers to contact the operator of the
i ntermedi ary.



In the current call handling ecosystem users can explicitly reject a
call or later mark a call as being unwanted by issuing a 607 SIP
response code (Unwanted) [RFC8197]. Figures 1 and 2 show the
operation of the 607 SIP response code. The User Agent Server (UAS)
i ndi cates the call was unwanted. As [RFC8197] explains, not only
does the called party desire to reject that call, they can let their
proxy know that they consider future calls fromthat source unwanted
Upon recei pt of the 607 response fromthe UAS, the proxy nmay send
unwanted call indicators, such as the value of the From header field
and other information elenents, to a call analytics engine. For
various reasons described in [ RFC8197], if a network operator
receives multiple reports of unwanted calls, that may indicate that
the entity placing the calls is likely to be a source of unwanted
calls for many people. As such, other custoners of the service
provi der may want the service provider to automatically reject calls
on their behal f.

There is another value of the 607 rejection code. Presuning the
proxy forwards the response code to the UAC, the calling UAC or
intervening proxies will also learn the user is not interested in
receiving calls fromthat sender

N +
| Cal | |
| Analytics |
| Engine |
S +
n | (likely not SIP)
| %
R +
+o---- + 607 | Called | 607 +o---- +
| UAC| <--------- | Party | <-------- | UAS
Fo-o-- + |  Proxy | +----- +
R +

Figure 1: Unwanted (607) Call Fl ow

For calls rejected with a 607 froma legitimate caller, receiving a
607 response code can informthe caller to stop attenpting to cal
the user. Mreover, if alegitinate caller believes the user is
rejecting their calls in error, they can use other channels to
contact the user. For exanple, if a pharmacy calls a user to |et
them know their prescription is available for pickup and the user

m stakenly thinks the call is unwanted and i ssues a 607 response
code, the pharmacy, having an existing relationship with the
customer, can send the user an enmail or push a note to the pharmaci st
to ask the custoner to consider not rejecting their calls in the
future.

Many systens that allow the user to mark the call unwanted (e.g.
with the 607 response code) also allow the user to change their mnind
and unmark such calls. This mechanismis relatively easy to

i mpl ement as the user usually has a direct relationship with the
service provider that is blocking calls.

However, things becone nore conplicated if an internediary, such as a
third-party provider of call nanagenent services that classifies
calls based on the relative likelihood that the call is unwanted,

m sidentifies the call as unwanted. Figure 3 shows this case. Note
that the UAS typically does not receive an INVITE since the called
party proxy rejects the call on behalf of the user. |In this
situation, it would be beneficial for the caller to | earn who
rejected the call so they can correct the misidentification
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Figure 2: Unwanted (607) Ladder Di agram
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Figure 3: Rejected (608) Call Flow

In this situation, one m ght consider having the internediary use the
607 response code. 607 indicates to the caller that the subscriber

does not want the call. However, [RFC8197] specifies that one of the
uses of 607 is to informanalytics engines that a user (human) has
rejected a call. The problemhere is that network el enents

downstream fromthe internediary mght interpret the 607 as com ng
froma user (human) who has narked the call as unwanted, as opposed
to coming froman algorithmusing statistics or machine learning to
reject the call. An algorithmcan be vulnerable to the base-rate
fallacy [BaseRate] rejecting the call. 1In other words, those
downstreamentities should not rely on another entity "deciding" the
call is unwanted. By distinguishing between a (human) user rejection
and an internediary engine's statistical rejection, a downstream
network el ement that sees a 607 response code can weigh it as a human
rejection in its call analytics, versus deciding whether to consider
a 608 at all, and if so, weighing it appropriately.

It is useful for blocked callers to have a redress mechanism One
can inmagine that sone jurisdictions will require it. However, we
must be mindful that nost of the calls that internediaries block
will, in fact, be illegal and eligible for blocking. Thus, providing
alternate contact information for a user woul d be counterproductive
to protecting that user fromillegal comunications. This is another
reason we do not propose to sinply allow alternate contact
information in a 607 response nessage.

Wy do we not use the sane nmechani sm an anal ytics service provider



offers their customers? Specifically, why not have the anal ytics
service provider allow the called party to correct a call blocked in
error? The reason is that while there is an existing rel ationship
bet ween the custoner (called party) and the analytics service
provider, it is unlikely there is a relationship between the caller
and the anal ytics service provider. Moreover, there are nunerous
call blocking providers in the ecosystem Therefore, we need a
mechanismfor indicating an internediary rejected a call that also
provi des contact information for the operator of that internediary
wi t hout exposing the target user’'s contact information.

The protocol described in this docunent uses existing SIP protocol
mechani sms for specifying the redress nechanism In the Call-Info
header field passed back to the UAC, we send additional information
specifying a redress address. W choose to encode the redress
address using jCard [RFC7095]. As we will see later in this
docunent, this information needs to have its own application-|ayer
integrity protection. Thus, we use jCard rather than vCard

[ RFC6350], as we have a marshaling mechanismfor creating a
JavaScri pt Object Notation (JSON) [RFC8259] object, such as a jCard,
and a standard integrity format for such an object, nanely, JSON Wb
Signhature (JW5) [RFC7515]. The SIP comunity is famliar with this
concept as it is the mechani smused by STIR [ RFC8224].

Integrity protecting the jCard with a cryptographic signature m ght
seem unnecessary at first, but it is essential to preventing
potential network attacks. Section 6 describes the attack and why we
sign the jCard in nore detail

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Pr ot ocol Qperation

This section uses the term"internediary" to nmean the entity that
acts as a SIP UAS on behalf of the user in the network as opposed to
the user’s UAS (usually, but not necessarily, their phone). The
intermedi ary could be a back-to-back user agent (B2BUA) or a SIP

Pr oxy.

Fi gure 4 shows an overview of the call flow for a rejected call.
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Figure 4: Rejected (608) Ladder D agram
3.1. Internediary Operation

An internediary MAY issue the 608 response code in a failure response
for an I NVITE, MESSAGE, SUBSCRIBE, or other out-of-dialog SIP

[ RFC3261] request to indicate that an internmediary rejected the

of fered comuni cati on as unwanted by the user. An internediary MAY

i ssue the 608 as the value of the "cause" paraneter of a SIP reason-
val ue in a Reason header field [ RFC3326].

If an intermediary i ssues a 608 code and there are no indicators the

calling party will use the contents of the Call-Info header field for
mal i ci ous purposes (see Section 6), the intermediary MJST include a
Call-1Info header field in the response.

If there is a Call-Info header field, it MJST have the "purpose"
paraneter of "jwscard". The value of the Call-Info header field MJST
refer to a valid JSON Wb Signature (JW5) [RFC7515] encoding of a

j Card [ RFC7095] object. The follow ng section describes the
construction of the JW&.

Proxi es need to be m ndful that a downstreaminternedi ary may reject
the attenpt with a 608 while other paths may still be in progress.
In this situation, the requirenents stated in Section 16.7 of

[ RFC3261] apply. Specifically, the proxy should cancel pending
transacti ons and must not create any new branches. Note this is not
a new requirenment but sinply pointing out the existing 6xx protocol
mechanismin SIP

3.2. JWS Construction
The internediary constructs the JW5 of the jCard as foll ows.
3.2.1. JOSE Header

The Javascript oject Signing and Encryption (JOSE) header MJST
include the typ, alg, and x5u parameters from JW5 [ RFC7515]. The typ
paraneter MJUST have the val ue "vcard+json". |I|nplenentations MJST
support ES256 as JSON Web Al gorithms (JWA) [ RFC7518] defines it and
MAY support other registered signature algorithns. Finally, the x5u
paraneter MJST be a URI that resolves to the public key certificate
corresponding to the key used to digitally sign the JW5

3.2.2. JW Payl oad

The payl oad contains two JSON values. The first JSON Wb Token (JW)
claimthat MJST be present is the "iat" (issued at) claim[RFC7519].
The "iat" MJUST be set to the date and tinme of the issuance of the 608
response. This mandatory conponent protects the response fromreplay
att acks.

The second JWI claimthat MJUST be present is the "jcard" claim The
val ue of the jcard [ RFC7095] claimis a JSON array conforming to the
JSON jCard data format defined in [ RFC7095]. Section 5.3 describes
the registration. 1In the construction of the jcard claim the
"jcard” MJIST include at |east one of the URL, EMAIL, TEL, or ADR
properties. UACs supporting this specification MIST be prepared to
receive a full jCard. Call originators (at the UAC) can use the
information returned by the jCard to contact the internediary that
rejected the call to appeal the intermediary’s bl ocking of the cal
attenpt. Wiat the internediary does if the bl ocked caller contacts



the intermediary is outside the scope of this docunent.
3.2.3. JWB Signature

JWE [ RFC7515] specifies the procedure for calculating the signature
over the jCard JWI. Section 4 of this docunent has a detail ed
exanpl e on constructing the JW5, including the signature.

3.3. UAC Qperation

A UAC conforming to this specification MJST include the sip.608
feature-capability indicator in the Feature-Caps header field of the
I NVI TE request.

Upon receiving a 608 response, UACs perform nornal SIP processing for
6XX responses.

As for the disposition of the jCard itself, the UAC MIST check the
"iat" claimin the JWI. As noted in Section 3.2.2, we are concerned
about replay attacks. Therefore, the UAC MJST reject jCards that
come with an expired "iat". The definition of "expired" is a matter
of local policy. A reasonable value would be on the order of a

m nute due to clock drift and the possibility of the playing of an
audi o announcenent before the delivery of the 608 response.

3.4. Legacy Interoperation

If the UAC indi cates support for 608 and the internediary issues a
608, life is good, as the UACwill receive all the information it
needs to renedi ate an erroneous block by an internediary. However,
what if the UAC does not understand 608? For exanple, how can we
support callers froma | egacy, non-SIP, public-swtched network
connecting to the SIP network via a nedi a gateway?

We address this situation by having the first network el ement that
conforns with this specification play an announcement. See

Section 3.5 for requirenents on the announcenent. The sinple rule is
a network el enment that inserts the sip.608 feature capability MJST be
abl e to convey at a mninum how to contact the operator of the
intermediary that rejected the call attenpt

The degenerate case is the internediary is the only el ement that
under stands the semantics of the 608 response code. Cbviously, any
SIP device will understand that a 608 response code is a 6xx error
However, there are no other elenents in the call path that understand
the nmeaning of the value of the Call-Info header field. The
intermediary knows this is the case as the INVITE request will not
have the sip.608 feature capability. |In this case, one can consider
the intermediary to be the element "inserting" a virtual sip.608
feature capability. |If the caveats described in Sections 3.5 and 6
do not hold, the internediary MJUST play the announcenent.

Now we take the case where a network el enent that understands the 608
response code receives an INVITE for further processing. A network
el ement conformng with this specification MJST insert the sip.608
feature capability per the behaviors described in Section 4.2 of

[ RFC6809] .

Do note that even if a network el ement plays an announcenent
describing the contents of the 608 response nmessage, the network
el ement MUST forward the 608 response code nessage as the fina
response to the I NVITE

One aspect of using a feature capability is that only the network
elements that will either consume (UAC) or play an announcenent
(medi a gateway, session border controller (SBC) [RFCr7092], or proxy)



need to understand the sip.608 feature capability. |If the other
network el enents conformto Section 16.6 of [RFC3261], they will pass
header fields such as "Feature-Caps: *;+sip.608" unnodified and

wi t hout need for upgrade.

Because the ultimate disposition of the call attenpt will be a
600- cl ass response, the network el ement conveying the announcenent in
the | egacy direction MIUST use the 183 Session Progress response to
establish the nedia session. Because of the small chance the UACis
an extrenmely old | egacy device and is using UDP, the UAC MJST incl ude
support for 100rel [RFC3262] in its INVITE, the network el enent
conveyi ng the announcenent MUST Require 100rel in the 183, and the
UAC MUST issue a Provisional Response ACKnow edgenent (PRACK) to

whi ch the network el enent MJUST respond 200 OK PRACK

3.5. Announcenent Requirenents

There are a few requirements on the el enment that handl es the
announcenent for |egacy interoperation

As noted above, the elenment that inserts the sip.608 feature
capability is responsible for conveying the information referenced by
the Call-Info header field in the 608 response nessage. However,
this specification does not mandate how to convey that informtion

Let us take the case where a tel ecommunications service provider

controls the elenment inserting the sip.608 feature capability. It
woul d be reasonable to expect the service provider would play an
announcenent in the nedia path towards the UAC (caller). It is

important to note the network el enent should be mindful of the media
type requested by the UAC as it formul ates the announcenent. For
exanple, it would nmake sense for an INVITE that only indicated audio
codecs in the Session Description Protocol (SDP) [RFC4566] to result
in an audi o announcenent. Likewise, if the INVITE only indicated
real -tine text [ RFC4103] and the network el enment can render the
information in the requested nmedia format, the network el ement shoul d
send the information in a text format.

It is also possible for the network el enent inserting the sip.608
feature capability to be under the control of the same entity that
controls the UAC. For exanple, a large call center might have | egacy
UACs, but have a nodern outbound calling proxy that understands the

full semantics of the 608 response code. In this case, it is enough
for the outbound calling proxy to digest the Call-Info information
and handle the information digitally rather than "transcodi ng" the
Call-Info information for presentation to the caller

4. Exampl es

These exanpl es are not nornative, do not include all protoco
el enents, and nmay have errors. Review the protocol docunents for
actual syntax and semantics of the protocol elenents.

4.1. Full Exchange

G ven an INVITE, shanelessly taken from[SHAKEN], with the |ine
breaks in the Identity header field for display purposes only:

I NVI TE si p: +12155550113@ el . one. exanpl e. net SIP/ 2.0

Max- Forwar ds: 69

Contact: <sip:+12155550112@ 2001: db8::12]: 50207; ri nst ance=9da3088f 3>

To: <sip:+12155550113@ el . one. exanpl e. net >

From "Alice" <sip:+12155550112@ el .two. exanpl e. net >; t ag=614bdb40

Call-1D: 79048YzkxNDASNTI 1Mz AOOWFj OTFk Ml GDhi NTI 20MLZTI

P- Asserted-ldentity: "Alice"<sip:+12155550112@el . t wo. exanpl e. net >,
<tel:+12155550112>



CSeq: 2 INVITE

Al l ow. SUBSCRI BE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, |NFQ
MESSAGE, OPTI ONS

Cont ent - Type: application/sdp

Date: Tue, 16 Aug 2016 19:23:38 GMI

Feat ure- Caps: *; +sip. 608

ldentity: eyJhbGeci G JFUzI INi | sl nR5cCl 61 nBhc3Nwbh3J01 i wi cHBOI j oi c2hha2V

ul i wi eDV1lj oi aHROcDovL2N cnQuZXhhbXBsZTI ubnmvOL2VAYWLWbGUuY2VydCJ9. eyJ

hdHRI ¢3Q G JBl i wi ZGVzdCl 6eyJObi | 61 i sxM ELNTULMDEXMyJOLCIpYXQ G | xNDcx

Mzc1INDE4l i wi b3JpZyl 6eyJ0bi | 61 sxM EINTULMDEXM J9LCIvem naWQ G | xM NI N

DU2Ny 1l CDI i LTEyZDM YTQLNi 00M Y2NTUONDAWMCI9. QAht _eFqQ aoVr nEV56Q y- QU

tsDG fyCcpYj WaR661Cz1hut FH2Bz1 | DswTahOruj j gsW eoCh4h97whTQIg; i nf o=

<http://cert.exanpl e2. net/exanpl e. cert >; al g=ES256

Content - Lengt h: 153

v=0

0=- 13103070023943130 1 IN | P6 2001: db8::177
c=IN I P6 2001: db8::177

t=0 0

mFaudi o 54242 RTP/ AVP 0

a=sendr ecv

An internediary could reply:

SIP/2.0 608 Rejected

Via: SIP/2.0/UDP [2001: db8::177]:60012; branch=z9ht4bK- 524287- 1

From "Alice" <sip:+12155550112@ el .two. exanpl e. net >; t ag=614bdb40
To: <sip: +12155550113@ el . one. exanpl e. net >

Cal | -1 D: 79048YzkxNDASNTI 1Mz AOOWFj OTFk MhFI ODhi NTI 20MQLZT

CSeq: 2 INVITE

Call -1 nfo: <https://bl ock.exanpl e.net/conpl ai nt-jws>; purpose=j wscard

The |l ocation https://block.exanpl e.net/conplaint-jws resolves to a
JWE. One would construct the JW5 as foll ows.

The JW5 header of this exanple jCard coul d be:

{ "al g":"ES256",
"typ":"vcard+j son",
"x5u":"https://certs. exanpl e.net/reject _key.cer"

}

Now, |et us construct a mnimal jCard. For this exanple, the jCard
refers the caller to an emmil address,
renedi ati on@l ocker. exanpl e. net :

["vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Robocall Adjudication"],
["emai|", {"type":"work"}, "text",

"remedi ati on@l ocker . exanpl e. net"]

]
]

Wth this jCard, we can now construct the JWI:

{
"iat": 1546008698,

"jcard":["vcard",

[

["version", {}, "text", "4.0"],
["fn", {}, "text", "Robocall Adjudication"],
["email", {"type":"work"},

"text", "renediati on@l ocker. exanpl e. net"]



]
}

To cal culate the signature, we need to encode the JSON Obj ect Signing
and Encryption (JOSE) header and JWI into base64url. As an

i npl ementation note, one can trimwhitespace in the JSON objects to
save a few bytes. UACs MJIST be prepared to receive pretty-printed,
conpact, or bizarrely formatted JSON. For the purposes of this
exanpl e, we |eave the objects with pretty whitespace. Speaking of
pretty vs. machine formatting, these exanples have |ine breaks in the
base64url encodi ngs for ease of publication in the RFC format. The
speci fication of base64url allows for these |line breaks, and the
decoded text works just fine. However, those extra line-break octets
woul d affect the calculation of the signature. |nplenentations MJST
NOT insert line breaks into the base64url encodings of the JCSE
header or JWI. This also neans UACs MJST be prepared to receive
arbitrarily long octet streanms fromthe URl referenced by the Call -

I nfo header field.

base64ur| of JOSE header:

eyJhbCGci O JFUzI 1Ni | sl nR5¢cCl 61 nZj YXJkK2pzb24i LCI4ANXUi O JodHRwczov
L2N cnRzLmv4AYWiwb GUubnOL3J1 amVj dF9r ZXkuY2VyI| n0=

base64ur!| of JW:

eyJpYXQ O ELINDYWVDg20Tgs| npj YXJkI j pbl nZj YXJKI i xbWJ2ZXJzaWdul i x7
f Swi dGV4dCl sl j QUMCIdLFsi Zmdi LHt 9LCI0ZXhO0l i wi UnBi b2NhbGang QARgdWRp
Y2FO0aWul | 0sWJI bWFpbCl seyJ0eXBI | j 0oi d29yayJ9LCI0ZXhO0l i wi cnvt Z\WRp
YXRpb25AYnkvY2t | ci 51 eGFt cGxl Lnbl dCIdXV19

In this case, the object to sign (renenbering this is just a single
long Iine; the |ine breaks are for ease of review but do not appear
in the actual object) is as foll ows:

eyJhbGeci O JFUzI 1Ni | sl nR5¢Cl 61 nZj YXJk

K2pzb24i LCI4NXUi O JodHRwczovL2N cnRz LnmvaYWLwbGUubmvOL3J1 amVj dF9r
ZXkuY2VWyl n0. eyJpYXQ G ELINDYWVDg20OTgs! npj YXJKI j pbl nZj YXJkI i xbWJ2
ZXJzaWul i x7f Swi dGv4dCl sl j QUMCIdLFsi Zmdi LH 9LCI0ZXhOl i wi UnBi b2Nh
bGmg QNRqdWRp Y2F0aWul | OsWJl bWFpbCl seyJ0eXBI | j oi d29yayJ9LCI0ZXh0
i wi cnmvt ZWRpYXRpb25AYmxv Y2t | ci 51 eGFt cGxI Lkl dCJdXV19

We use the follow ng X 509 PKCS #8-encoded Elliptic Curve Digita
Signature Al gorithm (ECDSA) key, also shanel essly taken from

[ SHAKEN], as an exanpl e key for signing the hash of the above text.
Do NOT use this key in real life! It is for exanple purposes only.
At the very least, we would strongly recommend encrypting the key at
rest.

————— BEG N PRI VATE KEY-----

M GHAgEAVBMGBY q GSVH9 Ag EGCCq GSMA9 AWEHB@wawl BAQQYi 7g2TZvNOVDFg8Vy
qCPO6bETr R2v8BMRvr 89r ndi +UAahRANCAAQW aj 1HUETpoNCr O p9KA800V791 uW
ARKt 9C1cFPkyd3FBP4Sei NZxChDr DOt dBH s3/ wFe8++K2Fr Py QF9vuh

----- END PRI VATE KEY-----

————— BEG@ N PUBLI C KEY-----

MrkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQYAESHNbQ/ Ty CKWPKHK MF9f Scav GeH
78YTUBQLS8I 5HLHSSM ATLcsl QWhNC/ Chl WBYC626n1 | 07XeebYS7Sh37g==
----- END PUBLI C KEY-----

The resulting JW5, using the above key on the above object, renders
the follow ng ECDSA P-256 SHA-256 digital signature.

7uz2SADRvPFOQOO_UgF2ZTUj Pl DTegt Pr YBO4UHBMMBD6 g9 AL
5har LJdTKDSTt H- LOV1j wJaGRUOUJi wP27ag



Thus, the JW5 stored at https://bl ocker.exanpl e. net/conpl ai nts-jws
woul d contai n:

eyJhbCci O JFUzI 1Ni | sl nR5¢cCl 61 nZj YXJkK2pzb24i LCI4ANXUi O JodHRwczovL
2N cnRzLnv4AYWIwbGUUbmVOL3J1 amVj dF9r ZXkuY2VWy 1 n0. eyJpYXQ G ELNDYWVD
g20r1gs| mpj YXJkI j pbl nzj YXJkl i xbWJ2ZXJzaWoul i x7f Swi dGv4dCl sl j QUMC]
dLFsi Zmdi LHt 9LCI0ZXhO0l i wi UnDi b2NhbGag QARgqdWRpY2F0aVul | 0sWJIl bWFp
bCl seyJ0eXBl | j 0i d29yayJ9LCI0ZXhOl i wi cnvt ZWRpYXRpb25AYnkvY2t | ci 5l e
Gt cGxl Lbl dCIdXV19. 7uz2SADRvPFOQOO_UgF2ZTUj Pl DTegt Pr YBO4UHBMAMBDG6
g9AnL5har LJIdTKDSTt H- LOV1j wJaGRUOUJi wP27ag

4.2. Wb Site jCard

For an internediary that provides a Wb site for adjudication, the
jCard could contain the following. Note that we do not show the
cal culation of the JW5, the URI reference in the Call-Info header
field would be to the JW5 of the signed jCard.

["vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Robocall Adjudication"],
[Ilurllll’ {"type":"\/\Drk"}1
"text", "https://Dbl ocker.exanpl e.net/adjudi cation-forni]

]
]

4.3. Milti-nodal jCard

For an intermediary that provides a tel ephone nunber and a posta
address, the jCard could contain the following. Note that we do not
show the cal cul ation of the JW5, the URl reference in the Call-Info
header field would be to the JW5 of the signed jCard.

["vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Robocall Adjudication"],

["adr", {"type":"work"}, "text",
["Argunment Cinic",
"12 Main St","Anytown","AP", "000000", " Sonecount ry"]

]
["tel™, {"type":"work"}, "uri", "tel:+1-555-555-0112"]
]
]

Note that it is up to the UAC to decide which jCard contact nodality,
if any, it will use.

4.4. Legacy Interoperability

Figure 5 depicts a call flowillustrating | egacy interoperability.

In this non-normative exanple, we see a UAC that does not support the
full semantics for 608. However, there is an SBC that does support
608. Per [RFC6809], the SBC can insert "*;+sip.608" into the

Feat ure- Caps header field for the INVITE. Wen the internediary,

| abel ed "Called Party Proxy" in the figure, rejects the call, it
knows it can sinply performthe processing described in this
docunent. Since the internmediary saw the sip.608 feature capability,
it knows it does not need to send any nedia describing whomto
contact in the event of an erroneous rejection. For illustrative

pur poses, the figure shows generic SIP Proxies in the flow Their
presence or absence or the nunber of proxies is not relevant to the
operation of the protocol. They are in the figure to show that
proxi es that do not understand the sip.608 feature capability can
still participate in a network of fering 608 services.



| Call |

| Anal yti cs|

| Engine |

B S
o

| v
oo+
-+ oo - + -+ oo - + Fomm o + | Cal | ed|
| UAC+- - - - +Pr oxy+- - - - +SBC+- - - - +Pr oxy+- - - - +Pr oxy+--- - +Party
+-- -+ +- - - - - + +-- -+ +- - - - - + +- - - - - + | Proxy |
| +o-m - - +
| INVITE | |
| o >| |
| | INVITE |
| | - >|
| | Feature-Caps: *;+sip.608 |
I I I
| | 608 Rej ect ed
| | <o |
| 183 | Call-Info: <...>
IR | [path for Call-Info elided
| SDP for media | for illustration purposes]
I I
| PRACK |

<== Announcenent ==

608 Rej ected

Figure 5. Legacy Operation

When the SBC receives the 608 response code, it correlates that with
the original INVITE fromthe UAC. The SBC renenbers that it inserted
the sip.608 feature capability, which neans it is responsible for
sonehow alerting the UAC the call failed and discl osing whomto
contact. At this point, the SBC can play a pronpt, either natively
or through a mechani sm such as NETANN [ RFC4240], that sends the
relevant information in the appropriate nmedia to the UAC. Since this
is a potentially long transaction and there is a chance the UACis
using an unreliable transport protocol, the UAC will have indicated
support for provisional responses, the SBCwll indicate it requires
a PRACK fromthe UAC in the 183 response, the UAC will provide the
PRACK, and the SBC wi Il acknow edge recei pt of the PRACK before

pl ayi ng t he announcenent.

As an exanple, the SBC could extract the FN and TEL jCard fields and
pl ay sonething |ike a special information tone (see Section 6.21.2.1
of Telcordia [SR 2275] or Section 7 of ITUT E. 180 [ITU. E. 180.1998]),

foll owed by "Your call has been rejected by...", followed by a text-
to-speech translation of the FN text, followed by "You can reach them
on...", followed by a text-to-speech translation of the tel ephone

nunber in the TEL field.

Note that the SBC also still sends the full 608 response code,
including the Call-Info header field, towards the UAC



5. | ANA Consi derations
5.1. SIP Response Code
Thi s docunent defines a new SIP response code, 608, in the "Response

Codes" subregistry of the "Session Initiation Protocol (SIP)
Par anmet ers” registry defined in [ RFC3261].

Response code: 608
Descri pti on: Rej ect ed
Ref er ence: RFC 8688

5.2. SIP Feature-Capability |Indicator

Thi s docunent defines the feature capability, sip.608, in the "SIP
Feature-Capability Indicator Registration Tree" registry defined in
[ RFC6809] .

Nane: si p. 608

Description: This feature-capability indicator, when included in a
Feat ure- Caps header field of an I NVITE request,
indicates that the entity associated with the indicator
will be responsible for indicating to the caller any
i nformati on contained in the 608 SIP response code,

specifically, the value referenced by the Call-Info
header field.
Ref er ence: RFC 8688

5.3. JSON Wb Token C ai m

Thi s docunent defines the new JSON Wb Token claimin the "JSON Wb
Token C ai ns" subregistry created by [ RFC7519]. Section 3.2.2
defines the syntax. The required information is:

Cl ai m Name: jcard

Claim Description: jCard data

Change Controller: |ESG

Ref er ence: RFC 8688, [ RFC7095]

5.4. Call-Info Purpose

Thi s docunent defines the new predefined value "jwscard" for the
"purpose" header field paraneter of the Call-Info header field. This
nmodi fies the "Header Field Paraneters and Paraneter Val ues"
subregistry of the "Session Initiation Protocol (SIP) Paraneters"
registry by adding this RFC as a reference to the line for the header

field "Call-1nfo" and paraneter nanme "purpose":
Header Fi el d: Call-Info

Par amet er Nane: pur pose

Predefi ned Val ues: Yes

Ref er ence: RFC 8688

6. Security Considerations

Internediary operators need to be mndful to whomthey are sending
the 608 response. The internediary could be rejecting a truly
malicious caller. This raises two issues. The first is the caller,
now alerted that an internmediary is automatically rejecting their

call attenpts, may change their call behavior to defeat call -bl ocking
systens. The second, and nore significant risk, is that by providing
a contact in the Call-Info header field, the internediary may be
giving the malicious caller a vector for attack. In other words, the
intermediary will be publishing an address that a nalicious actor may
use to launch an attack on the internediary. Because of this,
intermedi ary operators may wish to configure their response to only



include a Call-Info header field for INVITE, or other signed
initiating nmethods, that pass validation by STIR [ RFC8224].

Another risk is as follows. Consider an attacker that floods a proxy
that supports the sip.608 feature. However, the SDP in the INVITE
request refers to a victimdevice. Mreover, the attacker sonmehow
knows there is a 608-aware gateway connecting to the victimwho is on
a segnent that | acks the sip.608 feature capability. Because the
mechani sm descri bed here can result in sending an audio file to the
target of the SDP, an attacker could use the nechani sm described by
thi s docunent as an anplification attack, given a SIP |INVITE can be
under 1 kil obyte and an audio file can be hundreds of kilobytes. One
renediation for this is for devices that insert a sip.608 feature
capability to only transmit nmedia to what is highly likely to be the
actual source of the call attenpt. A nethod for this is to only play
media in response to a STIR signed | NVITE that passes validation.
Beyond requiring a valid STIR signature on the INVITE, the
intermedi ary can al so use renediati on procedures such as doing the
connectivity checks specified by Interactive Connectivity
Establ i shnent [RFC8445]. |If the target did not request the nedia,
the check will fail.

Yet another risk is a nalicious internediary that generates a
mal i ci ous 608 response with a jCard referring to a nalicious agent.
For exanple, the recipient of a 608 may receive a TEL URI in the
vCard. Wien the recipient calls that address, the malicious agent
could ask for personally identifying information. However, instead
of using that information to verify the recipient’s identity, they
are phishing the information for nefarious ends. A sinilar scenario
can unfold if the malicious agent inserts a URI that points to a

phi shing or other site. As such, we strongly recommend the recipient
val i dates to whomthey are communicating with if asking to adjudicate
an erroneously rejected call attenpt. Since we nay al so be concerned
about internedi ate nodes nodi fying contact infornation, we can
address both issues with a single solution. The renediationis to
require the internediary to sign the jCard. Signing the jCard
provides integrity protection. |In addition, one can inmagine
mechani sns such as used by [ SHAKEN .

Simlarly, one can inagine an adverse agent that naliciously spoofs a
608 response with a victinmis contact address to many active callers
who may then all send redress requests to the specified address (the
basis for a denial-of-service attack). The process would occur as
follows: (1) a malicious agent senses INVITE requests froma variety
of UACs and (2) spoofs 608 responses with an unsi gned redress address
before the intended receivers can respond, causing (3) the UACs to
all contact the redress address at once. The jCard encoding all ows
the UAC to verify the blocking intermediary’s identity before
contacting the redress address. Specifically, because the sender
signs the jCard, we can cryptographically trace the sender of the
jCard. Gven the protocol nmachinery of having a signature, one can
apply local policy to decide whether to believe that the sender of
the jCard represents the owner of the contact information found in
the jCard. This guards against a malicious agent spoofing 608
responses.

Specifically, one could use policies around signing certificate

i ssuance as a mechanismfor traceback to the entity issuing the
jCard. One check could be verifying that the identity of the subject
of the certificate relates to the To header field of the initial SIP
request, simlar to validating that the internmedi ary was vouchi ng for
the From header field of a SIP request with that identity. Note that
we are only protecting against a nmalicious internediary and not a

hi dden internmediary attack (fornerly known as a "man-in-the-niddle
attack"). Thus, we only need to ensure the signature is fresh, which
is why we include "iat". For nost inplenmentations, we assune that



7.

7.

the intermedi ary has a single set of contact points and will generate
the jCard on demand. As such, there is no need to directly correlate
HTTPS fetches to specific calls. However, since the internediary is
in control of the jCard and Call-Info response, an internediary nmay
choose to encode per-call information in the URI returned in a given
608 response. However, if the internmediary does go that route, the

i ntermedi ary MJST use a non-determ nistic URl reference nmechani smand
be prepared to return dummy responses to URl requests referencing
calls that do not exist so that attackers attenpting to gl ean cal

met adata by guessing URIs (and thus calls) will not get any
actionable information fromthe HITPS GET.

Si nce the decision of whether to include Call-Info in the 608
response is a matter of policy, one thing to consider is whether a
legitimate caller can ascertain whomto contact wi thout including
such information in the 608. For exanple, in some jurisdictions, if
only the terninating service provider can be the internediary, the
caller can |l ook up who the terninating service provider is based on
the routing information for the dialed nunber. Thus, the Call-Info
jCard could be redundant information. However, the factors going
into a particular service provider’'s or jurisdiction's choice of
whether to include Call-Info is outside the scope of this docunent.
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