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Abst r act

When using Traffic Engineering (TE) in a dual-stack |Pv4/1Pv6
network, the Multiprotocol Label Switching (MPLS) TE Label Swi tched
Path (LSP) infrastructure may be duplicated, even if the destination
I Pv4 and | Pv6 addresses belong to the sane renpte router. In order
to achieve an integrated MPLS TE LSP infrastructure, OSPF routes nust
be computed over MPLS TE tunnels created using information propagated
in another OSPF instance. This issue is solved by advertising cross-
address famly (X-AF) OSPF TE i nfornmation.

Thi s docunent describes an update to RFC 5786 that allows for the
easy identification of a router’s |local X-AF |IP addresses.
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I nt roduction

TE extensions to OSPFv2 [ RFC3630] and OSPFv3 [ RFC5329] have been
described to support intra-area TE in |IPv4 and | Pv6 networks,

respectively. 1In both cases, the TE dat abase provides a tight
coupling between the routed protocol and advertised TE signaling
information. In other words, any use of the TE database is linted

to I Pv4 for OSPRFv2 [ RFC2328] and | Pv6 for OSPFv3 [ RFC5340].

In a dual -stack network, it may be desirable to set up conmon MPLS TE
LSPs to carry traffic destined to addresses fromdifferent address
famlies on a router. The use of compn LSPs eases potenti al

scal ability and managenent concerns by hal ving the nunber of LSPs in
the network. Besides, it allows operators to group traffic based on
busi ness characteristics, class of service, and/or applications; the
operators are not constrained by the network protocol used.

For exanple, an LSP created based on MPLS TE i nformati on propagated
by an OSPFv2 instance can be used to transport both IPv4 and | Pv6
traffic, as opposed to using both OSPFv2 and OSPFv3 to provision a
separate LSP for each address famly. Even if, in sone cases, the
address-family-specific traffic is to be separated, cal culation from
a conmon TE dat abase may prove to be operationally beneficial

During the SPF cal cul ation on the TE tunnel head-end router, OSPF
conputes shortcut routes using TE tunnels. A conmmonly used al gorithm
for conputing shortcuts is defined in [RFC3906]. For that or any
simlar algorithmto work with a conmon MPLS TE infrastructure in a
dual -stack network, a requirenent is to reliably map the X-AF
addresses to the corresponding tail-end router. This mapping is a
chal | enge because the Link State Advertisenents (LSAs) containing the
routing information are carried in one OSPF instance, while the TE
cal cul ations may be done using a TE database froma different OSPF

i nst ance.

A simple solution to this problemis to rely on the Router IDto
identify a node in the correspondi ng OSPFv2 and OSPFv3 Link State

Dat abases (LSDBs). This solution would nmandate both instances on the
same router to be configured with the sane Router ID. However,
relying on the correctness of configuration puts additional burden
and cost on the operation of the network. The network becomes even
more difficult to manage if OSPFv2 and OSPFv3 topol ogi es do not match
exactly, for exanple, if area borders are chosen differently in the
two protocols. Also, if the routing processes do fall out of sync
(e.g., having different Router IDs for |ocal administrative reasons),
there is no defined way for other routers to di scover such

m sal i gnment and to take corrective neasures (such as to avoid
routing traffic through affected TE tunnels or alerting the network
adm nistrators). The use of misaligned Router IDs may result in
delivering the traffic to the wong tail-end router, which could |ead
to suboptimal routing or even traffic | oops.

Thi s docunent describes an update to [RFC5786] that allows for the
easy identification of a router’s local X-AF |IP addresses. [RFC5786]
defined the Node |IPv4 Local Address and Node | Pv6 Local Address sub-
TLVs of the Node Attribute TLV for a router to advertise additiona

| ocal IPv4 and | Pv6 addresses. However, [RFC5786] did not describe
the advertisenent and usage of these sub-TLVs when the address famly
of the advertised |ocal address differed fromthe address fanily of
the OSPF traffic engi neering protocol



Thi s docunent updates [ RFC5786] so that a router can al so announce
one or nore |local X-AF addresses using the correspondi ng Loca
Address sub-TLV. Routers using the Node Attribute TLV [ RFC5786] can
i ncl ude non-TE-enabl ed interface addresses in their OSPF TE

adverti senents and al so use the same sub-TLVs to carry X-AF
information, facilitating the mappi ng descri bed above.

The nethod specified in this docunment can also be used to conpute the
X- AF mappi ng of the egress Label Switching Router (LSR) for sub-LSPs
of a Point-to-Miltipoint LSP [ RFC4461]. Considerations of using
Point-to-Miltipoint MPLS TE for X-AF traffic forwarding is outside
the scope of this docunent.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Qperation

To inpl emrent the X-AF routing technique described in this docunent,
OSPFv2 will advertise the Node | Pv6 Local Address sub-TLV and OSPFv3
will advertise the Node |IPv4 Local Address sub-TLV, possibly in
addition to advertising other |P addresses as docunented by

[ RFC5786] .

Multiple instances of OSPFv3 are needed if it is used for both |IPv4
and | Pv6 [ RFC5838]. The operation in this section is described with
OSPFv2 as the protocol used for IPv4; that is the nost common case.
The case of OSPFv3 being used for |Pv4 follows the sane procedure as
what is indicated for OSPFv2 bel ow.

On a node that inplenents X-AF routing, each OSPF instance
advertises, using the Node Local Address sub-TLV, all X-AF IPv6 (for
OSPFv2 instance) or |Pv4 (for OSPFv3) addresses local to the router
that can be used by the Constrai ned Shortest Path First (CSPF) to
cal cul ate MPLS TE LSPs

*  The OSPF instance MJST advertise the IP address listed in the
Rout er Address TLV [ RFC3630] [ RFC5329] of the X-AF instance
mai ntai ni ng the TE dat abase.

* The OSPF instance SHOULD i nclude additional |ocal addresses
advertised by the X-AF OSPF instance in its Node Local Address
sub- TLVs.

* An inplenentation MAY advertise other |ocal X-AF addresses.

When TE information is advertised in an OSPF instance, both natively

(i.e., as per RFC [ RFC3630] or [RFC5329]) and as X- AF Node Attribute

TLV, it is left to local configuration to determ ne which TE dat abase
is used to conpute routes for the OSPF instance.

On Area Border Routers (ABRs), each advertised X-AF | P address MJST
be advertised into, at nost, one area. |f OSPFv2 and OSPFv3 ABRs
coincide (i.e., the areas for all OSPFv2 and OSPFv3 interfaces are
the sane), then the X-AF addresses MJST be advertised into the sane
area in both instances. This allows other ABRs connected to the same
set of areas to know with which area to associate conputed MPLS TE
tunnel s.

During the X-AF routing cal culation, X-AF |IP addresses are used to



map locally created LSPs to tail-end routers in the LSDB. The
mappi ng al gorithm can be described as:

Walk the list of all MPLS TE tunnels for which the conputing
router is a head end. For each MPLS TE tunnel T:

1. If T s destination address is fromthe same address famly as
the OSPF instance associated with the LSDB, then the
extensions defined in this docunent do not apply.

2. Oherwise, it is a X~-AF MPLS TE tunnel. Note the tunnel’s
destination | P address.

3. Walk the X-AF I P addresses in the LSDBs of all connected
areas. |If a matching I P address is found, advertised by
router Rin area A then mark the tunnel T as belonging to
area A and terminating on tail-end router R Assign the
intra-area SPF cost to reach router Rwithin area A as the IGP
cost of tunnel T.

After conpleting this calculation, each TE tunnel is associated with
an area and tail-end router in terns of the routing LSDB of the
computi ng OSPF i nstance and has a cost.

The al gorithm descri bed above is to be used only if the Node Loca
Address sub-TLV includes X-AF infornation

Note that, for clarity of description, the mapping algorithmis
specified as a single calculation. |Inplenmentations may choose to
support equi val ent mapping functionality w thout inplenmenting the
al gorithm as descri bed.

As an exanple, consider a router in a dual-stack network using OSPFv2
and OSPFv3 for |IPv4 and | Pv6 routing, respectively. Suppose the
OSPFv2 instance is used to propagate MPLS TE informati on and the
router is configured to accept TE LSPs term nating at | ocal addresses
198.51.100.1 and 198.51.100.2. The router advertises in OSPFv2 the

| Pv4 address 198.51.100.1 in the Router Address TLV, the additiona

| ocal | Pv4 address 198.51.100.2 in the Node |Pv4 Local Address sub-
TLV, and other TE TLVs as required by [RFC3630]. |If the OSPFv3
instance in the network is enabled for X-AF TE routing (that is, to
use MPLS TE LSPs computed by OSPFv2 for |IPv6 routing), then the
OSPFv3 instance of the router will advertise the Node | Pv4 Loca
Address sub-TLV listing the local |Pv4 addresses 198.51.100.1 and
198.51.100.2. Oher routers in the OSPFv3 network will use this
information to reliably identify this router as the egress LSR for
MPLS TE LSPs term nating at either 198.51.100.1 or 198.51.100. 2.

Backward Compatibility

Only routers that serve as endpoints for one or nore TE tunnels MJST
be upgraded to support the procedures described herein:

*  Tunnel tail-end routers adverti se the Node | Pv4 Local Address sub-
TLV and/or the Node | Pv6 Local Address sub-TLV.

* Tunnel head-end routers performthe X-AF routing cal culation
Bot h the endpoi nts MJST be upgraded before the tail end starts
advertising the X-AF information. Qher routers in the network do
not need to support X-AF procedures.

.1. Automatically Switched Optical Networks

[ RFC6827] updates [RFC5786] by defining extensions to be used in an
Automatically Switched Optical Network (ASON). The Local TE Router
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I D sub-TLV is required for determ ning ASON reachability. The
inplication is that if the Local TE Router ID sub-TLV is present in
the Node Attribute TLV, then the procedures in [ RFC6827] apply,
regardl ess of whether any X-AF information is adverti sed.

Security Considerations

Thi s docunment describes the use of the Local Address sub-TLVs to
provide X-AF information. The advertisenent of these sub-TLVs, in
any OSPF instance, is not precluded by [RFC5786]. As such, no new
security threats are introduced beyond the considerations in OSPFv2
[ RFC2328], OSPFv3 [ RFC5340], and [ RFC5786].

The X-AF information is not used for SPF conputation or nornal
routing, so the nechani smspecified here has no effect on I P routing.
However, generating incorrect information or tanpering with the sub-
TLVs may have an effect on traffic engi neering conputations.
Specifically, TE traffic may be delivered to the wong tail-end
router, which could | ead to suboptimal routing, traffic |oops, or
exposing the traffic to attacker inspection or nodification. These
threats are already present in other TE-rel ated specifications, and
their considerations apply here as well, including [ RFC3630] and

[ RFC5329] .

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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