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Abst ract

The goal of Application-Layer Traffic Optim zation (ALTO is to
provi de gui dance to applications that have to sel ect one or severa
hosts from a set of candi dates capable of providing a desired
resource. ALTO is realized by a client-server protocol. Before an
ALTO client can ask for guidance, it needs to discover one or nore
ALTO servers that can provide suitable guidance.

In sone depl oyment scenarios, in particular if the information about
the network topology is partitioned and distributed over several ALTO
servers, it may be necessary to discover an ALTO server outside of
the ALTO client’s own network donmain, in order to get appropriate

gui dance. This docunment details applicable scenarios, item zes

requi renents, and specifies a procedure for ALTO cross-domain server
di scovery.

Technically, the procedure specified in this docunent takes one

| P address or prefix and a U NAPTR Service Paraneter (typically,
"ALTO https") as paraneters. It performs DNS | ookups (for NAPTR
resource records in the "in-addr.arpa.” or "ip6.arpa." trees) and
returns one or nore URIs of information resources related to that |P
address or prefix.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8686

Copyright Notice

Copyright (c) 2020 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.



Tabl e of Contents

1. Introduction
1.1. Ternminology and Requirenents Language
2. ALTO Cross-Domain Server Discovery Procedure: Overview
3. ALTO Cross-Domain Server Discovery Procedure: Specification
Interface
Step 1: Prepare Domain Nane for Reverse DNS Lookup
Step 2: Prepare Shortened Donai n Nanes
Step 3: Perform DNS U NAPTR Lookups
Error Handl i ng
ing the ALTO Protocol with Cross-Domain Server Discovery
Net wor k and Cost Map Service
Map- Filtering Service
Endpoi nt Property Service
Endpoi nt Cost Service
. Summary and Further Extensions
mpl enent ati on, Depl oyment, and Operational Considerations
Consi derations for ALTO Clients
Consi derations for Network Operators
curity Considerations
Integrity of the ALTO Server’s UR
Avail ability of the ALTO Server Discovery Procedure
Confidentiality of the ALTO Server’s URI
Privacy for ALTO Cients
ANA Consi der ati ons
Ref erences
1 Normat i ve Ref erences
2 I nformative References
ndix A.  Solution Approaches for Partitioned ALTO Know edge
1 Classification of Solution Approaches
2 Di scussi on of Sol uti on Approaches
3 The Need for Cross-Domain ALTO Server Discovery
4 Qur Sol ution Approach
5 Rel ation to the ALTO Requirenents
ndix B. Requirements for Cross-Domain Server Discovery
1. Discovery Cient Application Progranm ng Interface
2
3
4
5
n
1
2
3

=

W wwww
CURwN

I ats
—0OhrWNPEF

(o]
o
INES

o000
LhwhpRE

© N

SrPPEPPPTO®

]

e

Data Storage and Authority Requirenents
Cross- Domai n Oper ations Requi renents
Prot ocol Requirenents
Furt her Requirenents
endix C. ALTO and Tracker-Based Peer-to-Peer Applications
A CGeneric Tracker-Based Peer-to-Peer Application
Architectural Options for Placing the ALTO dient
. Evaluation
C. 4. Exanple
Acknowl edgrent s
Aut hors’ Addresses

T HWwwwWm

el
000

1. Introduction

The goal of Application-Layer Traffic Optim zation (ALTO is to

provi de gui dance to applications that have to sel ect one or several
hosts from a set of candi dates capable of providing a desired
resource [ RFC5693]. ALTO is realized by an HTTP-based client-server
protocol [RFC7285], which can be used in various scenarios [ RFC7971].

The ALTO base protocol docunent [RFC7285] specifies the commruni cation
between an ALTO client and one ALTO server. |In principle, the client
may send any ALTO query. For exanple, it mght ask for the routing
cost between any two | P addresses, or it mght request network and
cost maps for the whole network, which nmight be the worl dw de
Internet. It is assuned that the server can answer any query,
possibly with some kind of default value if no exact data is known.



No special provisions were made for depl oynent scenarios with
multiple ALTO servers, with sone servers having nore accurate

i nformati on about sone parts of the network topol ogy while others
have better information about other parts of the network
("partitioned know edge"). Various ALTO use cases have been studied
in the context of such scenarios. |In sonme cases, one cannot assume
that a topologically nearby ALTO server (e.g., a server discovered
with the procedure specified in [ RFC7286]) will always provide useful
information to the client. One such scenario is detailed in
Appendi x C. Several solution approaches, such as redirecting a
client to a server that has nore accurate information or forwarding
the request to such a server on behalf of the client, have been
proposed and anal yzed (see Appendi x A), but no solution has been
specified so far.

Section 3 of this docunent specifies the "ALTO Cross-Domai n Server

Di scovery Procedure" for client-side usage in these scenarios. An
ALTO client that wants to send an ALTO query related to a specific IP
address or prefix X may call this procedure with X as a paraneter.

It will use Donmain Nane System (DNS) | ookups to find one or nore ALTO
servers that can provide a conpetent answer. The above wording
"related to" was intentionally kept sonewhat unspecific, as the exact
semanti cs depends on the ALTO service to be used; see Section 4.

Those who are in control of the "reverse DNS' for a given |IP address
or prefix (i.e., the correspondi ng subdomain of "in-addr.arpa." or

"ip6.arpa.") -- typically an Internet Service Provider (ISP), a

corporate I T departnent, or a university's conputing center -- may
add resource records to the DNS that point to one or nore rel evant
ALTO servers. |n many cases, it may be an ALTO server run by that

ISP or IT departnment, as they naturally have good insight into
routing costs fromand to their networks. However, they nmay al so
refer to an ALTO server provided by soneone else, e.g., their
upstream | SP.

.1. Terninol ogy and Requirenents Language

Thi s docunent nakes use of the ALTO termi nol ogy defined in RFC 5693
[ RFC5693] .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

ALTO Cross-Domai n Server Discovery Procedure: Overview

This section gives a non-normative overview of the ALTO Cross-Domain
Server Discovery Procedure. The detailed specification will follow
in the next section

This procedure was inspired by "Location Information Server (LIS)
Di scovery Using | P Addresses and Reverse DNS' [RFC7216] and reuses
parts of the basic ALTO Server Discovery Procedure [ RFC7286].

The basic idea is to use the Donmain Nane System (DNS), nore
specifically the "in-addr.arpa." or "ip6.arpa." trees, which are
mostly used for "reverse nmapping" of |IP addresses to host names by
means of PTR resource records. There, URI-enabl ed Nam ng Authority
Poi nter (U NAPTR) resource records [RFC4848], which allow the mapping
of domain names to Uni form Resource ldentifiers (URIs), are installed
as needed. Thereby, it is possible to store a mapping froman I[P
address or prefix to one or nore ALTO server URIs in the DNS

The ALTO Cross-Domain Server Discovery Procedure is called with one



3.

3.

I P address or prefix and a U NAPTR Service Paraneter [RFC4848] as
paraneters

The service paraneter is usually set to "ALTO https". However, other
paraneter values may be used in some scenarios -- e.g., "ALTO http"
to search for a server that supports unencrypted transm ssion for
debuggi ng purposes, or other application protocol or service tags if
appl i cabl e.

The procedure perforns DNS | ookups and returns one or nore URI s of
informati on resources related to said | P address or prefix, usually
the URIs of one or nore ALTO Information Resource Directories (I|RDs;
see Section 9 of [RFC7285]). The U NAPTR records al so provide

pref erence val ues, which should be considered if nore than one URl is
returned.

The di scovery procedure sequentially tries two different |ookup
strategies. First, an ALTO specific U-NAPTR record is searched in
the "reverse tree" -- i.e., in subdormains of "in-addr.arpa." or
"ip6.arpa." corresponding to the given I P address or prefix. |If this
| ookup does not yield a usable result, the procedure tries further
| ookups with truncated donmain names, which correspond to shorter
prefix lengths. The goal is to all ow depl oynent scenari os that
require fine-grained discovery on a per-IP basis, as well as |arge-
scal e scenarios where discovery is to be enabled for a | arge nunber
of I P addresses with a small number of additional DNS resource
records.

ALTO Cross-Domai n Server Discovery Procedure: Specification
1. Interface

The procedure specified in this docunent takes two paraneters, X and
SP, where X is an IP address or prefix and SP is a U NAPTR Servi ce
Par anet er .

The paraneter X may be an I Pv4 or an I Pv6 address or prefix in
Classless Inter-Domain Routing (CIDR) notation (see [RFC4632] for the
I Pv4 CIDR notation and [ RFC4291] for 1Pv6). Consequently, the
address type AT is either "I Pv4" or "IPv6". |In both cases, X
consists of an IP address A and a prefix length L. Fromthe
definitions of I1Pv4 and IPv6, it follows that syntactically valid
values for L are 0 <= L <= 32 when AT=IPv4 and 0 <= L <= 128 when
AT=I Pv6. However, not all syntactically valid values of L are
actual |y supported by this procedure; Step 1 (see below) wll check
for unsupported val ues and report an error if necessary.

For exanple, for X=198.51.100.0/24, we get AT=lPv4, A=198.51.100.0,
and L=24. Simlarly, for X=2001:0DB8::20/128, we get AT=l Pv6,
A=2001: 0DB8: : 20, and L=128.

In the intended usage scenario, the procedure is nornally always
called with the paraneter SP set to "ALTO https". However, for
general applicability and in order to support future extensions, the
procedure MJST support being called with any valid U NAPTR Service
Paranmeter (see Section 4.5 of [RFC4848] for the syntax of U NAPTR
Service Parameters and Section 5 of the sane docunment for information
about the | ANA registries).

The procedure perforns DNS | ookups and returns one or nore URIs of
informati on resources related to that |IP address or prefix, usually
the URIs of one or nore ALTO Information Resource Directories (I|RDs;
see Section 9 of [RFC7285]). For each URI, the procedure also
returns order and preference values (see Section 4.1 of [RFC3403]),
whi ch shoul d be considered if nmore than one URI is returned.



During execution of this procedure, various error conditions may
occur and have to be reported to the caller; see Section 3.5.

For the renainder of the document, we use the followi ng notation for
calling the ALTO Cross-Donai n Server Discovery
Pr ocedur e: IRD URIS X = XDOVDI SC( X, "ALTQG https")

3.2. Step 1. Prepare Domain Nane for Reverse DNS Lookup

First, the procedure checks the prefix length L for unsupported
values: If AT=IPv4 (i.e., if Ais an IPv4 address) and L < 8, the
procedure aborts and indicates an "unsupported prefix | ength" error
to the caller. Simlarly, if AT=IPv6 and L < 32, the procedure
aborts and indicates an "unsupported prefix length" error to the
caller. Qherw se, the procedure continues.

If AT=IPv4, the procedure will then produce a DNS donmain name, which
will be referred to as R32. This domain name is constructed
according to the rules specified in Section 3.5 of [RFC1035], and it
is rooted in the special domain "IN ADDR ARPA. ".

For exanple, A=198.51.100.3 yields R32="3.100.51.198. | N- ADDR. ARPA. ".
If AT=IPv6, a domain nane, which will be called R128, is constructed

according to the rules specified in Section 2.5 of [RFC3596], and the
special domain "IP6. ARPA." is used.

For exanple (note: a line break was added after the second line),
A = 2001: 0DB8: : 2 yi el ds

0
R128 = "0.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.B.D. 0
1.0.0. 2.1 P6. ARPA. "

3.3. Step 2: Prepare Shortened Donai n Nanes
For this step, an auxiliary function, "skip", is defined as foll ows:
skip(str,n) will skip all characters in the string str, up to and
including the n-th dot, and return the remaining part of str. For
exanpl e, skip("foo.bar.baz.qux.quux.",2) will return "baz.qux.quux.".

If AT=IPv4, the follow ng additional domain nanmes are generated from
the result of the previous step:

R24=ski p(R32, 1),

R16=ski p(R32, 2), and

R8=ski p(R32, 3).
Renovi ng one | abel froma domain nane (i.e., one nunber of the
"dotted quad notation") corresponds to shortening the prefix length
by 8 bits.
For exanpl e,
R32="3. 100. 51. 198. | N- ADDR. ARPA. " vyi el ds
R24="100. 51. 198. | N- ADDR. ARPA. "
R16="51. 198. | N- ADDR. ARPA. "
R8="198. | N- ADDR. ARPA. "

If AT=IPv6, the foll owing additional domain names are generated from
the result of the previous step:

R64=ski p(R128, 16),

R56=ski p( R128, 18),



R48=ski p(R128, 20),
R40=ski p(R128, 22), and
R32=ski p(R128, 24).

Renovi ng one | abel froma domain nane (i.e., one hex digit)
corresponds to shortening the prefix length by 4 bits.

For exanple (note: a line break was added after the first line),

R128 = "0.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.B.D. 0
1.0.0. 2.1 P6. ARPA. " yi el ds

R64 = "0.0.0.0.0.0.0.0.8.B.D.0.1.0.0.2.1P6. ARPA. "

R56 = "0.0.0.0.0.0.8.B.D.0.1.0.0.2.1P6. ARPA. "

R48 = "0.0.0.0.8.B.D.0.1.0.0.2.1P6. ARPA. "

R40O = "0.0.8.B.D.0.1.0.0.2.1P6. ARPA. "

R32 = "8.B.D.0.1.0.0.2.1P6. ARPA. "

3.4. Step 3: Perform DNS U- NAPTR Lookups

The address type and the prefix length of X are nmatched agai nst the
first and the second colum of the follow ng table, respectively:

Fom e m oo - - M Fom e m oo - - o e e e e oo oo +
| 1. Address | 2: Prefix | 3: MJST do | 4: SHOULD do further |
| Type AT | Length L | 1st |ookup | | ookups in that order

[ oo s s s oo e s o}
| IPv4 | 32 | R32 | R24, R16, R8 |
R S R o e e e e e oo oo +
| 1Pv4 | 24 31 | R4 | R16, R8 |
S S I S e +
| I'Pv4 | 16 23 | R16 | R8 |
T S T T e +
| IPv4 | 8 15 | R8 | (none) |
R S R o e e e e e oo oo +
| 1Pv4 | 0.. 7 | (none, abort: unsupported prefix |
I I | I'ength) I
S Iy IR S Iy e +
| I'Pv6 | 128 | R128 | R64, R56, R48, R40, |
I I I | R32 I
R S R o e e e e e oo oo +
| 1Pv6 | 64 | R64 | R56, R48, R40, R32 |
I | (..127) | I I
S Iy - S Iy e +
| I'Pv6 | 56 63 | R56 | R48, R40, R32 |
S o m e e e - S o m e e e e e e e oo +
| I'Pv6 | 48 55 | R48 | R40, R32 |
Fom e m oo - - M Fom e m oo - - o e e e e oo oo +
| 1Pv6 | 40 47 | R40 | R32 |
S Iy IR S Iy e +
| 1Pv6 | 32 39 | R32 | (none) |
S o m e e e - S o m e e e e e e e oo +
| I'Pv6 | 0.. 31 | (none, abort: unsupported prefix |
I I | length) I
S S I . +

Table 1: Perform DNS U- NAPTR | ookups

Then, the domain nane given in the 3rd columm and the U NAPTR Service
Paranmeter SP with which the procedure was called (usually

"ALTO https") MJST be used for a U NAPTR [ RFC4848] | ookup, in order
to obtain one or nmore URI's (indicating protocol, host, and possibly
path elements) for the ALTO server’s Informati on Resource Directory
(IRD). If such URIs can be found, the ALTO Cross-Domain Server



3.5.

Di scovery Procedure returns that information to the caller and
term nates successfully.

For exanple, the follow ng two U NAPTR resource records can be used
for mapping "100.51.198.1 N-ADDR. ARPA. " (i.e., R24 fromthe exanple in
the previous step) to the HTTPS URIs "https://altol. exanpl e.net/ird"
and "https://alto2. exanple.net/ird", with the former being preferred.

100. 51. 198. | N- ADDR. ARPA. I N NAPTR 100 10 "u" "ALTO https"
"l.*I'https://altol. exanple.net/ird!" ""

100. 51. 198. I N- ADDR. ARPA. I N NAPTR 100 20 "u" "ALTQ https"
"I .*I'https://alto2. exanple.net/ird!t™ ™"

If no matching U-NAPTR records can be found, the procedure SHOULD try
further |ookups, using the domain nanes fromthe fourth colum in the
i ndi cated order, until one | ookup succeeds. |If no IRD URI can be

found after |ooking up all domain names fromthe 3rd and 4th col ums,
the procedure term nates unsuccessfully, returning an enpty URI |ist.

Error Handl i ng

The ALTO Cross-Donmain Server Discovery Procedure may fail for severa
reasons.

If the procedure is called with syntactically invalid paraneters or
unsupported paraneter values (in particular, the prefix length L; see
Section 3.2), the procedure aborts, no URI list will be returned, and
the error has to be reported to the caller

The procedure perfornms one or nore DNS | ookups in a well-defined
order (corresponding to descending prefix |lengths, see Section 3.4)
until one produces a usable result. Each of these DNS | ookups mni ght
fail to produce a usable result, due to either a normal condition
(e.g., a dommin nane exists, but no ALTO specific NAPTR resource
records are associated with it), a permanent error (e.dg., nonexistent
domai n nane), or a tenporary error (e.g., timeout). |In all three
cases, and as long as there are further domain nanes that can be

| ooked up, the procedure SHOULD imediately try to | ook up the next
domain name (fromColum 4 in the table given in Section 3.4). Only
after all domain nanes have been tried at |east once, the procedure
MAY retry those domain names that had caused tenporary | ookup errors.

General | y speaking, ALTO provides advisory information for the
optinmzation of applications (peer-to-peer applications, overlay
networks, etc.), but applications should not rely on the availability
of such information for their basic functionality (see

Section 8.3.4.3 of [RFC7285]). Consequently, the speedy detection of
an ALTO server, even though it may give | ess accurate answers than
other servers, or the quick realization that there is no suitable
ALTO server, is in general preferable to causing |ong del ays by
retrying failed queries. Nevertheless, if DNS queries have failed
due to tenporary errors, the ALTO Cross-Domai n Server Discovery
Procedure SHOULD informits caller that DNS queries have failed for
that reason and that retrying the discovery at a later point in tine
m ght give nore accurate results.

Using the ALTO Protocol with Cross-Domain Server Discovery

Based on a nodul ar design principle, ALTO provides several ALTO
services, each consisting of a set of information resources that can
be accessed using the ALTO protocol. The information resources that
are available at a specific ALTO server are listed in its Information
Resource Directory (IRD, see Section 9 of [RFC7285]). The ALTO
protocol specification defines the follow ng ALTO services and their
correspondi ng i nformation resources:



* Network and Cost Map Service, see Section 11.2 of [RFC7285]
* Map-Filtering Service, see Section 11.3 of [RFC7285]

* Endpoint Property Service, see Section 11.4 of [RFC7285]

* Endpoi nt Cost Service, see Section 11.5 of [RFC7285]

The ALTO Cross-Donain Server Discovery Procedure is nost useful in
conjunction with the Endpoint Property Service and the Endpoi nt Cost
Service. However, for the sake of conpl eteness, possible interaction
with all four services is discussed bel ow. Extension docunents may
specify further information resources; however, these are out of
scope of this docunent.

4.1. Network and Cost Map Service

An ALTO client may invoke the ALTO Cross-Domain Server Discovery
Procedure (as specified in Section 3) for an I P address or prefix X
and get a list of one or nore IRD URI's, including order and
preference values: IRD_URI S X = XDOVDI SC( X, "ALTCG https"). The I RD(S)
referenced by these URIs will always contain a network and a cost
map, as these are mandatory information resources (see Section 11.2
of [RFC7285]). However, the cost matrix may be very sparse. |If,
according to the network map, PID X is the Provider-defined
Identifier (PID, see Section 5.1 of [RFC7285]) that contains the IP
address or prefix X, and PID 1, PID 2, PID3, ... are other PIDs, the
cost map may | ook like this:

+------- F--- - - - +------- +------- +------- +
| From | ToPID1| PID2 | PIDX | PID3 |
BTttty gttty pfp—t—t—(— e jj—t—t— pj—p—p—j—j——
| PID 1 | | | 92 | |
F---- - I F---- - F---- - F---- - +
| PID_2 | I | 6 I I
+------- F--- - - - +------- +------- +------- +
| PID X | 46 | 3 | 1 | 19 |
F------- I F------- F------- F------- +
| PID 3 | | | 38 | |
F---- - I F---- - F---- - F---- - +

Tabl e 2: Cost Map

In this exanple, all cells outside Colum X and Row X are
unspecified. A cost map with this structure contains the same

i nformati on as what could be retrieved using the Endpoint Cost
Service, Cases 1 and 2 in Section 4.4. Accessing cells that are
neither in Columm X nor Row X may not yield useful results.

Trying to assenble a nore densely popul ated cost map from several
cost maps with this very sparse structure may be a nontrivial task,
as different ALTO servers may use different PID definitions (i.e.,
net wor k maps) and inconpatible scales for the costs, in particular
for the "routingcost" metric.

4.2. Map-Filtering Service

An ALTO client may invoke the ALTO Cross-Domain Server Discovery
Procedure (as specified in Section 3) for an I P address or prefix X
and get a list of one or nore IRD URI's, including order and
preference values: IRD URIS X = XDOVDI SC( X, "ALTO https"). These |IRDs
may provide the optional Map-Filtering Service (see Section 11.3 of

[ RFC7285]). This service returns a subset of the full nap, as
specified by the client. As discussed in Section 4.1, a cost map nmay
be very sparse in the envisioned depl oynent scenario. Therefore,



depending on the filtering criteria provided by the client, this
service may return results simlar to the Endpoint Cost Service, or
it may not return any useful result.

4.3. Endpoint Property Service

If an ALTO client wants to query an Endpoint Property Service (see
Section 11.4 of [RFC7285]) about an endpoint with I P address X or a
group of endpoints within IP prefix X, respectively, it has to invoke
the ALTO Cross-Donmain Server Discovery Procedure (as specified in
Section 3): IRD_URIS X = XDOVDI SC( X, "ALTO https"). The result,

IRD URIS X, is alist of one or nore URIs of Information Resource
Directories (I RDs, see Section 9 of [RFC7285]). Considering the
order and preference values, the client has to check these IRDs for a
sui tabl e Endpoint Property Service and query it.

If the ALTO client wants to do a sinmilar Endpoint Property query for
a different I P address or prefix "Y', the whol e procedure has to be
repeated, as IRD URIS Y = XDOVDI SC(Y, "ALTQG https") may yield a
different list of IRDURIs. O course, the results of individual DNS
queries may be cached as indicated by their respective tinme-to-live
(TTL) val ues.

4. 4. Endpoi nt Cost Service

The optional ALTO Endpoint Cost Service (ECS;, see Section 11.5 of

[ RFC7285]) provides information about costs between individua

endpoi nts and al so supports ranking. The ECS all ows endpoints to be
denoted by | P addresses or prefixes. The ECSis called with a |ist

of one or nore source | P addresses or prefixes, which we will cal
(S1, S2, S3, ...), and a list of one or nore destination |IP addresses
or prefixes, called (D1, D2, D3, ...).

Thi s specification distinguishes several cases, regarding the nunber
of elenents in the list of source and destination addresses,
respectively:

1. Exactly one source address Sl and nore than one destination
addresses (D1, D2, D3, ...). In this case, the ALTO client has
to invoke the ALTO Cross-Domain Server Discovery Procedure (as
specified in Section 3) with that single source address as a
paraneter: IRD URIS S1 = XDOWVDI SC(S1,"ALTO https"). The result,
IRD URIS S1, is a list of one or nmore URIs of Information
Resource Directories (I RDs, see Section 9 of [RFC7285]).

Consi dering the order and preference values, the client has to

check these IRDs for a suitable Endpoint Cost Service and query
it. The ECS is an optional service (see Section 11.5.1 of

[ RFC7285]), and therefore, it may well be that an | RD does not

refer to an ECS

Calling the Cross-Donain Server Discovery Procedure only once

with the single source address as a paraneter -- as opposed to
multiple calls, e.g., one for each destination address -- is not
only a matter of efficiency. In the given scenario, it is

advi sable to send all ECS queries to the sane ALTO server. This
ensures that the results can be conpared (e.g., for sorting
candi date resource providers), even when cost netrics |lack a

wel | -defined base unit -- e.g., the "routingcost" netric.
2. Mre than one source address (S1, S2, S3, ...) and exactly one
destination address D1. In this case, the ALTO client has to

i nvoke the ALTO Cross-Domai n Server Discovery Procedure with that
singl e destinati on address as a paraneter:

IRD URI'S DI = XDOVDI SC(D1, "ALTO https"). The result,

IRD_ URIS D1, is a list of one or more URIs of IRDs. Considering
the order and preference values, the client has to check these
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IRDs for a suitable ECS and query it.

3. Exactly one source address S1 and exactly one destination address
D1. The ALTO client nmay performthe sane steps as in Case 1, as
speci fied above. As an alternative, it may al so performthe sane
steps as in Case 2, as specified above.

4. More than one source address (S1, S2, S3, ...) and nore than one
destination address (D1, D2, D3, ...). |In this case, the ALTO
client should split the list of desired queries based on source
addresses and perform separately for each source address the sane
steps as in Case 1, as specified above. As an alternative, the
ALTO client may al so group the list based on destination
addresses and perform separately for each destination address the
sanme steps as in Case 2, as specified above. However, conparing
results between these subqueries may be difficult, in particular
if the cost netric is a relative preference without a well -
defined base unit (e.g., the "routingcost" netric).

See Appendix C for a detail ed exanple showing the interaction of a
tracker-based peer-to-peer application, the ALTO Endpoi nt Cost
Service, and the ALTO Cross-Domai n Server Discovery Procedure.

5. Summary and Further Extensions

Consi dering the four services defined in the ALTO base protoco
specification [ RFC7285], the ALTO Cross-Domai n Server Discovery
Procedure works best with the Endpoint Property Service (EPS) and the
Endpoi nt Cost Service (ECS). Both the EPS and the ECS take one or
more | P addresses as a paraneter. The previous sections specify how
the paraneter for calling the ALTO Cross-Domain Server Discovery
Procedure has to be derived fromthese |P addresses.

In contrast, the ALTO Cross-Donai n Server Discovery Procedure seens

| ess useful if the goal is to retrieve network and cost maps that
cover the whole network topol ogy. However, the procedure may be
useful if a map centered at a specific IP address is desired (i.e., a
map detailing the vicinity of said IP address or a map giving costs
fromsaid | P address to all potential destinations).

The interaction between further ALTO services (and their
correspondi ng i nformati on resources) needs to be investigated and
defined once such further ALTO services are specified in an extension
docunent .

I mpl ement ati on, Depl oynent, and Operational Considerations
1. Considerations for ALTO Cients
1.1. Resource-Consuner-lnitiated D scovery

Resour ce-consuner-initiated ALTO server discovery (cf. ALTO

requi renent AR-32 [RFC6708]) can be seen as a special case of cross-
domai n ALTO server discovery. To that end, an ALTO client enbedded
in a resource consurmer would have to performthe ALTO Cross-Domain
Server Discovery Procedure with its own | P address as a paraneter.
However, due to the wi despread depl oynment of Network Address

Transl ators (NATs), additional protocols and nechanisns such as
Session Traversal Uilities for NAT (STUN) [ RFC5389] are usually
needed to detect the client’s "public" I P address before it can be
used as a paraneter for the discovery procedure. Note that a

di fferent approach for resource-consuner-initiated ALTO server

di scovery, which is based on DHCP, is specified in [ RFC7286].

1.2. 1Pv4/v6 Dual Stack, Miltihom ng and Host Mbility



The procedure specified in this document can di scover ALTO server
URIs for a given | P address or prefix. The intentionis that a third
party (e.g., a resource directory) that receives query nessages from
a resource consumer can use the source address in these nmessages to
di scover suitable ALTO servers for this specific resource consuner.

However, resource consuners (as defined in Section 2 of [RFC5693])
may reside on hosts with nore than one I P address -- for exanple, due
to I Pv4/v6 dual stack operation and/or nultihomng. |P packets sent
with different source addresses nay be subject to different routing
policies and path costs. |In sonme deployment scenarios, it nay even
be required to ask different sets of ALTO servers for gui dance.

Furt hernmore, source addresses in I[P packets may be nodified en route
by Network Address Transl ators (NATs).

If a resource consumer queries a resource directory for candidate
resource providers, the locally selected (and possibly en-route-
transl ated) source address of the query nessage -- as observed by the
resource directory -- will become the basis for the ALTO server

di scovery and the subsequent optim zation of the resource directory’s
reply. |f, however, the resource consuner then selects different
source addresses to contact returned resource providers, the desired
better-than-random "ALTO effect" nmay not occur

One sol ution approach for this problemis that a dual -stack or

mul ti honed resource consuner could always use the same address for
contacting the resource directory and all resource providers, thus
overriding the operating systenis automatic selection of source IP
addresses. For exanple, when using the BSD socket API, one could
al ways bind() the socket to one of the local |IP addresses before
trying to connect() to the resource directory or the resource
provi ders, respectively. Another solution approach is to perform
ALTG i nfl uenced resource provi der selection (and source-address
selection) locally in the resource consunmer, in addition to, or
instead of, performng it in the resource directory. See

Section 5.1.1 for a discussion of how to di scover ALTO servers for
| ocal usage in the resource consuner

Simlarly, resource consuners on nobile hosts SHOULD query the
resource directory again after a change of |P address, in order to
get a list of candidate resource providers that is optimized for the
new | P address.

5.1.3. Interaction with Network Address Transl ation

The ALTO Cross-Donain Server Discovery Procedure has been designed to
enabl e the ALTO based optim zati on of applications such as |arge-
scal e overlay networks, that span -- on the IP layer -- nultiple

adm ni strative domains, possibly the whole Internet. Due to the

wi despread usage of Network Address Translators (NATs), it may wel

be that nodes of the overlay network (i.e., resource consuners or
resource providers) are |ocated behind a NAT, naybe even behi nd
several cascaded NATSs.

If a resource directory is located in the public Internet (i.e., not
behi nd a NAT) and receives a nessage froma resource consuner behind
one or nore NATs, the nessage’s source address will be the public IP
address of the outernpst NAT in front of the resource consuner. The
same applies if the resource directory is behind a different NAT than
the resource consumer. The resource directory may call the ALTO
Cross-Domai n Server Discovery Procedure with the nessage’s source
address as a paraneter. 1In effect, not the resource consuner’s
(private) I P address, but the public | P address of the outernpst NAT
in front of it, will be used as a basis for ALTO optim zation. This
will work fine as long as the network behind the NAT is not too big
(e.g., if the NAT is in a residential gateway).



If a resource directory receives a nessage froma resource consumner
and the nmessage’s source address is a "private" |P address [RFC1918],
this may be a sign that both of them are behind the same NAT. An

i nvocation of the ALTO Cross-Domain Server Discovery Procedure with

this private address may be problematic, as this will only yield
usable results if a DNS "split horizon" and DNSSEC trust anchors are
configured correctly. In this situation, it may be nore advisable to

query an ALTO server that has been di scovered using [ RFC7286] or any
other local configuration. The interaction between intradonmain ALTO
for large private domains (e.g., behind a "carrier-grade NAT") and
cross-domain, Internet-w de optim zation, is beyond the scope of this
docunent .

5.2. Considerations for Network Operators
5.2.1. Flexibility vs. Load on the DNS

The ALTO Cross-Domain Server Discovery Procedure, as specified in
Section 3, first produces a list of domain nanmes (Steps 1 and 2) and
then | ooks for relevant NAPTR records associ ated with these names,
until a useful result can be found (Step 3). The nunber of candi date
domain names on this list is a conpromi se between flexibility when
installing NAPTR records and avoi di ng excess | oad on the DNS

A single invocation of the ALTO Cross-Donain Server Discovery
Procedure, with an | Pv6 address as a paraneter, nmay cause up to, but
no nore than, six DNS | ookups for NAPTR records. For |Pv4, the

maxi mumis four |ookups. Should the load on the DNS infrastructure
caused by these | ookups become a problem one solution approach is to
popul ate the DNS with ALTO specific NAPTR records. |If such records
can be found for individual |IP addresses (possibly installed using a
wi | dcardi ng nmechanismin the nane server) or |long prefixes, the
procedure will term nate successfully and not perform | ookups for
shorter prefix lengths, thus reducing the total number of DNS
queries. Another approach for reducing the | oad on the DNS
infrastructure is to increase the TTL for caching negative answers.

On the other hand, the ALTO Cross-Donmain Server Discovery Procedure
trying to |l ook up truncated domain nanes allows for efficient
configuration of |arge-scale scenarios, where discovery is to be
enabl ed for a | arge nunber of | P addresses with a snmall nunber of
additional DNS resource records. Note that it expressly has not been
a design goal of this procedure to give clients a neans of
understanding the I P prefix delegation structure. Furthernore, this
speci fication does not assunme or recomend that prefix del egations
shoul d preferably occur at those prefix lengths that are used in Step
2 of this procedure (see Section 3.3). A network operator that uses,
for exanple, an IPv4 /18 prefix and wants to install the NAPTR
records efficiently could either install 64 NAPTR records (one for
each of the /24 prefixes contained within the /18 prefix), or they
could try to teamup with the owners of the other fragnments of the
enclosing /16 prefix, in order to run a comopn ALTO server to which
only one NAPTR woul d point.

5.2.2. BCP 20 and M ssing Del egati ons of the Reverse DNS

[ RFC2317], also known as BCP 20, describes a way to del egate the
"reverse DNS' (i.e., subdomains of "in-addr.arpa.") for |IPv4 address
ranges with fewer than 256 addresses (i.e., less than a whole /24
prefix). The ALTO Cross-Domain Server Discovery Procedure is
conpatible with this nethod.

In some depl oynent scenarios -- e.g., residential Internet access --
where custoners often dynamically receive a single | Pv4d address (and/
or a small | Pv6 address block) froma pool of addresses, | SPs



typically will not delegate the "reverse DNS' to their custoners.
This practice nakes it inpossible for these custoners to popul ate the
DNS with NAPTR resource records that point to an ALTO server of their
choice. Yet, the ISP nay publish NAPTR resource records in the
"reverse DNS" for individual addresses or |arger address pools (i.e.,
shorter prefix |engths).

While ALTO is by no neans technologically tied to the Border Gateway
Protocol (BGP), it is anticipated that BG°P will be an inportant
source of information for ALTO and that the operator of the outernost
BGP-enabl ed router will have a strong incentive to publish a digest
of their routing policies and costs through ALTO. In contrast, an

i ndi vi dual user or an organi zation that has been assigned only a
smal | address range (i.e., an IPv4 prefix with a prefix |ength |onger
than /24) will typically connect to the Internet using only a single
I SP, and they nmight not be interested in publishing their own ALTO
informati on. Consequently, they m ght wish to | eave the operation of
an ALTO server up to their ISP. This ISP may install NAPTR resource
records, which are needed for the ALTO Cross-Domai n Server Di scovery
Procedure, in the subdomain of "in-addr.arpa." that corresponds to
the whole /24 prefix (cf. R24 in Section 3.3 of this docunent), even
if delegations in the style of BCP 20 or no delegations at all are in
use.

Security Considerations

A high-level discussion of security issues related to ALTO is part of
the ALTO problem statenment [ RFC5693]. A classification of unwanted

i nformati on di sclosure risks, as well as specific security-related
requi renents, can be found in the ALTO requirenents docunent

[ RFC6708] .

The renmai nder of this section focuses on security threats and
protection nmechani snms for the Cross-Domain ALTO Server Discovery
Procedure as such. Once the ALTO server’s URI has been di scovered,
and the conmuni cati on between the ALTO client and the ALTO server
starts, the security threats and protection mechani snms di scussed in
the ALTO protocol specification [ RFC7285] apply.

.1. Integrity of the ALTO Server’s UR

Scenari o Description
An attacker could conpronise the ALTO server discovery procedure
or the underlying infrastructure in such a way that ALTO clients
woul d di scover a "wong" ALTO server URI.

Threat Di scussion

The Cross-Domain ALTO Server Discovery Procedure relies on a
series of DNS | ookups, in order to produce one or nore URIs. If
an attacker were able to nodify or spoof any of the DNS records,
the resulting URIs could be replaced by forged URIs. This is
probably the npbst serious security concern related to ALTO server
di scovery. The discovered "wong" ALTO server m ght not be able
to give guidance to a given ALTO client at all, or it mght give
suboptimal or forged information. In the latter case, an attacker
could try to use ALTOto affect the traffic distribution in the
network or the performance of applications (see also Section 15.1
of [RFC7285]). Furthernore, a hostile ALTO server could threaten
user privacy (see also Case (5a) in Section 5.2.1 of [RFC6708]).

Protection Strategies and Mechani sns
The application of DNS security (DNSSEC) [ RFC4033] provides a
means of detecting and averting attacks that rely on nodification
of the DNS records while in transit. Al inplenentations of the
Cross-Domai n ALTO Server Discovery Procedure MJST support DNSSEC
or be able to use such functionality provided by the underlying
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operating system Network operators that publish U NAPTR resource
records to be used for the Cross-Domain ALTO Server Discovery
Procedure SHOULD use DNSSEC to protect their subdomains of "in-
addr.arpa." and/or "ip6.arpa.", respectively. Additiona
operational precautions for safely operating the DNS
infrastructure are required in order to ensure that nane servers
do not sign forged (or otherw se "wong") resource records.
Security considerations specific to U-NAPTR are described in nore
detail in [RFC4848].

In addition to active protection mechani sms, users and network
operators can nonitor application performnce and network traffic
patterns for poor performance or abnormalities. |If it turns out
that relying on the gui dance of a specific ALTO server does not
result in better-than-randomresults, the usage of the ALTO server
may be discontinued (see al so Section 15.2 of [RFC7285]).

Not e
The Cross-Domain ALTO Server Discovery Procedure finishes
successfully when it has discovered one or nore URIs. Once an
ALTO server’s URI has been discovered and the comuni cation
bet ween the ALTO client and the ALTO server starts, the security
threats and protection mechani snms di scussed in the ALTO protoco
speci fication [ RFC7285] apply.

A threat related to the one considered above is the inpersonation
of an ALTO server after its correct URI has been discovered. This
threat and protection strategies are discussed in Section 15.1 of
[ RFC7285]. The ALTO protocol’s primary mechani smfor protecting
authenticity and integrity (as well as confidentiality) is the use
of HTTPS-based transport -- i.e., HITP over TLS [ RFC2818].
Typically, when the URI's host conponent is a host nane, a further
DNS | ookup is needed to map it to an I P address before the

communi cation with the server can begin. This |ast DNS | ookup
(for A or AAAA resource records) does not necessarily have to be
protected by DNSSEC, as the server identity checks specified in

[ RFC2818] are able to detect DNS spoofing or simlar attacks after
the connection to the (possibly wong) host has been established.
However, this validation, which is based on the server
certificate, can only protect the steps that occur after the
server URI has been discovered. It cannot detect attacks agai nst
the authenticity of the U NAPTR | ookups needed for the Cross-
Domai n ALTO Server Discovery Procedure, and therefore, these
resource records have to be secured using DNSSEC

Avail ability of the ALTO Server Discovery Procedure

Scenari o Description
An attacker could conprom se the Cross-Domain ALTO Server
Di scovery Procedure or the underlying infrastructure in such a way
that ALTO clients would not be able to discover any ALTO server

Threat Di scussion
If no ALTO server can be discovered (although a suitable one
exi sts), applications have to nmake their decisions w thout ALTO
gui dance. As ALTO could be tenporarily unavail able for many
reasons, applications nust be prepared to do so. However, the
resulting application perfornmance and traffic distribution will
correspond to a depl oynent scenario wthout ALTO

Protection Strategies and Mechani sns
Qperators should foll ow best current practices to secure their DNS
and ALTO servers (see Section 15.5 of [RFC7285]) agai nst Denial -
of - Servi ce (DoS) attacks.

Confidentiality of the ALTO Server’s UR
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Scenari o Description

An unaut hori zed party coul d i nvoke the Cross-Domain ALTO Server
Di scovery Procedure or intercept discovery nessages between an
aut horized ALTO client and the DNS servers, in order to acquire
know edge of the ALTO server URI for a specific |IP address.

Threat Di scussi on

In the ALTO use cases that have been described in the ALTO probl em
statenment [RFC5693] and/or discussed in the ALTO wor ki ng group,

the ALTO server’s URI as such has al ways been consi dered as public
i nformati on that does not need protection of confidentiality.

Protection Strategies and Mechani sns

No protection nechanisns for this scenari o have been provided, as
it has not been identified as a relevant threat. However, if a
new use case is identified that requires this kind of protection,
the suitability of this ALTO server discovery procedure as well as
possi bl e security extensions have to be re-eval uated thoroughly.

Privacy for ALTO Cients

Scenari o Description

An unaut hori zed party coul d eavesdrop on the nessages between an
ALTO client and the DNS servers and thereby find out the fact that
said ALTO client uses (or at least tries to use) the ALTO service
in order to optimze traffic fromto a specific |IP address.

Threat Di scussion

In the ALTO use cases that have been described in the ALTO probl em
statenment [RFC5693] and/or discussed in the ALTO wor ki ng group,
this scenario has not been identified as a relevant threat.
However, pervasive surveillance [ RFC7624] and DNS privacy

consi derations [ RFC7626] have seen significant attention in the
Internet community in recent years.

Protection Strategies and Mechani sns

DNS over TLS [ RFC7858] and DNS over HTTPS [ RFC8484] provi de neans
for protecting confidentiality (and integrity) of DNS traffic
between a client (stub) and its recursive nane servers, including
DNS queries and replies caused by the ALTO Cross-Domai n Server

Di scovery Procedure.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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Appendi x A.  Sol ution Approaches for Partitioned ALTO Know edge

The ALTO base protocol docunent [ RFC7285] specifies the comruni cation
between an ALTO client and a single ALTO server. It is implicitly
assuned that this server can answer any query, possibly with sone
kind of default value if no exact data is known. No speci al

provi sions were nmade for the case that the ALTO i nformati on
originates frommultiple sources, which are possibly under the
control of different admnistrative entities (e.g., different | SPs)

or that the overall ALTO infornmation is partitioned and stored on
several ALTO servers.

A 1. Cassification of Solution Approaches
Vari ous protocol extensions and other solutions have been proposed to
deal with nultiple information sources and partitioned know edge.
They can be classified as foll ows:

1. Ensure that all ALTO servers have the sane know edge.



1.1 Ensure data replication and synchronization within the
provi sioning protocol (cf. [RFC5693], Figure 1).

1.2 Use an inter-ALTO server data replication protocol
Possi bly, the ALTO protocol itself -- maybe with sone
extensions -- could be used for that purpose; however, this
has not been studied in detail so far.

2. Accept that different ALTO servers (possibly operated by
different organi zations, e.g., |ISPs) do not have the sane
know edge.

2.1 AlowALTO clients to send arbitrary queries to any ALTO
server (e.g., the one discovered using [RFC7286]). |If this
server cannot answer the query itself, it will fetch the
data on behalf of the client, using the ALTO protocol or a
to-be-defined inter-ALTO server request forwardi ng protocol

2.2 Alow ALTO clients to send arbitrary queries to any ALTO
server (e.g., the one discovered using [RFC7286]). |If this
server cannot answer the query itself, it will redirect the
client to the "right" ALTO server that has the desired
information, using a small to-be-defined extension of the
ALTO pr ot ocol

2.3 ALTOclients need to use sone kind of "search engine" that
i ndexes ALTO servers and redirects and/or gives cached
results.

2.4 ALTO clients need to use a new di scovery nechanismto
di scover the ALTO server that has the desired information
and contact it directly.

A. 2. Discussion of Solution Approaches

The provisioning or initialization protocol for ALTO servers

(cf. [RFC5693], Figure 1) is currently not standardized. It was a
consci ous decision not to include this in the scope of the | ETF ALTO
wor ki ng group. The reason is that there are nmany different Kkinds of
i nformati on sources. This inplenmentation-specific protocol wll
adapt themto the ALTO server, which offers a standardi zed protoco
to the ALTO clients. However, adding the task of synchronization
bet ween ALTO servers to this protocol (i.e., Approach 1.1) would
overload this protocol with a second functionality that requires
standardi zation for seam ess mul ti domai n operation

For Approaches 1.1 and 1.2, in addition to general technica
feasibility and issues |ike overhead and caching efficiency, another
aspect to consider is legal liability. Operator "A" m ght prefer not
to publish information about nodes in, or paths between, the networks
of operators "B" and "C' through A's ALTO server, even if A knew that
information. This is not only a question of map size and processing
|l oad on A's ALTO server. Operator A could also face legal liability
issues if that information had a bad inpact on the traffic

engi neering between B's and Cs networks or on their business nodel s.

No specific actions to build a solution based on a "search engi ne"
(Approach 2.3) are currently known, and it is unclear what could be
the incentives to operate such an engine. Therefore, this approach
is not considered in the remainder of this docunent.

A.3. The Need for Cross-Donmain ALTO Server Discovery

Approaches 1.1, 1.2, 2.1, and 2.2 require nore than just the
speci fication of an ALTO protocol extension or a new protocol that
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runs between ALTO servers. A |arge-scale, maybe Internet-w de,

mul ti domai n depl oyment woul d al so need mechani sns by which an ALTO
server could discover other ALTO servers, learn which information is
avai |l abl e where, and ideally also who is authorized to publish
information related to a given part of the network. Approach 2.4
needs the sane nechani sns, except that they are used on the client
side instead of the server side.

It is sonetinmes questioned whether there is a need for a solution
that allows clients to ask arbitrary queries, even if the ALTO
information is partitioned and stored on nany ALTO servers. The main
argunent is that clients are supposed to optimze the traffic from
and to thenmsel ves, and that the information needed for that is nost
likely stored on a "nearby" ALTO server -- i.e., the one that can be
di scovered using [ RFC7286]. However, there are scenari os where the
ALTO client is not co-located with an endpoint of the to-be-optinized
data transm ssion. |Instead, the ALTOclient is located at a third
party that takes part in the application signaling -- e.g., a so-
called "tracker” in a peer-to-peer application. One such scenario,
where it is advantageous to place the ALTO client not at an endpoint
of the user data transmi ssion, is analyzed in Appendi x C

Qur Sol ution Approach

Several solution approaches for cross-domain ALTO server discovery
have been eval uated, using the criteria docunented in Appendix B
One of themwas to use the ALTO protocol itself for the exchange of
information availability [ALTMALTQ . However, the drawback of that
approach is that a new registration adnministration authority would
have to be established.

Thi s docunent specifies a DNS-based procedure for cross-domain ALTO
server discovery, which was inspired by "Location Information Server
(LI'S) Discovery Using | P Addresses and Reverse DNS' [RFC7216]. The
primary goal is that this procedure can be used on the client side
(i.e., Approach 2.4), but together with new protocols or protoco
extensions, it could also be used to inplenent the other solution
approaches item zed above.

Rel ation to the ALTO Requirenents

During the design phase of the overall ALTO solution, two different
server discovery scenarios were identified and docunented in the ALTO
requi renents docunent [RFC6708]. The first scenario, docunented in
Req. AR-32, can be supported using the discovery nechani sns specified
in [RFC7286]. An alternative approach, based on |IP anycast

[ ALTO- ANYCAST], has al so been studied. This docunent, in contrast,
tries to address Req. AR-33.

endi x B. Requirenents for Cross-Donain Server Discovery

Thi s appendi x item zes requirenents that were collected before the
desi gn phase and are reflected in the design of the ALTO Cross-Domai n
Server Discovery Procedure.

Di scovery Cient Application Progranm ng Interface

The discovery client will be called through sone kind of application
programm ng interface (APl), and the paraneters will be an |IP address
and, for purposes of extensibility, a service identifier such as
"ALTO'. The client will return one or nore URIs that offer the
requested service ("ALTO') for the given |IP address.

In other words, the client would be used to retrieve a napping:

(I'P address, "ALTO') -> | RD-URI(s)



where IRD-URI(s) is one or nore URIs of Infornmation Resource
Directories (I RDs, see Section 9 of [RFC7285]) of ALTO servers that
can give reasonabl e guidance to a resource consuner with the

i ndi cated | P address.

B.2. Data Storage and Authority Requirements

The information for mapping | P addresses and service paraneters to
URI's should be stored in a -- preferably distributed -- database. It
must be possible to del egate adnministration of parts of this

dat abase. Usually, the mapping froma specific |IP address to a URI
is defined by the authority that has admi nistrative control over this
IP address -- e.g., the ISP in residential access networks or the IT
departnent in enterprise, university, or simlar networks.

B.3. Cross-Dommin Operations Requirenents

The cross-domai n server discovery mechani sm shoul d be designed in
such a way that it works across the public Internet and al so in other
| P-based networks. This, in turn, means that such mechani sms cannot
rely on protocols that are not wi dely depl oyed across the Internet or
protocol s that require special handling within participating
networks. An exanple is nulticast, which is not generally available
across the Internet.

The ALTO Cross-Donain Server Discovery Protocol nust support gradua
depl oynent without a network-wide flag day. |If the mechani sm needs
sone kind of well-known "rendezvous point", reusing an existing
infrastructure (such as the DNS root servers or the WHO S dat abase)
shoul d be preferred over establishing a new one.

B.4. Protocol Requirenents

The protocol nust be able to operate across niddl eboxes, especially
NATs and firewalls.

The protocol shall not require any preknow edge fromthe client other
than any information that is known to a regular |IP host on the
I nternet.

B.5. Further Requirenents

The ALTO cross-donain server discovery cannot assune that the server-
di scovery client and the server-discovery responding entity are under
the sane administrative control

Appendi x C. ALTO and Tracker-Based Peer-to-Peer Applications

Thi s appendi x provi des a conpl ete exanple of using ALTO and the ALTO
Cross-Donmai n Server Discovery Procedure in one specific application
scenario -- nanely, a tracker-based peer-to-peer application. First,
in Appendix C. 1, we introduce a generic nodel of such an application
and show why ALTO optim zation is desirable. Then, in Appendix C 2,
we introduce two architectural options for integrating ALTO into the
tracker-based peer-to-peer application; one option is based on the
"regular" ALTO server discovery procedure [RFC7286], and one relies
on the ALTO Cross-Domain Server Discovery Procedure. In

Appendi x C. 3, a sinple mathematical nodel is used to show that the

| atter approach is expected to yield significantly better
optimzation results. The appendi x concludes w th Appendi x C. 4,

whi ch details an exenplary conpl ete wal k-through of the ALTO Cross-
Domai n Server Discovery Procedure.

C.1. A Ceneric Tracker-Based Peer-to-Peer Application



The optim zation of peer-to-peer (P2P) applications such as
Bit Torrent was one of the first use cases that lead to the inception
of the I ETF ALTO working group. Further use cases have been

identified as well, yet we will use this scenario to illustrate the
operation and useful ness of the ALTO Cross-Domain Server Discovery
Procedure

For the remainder of this chapter, we consider a generic, tracker-
based peer-to-peer file-sharing application. The goal is the

di ssemination of a large file, w thout using one |arge server with a
correspondi ngly high upload bandwi dth. The file is split into
chunks. So-called "peers" assunme the role of both a client and a
server. That is, they may request chunks from ot her peers, and they
may serve the chunks they already possess to other peers at the sane
time, thereby contributing their upload bandwi dth. Peers that want
to share the sane file participate in a "swarnf. They use the peer-
to-peer protocol to informeach other about the availability of
chunks and request and transfer chunks from one peer to another. A
swarm may consi st of a very | arge nunmber of peers. Consequently,
peers usually maintain |ogical connections to only a subset of all
peers in the swarm |If a new peer wants to join a swarm it first
contacts a well-known server, the "tracker", which provides a list of
| P addresses of peers in the swarm

A swarmis an overlay network on top of the IP network. Al gorithns
that determne the overlay topology and the traffic distribution in
the overlay may consider information about the underlying | P network,
such as topol ogi cal distance, |ink bandw dth, (monetary) costs for
sending traffic fromone host to another, etc. ALTOis a protoco
for retrieving such information. The goal of such "topol ogy-aware"
decisions is to inprove performance or Quality of Experience in the
application while reducing the utilization of the underlying network
infrastructure

C. 2. Architectural Options for Placing the ALTO O i ent

The ALTO protocol specification [ RFC7285] details how an ALTO cli ent
can query an ALTO server for guiding information and receive the
corresponding replies. However, in the considered scenario of a
tracker-based P2P application, there are two fundanentally different
possi bl e locations for where to place the ALTO client:

1. ALTOclient in the resource consuner ("peer")
2. ALTO client in the resource directory ("tracker")

In the follow ng, both scenarios are conpared in order to explain the
need for ALTO queries on behalf of renote resource consuners.

In the first scenario (see Figure 2), the resource consuner queries
the resource directory for the desired resource (Fl1). The resource
directory returns a list of potential resource providers w thout
considering ALTO (F2). It is then the duty of the resource consumer
to invoke ALTO (F3/F4), in order to solicit guidance regarding this
l'ist.

In the second scenario (see Figure 4), the resource directory has an
enbedded ALTO client. After receiving a query for a given resource
(F1), the resource directory invokes this ALTO client to evaluate all
resource providers it knows (F2/F3). Then it returns a list,

possi bly shortened, containing the "best" resource providers to the
resource consumrer (F4).
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==== Application protocol (i.e., tracker-based P2P app protocol)
---- ALTO protocol

Fi gure 4: Basic Message Sequence Chart for ALTO Query on Behal f
of Renote Resource Consumner

| Note: The nessage sequences depicted in Figures 2 and 4 may

| occur both in the target-aware and the target-independent query
| node (cf. [RFC6708]). |In the target-independent query node, no
| message exchange with the ALTO server m ght be needed after the
| tracker query, because the candi date resource providers could

| be evaluated using a locally cached "map", which has been
| retrieved fromthe ALTO server sone time ago.

Eval uati on

The problemwith the first approach is that while the resource
directory mght know thousands of peers taking part in a swarm the
list returned to the resource consuner is usually shortened for
efficiency reasons. Therefore, the "best" (in the sense of ALTO
potential resource providers mght not be contained in that |ist
anynore, even before ALTO can consider them

For illustration, consider a sinple nodel of a swarm in which all
peers fall into one of only two categories: assume that there are
only "good" (in the sense of ALTO s better-than-random peer

sel ection, based on an arbitrary desired rating criterion) and "bad"
peers. Having nore different categories nakes the math nore conpl ex
but does not change anything about the basic outcone of this

anal ysis. Assume that the swarmhas a total number of N peers, out
of which there are M "good" and N-M "bad" peers, which are all known
to the tracker. A new peer wants to join the swarm and therefore
asks the tracker for a list of peers.

If, according to the first approach, the tracker randomy picks n
peers fromthe N known peers, the result can be described with the
hypergeonetric distribution. The probability that the tracker reply
contains exactly k "good" peers (and n-k "bad" peers) is:

I M\ /I N- M\
\ k/ \'n- k/
P(X=k) = =--mmmmmmie i
/ N\
\' ' n/
I n\ n!
with \V Kk /] = - and nt =n* (n-1) * (n-2) * .. * 1
k! (n-k)!

The probability that the reply contains at nbst k "good" peers is:
P(X<=k) = P(X=0) + P(X=1) + .. + P(X=k).

For exanpl e, consider a swarmw th N=10, 000 peers known to the
tracker, out of which M:=100 are "good" peers. |If the tracker
random y sel ects n=100 peers, the forrmula yields for the reply:
P(X=0)=36% P(X<=4)=99% That is, with a probability of approxi mately
36% this |list does not contain a single "good" peer, and with 99%
probability, there are only four or fewer of the "good" peers on the
list. Processing this list with the guiding ALTO i nformation will
ensure that the few favorabl e peers are ranked to the top of the



list; however, the benefit is rather limted as the nunber of
favorable peers in the list is just too snall.

Much better traffic optimzation could be achieved if the tracker
woul d eval uate all known peers using ALTO and return a list of 100
peers afterwards. This list would then include a significantly

hi gher fraction of "good" peers. (Note that if the tracker returned
"good" peers only, there mght be a risk that the swarm ni ght

di sconnect and split into several disjunct partitions. However,
finding the right mx of ALTO bi ased and random peer selection is out
of the scope of this docunent.)

Therefore, froman overall optimzation perspective, the second
scenario with the ALTO client enbedded in the resource directory is
advant ageous, because it is ensured that the addresses of the "best"
resource providers are actually delivered to the resource consuner.
An architectural inplication of this insight is that the ALTO server
di scovery procedures must support ALTO queries on behalf of renote
resource consunmers. That is, as the tracker issues ALTO queries on
behal f of the peer that contacted the tracker, the tracker nust be
abl e to discover an ALTO server that can give guidance suitable for
that peer. This task can be solved using the ALTO Cross-Donai n
Server Discovery Procedure.

C. 4. Exanple

Thi s section provides a conplete exanple of the ALTO Cross- Donain
Server Discovery Procedure in a tracker-based peer-to-peer scenario.

The example is based on the network topol ogy shown in Figure 5. Five
access networks -- Networks a, b, ¢, x, and t -- are operated by five
different network operators. They are interconnected by a backbone
structure. Each network operator runs an ALTO server in their
network -- i.e., ALTO SRV_A ALTO SRV_B, ALTO SRV_C, ALTO SRV_X, and
ALTO SRV T, respectively.

_( ) )_ _( ) )_ _( ) )_
( Network a ) ( Net work b ) ( Net wor k ¢ )
( Res. Provider A ) ( Res. Provider B ) ( Res. Provider C )
(_ ALTOSRV.A ) (_ ALTOSRV. B ) (_ ALTOSRV.C )
(—)--(_ )\ (_)--(__) F(__)--(__)

\ / /

B Fom e +----

( Backbone )

............ I
_______ / A\

_( )__( )_ _( )__( )_

( Net wor k X ) ( Net wor k t )
( Res. Consumer X ) (Resource Directory)
(_ ALTO SRV X ) (_ ALTOSRV.T )
(_)--(__) (_)--(__)

Figure 5: Exanpl e Network Topol ogy

A new peer of a peer-to-peer application wants to join a specific
swarm (overlay network), in order to access a specific resource.

This new peer will be called "Resource Consuner X', in accordance
with the term nol ogy of [ RFC6708], and is located in Network x. It
contacts the tracker ("Resource Directory”), which is located in
Network t. The mechani sm by which the new peer discovers the tracker
is out of the scope of this docunment. The tracker maintains a list
of peers that take part in the overlay network, and hence it can
determine that Resource Providers A B, and C are candi date peers for
Resour ce Consuner X



As shown in the previous section, a tracker-side ALTO optim zation
(cf. Figures 3 and 4) is nore efficient than a client-side
optinmization. Consequently, the tracker wants to use the ALTO
Endpoi nt Cost Service (ECS) to learn the routing costs between X and
A, X and B, and X and C, in order to sort A B, and C by their
respective routing costs to X

In theory, there are nany options for how the ALTO Cross-Donai n
Server Discovery Procedure could be used. For exanple, the tracker
coul d do the follow ng steps:

IRD_URIS_A = XDOWDI SC(A, "ALTO ht t ps")
COST_X A = query the ECS(X A routingcost) found in IRD URIS A
IRD URI'S B = XDOVDI SC(B, "ALTO https")
COST_X B = query the ECS(X B,routingcost) found in IRD URIS B
IRD_URI'S_C = XDOWDI SC(C, "ALTQO ht t ps")
COST_ X C = query the ECS(X C,routingcost) found in IRDURIS C

In this scenario, the ALTO Cross-Dorai n Server Discovery Procedure
queries mght yield: IRDURIS A = ALTO SRV A IRD URIS B =

ALTO SRV B, and IRD URIS C = ALTO SRV_C. That is, each ECS query
woul d be sent to a different ALTO server. The problemw th this
approach is that we are not necessarily able to conpare COST_X A
COST_X B, and COST_X C with each other. The specification of the
routingcost metric nandates that "A | ower val ue indicates a higher
preference", but "an ISP nay internally conpute routing cost using
any nethod that it chooses" (see Section 6.1.1.1 of [RFC7285]).

Thus, COST_X A could be 10 (mlliseconds round-trip time), while
COST_X B could be 200 (kiloneters great circle distance between the
appr oxi mat e geographic | ocations of the hosts) and COST_X C coul d be
3 (router hops, corresponding to a decrease of the TTL field in the
| P header). Each of these netrics fulfills the "lower value is nore
preferabl e" requirement on its own, but they obviously cannot be
conmpared with each other. Even if there were a reasonable formula to
conpare, for exanple, kiloneters with nmlliseconds, we could not use
it, as the units of neasurenent (or any other infornmation about the
comput ation nethod for the routingcost) are not sent along with the
value in the ECS reply.

To avoid this problem the tracker tries to send all ECS queries to
the sane ALTO server. As specified in Section 4.4 of this docunent,
Case 2, it uses the I P address of Resource Consuner x as a paraneter
of the discovery procedure:

I RD_URI S X = XDOWDI SC( X, "ALTG htt ps")

COST_X A = query the ECS(X A routingcost) found in IRD_ URIS X
COST_ X B = query the ECS(X B,routingcost) found in IRD URIS X
COST_X C = query the ECS(X C,routingcost) found in IRD URIS X

This strategy ensures that COST_X A COST_X B, and COST_X C can be
compared wi th each ot her.

As di scussed above, the tracker calls the ALTO Cross-Domain Server
Di scovery Procedure with | P address X as a paraneter. For the
remai nder of this exanple, we assume that X =

2001: DB8: 1: 2: 227: ef f: f e6a: de42. Thus, the procedure call is

I RD_URI S X = XDOWVDI SC(2001: DB8: 1: 2: 227: ef f: f e6a: ded42, "ALTO htt ps").

The first paraneter, 2001:DB8: 1:2:227:eff:fe6a:ded42, is a single |Pv6
address. Thus, we get AT = | Pv6, A = 2001:DB8: 1:2:227: eff:feba: ded2,
L = 128, and SP = "ALTO https".



The procedure constructs (see Step 1 in Section 3.2)

R128 = "2.4.ED.A6.EF.F.F.EO0.7.2.2.0.2.0.0.0.1.0.0.0.

2.
8.B.D.0.1.0.0.2.1P6. ARPA. "

as well as the following (see Step 2 in Section 3.2):

R64 = "2.0.0.0.1.0.0.0.8.B.D.0.1.0.0.2.1P6. ARPA. "
R56 = "0.0.1.0.0.0.8.B.D.0.1.0.0.2.1P6. ARPA. "

R48 = "1.0.0.0.8.B.D.0.1.0.0. 2. | P6. ARPA "

R40 = "0.0.8.B.D.0.1.0.0. 2. | P6. ARPA.

R32 = "8.B.D.0.1.0.0.2.1P6. ARPA. "

In order to illustrate the third step of the ALTO Cross-Domai n Server
Di scovery Procedure, we use the "dig" (domain information groper) DNS
| ookup utility that is available for many operating systenms (e.g.,
Linux). A real inplenmentation of the ALTO Cross-Domain Server

Di scovery Procedure would not be based on the "dig" utility but

i nstead woul d use appropriate libraries and/or operating-system APIs.
Pl ease note that the foll owi ng steps have been perfornmed in a
controlled lab environnent with an appropriately configured nane
server. A suitable DNS configuration will be needed to reproduce
these results. Please also note that the rather verbose output of
the "dig" tool has been shortened to the rel evant |ines.

Since AT = IPv6 and L = 128, in the table given in Section 3.4, the
sixth row (not counting the colum headers) applies.

As mandated by the third colum, we start with a | ookup of R128,
| ooki ng for NAPTR resource records:

user @ abpc: ~$ dig -t NAPTR
1

.4 ED.AG6.EFFFEO0.7.2.2.0.\
2.0.0.0.1.0.0.0.8.B.D. 0. 0.2

2 6.
. 0. . 1 P6. ARPA.

I
I
I
| ;; Cot answer:

| ;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 26553

| ;; flags: gqr aa rd ra; QUERY: 1, ANSWER 0, AUTHORITY: 1, ADD L: O
The domai n nanme R128 does not exist (status: NXDOMAIN), so we cannot
get a useful result. Therefore, we continue with the fourth colum

of the table and do a | ookup of R64:

user @ abpc: ~$ dig -t NAPTR 2.0.0.0.1.0.0.0.8.B.D.0.1.0.0. 2.1 P6. ARPA.

I

I

| ;; Got answer:

| ;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33193

| ;; flags: gr aa rd ra; QUERY: 1, ANSWER 0, AUTHORITY: 1, ADD'L: O
The domai n name R64 coul d be | ooked up (status: NOERROR), but there
are no NAPTR resource records associated with it (ANSWER. 0). There
may be sone other resource records such as PTR, NS, or SQA, but we
are not interested in them Thus, we do not get a useful result, and
we continue with | ooking up R56:

user @abpc: ~$ dig -t NAPTR 0.0.1.0.0.0.8.B.D.0.1.0.0. 2.1 P6. ARPA.

i, Got answer:

i, ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35966

;; flags: qr aa rd ra; QUERY: 1, ANSVWER 2, AUTHORITY: 1, ADD L: 2

I
I
I
I
I
| ;; ANSWER SECTI ON:
I
I
I
I

.0.1.0.0.0.8.B.D.0.1.0.0.2.1P6. ARPA. 604800 I N NAPTR 100 10 "u"
"LIS:HELD" "!.*!https://lisl. exanple.org: 4802/ ?c=ex!" .
0.0.1.0.0.0.8.B.D.0.1.0.0.2.1P6. ARPA. 604800 I N NAPTR 100 20 "u"
"LI S: HELD" "!.*!lhttps://1is2. exanpl e.org: 4802/ ?c=ex!"



The domai n name R56 coul d be | ooked up, and there are NAPTR resource
records associated with it. However, each of these records has a

servi ce paraneter that does not match our SP = "ALTO https" (see
[ RFC7216] for "LIS:HELD'), and therefore we have to ignhore them
Consequently, we still do not have a useful result and continue with

a | ookup of R48:

user @ abpc: ~$ dig -t NAPTR 1.0.0.0.8.B.D.0.1.0.0. 2. 1P6. ARPA.

;, Cot answer:

i, ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50459

;; flags: qr aa rd ra; QUERY: 1, ANSVWER 2, AUTHORITY: 1, ADD L: 2

ANSWER SECTI ON:

I
I
I
I
I
I
|
| 1.
I

I

I

0.0.0.8.B.D.0.1.0.0.2.1P6. ARPA. 604800 | N NAPTR 100 10 "u"
"ALTO https" "!.*!https://altol. exanple.net/ird!" .
1.0.0.0.8.B.D.0.1.0.0.2.1P6. ARPA. 604800 I N NAPTR 100 10 "u"
"LI S:HELD" "!.*!Ihttps://lis.exanple.net: 4802/ ?c=ex!"

Thi s | ookup yields two NAPTR resource records. W have to ignore the
second one as its service paraneter does not match our SP, but the
first NAPTR resource record has a matching service paraneter.
Therefore, the procedure term nates successfully and the final
outconme is: IRDURIS X = "https://altol.exanple.net/ird".

The ALTO client that is enbedded in the tracker will access the ALTO
Informati on Resource Directory (I RD, see Section 9 of [RFC7285]) at
this URI, look for the Endpoint Cost Service (ECS, see Section 11.5
of [RFC7285]), and query the ECS for the costs between A and X, B and
X, and C and X, before returning an ALTO optim zed |ist of candidate
resource providers to resource consumer X
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