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Abst r act

Thi s docunment describes how Network Address and Protocol Translation
fromIPve Cients to | Pv4 Servers (NAT64) (including 464XLAT) can be
depl oyed in an I Pv6 network -- whether it’s cellular ISP, broadband
ISP, or enterprise -- and the possible optimzations. This docunent
al so di scusses issues to be considered when having | Pv6-only
connectivity, such as: a) DNS64, b) applications or devices that use
literal |1Pv4 addresses or non-|Pv6-conpliant APls, and c) |Pv4-only
hosts or applications.
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Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
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I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8683
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I ntroduction

Stateful NAT64 [ RFC6146] describes a stateful |Pv6-to-IPv4

transl ati on mechani smthat allows |IPv6-only hosts to conmunicate with
| Pv4-only servers using unicast UDP, TCP, or |CWP by means of |Pv4
public address sharing anmong multiple I Pv6-only hosts. Unless

ot herw se stated, references to NAT64 (function) in this docunent
shoul d be interpreted as Stateful NAT64.

The transl ati on of the packet headers is done using the |P/|CW
translation algorithmdefined in [RFC7915]; algorithmically
translating the | Pv4 addresses to | Pv6 addresses, and vice versa, isS
done foll ow ng [ RFC6052].

DNS64 [ RFC6147] is in charge of the synthesis of AAAA records from
the A records, so it only works for applications maki ng use of DNS

It was designed to avoid changes in both the IPv6-only hosts and the
| Pv4d-only server, so they can use a NAT64 function. As discussed in
Section 5.5 of [RFC6147], a security-aware and validating host has to
performthe DNS64 function |ocally.

However, the use of NAT64 and/or DNS64 presents three drawbacks:

1. Because DNS64 [ RFC6147] nodifies DNS answers, and DNSSEC is
desi gned to detect such nodifications, DNS64 [ RFC6147] may
potentially break DNSSEC, depending on a nunber of factors such
as the location of the DNS64 function (at a DNS server or
validator, at the end host, ...), how it has been configured, if
the end hosts are validating, etc.



2. Because of the need to use DNS64 [RFC6147] or an alternative
"host/application built-in" mechani smfor address synthesis,
there may be an issue for NAT64 [ RFC6146] because it doesn’t work
when | Pv4 literal addresses or non-1Pv6-conpliant APIs are being
used.

3. NAT64 al one was not designed to provide a solution for |Pv4-only
hosts or applications that are |ocated within a network and
connected to a service provider |Pv6-only access link, as it was
designed for a very specific scenario (see Section 2.1 of
[ RFC6144]) .

The drawbacks di scussed above nmay cone into play if part of an
enterprise network is connected to other parts of the sane network or
to third-party networks by nmeans of |Pv6-only connectivity. This is
just an example that may apply to nmany other sinilar cases. Al of
them are depl oynment specific.

Accordingly, the use of "operator", "operator network", "service
provider", and simlar terns in this docunent are interchangeable
wi th equi val ent cases of enterprise networks; other cases nmay be
simlar as well. This may be also the case for "managed end-user
net wor ks" .

Note that if all the hosts in a network were perform ng address
synthesis, as described in Section 7.2 of [RFC6147], sone of the
drawbacks may not apply. However, it is unrealistic to expect that
in today’'s world, considering the high nunber of devices and
applications that aren’'t yet |IPv6 enabled. |In this docunent, the
case in which all hosts provide synthesis will be considered only for
specific scenarios that can guarantee it.

An anal ysis of stateful |Pv4/1Pv6 mechanisnms is provided in
[ RFC6889] .

Thi s docunent | ooks into different possible NAT64 [ RFC6146]

depl oynent scenarios, including | Pv4-1Pv6-1Pv4 (464 for short) and
simlar ones that were not docunented in [RFC6144], such as 464XLAT
[ RFC6877] in operator (broadband and cellular) and enterprise
networks; it provides guidelines to avoid operational issues.

Thi s docunent al so explores the possible NAT64 depl oynent scenari os
(split in "known to work" and "known to work under speci al
conditions"), providing a quick and generic conparison table anong
them Then, the docunent describes the issues that an operator needs
to understand, which will allow the best approach/scenario to be
defined for each specific network case. A sunmmary provi des some
recomendat i ons and deci sion points. A section with clarifications
on the usage of this docunent for enterprise networks is al so
provided. Finally, Appendix A provides an exanple of a broadband
depl oynent using 464XLAT and hints for a customner-side translator
(CLAT) i npl enentati on.

[ RFC7269] al ready provides information about NAT64 depl oynent options
and experiences. This docunent and [ RFC7269] are conpl enentary; they
both I ook into different depl oynent considerations. Furthernore,
this docunment considers the updated depl oynent experience and newer
st andar ds.

The target deploynent scenarios in this docunent may al so be covered
by other |Pv4-as-a-Service (IPv4aaS) transition nmechanisnms. Note
that this is true only for broadband networks; in the case of
cellular networks, the only supported solution is the use of

NAT64/ 464XLAT. So, it is out of scope of this docunment to provide a
compari son anong the different |Pv4aaS transition nechani sns, which



are anal yzed in [|Pv6- TRANSI Tl ON|

Consequently, this docunent should not be used as a guide for an
operator or enterprise to decide which |Pvd4aaS is the best one for
its owmn network. Instead, it should be used as a tool for
understanding all the inplications, including relevant docunents (or
even specific parts of them for the depl oynent of NAT64/464XLAT and
for facilitating the decision process regardi ng specific depl oynent
detail s.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

NAT64 Depl oynment Scenari os

DNS64 (see Section 7 of [RFC6147]) provides three depl oynent
scenari os, depending on the |ocation of the DNS64 function. However,
since the publication of that document, other depl oynment scenarios
and NAT64 use cases need to be considered in actual networks, despite
the fact that sone of themwere specifically ruled out by the
ori gi nal NAT64/ DNS64 wor k.

Consequently, the perspective in this document is to broaden those
scenarios and include a few new ones. However, in order to reduce
the nunber of possible cases, we work under the assunption that the
service provider wants to nmake sure that all the customers have a
service without failures. This neans considering the follow ng
assunptions for the worst possible case:

a. There are hosts that will be validating DNSSEC

b. [IPv4 literal addresses and non-1Pv6-compliant APlIs are being
used.

c. There are IPv4-only hosts or applications beyond the | Pv6-only
link (e.g., tethering in cellular networks).

Thi s docunent uses a commopn set of possible "participant entities":
1. An IPv6-only access network (IPv6).

2. An IPv4-only renote network/server/service (IPv4).

3. A NAT64 function (NAT64) in the service provider

4. A DNS64 function (DNS64) in the service provider

5. An external service provider offering the NAT64 function and/or
the DNS64 function (ext NAT64/ ext DNS64) .

6. A 464XLAT custoner-side translator (CLAT).

Note that the nomenclature used in parentheses is the one that, for
short, will be used in the figures. Note: for sinplicity, the boxes
in the figures don't mean they are actually a single device; they
represent one or nore functions as located in that part of the
network (i.e., a single box with NAT64 and DNS64 functions can
actual |y be several devices, not just one).

The possible scenarios are split in two general categories:



1. Known to work.
2. Known to work under special conditions.
3.1. Known to Wrk

The scenarios in this category are known to work, as there are well -
known exi sting deploynents fromdifferent operators using them Each
one nmay have different pros and cons, and in sone cases, the trade-
of fs may be acceptable for sone operators.

3.1.1. Service Provider NAT64 wi th DNS64

In this scenario (Figure 1), the service provider offers both the
NAT64 and DNS64 functions.

This is the nbst common scenario as originally considered by the
desi gners of NAT64 [ RFC6146] and DNS64 [ RFC6147]; however, it may
al so have the inmplications related to the DNSSEC

This scenario may also fail to solve the issues of IPv4 litera
addresses, non-1Pv6-conpliant APls, or |Pv4-only hosts or
appl i cations behind the | Pv6-only access networKk.

N + N + N +
I I | NAT64 | I I
| | Pv6 Fomema- - + + Fomema- - + | Pv4

I I | DNS64 | I I
o mme oo + o mme oo + o mme oo +

Fi gure 1: NAT64 wi th DNS64

A simlar scenario (Figure 2) exists if the service provider offers
only the DNS64 function; the NAT64 function is provided by an

out sourci ng agreenent with an external provider. Al the
considerations in the previous paragraphs of this section are the
same for this sub-case

S + S +
I I I
| ext NAT64 +-------- + | Pv4 |
I I I I
I e + o m e - +
I
I
- + S +
I I I I
| | Pv6 Fommm e e + DNS64 +
I I I I
R R + R R +

Figure 2: NAT64 in an External Service Provider

This is equivalent to the scenario (Figure 3) where the outsourcing
agreenment with the external provider is to provide both the NAT64 and
DNS64 functions. Once nore, all the considerations in the previous
par agraphs of this section are the sane for this sub-case.

I + I +
| ext NAT64 | | |
+ Foemaa- + |Pv4
| ext DNS64 | | |
S T Ry + Focmmnaaann +



Fi gure 3: NAT64 and DNS64 in an External Provider

One additional equivalent scenario (Figure 4) exists if the service

provider only offers the NAT64 function; the DNS64 function is from

an external provider with or without a specific agreenent anong them
This is a conmmon scenari o today, as several "global" service

provi ders provide free DNS/ DNS64 services, and users often configure
their DNS manually. This will only work if both the NAT64 and DNS64
functions are using the Wll-Known Prefix (WKP) or the same Network-
Specific Prefix (NSP). Al the considerations in the previous

par agraphs of this section are the sane for this sub-case.

O course, if the external DNS64 function is agreed with the service
provider, then this case is simlar to the ones already depicted in
this scenario.

S +
| ext DNS64 |
I I
Fomm e - - - +
I
I
S + S + S +
I I I I
| IPv6  +-------- + NAT64  +-------- +  IPv4 |
| | | | | |
TS + TS + TS +

Figure 4: NAT64; DNS64 by an External Provider
3.1.2. Service Provider Ofering 464XLAT Usi ng DNS64

464XLAT [ RFC6877] describes an architecture that provides |Pv4
connectivity across a network, or part of it, when it is only
natively transporting IPv6. The need to support the CLAT function in
order to ensure the | Pv4 service continuity in |IPv6-only cellular

depl oynent s has been suggested in [ RFC7849].

In order to do that, 464XLAT [RFC6877] relies on the conbination of
exi sting protocols:

1. The CLAT is a stateless IPv4-to-1Pv6 translator (NAT46) [ RFC7915]
i mpl emented in the end-user device or Custonmer Edge Router (CE)
| ocated at the "customer edge" of the network.

2. The provider-side translator (PLAT) is a stateful NAT64
[ RFC6146], inplemented typically in the operator network.

3. Optionally, DNS64 [ RFC6147] may allow an optim zation: a single
translation at the NAT64, instead of two translations
(NAT46+NAT64), when the application at the end-user device
supports | Pv6 DNS (uses AAAA Resource Records).

Note that even if the provider-side translator is referred to as PLAT
in the 464XLAT term nol ogy [ RFC6877], for sinmplicity and uniformty
across this docunment, it is always referred to as NAT64 (function).

In this scenario (Figure 5), the service provider deploys 464XLAT
with a DNS64 function.

As a consequence, the DNSSEC i ssues remain, unless the host is doing



the address synthesis.

464XLAT [ RFC6877] is a very sinple approach to cope with the nmjor
NAT64+DNS64 dr awback: not working with applications or devices that
use literal |Pv4 addresses or non-IPv6-conpliant APIs.

464XLAT [ RFC6877] has been used mainly in I Pv6-only cellular
networks. By supporting a CLAT function, end-user device
applications can access | Pv4-only end networks / applications,
despite the fact that those applications or devices use literal |Pv4
addresses or non-|Pv6-conpliant APIs.

In addition, in the cellular network exanmple above, if the User

Equi pnrent (UE) provides tethering, other devices behind it will be
presented with a traditional Network Address Translation fromIPv4 to
| Pv4 (NAT44), in addition to the native | Pv6 support, so clearly it
allows |1 Pv4-only hosts behind the | Pv6-only access network.

Furt hernmore, as discussed in [RFC6877], 464XLAT can be used in
broadband 1 Pv6 network architectures, by inplenenting the CLAT
function at the CE

The support of this scenario in a network offers two additiona
advant ages:

* DNS | oad optimzation: A CLAT should inplenent a DNS proxy (per
[ RFC5625]) so that only IPv6-native queries and AAAA records are
sent to the DNS64 server. O herw se, doubling the nunber of
queries may inpact the DNS infrastructure.

* Connection establishment delay optimzation: If the UE/ CE
implementation is detecting the presence of a DNS64 function, it
may issue only the AAAA query, instead of both the AAAA and A
queri es.

In order to understand all the comuni cation possibilities, let’'s
assune the followi ng representation of two dual -stack (DS) peers:

S S e apape
| | / \ / \
----- . | Res./ | /[ 1Pv6- \ R /[ 1Pv4- \
/ Local \ | SOHO +--( only )---( NAT64 )---( only )
/ \ | | \' flow /\ fee--- ' \' flow /
( Dual - )--+ I Pv6 | \ [\ o\ /
\ Stack / | CE | BEEE T \ R . BEEE T
\ Peer / | with | | \ / Renote\/ |
fea--- ’ | CLAT | Fome -+ / \ e oo
| | | DNS/ | Pv6| ( Dual - ) | DNS/ | Pv4|
R + | with | \ Stack / e +
| DNS64 | \ Peer /
S I + feaas '

Figure A: Representation of 464XLAT anmong Two Peers with DNS64

In this case, the possible communi cati on paths, anong the | Pv4/1Pv6
stacks of both peers, are as foll ows:

a. Local-1Pv6 to Renmpte-1Pv6: Regular DNS and native | Pv6 anong
peers.

b. Local -1 Pv6 to Renote-|Pv4: DNS64 and NAT64 transl ation

c. Local-1Pv4 to Renpte-1Pv6: Not possible unless the CLAT
i mpl ements Explicit Address Mappi ngs (EAMs) as indicated by
Section 4.9. In principle, it is not expected that services are
depl oyed in the Internet when using |Pv6 only, unless there is



certainty that peers will also be |Pv6 capable.
d. Local-1Pv4 to Renote-I|Pv4: DNS64, CLAT, and NAT64 transl ations.

e. Local-1Pv4 to Renote-dual -stack using EAM optim zation: If the
CLAT inpl enents EAM as indicated by Section 4.9, instead of using
the path d. above, NAT64 translation is avoided, and the flow
will use IPv6 fromthe CLAT to the destination

The rest of the figures in this section show different choices for
placing the different el ements.

SR + SR + SR +
| | Pv6 | | NAT64 | | |

+ S + + S + | Pv4 |
| CLAT | | DNS64 | | |
S S + S S + S S +

Fi gure 5: 464XLAT with DNS64

A simlar scenario (Figure 6) exists if the service provider only
of fers the DNS64 function; the NAT64 function is provided by an
out sourci ng agreenent with an external provider. Al the
considerations in the previous paragraphs of this section are the
same for this sub-case

R + R +
I I I I
| ext NAT64 +-------- + | Pv4 |
I I I I
R + TS +

I
I

R + R +

| IPv6 | I I

| + S + DNS64 +

| CLAT | | |

TS + TS +

Figure 6: 464XLAT with DNS64; NAT64 in an External Provider

In addition, it is equivalent to the scenario (Figure 7) where the
out sourci ng agreenent with the external provider is to provide both
the NAT64 and DNS64 functions. Once nore, all the considerations in
the previous paragraphs of this section are the sane for this sub-

case.
S + S +
| ext NAT64 | | |
+ e + IPvd |
| ext DNS64 | | |
S SRR - + S SRR +
I
Fomm e e e oo + |
| | Pv6 | |
| + S +
| CLAT |
S SRR +

Figure 7: 464XLAT wi th DNS64; NAT64 and DNS64 in an External Provider
3.1.3. Service Provider Ofering 464XLAT, wi thout Using DNS64
The maj or advantage of this scenario (Figure 8), using 464XLAT

wi t hout DNS64, is that the service provider ensures that DNSSEC i s
never broken, even if the user nodifies the DNS configuration



Nevert hel ess, some CLAT inpl enentations or applications may inmpose an
extra delay, which is induced by the dual A/ AAAA queries (and the
wait for both responses), unless Happy Eyeballs v2 [RFC8305] is al so
present.

A possible variation of this scenario is when DNS64 is used only for
the di scovery of the NAT64 prefix. |In the rest of the document, it
is not considered a different scenario because once the prefix has
been di scovered, the DNS64 function is not used, so it behaves as if
the DNS64 synthesis function is not present.

In this scenario, as in the previous one, there are no issues related
to I Pv4d-only hosts (or |IPv4-only applications) behind the | Pv6-only
access network, as neither are related to the usage of IPv4 literals
or non-1Pv6-conpliant APIs.

The support of this scenario in a network offers one advant age:

* DNS | oad optim zation: A CLAT should inplenent a DNS proxy (per
[ RFC5625]) so that only I Pv6 native queries are sent to the DNS64
server. Qherw se, doubling the nunber of queries nay inpact the
DNS i nfrastructure.

As indicated earlier, the connection establishment delay optim zation
is achieved only in the case of devices, Operating Systens, or
applications that use Happy Eyeballs v2 [ RFC8305], which is very
conmon.

As in the previous case, let’s assune the representation of two dual -
stack peers:

AR, e
| | / \ / \
————— | Res./ | [ 1Pve- \ Rl [ 1Pv4- \
/ Local \ | SOHO +--( only )---( NAT64 )---( only )
/ \ | | \' flow /\ B ' \' flow /
( Dual - )--+ I Pv6 | \ [\ [\ /
\ Stack / | CE | BEEE S \ L .o BEEE S
\ Peer / | with | | \ / Renote\/ |
oo ’ | CLAT | tome e+ / \ foee - 4
| | | DNS/ | Pv6]| ( Dual - ) | DNS/ | Pv4|
e - + e + \ Stack / e +
\ Peer /

Figure B: Representation of 464XLAT anong Two Peers without DNS64

In this case, the possible comruni cati on paths, anong the |Pv4/1Pv6
stacks of both peers, are as foll ows:

a. Local-1Pv6 to Renpte-1Pv6: Regular DNS and native |Pv6 anong
peers.

b. Local-1Pv6 to Renote-IPv4: Regul ar DNS, CLAT, and NAT64
transl ati ons.

c. Local-1Pv4 to Renpte-1Pv6: Not possible unless the CLAT
i npl ements EAM as indicated by Section 4.9. In principle, it is
not expected that services are deployed in the Internet using
I Pv6 only, unless there is certainty that peers will also be
| Pv6- capabl e.

d. Local-1Pvd to Renpte-1Pv4: Regular DNS, CLAT, and NAT64
transl ati ons.

e. Local-1Pv4 to Renote-dual -stack using EAM optim zation: |If the



CLAT i npl enents EAM as indicated by Section 4.9, instead of using
the path d. above, NAT64 translation is avoided, and the flow
will use IPv6 fromthe CLAT to the destination

Notice that this scenario works while the | ocal hosts/applications
are dual stack (which is the current situation) because the
connectivity froma local IPv6 to a remote 1 Pv4 is not possible

wi thout a AAAA synthesis. This aspect is inportant only when there
are | Pv6-only hosts in the LANs behind the CLAT and they need to
communi cate with renote | Pv4-only hosts. However, it is not a
sensi bl e approach from an Qperating System or application vendor
perspective to provide |IPv6-only support unless, simlar to case ¢
above, there is certainty of peers supporting IPv6 as well. An
approach to a solution for this is also presented in [ OPT-464XLAT].

The following figures show different choices for placing the
different el ements.

N + N + N +
| IPv6 | I I I I
| + e + NAT64  +-------- + IPv4 |
I CLAT | I I I I
o mme oo + o mme oo + o mme oo +

Fi gure 8: 464XLAT w t hout DNS64

This is equivalent to the scenario (Figure 9) where there is an

out sourci ng agreenent with an external provider for the NAT64
function. Al the considerations in the previous paragraphs of this
section are the sane for this sub-case

TS + TS +
I I
| ext NAT64 +-------- + | Pv4 |
I I I I
S + Fomm oo - +
|
TS + |
| | Pv6 | |
+ . +
| CLAT |
Fomm oo - +

Figure 9: 464XLAT wi thout DNS64; NAT64 in an External Provider
3.2. Known to Work under Special Conditions

The scenarios in this category are known not to work unl ess
significant effort is devoted to solving the issues or they are

i ntended to sol ve problens across "closed" networks instead of as a
general Internet access usage. Even though sone of the different
pros, cons, and trade-offs may be acceptabl e, operators have

i mpl ementation difficulties, as their expectations of NAT64/ DNS64 are
beyond the original intent.

3.2.1. Service Provider NAT64 w t hout DNS64

In this scenario (Figure 10), the service provider offers a NAT64
function; however, there is no DNS64 function support at all

As a consequence, an | Pv6 host in the |IPv6-only access network will
not be able to detect the presence of DNS64 by neans of [ RFC7050] or
|l earn the IPv6 prefix to be used for the NAT64 function

This can be sorted out as indicated in Section 4.1.1.



Regar dl ess, because of the |lack of the DNS64 function, the |IPv6 host
will not be able to obtain AAAA synthesized records, so the NAT64
function becones usel ess.

An exception to this "usel ess" scenario is to manually configure
mappi ngs between the A records of each of the IPv4-only renote hosts
and the correspondi ng AAAA records with the WKP or NSP used by the
servi ce-provi der NAT64 function, as if they were synthesized by a
DNS64 functi on

Thi s mappi ng could be done by several neans, typically at the
authoritative DNS server or at the service-provider resolvers by
means of DNS Response Policy Zones (RPZs) [DNS-RPZ] or equival ent
functionality. DNS RPZ nay have inplications in DNSSEC if the zone
is signed. Also, if the service provider is using an NSP, having the
mappi ng at the authoritative server nay create troubles for other
parties trying to use a different NSP or WKP, unless multiple DNS
"views" (split-DNS) are also being used at the authoritative servers

General ly, the nappings alternative will only nake sense if a few
sets of IPv4-only renpte hosts need to be accessed by a single
network (or a small nunber of then), which supports IPv6 only in the
access. This will require some kind of nutual agreenent for using
this procedure; this should not be a problem because it won't
interfere with Internet use (which is a "cl osed service").

In any case, this scenario doesn't solve the issue of IPv4d litera
addresses, non-1Pv6-conpliant APls, or |Pv4-only hosts within that
| Pv6-only access networKk.

N + N + N +
I I I I
| IPV6  A-------- + NAT64  +-------- + IPv4 |
I I I I I I
o mme oo + o mme oo + o mme oo +

Fi gure 10: NAT64 without DNS64
3.2.2. Service-Provider NAT64; DNS64 in | Pv6 Hosts

In this scenario (Figure 11), the service provider offers the NAT64
function but not the DNS64 function. However, the |IPv6 hosts have a
built-in DNS64 function

This may becone common if the DNS64 function is inplenented in al

the 1 Pv6 hosts/stacks. This is not cormon at the tine of witing but
may become nore common in the near future. This way, the DNSSEC
validation is performed on the A record, and then the host can use
the DNS64 function in order to use the NAT64 function w thout any
DNSSEC i ssues.

This scenario fails to solve the issue of IPv4 literal addresses or
non- | Pv6- conpliant APls, unless the | Pv6 hosts al so support Happy
Eyeballs v2 (Section 7.1 of [RFC8305]).

Moreover, this scenario also fails to solve the problemof |Pv4-only
hosts or applications behind the | Pv6-only access networKk.

. + . + . +
I IPv6 | I I I I

+ e + NAT64  H+-------- + IPv4 |
|  DNS64 | I I I I
oo + oo + oo +

Figure 11: NAT64; DNS64 in |Pv6 Hosts
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3. Service-Provider NAT64; DNS64 in the IPv4-Only Renote Network

In this scenario (Figure 12), the service provider offers the NAT64
function only. The IPv4-only renpte network offers the DNS64
functi on.

This is not conmmon, and it doesn’t nake sense that a renote network,
not deploying IPv6, is providing a DNS64 function. Like the scenario
depicted in Section 3.2.1, it will only work if both sides are using
the WKP or the sane NSP, so the same considerations apply. It can

al so be tuned to behave as in Section 3.1.1

This scenario fails to solve the issue of IPv4 |iteral addresses or
non- | Pv6- conpl i ant APIs.

Moreover, this scenario also fails to solve the problemof |Pv4-only
hosts or applications behind the | Pv6-only access networKk.

N + N + N +
I I I I | IPv4 |
| | Pv6 Fomema- - + NAT64 Fomema- - + + |
I I I I I DNS64 |
o mme oo + o mme oo + o mme oo +

Figure 12: NAT64; DNS64 in |Pv4-Only Hosts
Conparing the Scenari os
This section conmpares the different scenarios, including possible
vari ations (each one represented in the previous sections by a
different figure), while considering the following criteria:

a. DNSSEC. Are there hosts validati ng DNSSEC?

b. Literal/APls: Are there applications using IPv4d literals or non-
| Pv6- conpl i ant APl s?

c. |IPv4d only: Are there hosts or applications using | Pv4 only?

d. Foreign DNS: Does the scenario survive if the user, Operating
System applications, or devices change the DNS?

e. DNS load opt. (DNS | oad optim zation): Are there extra queries
that may inmpact the DNS infrastructure?

f. Connect. opt. (connection establishnent delay optimzation): Is
the UE/CE only issuing the AAAA query or also the A query and
wai ting for both responses?

In the table below, the colums represent each of the scenarios from
the previous sections by the figure nunber. The possible values are
as foll ows:

- means the scenario is "bad" for that criterion

" means the scenario is "good" for that criterion

nE means the scenario is "bad" for that criterion; however, it
is typically resolved with the support of Happy Eyeballs v2
[ RFC8305] .

In sone cases, "counterneasures", alternative or special
configurations, may be available for the criterion designated as
"bad". So, this conparison is considering a generic case as a quick
compari son guide. In sonme cases, a "bad" criterion is not
necessarily a negative aspect; it all depends on the specific needs/



characteristics of the network where the deploynment will take place.
For instance, in a network that only has | Pv6-only hosts and apps
usi ng DNS and | Pv6-conpliant APls, there is no inmpact using only
NAT64 and DNS64, but if the hosts validate DNSSEC, that criterion is

still relevant.

S I R LI R e I I S i se e S e e il s
| Item/ Figure | 1| 2| 3] 4] 5| 6] 7] 8] 9] 10| 11| 12 |
B ety bty p—j—r bty g by Sty ety Sty ety Sty ety jjp—p—j—t
| DNSSEC [ -1 -1 -1-01-1-1-1+1+1+ |+ |+ |
I I T B S i i R S R R G I e i I AN
| Literal/APIs | - | - | - | -+ +] +] +] +]- |- 1-"1
S I R LI R e I I S i se e S e e il s
| IPv4-only -1 -1 -1-1T+1 1+ +1+- 1-1-"/
I i B et i e e R I it s e R s
| Foreign DNS | - | - | - | - | + | + | + | + | +| - | + | - |
I I T B S i i R S R R G I e i I AN
| DNSload opt. | + | + | + | + [ + | + | + | + | + | + | + | + |
S I R LI R e I I S i se e S e e il s
| Connect. opt. | + | + | + | + | + | + ] + ] * | * ]+ | + | + |
I i B et i e e R I it s e R s

Tabl e 1: Scenari o Conparison

As a general conclusion, we should note if the network nust support
applications using any of the foll ow ng:

* |Pvd literals
* non-|Pv6-conpliant APlIs
* | Pvd-only hosts or applications

Then, only the scenarios with 464XLAT, a CLAT function, or equival ent
built-in local address synthesis features will provide a valid
solution. Furthernore, those scenarios will also keep working if the
DNS configuration is nodified. Cearly, depending on if DNS64 is
used or not, DNSSEC may be broken for those hosts doi ng DNSSEC

val i dati on.

Al'l the scenarios are good in terns of DNS | oad optim zation, and in
the case of 464XLAT, it may provide an extra degree of optimzation
Finally, all of the scenarios are also good in terns of connection
establ i shnent delay optim zation. However, in the case of 464XLAT
wi t hout DNS64, the usage of Happy Eyeballs v2 is required. This is
not an issue as it is commonly available in actual Operating Systens.

4, | ssues to be Consi dered

This section reviews the different issues that an operator needs to
consi der for a NAT64/464XLAT depl oynent, as they may devel op specific
deci si on points about how to approach that depl oynent.

4.1. DNSSEC Consi derations and Possi bl e Approaches

As indicated in the security considerations for DNS64 (see Section 8
of [RFC6147]) because DNS64 nodifies DNS answers and DNSSEC i s
desi gned to detect such nodifications, DNS64 may break DNSSEC

When a device connected to an | Pv6-only access network queries for a
domai n nane in a signed zone, by nmeans of a recursive nane server
that supports DNS64, the result may be a synthesized AAAA record. In
that case, if the recursive nanme server is configured to perform
DNSSEC val i dation and has a valid chain of trust to the zone in
question, it will cryptographically validate the negative response
fromthe authoritative name server. This is the expected DNS64



behavi or: the recursive name server actually "lies" to the client
devi ce. However, in nost of the cases, the client will not notice
it, because generally, they don't performvalidation thensel ves;
instead, they rely on the recursive nane servers.

In fact, a validating DNS64 resol ver increases the confidence on the
synthetic AAAA, as it has validated that a non-synthetic AAAA doesn’t
exist. However, if the client device is oblivious to NAT64 (the nost
common case) and perfornms DNSSEC val i dation on the AAAA record, it
will fail as it is a synthesized record.

The best possible scenario froma DNSSEC point of view is when the
client requests that the DNS64 server performthe DNSSEC validation
(by setting the DNSSEC OK (DO bit to 1 and the CD bit to 0). 1In
this case, the DNS64 server validates the data; thus, tanpering may
only happen inside the DNS64 server (which is considered as a trusted
part, thus, its likelihood is |ow) or between the DNS64 server and
the client. Al other parts of the system (including transm ssion
and caching) are protected by DNSSEC [ Thr eat - DNS64] .

Simlarly, if the client querying the recursive nane server is
anot her name server configured to use it as a forwarder, and it is
perform ng DNSSEC validation, it will also fail on any synthesized
AAAA record

Al'l those considerations are extensively covered in Sections 3, 5.5,
and 6.2 of [RFC6147].

DNSSEC i ssues coul d be avoided if all the signed zones provide |Pv6

connectivity together with the correspondi ng AAAA records. However,
this is out of the control of the operator needing to depl oy a NAT64
function. This has been proposed already in [ DNS- DNSSEC] .

An alternative solution, which was consi dered while devel opi ng

[ RFC6147], is that the validators will be DNS64 aware. Then, they
can performthe necessary discovery and do their own synthesis.
Since that was standardi zed sufficiently early in the validator

depl oynent curve, the expectation was that it would be okay to break
certain DNSSEC assunptions for networks that were stuck and really
needi ng NAT64/ DNS64.

As already indicated, the scenarios in the previous section are
simplified to | ook at the worst possible case and for the nost
perfect approach. A DNSSEC breach will not happen if the end host is
not doing validation

The figures in previous studies indicate that DNSSEC broken by using
DNS64 makes up about 1. 7% [ About - DNS64] of the cases. However, we
can’t negate that this may increase as DNSSEC depl oynent grows.
Consequently, a decision point for the operator nust depend on the
followi ng question: Do | really care about that percentage of cases
and the inpact on ny help desk, or can | provide alternative
solutions for then? Some possible solutions may be exist, as
depicted in the next sections.

.1.1. Not Using DNS64

One solution is to avoid using DNS64, but as already indicated, this
is not possible in all the scenarios.

The use of DNS64 is a key component for some networks, in order to
conmply with traffic performance netrics, nonitored by sone
governnental bodies and other institutions [ FCC] [ ARCEP].

One drawback of not having a DNS64 on the network side is that it's
not possible to heuristically discover NAT64 [ RFC7050].



Consequently, an I Pv6 host behind the | Pv6-only access network wll
not be able to detect the presence of the NAT64 function, nor learn
the IPv6 prefix to be used for it, unless it is configured by

al ternative means

The di scovery of the IPv6 prefix could be solved, as described in

[ RFC7050], by means of adding the rel evant AAAA records to the

i pvdonl y. arpa. zone of the service-provider recursive servers, i.e.,
if using the WKP (64:ff9b::/96):

i pvdonly.arpa. SOA .. 000O00O

i pvdonly.arpa. NS .

i pvdonly. arpa. AAAA 64:ff9b::192.0.0.170
i pvdonly. arpa. AAAA 64:ff9b::192.0.0.171
i pvdonly.arpa. A 192.0.0. 170

i pvdonly.arpa. A 192.0.0.171

An alternative option is the use of DNS RPZ [ DNS- RPZ] or equival ent
functionalities. Note that this may inmpact DNSSEC if the zone is
si gned.

Anot her alternative, only valid in environnents with support fromthe
Port Control Protocol (PCP) (for both the hosts or CEs and for the
service-provider network), is to follow "D scovering NAT64 | Pv6
Prefixes Using the Port Control Protocol (PCP)" [RFC7225].

O her alternatives may be available in the future. Al themare
extensively discussed in [ RFC7051]; however, due to the depl oynent
evol ution, many considerations fromthat docunent have changed. New
options are being docunented, such as using Router Advertising

[ PREF64] or DHCPv6 options [ DHCPv6- OPTI ONS] .

Si nul t aneous support of several of the possible approaches is
convenient and will ensure that clients with different ways to
configure the NAT64 prefix successfully obtain it. This is also
conveni ent even if DNS64 is being used.

Al so of special relevance to this section is [|PV4AONLY- ARPA] .
4.1.2. DNSSEC Validator Aware of DNS64

In general, by default, DNS servers with DNS64 function will not
synt hesi ze AAAA responses if the DO flag was set in the query.

In this case, since only an A record is available, if a CLAT function
is present, the CLAT will, as in the case of literal |Pv4 addresses,
keep that traffic flowend to end as | Pv4 so DNSSEC i s not broken

However, this will not work if a CLAT function is not present because
the hosts will not be able to use IPv4 (which is the case for all the
scenari os w thout 464XLAT).

4.1.3. Stub Validator

If the DOflag is set and the client device perforns DNSSEC
validation, and the Checking Disabled (CD) flag is set for a query,
the DNS64 recursive server will not synthesize AAAA responses. In
this case, the client could performthe DNSSEC validation with the A
record and then synthesize the AAAA responses [ RFC6052]. For that to
be possible, the client nust have | earned the NAT64 prefix beforehand
usi ng any of the avail able nmethods (see [ RFC7050], [ RFC7225],

[ PREF64], and [DHCPv6-OPTIONS]). This allows the client device to
avoi d using the DNS64 function and still use NAT64 even w th DNSSEC

If the end host is IPv4 only, this will not work if a CLAT function
is not present (which is the case for all scenarios wthout 464XLAT).



I nstead of a CLAT, sone devices or Qperating Systens may inplenent an
equi val ent function by using Bunp-in-the-Host [ RFC6535] as part of
Happy Eyeballs v2 (see Section 7.1 of [RFC8305]). |In this case, the
considerations in the above paragraphs are al so appli cabl e.

4.1.4. CLAT with DNS Proxy and Vali dator

If a CE includes CLAT support and also a DNS proxy, as indicated in
Section 6.4 of [RFC6877], the CE could behave as a stub validator on
behal f of the client devices. Then, follow ng the same approach
described in Section 4.1.3, the DNS proxy will actually "lie" to the
client devices, which, in nost cases, will not be noticed unless they
performvalidation by thenselves. Again, this allows the client
devices to avoid the use of the DNS64 function but to still use NAT64
wi t h DNSSEC.

Once nore, this will not work without a CLAT function (which is the
case for all scenarios w thout 464XLAT).

4.1.5. ACL of dients

In cases of dual-stack clients, AAAA queries typically take
preference over A queries. |If DNS64 is enabled for those clients, it
wi Il never get A records, even for |Pv4-only servers.

As a consequence, in cases where there are |Pv4-only servers, and
those are located in the path before the NAT64 function, the clients
will not be able to reach them |f DNSSEC is being used for al
those flows, specific addresses or prefixes can be left out of the
DNS64 synt hesi s by means of Access Control Lists (ACLs).

Once nore, this will not work without a CLAT function (which is the
case for all scenarios w thout 464XLAT).

4.1.6. Mapping Qut |Pv4 Addresses

If there are well-known specific |Pv4 addresses or prefixes using
DNSSEC, they can be mapped out of the DNS64 synthesis.

Even if this is not related to DNSSEC, this "mapping-out" feature is
quite comonly used to ensure that addresses [RFC1918] (for exanple,
used by LAN servers) are not synthesized to AAAA

Once nore, this will not work without a CLAT function (which is the
case for all scenarios w thout 464XLAT).

4.2. DNS64 and Reverse Mappi ng

When a client device using DNS64 tries to reverse-map a synthesi zed
| Pv6 address, the name server responds with a CNAME record that

poi nts the domai n nane used to reverse-map the synthesized | Pv6
address (the one under ip6.arpa) to the domain name corresponding to
the enbedded | Pv4 address (under in-addr.arpa).

This is the expected behavior, so no issues need to be considered
regardi ng DNS reverse mappi ng.

4.3. Using 464XLAT with/w t hout DNS64

In case the client device is IPv6 only (either because the stack or
application is IPv6 only or because it is connected via an |Pv6-only
LAN) and the renote server is |IPvd only (either because the stack is
I Pv4 only or because it is connected via an |Pv4-only LAN), only
NAT64 conbined with DNS64 will be able to provide access between
both. Because DNS64 is then required, DNSSEC validation will only be



possible if the recursive nane server is validating the negative
response fromthe authoritative nane server, and the client is not
performng validation.

Note that at this stage of the transition, it is not expected that
appl i cations, devices, or Operating Systems are IPv6 only. It wll
not be a sensible decision for a developer to work on that direction,
unless it is clear that the depl oynent scenario fully supports it.

On the other hand, an end user or enterprise network nmay decide to
run I1Pv6 only in the LANs. 1In case there is any chance for
applications to be IPv6 only, the Operating System may be responsible
for either doing a | ocal address synthesis or setting up sonme kind of
on-denmand VPN (1 Pv4-in-1Pv6), which needs to be supported by that
network. This nay beconme very conmon in enterprise networks, where
"Unique | Pv6 Prefix per Host" [RFC8273] is supported.

However, when the client device is dual stack and/or connected in a
dual -stack LAN by means of a CLAT function (or has a built-in CLAT
function), DNS64 is an option

1. Wth DNS64: |If DNS64 is used, nost of the IPv4 traffic (except if
using literal |Pv4 addresses or non-1Pv6-conpliant APIs) will not
use the CLAT and will instead use the IPv6 path, so only one
translation will be done at the NAT64. This may break DNSSEC
unl ess neasures as described in the previous sections are taken

2. Wthout DNS64: |f DNS64 is not used, all the IPv4 traffic wll
make use of the CLAT, so two translations are required (NAT46 at
the CLAT and NAT64 at the PLAT), which adds some overhead in
terns of the extra NAT46 translation. However, this avoids the
AAAA synthesis and consequently will never break DNSSEC.

Note that the extra translation, when DNS64 is not used, takes place
at the CLAT, which means no extra overhead for the operator.

However, it adds potential extra delays to establish the connections
and has no perceptible inpact for a CE in a broadband network, but it
may have sone inpact on a battery-powered device. The cost for a
battery-powered device is possibly conparable to the cost when the
device is doing a |local address synthesis (see Section 7.1 of

[ RFC8305] ) .

4.4. Foreign DNS

Clients, devices, or applications in a service-provider network nmay
use DNS servers fromother networks. This nmay be the case if

i ndi vi dual applications use their own DNS server, the Operating
Systemitself or even the CE, or conbinations of the above.

Those "foreign" DNS servers may not support DNS64; as a consequence,
those scenarios that require a DNS64 may not work. However, if a
CLAT function is available, the considerations in Section 4.3 will

appl y.

If the foreign DNS supports the DNS64 function, incorrect
configuration paraneters may be provided that, for exanple, cause WP
or NSP to becone unmatched or result in a case such as the one
described in Section 3.2.3.

Havi ng a CLAT function, even if using foreign DNS w thout a DNS64
function, ensures that everything will work, so the CLAT nust be
considered to be an advantage despite user configuration errors. As
aresult, all the traffic will use a double translation (NAT46 at the
CLAT and NAT64 at the operator network), unless there is support for
EAM (Section 4.9).



An exception is the case where there is a CLAT function at the CE
that is not able to obtain the correct configuration paraneters
(agai n, causing WKP or NSP to beconme unmat ched).

However, it needs to be enphasized that if there is no CLAT function
(which is the case for all scenarios w thout 464XLAT), an externa
DNS wi t hout DNS64 support will disallow any access to | Pv4-only
destination networks and will not guarantee the correct DNSSEC
validation, so it will behave as in Section 3.2.1

In sunmary, the consequences of using foreign DNS depends on each

specific case. However, in general, if a CLAT function is present,
most of the time there will not be any issues. In the other cases,
the access to | Pv6-enabled services is still guaranteed for

| Pv6- enabl ed hosts, but it is not guaranteed for |Pv4-only hosts nor
is the access to | Pv4-only services for any hosts in the network.

The causes of "foreign DNS' could be classified in three main
categories, as depicted in the follow ng subsecti ons.

4.4.1. Manual Configuration of DNS

It is becom ng increasingly common that end users, or even devices or
applications, configure alternative DNS in their Operating Systens
and sonetinmes in CEs.

4.4.2. DNS Privacy/ Encryption Mechani sns

Clients or applications may use nmechani sms for DNS privacy/
encryption, such as DNS over TLS (DoT) [RFC7858], DNS over DTLS

[ RFC8094], DNS queries over HITPS (DoH) [RFC8484], or DNS over QU C
(DoQ [ QUI C- CONNECTI ONS] .

Currently, those DNS privacy/encryption options are typically

provi ded by the applications, not the Operating Systemvendors. At
the tine this docunment was witten, the DoT and DoH st andards have
decl ared DNS64 (and consequently NAT64) out of their scope, so an
application using them may break NAT64, unless a correctly configured
CLAT function is used.

4.4.3. Split DNS and VPNs

VWhen networks or hosts use "split-DNS' (also called Split Horizon,
DNS views, or private DNS), the successful use of DNS64 is not
guaranteed. This case is analyzed in Section 4 of [RFC6950].

A similar situation may happen with VPNs that force all the DNS
queries through the VPN and i gnore the operator DNS64 function

4.5. Well-Known Prefix (WKP) vs. Network-Specific Prefix (NSP)

Section 3 of "IPv6 Addressing of |Pv4/IPv6 Translator" [RFC6052]
di scusses sone considerations that are useful to an operator when
deciding if a WKP or an NSP shoul d be used.

Consi dering that discussion and other issues, we can summarize the
possi bl e decision points to as foll ows:

a. The WKP MJST NOT be used to represent non-global |Pv4 addresses.
If this is required because the network to be translated uses
non- gl obal addresses, then an NSP is required.

b. The WKP MAY appear in interdonmain routing tables, if the operator
provi des a NAT64 function to peers. However, in this case,
speci al considerations related to BG? filtering are required, and
| Pv4- enbedded | Pv6 prefixes | onger than the WKP MUST NOT be



advertised (or accepted) in BGP. An NSP may be a nore
appropriate option in those cases.

c. |If several NAT64s use the sane prefix, packets fromthe same flow
may be routed to a different NAT64 in case of routing changes.
This can be avoi ded by either using different prefixes for each
NAT64 function or ensuring that all the NAT64s coordinate their
state. Using an NSP could sinplify that.

d. If DNS64 is required and users, devices, Operating Systens, or
applications may change their DNS configuration and deliberately
choose an alternative DNS64 function, the alternative DNS64 wil |
most |ikely use the WKP by default. |In that case, if an NSP is
used by the NAT64 function, clients will not be able to use the
operator NAT64 function, which will break connectivity to
| Pv4-only destinations.

4.6. |1Pv4 Literals and Non-1Pv6-Conpliant APIs

A host or application using literal |Pv4 addresses or ol der APIs,
which aren’t | Pv6 conpliant, behind a network with | Pv6-only access
will not work unless any of the following alternatives are provided:

* CLAT (or an equival ent function).
* Happy Eyeballs v2 (Section 7.1 of [RFC8305]).
*  Bunp-in-the-Host [RFC6535] with a DNS64 function

Those alternatives will solve the problemfor an end host. However,
if the end host is providing "tethering” or an equivalent service to
ot her hosts, that needs to be considered as well. In other words, in
a cellular network, these alternatives resolve the issue for the UE
itself, but this may not be the case for hosts connected via the

tet heri ng.

O herwi se, the support of 464XLAT is the only valid and conpl ete
approach to resol ve this issue

4.7. 1Pv4-Only Hosts or Applications

I Pv4d-only hosts or an application behind a network with | Pv6-only
access will not work unless a CLAT function is present.

464XLAT is the only valid approach to resolve this issue.
4.8. CLAT Transl ation Consi derations

As described in "I Pv6 Prefix Handling" (see Section 6.3 of

[ RFC6877]), if the CLAT function can be configured with a dedicated
/64 prefix for the NAT46 translation, then it will be possible to do
a nore efficient stateless translation.

O herwise, if this dedicated prefix is not avail able, the CLAT
function will need to do a stateful translation, for exanple, perform
stateful NAT44 for all the |IPv4 LAN packets so they appear as com ng
froma single IPv4 address; in turn, the CLAT function will performa
stateless translation to a single | Pv6 address.

A possible setup, in order to maxim ze the CLAT performance, is to
configure the dedicated translation prefix. This can be easily
achi eved automatically, if the broadband CE or end-user device is
able to obtain a shorter prefix by neans of DHCPv6- PD [ RFC8415] or
other alternatives. The CE can then use a specific /64 for the
translation. This is also possible when broadband is provided by a
cel lul ar access.



The above recomendation is often not possible for cellular networks,
when connecting smartphones (as UEs): generally they don't use
DHCPv6- PD [ RFC8415]. Instead, a single /64 is provided for each
Packet Data Protocol (PDP) context, and prefix sharing [ RFC6877] is
used. In this case, the UEs typically have a build-in CLAT function
that is performng a stateful NAT44 translation before the statel ess
NAT46.

4.9. EAM Consi derations

"Explicit Address Mappings for Stateless IP/ICVW Transl ation"

[ RFC7757] provides a way to configure explicit mappings between |Pv4
and |1 Pv6 prefixes of any length. Wen this is used, for exanple, in
a CLAT function, it may provide a sinple nmechanismin order to avoid
traffic fl ows between I Pv4-only nodes or applications and dual - st ack
destinations to be translated twi ce (NAT46 and NAT64), by creating
mappi ng entries with the d obal Unicast Address (GUA) of the

| Pv6-reachabl e destination. This optimzation of NAT64 usage is very
useful in many scenarios, including Content Delivery Networks (CDNs)
and caches, as described in [ OPT-464XLAT].

In addition, it nmay al so provide a way for |Pv4-only nodes or
applications to communicate with I Pv6-only destinations.

4.10. Incom ng Connections

The use of NAT64, in principle, disallows |IPv4 incom ng connections,
which may still be needed for |Pv4-only peer-to-peer applications.
However, there are several alternatives that resolve this issue:

a. Session Traversal Uilities for NAT (STUN) [ RFC5389], Traversa
Usi ng Rel ays around NAT (TURN) [ RFC5766], and Interactive
Connectivity Establishnment (I CE) [ RFC8445] are conmonly used by
peer-to-peer applications in order to allow i ncom ng connections
with Pv4 NAT. In the case of NAT64, they work as well.

b. The Port Control Protocol (PCP) [RFC6887] allows a host to
control how incomng |Pv4 and | Pv6 packets are translated and
forwarded. A NAT64 nay inplenent PCP to allow this service

c. EAM[RFC7757] may al so be used in order to configure explicit
mappi ngs for custonmers that require them This is used, for
exanple, by Stateless IP/ICVMP Translation for |1 Pv6 Data Center
Environnents (SI1T-DC) [ RFC7755] and SI I T-DC Dual Transl ation
Mbde (SIIT-DC-DTM [ RFC7756] .

5. Summary of Depl oyment Reconmmendations for NAT64/ 464XLAT

It has been denonstrated that NAT64/464XLAT is a valid choice in
several scenarios (IPv6-1Pv4 and | Pv4-1Pv6-1Pv4), being the

predom nant nechanismin the magjority of the cellular networks, which
account for hundreds of nillions of users [I1SOC]. NAT64/464XLAT
offer different choices of deploynent, depending on each network
case, needs, and requirenents. Despite that, this docunment is not an
explicit recomendation for using this choice versus other |Pv4aaS
transition nechanisns. Instead, this docunent is a guide that
facilitates evaluating a possible inplenentation of NAT64/464XLAT and
key decision points about specific design considerations for its

depl oynent .

Dependi ng on the specific requirenments of each depl oynent case, DNS64
may be a required function, while in other cases, the adverse effects
may be counterproductive. Simlarly, in some cases, a NAT64
function, together with a DNS64 function, may be a valid solution
when there is a certainty that |Pv4-only hosts or applications do not



need to be supported (see Sections 4.6 and 4.7). However, in other
cases (i.e., IPv4-only devices or applications that need to be
supported), the limtations of NAT64/DNS64 nay indicate that the
operator needs to look into 464XLAT as a nore conplete solution

For broadband-managed networks (where the CE is provided or
suggest ed/ supported by the operator), in order to fully support the

actual user’s needs (i.e., IPv4-only devices and applications and the
usage of IPv4 literals and non-1Pv6-conpliant APIS), the 464XLAT
scenario should be considered. |In that case, it nust support a CLAT
functi on.

If the operator provides DNS services, they may support a DNS64
function to avoid, as much as possible, breaking DNSSEC. This wll
al so increase performance, by reducing the double translation for al
the IPv4 traffic. |In this case, if the DNS service is offering
DNSSEC val idation, then it must be in such a way that it is aware of
the DNS64. This is considered the sinpler and safer approach, and it
may be conbined with other recomrendati ons described in this
docunent :

* DNS infrastructure MJUST be aware of DNS64 (Section 4.1.2).

* Devices running CLAT SHOULD follow the indications in "Stub
Validator"” (see Section 4.1.3). However, this may be out of the
control of the operator.

* CEs SHOULD include a DNS proxy and validator (Section 4.1.4).

* "ACL of Cients" (see Section 4.1.5) and "Mapping Out |Pv4
Addr esses" (see Section 4.1.6) MAY be considered by operators,
depending on their own infrastructure.

This "increased perfornance" approach has the di sadvant age of
potentially breaking DNSSEC for a snall percentage of validating end
hosts versus the small inpact of a double translation taking place in
the CE. If CE performance is not an issue, which is the nost
frequent case, then a nmuch safer approach is to not use DNS64 at all,
and consequently, ensure that all the IPv4 traffic is translated at
the CLAT (Section 4.3).

If DNS64 is not used, at | east one of the alternatives described in
Section 4.1.1 nust be followed in order to | earn the NAT64 prefix.

The operator needs to consider that if the DNS configuration is

nodi fied (see Sections 4.4, 4.4.2, and 4.4.3), which nost likely
cannot be avoi ded, a foreign non-DNS64 coul d be used instead of
configuring a DNS64. In a scenario with only a NAT64 function, an

I Pv4d-only renmote host will no |onger be accessible. Instead, it wll
continue to work in the case of 464XLAT.

Sinmilar considerations need to be nmade regardi ng the usage of a NAT64
WKP vs. NSP (Section 4.5), as they nmust match the configuration of
DNS64. When using foreign DNS, they may not match. |If there is a
CLAT and the configured foreign DNS is not a DNS64, the network will
keep working only if other nmeans of |earning the NAT64 prefix are
avai | abl e.

For broadband networks, as described in Section 4.8, the CEs
supporting a CLAT functi on SHOULD support DHCPv6-PD [ RFC8415] or
alternative neans for configuring a shorter prefix. The CE SHOULD
internally reserve one /64 for the statel ess NAT46 translation. The
operator nust ensure that the custoners are allocated prefixes
shorter than /64 in order to support this optinization. One way or
another, this is not inpacting the performance of the operator

net wor k.



Qperators may follow "Depl oynent Considerations"” (Section 7 of
[ RFC6877]) for suggestions on how to take advantage of traffic-
engi neering requirenents.

For cellular networks, the considerations regardi ng DNSSEC may appear
to be out of scope because UEs’ Operating Systens comonly don’t
support DNSSEC. However, applications running on themmy, or it may
be an Operating System"built-in" support in the future. Moreover,

if those devices offer tethering, other client devices behind the UE
may be doing the validation; hence, proper DNSSEC support by the
operator network is rel evant.

Furthernore, cellular networks supporting 464XLAT [ RFC6877] and

"Di scovery of the IPv6 Prefix Used for | Pv6 Address Synthesis"

[ RFC7050] allow a progressive | Pv6 depl oyment, with a single Access
Poi nt Nane (APN) supporting all types of PDP context (IPv4, 1Pv6, and
| Pv4v6). This approach allows the network to automatically serve
every possi bl e conbi nati on of UEs.

If the operator chooses to provide validation for the DNS64 prefix
di scovery, it nust follow the advice from"Validation of Discovered
Pref64::/n" (see Section 3.1 of [RFC7050]).

One | ast consideration is that many networks may have a m x of
different conplex scenarios at the sane tinme; for exanple, custoners
that require 464XLAT and those that don’t, custonmers that require
DNS64 and those that don't, etc. 1In general, the different issues
and the approaches described in this document can be inplenented at
the sane tine for different customers or parts of the network. That
m x of approaches doesn’t present any problemor inconpatibility;
they work well together as a nmatter of appropriate and differentiated
provisioning. In fact, the NAT64/464XLAT approach facilitates an
operator offering both cellular and broadband services to have a
single I Pvd4aaS for both networks while differentiating the depl oynent
key decisions to optim ze each case. It’s even possible to use
hybrid CEs that have a main broadband access |ink and a backup via
the cel lul ar network

In an ideal world, we could safely use DNS64 if the approach proposed
i n [ DNS- DNSSEC] were foll owed, avoiding the cases where DNSSEC nay be
broken. However, this will not solve the issues related to DNS
privacy and split DNS

The only 100% safe solution that also resolves all the issues is, in
addition to having a CLAT function, not using a DNS64 but instead
maki ng sure that the hosts have a built-in address synthesis feature.
Operators coul d manage to provide CEs with the CLAT functi on;

however, the built-in address synthesis feature is out of their
control. If the synthesis is provided by either the Operating System
(via its DNS resolver APlI) or the application (via its own DNS
resolver) in such way that the prefix used for the NAT64 function is
reachabl e for the host, the probl em goes away.

VWhenever feasible, using EAM [ RFC/757] as indicated in Section 4.9
provides a very relevant optim zation, avoiding double translations.

Applications that require incom ng connections typically provide a
means for that already. However, PCP and EAM as indicated in
Section 4.10, are valid alternatives, even for creating explicit
mappi ngs for customers that require them

Depl oynment of 464XLAT/ NAT64 in Enterprise Networks

The recomendations in this docunent can also be used in enterprise
net wor ks, canpuses, and other simlar scenarios (including nanaged



end- user networks).

Thi s includes scenari os where the NAT64 function (and DNS64 function,
if available) are under the control of that network (or can be
configured manual ly according to that network’s specific
requirenents), and there is a need to provide |IPv6-only access to any
part of that network, or it is IPv6 only connected to third-party

net wor ks.

An example is the | ETF nmeeting network itself, where both NAT64 and
DNS64 functions are provided, presenting in this case the sane issues
as per Section 3.1.1. If there is a CLAT function in the |ETF
network, then there is no need to use DNS64, and it falls under the
consi derations of Section 3.1.3. Both scenarios have been tested and
verified already in the | ETF network.

The following figures represent a few of the possible scenarios.
Figure 13 provides an exanple of an IPv6-only enterprise network

connected with a dual stack to the Internet using |local NAT64 and
DNS64 functi ons.

Y +
| Ent er pri se Networ k |
| +---------- + S + | S +
| | | Pv6- | | NAT64 | | | | Pv4d |
| | only  4-------- + + | A------- ¥ + |
| | LANs | | DNS64 | | | | Pv6 |
| +-----a--- + - + | - +
o e e e i mee—aa oo +

Figure 13: 1 Pv6-Only Enterprise with NAT64 and DNS64

Fi gure 14 provides an exanple of a DS enterprise network connected
with DS to the Internet using a CLAT function, wi thout a DNS64
function.

S +
| Ent erpri se Networ k |
| +-----e--- + - + | - +
| | IPv6 | I || | IPv4 |
| | + B + NAT64 | B S, + + |
| | QAT | I (! | IPv6 |
I R + TS + | TS +
s +

Figure 14: DS Enterprise with CLAT, DS Internet, w thout DNS64

Finally, Figure 15 provides an exanple of an IPv6-only provider with
a NAT64 function, and a DS enterprise network by neans of their own
CLAT function, wi thout a DNS64 function

e +

| Ent er pri se Networ k |

| +---------- + S + | S +
| | IPv6 | I | | 1Pv6 | I
| | + R + CLAT | +-------- + NAT64

| | IPv4 | I | | only | I
| +-----a--- + - + | - +
oo +

Figure 15: DS Enterprise with CLAT and | Pv6-Only Access, without
DNS64

Security Considerations
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As al ready

described in Section 4.4, note that there may be

undesirabl e interactions, especially if using VPNs or DNS privacy,
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Note that t
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nmpact the correct performance of DNS64/ NAT64.
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Appendi x A.  Exanpl e of Broadband Depl oynment with 464XLAT

This section summari zes how an operator nmay deploy an | Pv6-only
network for residential/SOHO custoners, supporting |Pv6 inbound
connections, and |Pv4-as-a-Service (|IPvd4aaS) by using 464XLAT.

Note that an equival ent setup could al so be provided for enterprise
custonmers. |If they need to support |Pv4 inbound connections, several
mechani sns, dependi ng on specific customer needs, allowit; see

[ RFC7757] .

Conceptual Iy, nost of the operator network could be IPv6 only
(represented in the next figures as "IPv6-only flow'), or even if
part of the network is actually dual stack, only IPv6 access is
avai l abl e for sonme custoners (i.e., residential custoners). This
part of the network connects the | Pv6-only subscribers (by neans of
| Pv6-only access links) to the | Pv6 upstream providers and to the

| Pv4-Internet by nmeans of NAT64 (PLAT in the 464XLAT term nol ogy).

The traffic flow fromand back to the CE to services available in the
IPv6 Internet (or even dual -stack renote services, when IPv6 is being
used) is purely native IPv6 traffic, so there are no speci al

consi derations about it.

From the DNS perspective, there are renote networks with I Pv4 only
that will typically have only 1 Pv4 DNS (DNS/1Pv4) or will at |east be
seen as |Pv4 DNS fromthe CE perspective. On the operator side, the
DNS, as seen fromthe CE, is only IPv6 (DNS/IPv6), and it also has a
DNS64 functi on.

On the custoner LANs side, there is actually one network, which of



course could be split into different segnents. The nost common setup
wi || be dual -stack segnments, using global |Pv6 addresses and

[ RFC1918] for IPv4, in any regular residential / Small Ofice, Hone
Ofice (SOHO |Pv4 network. |In the figure below, it is represented
as tree segnents to show that the three possible setups are valid
(IPv6 only, IPv4 only, and dual stack).

L . oo - + L . L .
! 1Pv6- \ | | / \ / \

( only )--+ Res./ | [ 1Pv6e- \ L . [ 1Pv4- \
\' LANs / | SOHO +--( only )--( NAT64 )--( only )
SRR ' | | \' flow / SRR ' \' flow /
————— | 1Pv6 | \ / \ /

[ 1Pv4- \ | CE | IR I
( only )--+ with | | |
\' LANs / | CLAT | R R
fe---- ' | | | DNS/ | Pv6| | DNS/ | Pv4|
----- R s | with | R
[ Dual - \ | | DNS64 |
( Stack )------ | AR +
\' LANs /

Figure 16: CE Setup with Built-In CLAT, wth DNS64

In addition to the regular CE setup, which typically will be access-
technol ogy dependent, the steps for the CLAT function configuration
can be sunmarized as foll ows:

1. Discovery of the PLAT (NAT64) prefix: It may be done using
[ RFC7050], [RFC7225] in those networks where PCP is supported, or
other alternatives that may be available in the future, such as
Rout er Advertising [ PREF64] or DHCPv6 options [ DHCPv6- OPTI ONS] .

2. If the CLAT function allows statel ess NAT46 translation, a /64
fromthe pool typically provided to the CE by nmeans of DHCPv6-PD
[ RFC8415] needs to be set aside for that translation. O herw se,
the CLAT is forced to performan internedi ate stateful NAT44
before the statel ess NAT46, as described in Section 4.8.

A nore detail ed configuration approach is described in [ RFC8585].

The operator network needs to ensure that the correct responses are
provided for the discovery of the PLAT prefix. It is highly
recomended that [RIPE-690] be followed in order to ensure that
multiple /64s are available, including the one needed for the NAT46
statel ess transl ation.

The operator needs to understand other issues, as described

t hroughout this docunent, in order to nake rel evant decisions. For
exanple, if several NAT64 functions are needed in the context of
scalability / high availability, an NSP shoul d be considered (see
Section 4.5).

More conpl ex scenarios are possible, for exanple, if a network offers
mul ti pl e NAT64 prefixes, destination-based NAT64 prefixes, etc.

If the operator decides not to provide a DNS64 function, then this
setup will be the same as the following figure. This will also be
the setup that will be seen fromthe perspective of the CE, if a
foreign DNS is used and consequently is not the operator-provided
DNS64 functi on

/ 1Pv6- \ | N "\ I \
( only )--+ Res./ | [ 1Pv6e- \ L . [ 1Pv4- \



\ LANs / | SOHO +--( only )--( NAT64 )--( only )
fee--- ' | | \' flow / fee--- ' \' flow /
————— | 1Pv6 | \ / \ /

/ 1Pv4- \ | CE | e G

( only )--+with | | |

\ LANs / | CLAT | e e & e e &
fee--- ' | | | DNS/ | Pv6| | DNS/ | Pv4|
----- +o- - - - -+ e e

/ Dual - \ |

( Stack )------ |

\ LANs /

Figure 17: CE Setup with Built-In CLAT, w thout DNS64

In this case, the discovery of the PLAT prefix needs to be arranged
as indicated in Section 4.1. 1.

In addition, if the CE doesn’t have a built-in CLAT function, the
custoner can choose to set up the | Pv6 operator-nmanaged CE in bridge
nmode (and optionally use an external router). O, for exanple, if
there is an access technol ogy that requires sone kind of nedia
converter (Optical Network Ternmination (ONT) for fiber to the hone
(FTTH), Cable Mbdem for Data-Over-Cable Service Interface
Specification (DOCSIS), etc.), the conplete setup will 1ook Iike
Figure 18. (Qbviously, there will be sone internediate configuration
steps for the bridge, depending on the specific access technol ogy/
protocol s, which should not nodify the steps al ready described in the
previous cases for the CLAT function configuration.

S + L ----- e e s
| | / \ / \
| Res./ | /I 1Pv6- \ R . /I 1Pv4- \
| SOHO +--( only )--( NAT64 )--( only )
| | \' flow / fe---- ' \' flow /
| 1Pv6 | \ / \ /
| CE | RN IR
| Bridge| | |
| | R R
| | | DNS/ | Pv6| | DNS/ | Pv4|
+o- - - - -+ E - + E - +
I . +---L---+
/1 Pv6- \ | |
( only )--+1Pv6 |
\ LANs / | Router|
e C |
----- | with |
/1 Pv4- \ | CLAT |
( only )--+ |
\ LANs / | |
..... e
/ Dual - \ |
( Stack )------ |
\ LANs /
Figure 18: CE Setup with Bridged CLAT, without DNS64
Several routers (i.e., the operator-provided CE and the downstream

user-provi ded router) that enabl e sinultaneous routing and/ or CLAT
shoul d be avoided to ensure that nultiple NAT44 and NAT46 | evels are
not used and that the operation of multiple IPv6 subnets is correct.
In those cases, the use of the Honme Networking Control Protocol
(HNCP) [ RFC8375] is suggested.



Note that the procedure described here for the CE setup can be
simplified if the CE foll ows [ RFC8585].

Appendi x B. CLAT | npl erentati on

In addition to the regular set of features for a CE, a CLAT CE
i npl ementation requires support for

* [RFC7915] for the NAT46 function
* [ RFC7050] for the PLAT prefix discovery.
* [RFC7225] for the PLAT prefix discovery if PCP is supported.

* [PREF64] for the PLAT prefix discovery by means of Router
Adverti sing.

* [ DHCPv6- OPTI ONS] for the PLAT prefix discovery by neans of DHCP

* |f stateless NAT46 is supported, a nechanismto ensure that
multiple /64 are avail able, such as DHCPv6- PD [ RFC8415], nust be
used.

There are several Open Source inplenentations of CLAT, such as:

* Android: https://github. com ddr own/ andr oi d_ext ernal _andr oi d-cl at

* Jool: https://ww.jool.nx

* Linux: https://github.conitoreanderson/clatd

*  OpenWRT: https://git.openwt. org/ ?p=openwrt%RFopenwt. git&a=search
&h=r ef sU2Ft ags¥2Fv19. 07. 0-r c1l&st =conmi t &s=464xI at

* VPP: https://git.fd.io/vpp/tree/src/plugins/nat
Appendi x C. Benchmarki ng

A benchmar ki ng nmet hodol ogy for I Pv6 transition technol ogi es has been
defined in [ RFC8219]. NAT64 and 464XLAT are addressed anong the
singl e- and doubl e-transl ati on technol ogi es, respectively. DNS64 is
addressed in Section 9, and the nmethodol ogy is elaborated in

[ DNS64- BM Met h] of that docunent.

Several documents provide references to benchmarking results, for
exanmpl e, for DNS64 [ DNS64-Benchni.
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