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I ntroduction

Many applications need to transport a continuous stream of packetized
data froma source (sender) to one or nore destinations (receivers)
over networks that do not provide guaranteed packet delivery. In
particul ar, packets may be lost, which is strictly the focus of this
docunent: we assune that transnmitted packets are either lost (e.g.,
because of a congested router, a poor signal-to-noise ratioin a
wirel ess network, or because the nunber of bit errors exceeds the
correction capabilities of the physical-layer error-correcting code)
or were received by the transport protocol w thout any corruption
(i.e., the bit errors, if any, have been fixed by the physical-I|ayer
error-correcting code and therefore are hidden to the upper |ayers).

For these use cases, Forward Error Correction (FEC) applied wthin
the transport or application layer is an efficient technique to

i mprove packet transm ssion robustness in the presence of packet

| osses (or "erasures") w thout going through packet retransm ssions
that create a delay often inconpatible with real-tinme constraints.
The FEC Buil di ng Bl ock defined in [ RFC5052] provides a franmework for
the definition of Content Delivery Protocols (CDPs) that nmake use of
separately defined FEC schenes. Any CDP defined according to the
requirenents of the FEC Buil ding Bl ock can then easily be used with
any FEC scheme that is al so defined according to the requirenents of
the FEC Buil di ng Bl ock.

Then, FECFRAME [ RFC6363] provides a framework to define Content
Delivery Protocols (CDPs) that provide FEC protection for arbitrary
packet flows over an unreliable datagram service transport, such as
UDP. It is primarily intended for real-time or streanmng nedia
applications that are using broadcast, multicast, or on-denand
delivery. A subset of FECFRAME is currently part of the 3GPP Evol ved
Mul ti medi a Broadcast/Milticast Service (eMBMS) standard [ MBMSTS].

However, [RFC6363] only considers bl ock FEC schemes defined in
accordance with the FEC Buil di ng Bl ock [ RFC5052] (e.g., [RFC6681],

[ RFC6816], or [RFC6865]). These codes require the input flows) to
be segnmented into a sequence of blocks. Then, FEC encoding (at a
sender or an encodi ng mi ddl ebox) and decoding (at a receiver or a
decodi ng m ddl ebox) are both perforned on a per-block basis. For
instance, if the current bl ock enconpasses the 100’s to 119's source
synbols (i.e., a block of size 20 synbols) of an input flow, encoding
(and decoding) will be perfornmed on this block i ndependently of other
bl ocks. This approach has major inpacts on FEC encodi ng and decodi ng
del ays. The data packets of continuous nedia flowms) may be passed
to the transport |ayer inmediately, without delay. But the bl ock
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creation tinme, which depends on the nunber of source synmbols in this
bl ock, inpacts both the FEC encoding del ay (since encoding requires
that all source synbols be known) and, nechanically, the packet |oss
recovery delay at a receiver (since no repair synmbol for the current
bl ock can be generated and therefore received before that time).
Therefore, a good value for the block size is necessarily a bal ance
bet ween the maxi mum FEC decodi ng | atency at the receivers (which nust
be inline with the nbst stringent real-tine requirenment of the
protected flows), hence an incentive to reduce the block size) and
the desired robustness against |long |loss bursts (which increases with
the bl ock size, hence an incentive to increase this size).

Thi s docunent updates [ RFC6363] in order to al so support FEC codes
based on a sliding encoding wi ndow (a.k.a., convol utional codes)

[ RFC8406]. This encodi ng wi ndow, either fixed or variable size,
slides over the set of source synbols. FEC encoding is |aunched
whenever needed fromthe set of source synbols present in the sliding
encodi ng wi ndow at that time. This approach significantly reduces
FEC-rel ated | atency, since repair synbols can be generated and passed
to the transport layer on the fly at any time and can be regularly
received by receivers to quickly recover packet |osses. Using
sliding window FEC codes is therefore highly beneficial to real-tine
flows, one of the primary targets of FECFRAME. [RFC8681] provides an
exanpl e of such a FEC schenme for FECFRAME, which is built upon the
simpl e sliding wi ndow Random Li near Code (RLC).

Thi s docunent is fully backward conpatible with [ RFC6363]. [ ndeed:
* This FECFRAME update does not prevent or conprom se in any way the
support of block FEC codes. Both types of codes can nicely

coexist, just like different block FEC schenes can coexi st.

* Each sliding wi ndow FEC schene is associated with a specific FEC
Encoding I D subject to | ANA registration, just |ike bl ock FEC

schenes.
* Any receiver -- for instance, a |egacy receiver that only supports
bl ock FEC schenes -- can easily identify the FEC schene used in a

FECFRAME session. |ndeed, the FEC Encoding ID that identifies the
FEC schene is carried in FEC Franmework Configuration |Information
(see Section 5.5 of [RFC6363]). For instance, when the Session
Description Protocol (SDP) is used to carry the FEC Franework
Configuration Information, the FEC Encoding I D can be conmmuni cated
in the "encoding-id=" parameter of a "fec-repair-flow' attribute

[ RFC6364]. This nmechanismis the basic approach for a FECFRAME
receiver to determ ne whether or not it supports the FEC schene
used in a given FECFRAME session

Thi s docunent | everages on [ RFC6363] and reuses its structure. It
proposes new sections specific to sliding window FEC codes whenever
required. The only exception is Section 3, which provides a quick
summary of FECFRAME in order to facilitate the understanding of this
docunment to readers not famliar with the concepts and term nol ogy.

Ter mi nol ogy
1. Definitions and Abbreviations

The following list of definitions and abbreviations is copied from
[ RFC6363], adding only the Bl ock FEC Code, Sliding Wndow FEC Code,
and Encodi ng/ Decodi ng W ndow definitions (tagged with "ADDED'):

Application Data Unit (ADU)
The unit of source data provided as a payload to the transport
|l ayer. For instance, it can be a payload containing the result of
the RTP packetization of a conpressed video frane.



ADU Fl ow:
A sequence of ADUs associated with a transport-layer flow
identifier (such as the standard 5-tuple {source |P address,
source port, destination |IP address, destination port, transport
protocol }).

AL- FEC:
Application-Layer Forward Error Correction.

Application Protocol:
Control protocol used to establish and control the source flow
being protected, e.g., the Real -Time Stream ng Protocol (RTSP).

Content Delivery Protocol (CDP):
A conpl ete application protocol specification that, through the
use of the framework defined in this docunent, is able to make use
of FEC schenes to provide FEC capabilities.

FEC Code:
An al gorithm for encoding data such that the encoded data flowis
resilient to data loss. Note that, in general, FEC codes may al so
be used to make a data flowresilient to corruption, but that is
not considered in this docunent.

Bl ock FEC Code: (ADDED)
A FEC code that operates on blocks, i.e., for which the input flow
MUST be segnmented into a sequence of blocks, with FEC encodi ng and
decodi ng bei ng performed i ndependently on a per-bl ock basis.

Slidi ng Wndow FEC Code: ( ADDED)
A FEC code that can generate repair synbols on the fly, at any
time, fromthe set of source synbols present in the sliding
encodi ng wi ndow at that tine. These codes are also known as
convol uti onal codes.

FEC Fr amewor k:
A protocol framework for the definition of Content Delivery
Protocol s using FEC, such as the franmework defined in this
docunent .

FEC Framewor k Configuration Information:
Information that controls the operation of the FEC Framewor k.

FEC Payl oad | Dt
Information that identifies the contents and provi des positional
informati on of a packet with respect to the FEC schene.

FEC Repair Packet:
At a sender (respectively, at a receiver), a payload submtted to
(respectively, received from the transport protocol containing
one or nore repair synbols along with a Repair FEC Payl oad I D and
possi bly an RTP header.

FEC Schene:
A specification that defines the additional protocol aspects
required to use a particular FEC code with the FEC Franewor k.

FEC Source Packet:
At a sender (respectively, at a receiver), a payload submitted to
(respectively, received from the transport protocol containing an
ADU al ong with an optional Explicit Source FEC Payl oad ID.

Repair Fl ow
The packet flow carrying FEC dat a.



Repair FEC Payl oad |D:
A FEC Payl oad I D specifically for use with repair packets.

Source Fl ow
The packet flow to which FEC protection is to be applied. A
source flow consists of ADUs.

Sour ce FEC Payl oad | Dt
A FEC Payl oad 1D specifically for use with source packets.

Sour ce Protocol :
A protocol used for the source flow being protected, e.g., RTP.

Transport Protocol:
The protocol used for the transport of the source and repair
flows. This protocol needs to provide an unreliable datagram
service, as UDP does ([ RFC6363], Section 7).

Encodi ng W ndow. ( ADDED)
Set of source synbols avail abl e at the sender/coding node that are
used (with a Sliding Wndow FEC code) to generate a repair synbol.

Decodi ng W ndow. ( ADDED)
Set of received or decoded source and repair symbols avail abl e at
a receiver that are used (wth a Sliding Wndow FEC code) to
decode | ost source synbol s.

Code Rate:
The rati o between the nunber of source synmbols and the number of
encodi ng synbols. By definition, the code rate is such that 0 <
code rate <= 1. A code rate close to 1 indicates that a small
nunber of repair synbols have been produced during the encoding
process.

Encodi ng Synbol :
Unit of data generated by the encoding process. Wth systematic
codes, source synbols are part of the encoding synbols.

Packet Erasure Channel
A conmmuni cati on path where packets are either lost (e.g., in our
case, by a congested router, or because the nunber of transnission
errors exceeds the correction capabilities of the physical-Iayer
code) or received. Wen a packet is received, it is assumed that
this packet is not corrupted (i.e., in our case, the bit errors,
if any, are fixed by the physical-layer code and are therefore
hi dden to the upper |ayers).

Repair Synbol :
Encodi ng synmbol that is not a source synbol.

Sour ce Bl ock:
Group of ADUs that are to be FEC protected as a single bl ock.
This notion is restricted to Bl ock FEC codes.

Sour ce Synbol :
Unit of data used during the encodi ng process.

Systemati ¢ Code:
FEC code in which the source synbols are part of the encoding
symnbol s.

.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in



BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Sunmary of Architecture Overview

The architecture of Section 3 of [RFC6363] equally applies to this
FECFRAME extension and is not repeated here. However, this section
includes a quick sutmary to facilitate the understanding of this
docunent to readers not famliar with the concepts and term nol ogy.

| FEC Fr amewor k | |

I

| (2) Construct source |(3) Source Bl ock |
| bl ocks | | (4) FEC Encodi ng
| (6) Construct FEC |
| Source and Repair | |
| Packet s | (5) Explicit Source FEC |
R + Payl oad | Ds R +

Repai r FEC Payl oad | Ds

Repair synbol s

I
|
| (7) FEC Source and Repair Packets
v

Figure 1: FECFRAME Architecture at a Sender

The FECFRAME architecture is illustrated in Figure 1 for a block FEC
schene fromthe sender’s point of view It shows an application
generating an ADU fl ow (other flows from other applications may
coexist). These ADUs of variable size nmust be sonmehow mapped to
source synbols of a fixed size (this fixed size is a requirenment of
all FEC schenmes, which comes fromthe way mathemati cal operations are
applied to the synbols’ content). This is the goal of an ADU-to-
synbol s mappi ng process that is FEC schene specific (see bel ow).

Once the source block is built, taking into account both the FEC
schene constraints (e.g., in terns of maxi mum source bl ock size) and
the application’s flow constraints (e.g., in terns of real-tine
constraints), the associated source synbols are handed to the FEC
schene in order to produce an appropriate nunber of repair synbols.
FEC Source Packets (containing ADUs) and FEC Repair Packets
(containing one or nore repair synbols each) are then generated and
sent using an appropriate transport protocol (nore precisely,

Section 7 of [RFC6363] requires a transport protocol providing an

unrel i abl e dat agram service, such as UDP). 1In practice, FEC Source
Packets nay be passed to the transport |ayer as soon as avail abl e
wi thout having to wait for FEC encoding to take place. In that case,

a copy of the associated source synbols needs to be kept within
FECFRAME for future FEC encodi ng purposes.

At a receiver (not shown), FECFRAME processing operates in a simlar
way, taking as input the incom ng FEC Source and Repair Packets
received. |n case of FEC Source Packet |osses, the FEC decodi ng of
the associated bl ock may recover all (in case of successful decoding)
or a subset that is potentially enmpty (if decoding fails) of the

m ssing source synbols. After source-synbol -to- ADU mappi hg, when



| ost ADUs are recovered, they are then assigned to their respective
flow (see below). ADUs are returned to the application(s), either in
their initial transnission order (in which case all ADUs received
after a lost ADU will be del ayed until FEC decoding has taken pl ace)
or not (in which case each ADU is returned as soon as it is received
or recovered), depending on the application requirenents.

FECFRAME features two subtle mechani sns whose details are FEC schene
dependent :

* ADUs-to-source-synbol s mapping: in order to manage variable size
ADUs, FECFRAME and FEC schenes can use small, fixed-size synbols
and create a mappi ng between ADUs and synbols. The mapping
details are FEC schenme dependent and nust be defined in the
associ ated docunment. For instance, with certain FEC schenes, to
each ADU, this mechani smprepends a length field (plus a flow
identifier; see below) and pads the result to a multiple of the
synmbol size. A small ADU nmay be mapped to a single source synbol
while a | arge one may be mapped to nultiple synbols.

* Assignnent of decoded ADUs to flows in nmulti-flow configurations:
when nultiple flows are multiplexed over the same FECFRAME
instance, a problemis to assign a decoded ADU to the right flow
(UDP port nunbers and | P addresses traditionally used to nap
incomng ADUs to flows are not recovered during FEC decodi ng).
The mapping details are FEC schene dependent and nust be defined
in the associated docunent. For instance, with certain FEC
schenes, to nmake it possible, at the FECFRAMVE sendi ng i nstance,
each ADU is prepended with a flow identifier (1 byte) during the
ADU-t 0- sour ce- synbol s mappi ng (see above). The flow identifiers
are al so shared between all FECFRAME instances as part of the FEC
Framewor k Configuration Information. The ADU Infornmation (ADU ),
whi ch includes the flowidentifier, length, application payl oad,
and padding, is then FEC protected. Therefore, a decoded ADU
contai ns enough information to assign the ADU to the right flow
Note that a FEC schenme may al so be restricted to the particul ar
case of a single flow over a FECFRAME instance; that would make
t he above mechani sm poi ntl ess.

A few aspects are not covered by FECFRAME, nanely:

* Section 8 of [ RFC6363] does not detail any congestion contro
mechani sms and only provides high-level normative requirenents.

* The possibility of having feedback fromreceiver(s) is considered
out of scope, although such a nechani sm nmay exist within the
application (e.g., through RTP Control Protocol (RTCP) messages).

* Flow adaptation at a FECFRAME sender (e.g., how to set the FEC
code rate based on transm ssion conditions) is not detailed, but
it needs to conply with the congestion control nornmative
requi renents (see above).

4, Procedural Overvi ew
4.1. Cenera

The general considerations of Section 4.1 of [RFC6363] that are
specific to block FEC codes are not repeated here.

Wth a Sliding Wndow FEC code, the FEC Source Packet MJST contain
information to identify the position occupied by the ADU within the
source flowin terns specific to the FEC schene. This information is
known as the Source FEC Payload | D, and the FEC schenme is responsible
for defining and interpreting it.



Wth a Sliding Wndow FEC code, the FEC Repair Packets MJST contain
information that identifies the relationship between the contained
repair payl oads and the original source synbols used during encoding.
This information is known as the Repair FEC Payload |ID, and the FEC
schenme is responsible for defining and interpreting it.

The sender operation ([ RFC6363], Section 4.2) and receiver operation
([ RFC6363], Section 4.3) are both specific to bl ock FEC codes and are
therefore onitted below. The following two sections detail simlar
operations for Sliding Wndow FEC codes

4.2. Sender Operation with Sliding Wndow FEC Codes

Wth a Sliding Wndow FEC schenme, the follow ng operations,
illustrated in Figure 2 for the generic case (non-RTP repair flows)
and in Figure 3 for the case of RTP repair flows, describe a possible
way to generate conpliant source and repair flows:

1. A new ADU is provided by the application
2. The FEC Franework conmuni cates this ADU to the FEC schene.

3. The sliding encodi ng window i s updated by the FEC schenme. The
ADU-t 0- sour ce- synbol mapping as well as the encodi ng wi ndow
managenent details are both the responsibility of the FEC schene
and MUST be detailed there. Appendix A provides non-nornmative
hi nts about what FEC schene designers need to consider

4. The Source FEC Payload ID information of the source packet is
determ ned by the FEC schenme. |If required by the FEC schene,
the Source FEC Payload IDis encoded into the Explicit Source
FEC Payload ID field and returned to the FEC FranmeworKk.

5. The FEC Franework constructs the FEC Source Packet according to
Figure 6 in [RFC6363], using the Explicit Source FEC Payl oad |ID
provi ded by the FEC schene if applicable.

6. The FEC Source Packet is sent using normal transport-|ayer
procedures. This packet is sent using the sane ADU fl ow
identification information as woul d have been used for the
ori ginal source packet if the FEC Franework were not present
(e.g., the source and destination addresses and UDP port nunbers
on the I P datagram carrying the source packet will be the sane
whet her or not the FEC Franework is applied).

7. When the FEC Franmework needs to send one or several FEC Repair
Packets (e.g., according to the target code rate), it asks the
FEC schene to create one or several repair packet payl oads from
the current sliding encoding wi ndow along with their Repair FEC
Payl oad | D.

8. The Repair FEC Payl oad | Ds and repair packet payl oads are
provi ded back by the FEC schenme to the FEC Franework

9. The FEC Franmewor k constructs FEC Repair Packets according to
Figure 7 in [ RFC6363], using the FEC Payl oad I Ds and repair
packet payl oads provided by the FEC schene.

10. The FEC Repair Packets are sent using normal transport-|ayer
procedures. The port(s) and multicast group(s) to be used for
FEC Repair Packets are defined in the FEC Framework
Configuration Information.
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Figure 3: Sender Operation with Sliding Wndow FEC Codes and RTP
Repair Fl ows

4.3. Receiver Operation with Sliding Wndow FEC Codes

Wth a Sliding Wndow FEC scheme, the followi ng operations are
illustrated in Figure 4 for the generic case (non-RTP repair flows)
and in Figure 5 for the case of RTP repair flows. The only
differences with respect to block FEC codes lie in steps (4) and (5).
Therefore, this section does not repeat the other steps of

Section 4.3 of [RFC6363] ("Receiver Operation"). The new steps (4)
and (5) are:



4. The FEC schene uses the received FEC Payl oad | Ds (and derived FEC
Sour ce Payl oad | Ds when the Explicit Source FEC Payload ID field
is not used) to insert source and repair packets into the
decoding wi ndow in the right way. |If at |east one source packet
is missing and at | east one repair packet has been received, then
FEC decoding is attenpted to recover the m ssing source payl oads.
The FEC schenme determ nes whet her source packets have been | ost
and whet her enough repair packets have been received to decode
any or all of the missing source payl oads.

5. The FEC schene returns the received and decoded ADUs to the FEC
Framewor k, along with indications of any ADUs that were m ssing
and coul d not be decoded.
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Fi gure 5: Receiver Operation with Sliding Wndow FEC Codes and
RTP Repair Fl ows

5. Protocol Specification
5.1. Cenera

Thi s section discusses the protocol elenments for the FEC Framework
specific to Sliding Wndow FEC schenes. The gl obal formats of source
data packets (i.e., [RFC6363], Figure 6) and repair data packets
(i.e., [RFC6363], Figures 7 and 8) renmain the same with Sliding

W ndow FEC codes. They are not repeated here

5.2. FEC Framework Configuration |Information

The FEC Franework Configuration Information considerations of
Section 5.5 of [RFC6363] equally apply to this FECFRAME extension and
are not repeated here.

5.3. FEC Schenme Requirements

The FEC schenme requirenents of Section 5.6 of [RFC6363] nostly apply
to this FECFRAME extension and are not repeated here. An exception,
though, is the "full specification of the FEC code", item (4), which
is specific to block FEC codes. |In case of a Sliding Wndow FEC
schene, then the following item (4-bis) applies:

4- bi s.
A full specification of the Sliding Wndow FEC code

Thi s specification MIST precisely define the valid FEC Schemne-
Specific Information values, the valid FEC Payl oad I D val ues, and
the valid packet payl oad sizes (where "packet payload" refers to
the space within a packet dedicated to carrying encoding

synbol s).

Furthernore, given valid values of the FEC Schene- Specific
Information, a valid Repair FEC Payl oad |ID value, a valid packet
payl oad size, and a valid encoding wi ndow (i.e., a set of source
synbol s), the specification MJST uniquely define the val ues of
the encodi ng synbol (or synbols) to be included in the repair
packet payload with the given Repair FEC Payl oad | D val ue.

Additionally, the FEC schene associated with a Sliding Wndow FEC
code:

* MJST define the rel ationshi ps between ADUs and the associ at ed
sour ce synbol s (rmapping).

* MUIST define the managenment of the encodi ng wi ndow t hat slides over
the set of ADUs. Appendix A provides non-normative hints about
what FEC schene designers need to consider

*  MJST define the managenent of the decoding wi ndow. This usually
consi sts of managi ng a system of |inear equations (for a linear
FEC code).
6. Feedback

The di scussion in Section 6 of [RFC6363] equally applies to this
FECFRAME ext ension and is not repeated here.



7. Transport Protocols

The di scussion in Section 7 of [RFC6363] equally applies to this
FECFRAME ext ension and is not repeated here.

8. Congestion Contro

The di scussion in Section 8 of [RFC6363] equally applies to this
FECFRAME ext ension and is not repeated here.

9. Security Considerations

Thi s FECFRAME ext ensi on does not add any new security considerations.
Al'l the considerations of Section 9 of [ RFC6363] apply to this
docunent as well. However, for the sake of conpl eteness, the
followi ng goal can be added to the list provided in Section 9.1 of

[ RFC6363] ("Problem Statenment"):

* Attacks can try to corrupt source flows in order to nodify the
recei ver application’s behavior (as opposed to just denying
service).

10. Operations and Managenent Consi derati ons

Thi s FECFRAME ext ensi on does not add any new Operations and
Managenent Considerations. Al the considerations of Section 10 of
[ RFC6363] apply to this docunent as well.

11. | ANA Consi derations
Thi s docunent has no | ANA acti ons.

A FEC scheme for use with this FEC Framework is identified via its
FEC Encoding ID. It is subject to | ANA registration in the "FEC
Framewor k ( FECFRAME) FEC Encoding |1 Ds" registry. Al the rules of
Section 11 of [RFC6363] apply and are not repeated here.
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Appendi x A.  About Sliding Encodi ng Wndow Managenent (| nformational)

The FEC Franmewor k does not specify the managenent of the sliding
encodi ng wi ndow, which is the responsibility of the FEC schene. This
annex only provides a few informational hints.

Source synbols are added to the sliding encoding wi ndow each tinme a
new ADU i s available at the sender after the ADU to-source-synbol
mappi ng specific to the FEC schenme has been done.

Source synbols are renoved fromthe sliding encoding window. For
i nstance:

* After a certain delay, when an "ol d" ADU of a real-time flow tines
out. The source synbol retention delay in the sliding encoding
wi ndow shoul d therefore be initialized according to the real-tine
features of incomng flow(s) when applicabl e.

* Once the sliding encodi ng wi ndow has reached its maxi mum si ze
(there is usually an upper limt to the sliding encodi ng wi ndow
size). In that case, the ol dest synbol is renoved each tine a new
source synbol is added.

Several considerations can inpact the management of this sliding
encodi ng wi ndow:

* At the source flows level: real-tine constraints can limt the
total tinme during which source synbols can remain in the encoding
wi ndow.

* At the FEC code level: theoretical or practical limtations (e.g.,
because of computational conplexity) can limt the number of



source synbols in the encodi ng wi ndow.

* At the FEC schene level: signaling and wi ndow nanagenent are
intrinsically related. For instance, an encodi ng wi ndow conposed
of a nonsequential set of source synbols requires appropriate
signaling to informa receiver of the conposition of the encoding
wi ndow, and the associated transm ssion overhead can limt the
maxi mum encodi ng wi ndow size. On the contrary, an encodi ng wi ndow
al ways conposed of a sequential set of source synbols sinplifies
signaling: providing the identity of the first source synbol plus
its number is sufficient, which creates a fixed and relatively
smal | transm ssi on over head.
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