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Segnment Routing Prefix Segnment ldentifier Extensions for BGP
Abst r act

Segnent Routing (SR) | everages the source-routing paradigm A node
steers a packet through an ordered list of instructions called
"segnents". A segment can represent any instruction, topological or
service based. The ingress node prepends an SR header to a packet
containing a set of segment identifiers (SIDs). Each SID represents
a topol ogical or service-based instruction. Per-flow state is

mai ntai ned only on the ingress node of the SR domain. An "SR donai n"
is defined as a single adninistrative domain for global SID

assi gnnent .

Thi s docunent defines an optional, transitive BGP attribute for
announci ng i nformati on about BGP Prefix Segnent Identifiers (BGP
Prefix-SIDs) and the specification for SR-MPLS Sl Ds.
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(IETF). It represents the consensus of the |IETF comunity. It has
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Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc8669
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I ntroduction

The Segnment Routing (SR) architecture | everages the source-routing
paradigm A segment represents either a topological instruction,
such as "go to prefix P follow ng shortest path", or a service
instruction. Qher types of segnments may be defined in the future.

A segnent is identified through a Segnent Identifier (SID). An "SR
domain" is defined as a single administrative domain for global SID
assignnent. It may be conprised of a single Autononmous System (AS)
or multiple ASes under consolidated gl obal SID admnistration.
Typically, the ingress node of the SR donmain prepends an SR header
containing SIDs to an incom ng packet.

As described in [ RFC8402], when SR is applied to the MPLS data pl ane
([ RFC8660]), the SID consists of a |abel.

[ RFC8402] al so descri bes how Segment Routing can be applied to an

| Pv6 data plane (SRv6) using an | Pv6 routing header containing a
stack of SR SIDs encoded as | Pv6 addresses [IPv6-SRH]. The
applicability and support for Segnment Routing over |IPv6 is beyond the
scope of this docunent.

A BGP Prefix Segnent is a BGP prefix with a Prefix-SID attached. A
BGP Prefix-SIDis always a global SID ([ RFC8402]) within the SR
domain and identifies an instruction to forward the packet over the
Equal - Cost Multipath (ECMP) best path conputed by BGP to the related
prefix. The BGP Prefix-SIDis the identifier of the BGP Prefix
Segnment. In this docunment, we always refer to the BGP Prefix Segnent
by the BGP Prefix-SlD.

Thi s docunent describes the BGP extensions to signal the BGP Prefix-
SID. Specifically, this docunment defines a BGP attribute known as
the "BGP Prefix-SID attribute" and specifies the rules to originate,
receive, and handle error conditions for the attribute.

The BGP Prefix-SID attribute defined in this document can be attached
to prefixes from Miltiprotocol BGP | Pv4/1Pv6 Label ed Uni cast

([ RFC4A760] [RFCB277]). Usage of the BGP Prefix-SID attribute for
other Address Family ldentifier (AFl) / Subsequent Address Famly
Identifier (SAFl) conbinations is not defined herein but may be
specified in future specifications.

[ RFC8670] descri bes exanpl e use cases where the BGP Prefix-SIDis
used for the above AFI/SAFI conbi nati ons.

It should be noted that:



* A BGP Prefix-SIDwill be global across ASes when the
i nterconnected ASes are part of the sane SR donain.
Al ternatively, when interconnecting ASes, the ASBRs of each domnain
wi Il have to handl e the advertisenment of unique SIDs. The
mechani sms for such interconnection are outside the scope of the
prot ocol extensions defined in this docunent.

* A BGP Prefix-SID MAY be attached to a BGP prefix. This inplies
that each prefix is advertised individually, reducing the ability
to pack BGP advertisenents (when sharing comon attributes).

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

MPLS BGP Prefix-SID

The BGP Prefix-SIDis realized on the MPLS data plane ([ RFC8660]) in
the foll owi ng way:

The operator assigns a globally unique |label index, L I, to a
locally originated prefix of a BGP speaker N, which is advertised
to all other BGP speakers in the SR donmin.

According to [ RFC8402], each BGP speaker is configured with a

| abel bl ock called the Segment Routing d obal Block (SRGB). Wile
[ RFC8402] recomends using the same SRGB across all the nodes
within the SR domain, the SRGB of a node is a |ocal property and
could be different on different speakers. The drawbacks of the
use case where BGP speakers have different SRGBs are docunented in
[ RFC8402] and [ RFCB8670].

If traffic engineering within the SR domain is required, each node
may al so be required to advertise topol ogical information and Peer
SIDs for each of its links and peers. This information is
required to performthe explicit path conputation and to express
an explicit path as a list of SIDs. The advertisenent of
topol ogi cal information and peer segnments (Peer SIDs) is done

t hrough [ BGPLS- SR- EPE] .

If a prefix segnent is to be included in an MPLS | abel stack,
e.g., for traffic-engineering purposes, know edge of the prefix
originator’'s SRGB is required in order to conpute the | ocal |abe
used by the originator

Thi s docunent assunes that Border Gateway Protocol - Link State
(BGP-LS) is the preferred method for a collecting both peer
segnents (Peer SIDs) and SRGB i nformation through [ RFC7752],

[ BGPLS- SR- EPE], and [ BGPLS- SR-EXT]. However, as an optiona
alternative for the advertisenent of the |ocal SRGB without the
topol ogy or the peer SIDs and, therefore, wi thout applicability
for TE, the Oiginator SRGB TLV of the BGP Prefix-SID attribute is
specified in Section 3.2 of this docunent.

A BGP speaker will derive its local MPLS label L fromthe | abel
index L_|I and its | ocal SRGB as described in [ RFC8660]. The BGP
speaker then prograns the MPLS label L in its MPLS data pl ane as
its incom ng/local |abel for the prefix. See Section 4.1 for nore
detail s.

The outgoing | abel for the prefix is found in the Network Layer
Reachability Information (NLRI) of the Miltiprotocol BGP | Pv4/| Pv6
Label ed Uni cast prefix advertisement as defined in [ RFC3277]. The
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| abel index L_I is only used as a hint to derive the |ocal/
i ncom ng | abel

Section 3.1 of this docunent specifies the Label-Index TLV of the
BGP Prefix-SID attribute; this TLV can be used to advertise the
| abel index for a given prefix.

BGP Prefix-SID Attri bute

The BGP Prefix-SID attribute is an optional, transitive BGP path
attribute. The attribute type code 40 has been assigned by | ANA (see
Section 7).

The BGP Prefix-SID attribute is defined here to be a set of elements
encoded as "Type/Length/Value" tuples (i.e., a set of TLVs). Al BGP
Prefix-SID attribute TLVs will start with a 1-octet type and a
2-octet length. The following TLVs are defined in this document:

* Label -1 ndex TLV
* Oiginator SRGB TLV

The Label -1 ndex and Originator SRG TLVs are used only when SR is
applied to the MPLS data pl ane.

For future extensibility, unknown TLVs MJUST be ignored and propagated
unnodi fi ed.

Label -1 ndex TLV

The Label -1 ndex TLV MJST be present in the BGP Prefix-SID attribute
attached to I Pv4/1Pv6 Label ed Unicast prefixes ([ RFC8277]). It MJST
be ignored when received for other BGP AFI/ SAFl conbi nations. The
Label -1 ndex TLV has the followi ng format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length | RESERVED |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Fl ags | Label | ndex |
i T s i o S i i S R I S I S S S M
| Label | ndex |
B i S S ik s S N S S

wher e:
Type: 1

Length: 7, the total length in octets of the value portion of the
TLV.

RESERVED: 8-bit field. |t MJST be clear on transm ssion and MJST
be ignored on reception.

Flags: 16 bits of flags. None are defined by this docunment. The
Flags field MUST be clear on transnission and MJST be ignored
on reception.

Label 1ndex: 32-bit value representing the index value in the
SRGB space.

Originator SRG TLV

The Originator SRG TLV is an optional TLV and has the foll ow ng
format:



0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Length | Fl ags |
s i S e i i T s S S T ol ST S e e
| Fl ags |

i S

I S i o T s S S S e s s T
| SRGB 1 (6 octets)

| T e i i I N i S e e e e i
+-

i S S T S S

I S i o T s S S S e s s T
| SRE&B n (6 octets)

| T e i i I N i S e e e e i
+-

B i T i S T
wher e:
Type: 3

Length: The total length in octets of the value portion of the
TLV: 2 + (non-zero nultiple of 6).

Flags: 16 bits of flags. None are defined in this docunent. The
Flags field MIUST be clear on transmi ssion and MJST be ignored
on reception.

SRGB: 3 octets specifying the first |label in the range foll owed
by 3 octets specifying the nunber of labels in the range. Note
that the SRGB field MAY appear multiple tines. |If the SRGB
field appears nmultiple times, the SRGB consists of multiple
ranges that are concatenated.

The Originator SRG TLV contains the SRGB of the node originating the
prefix to which the BGP Prefix-SID is attached. The Originator SRGB
TLV MUST NOT be changed during the propagation of the BGP update. It
is used to build SR policies when different SRGBs are used in the
fabric, for exanple, [RFC8670].

Exanmpl es of how the receiving routers concatenate the ranges and
build their neighbor’s Segnment Routing G obal Block (SRGB) are
i ncluded in [ RFC8660] .

The Originator SRG TLV may only appear in a BGP Prefix-SID attribute
attached to I Pv4/1Pv6 Label ed Unicast prefixes ([ RFC8277]). It MJST
be ignored when received for other BGP AFlI/SAFlI conbi nations. Since
the Label-Index TLV is required for IPv4/1Pv6 prefix applicability,
the Originator SRGB TLV will be ignored if it is not specified in a
manner consistent with Section 6.

If a BGP speaker receives a node’s SRGB as an attribute of the BGP-LS
Node NLRI and the BGP speaker also receives the same node’s SR@B in a
BGP Prefix-SID attribute, then the received val ues should be the
same. |If the values are different, the values advertised in the BGP-
LS NLRI SHOULD be preferred, and an error should be | ogged.

Receiving BGP Prefix-SID Attribute
A BGP speaker receiving a BGP Prefix-SID attribute froman Externa

BGP (EBGP) nei ghbor residing outside the boundaries of the SR domain
MUST di scard the attribute unless it is configured to accept the



attribute fromthe EBGP nei ghbor. A BGP speaker SHOULD | og an error
for further anal ysis when discarding an attri bute.

4.1. WMPLS Data Pl ane: Label ed Uni cast

A BGP session supporting the Miltiprotocol BGP Labeled | Pv4 or |Pv6
Uni cast ([ RFCB277]) AFI/SAFI is required.

When the BGP Prefix-SID attribute is attached to a BG Label ed | Pv4
or IPv6 Unicast [RFC8277] AFI/SAFI, it MJST contain the Label -1 ndex
TLV and MAY contain the Oiginator SRGB TLV. A BGP Prefix-SID
attribute received w thout a Label -1 ndex TLV MJUST be considered to be
"invalid" by the receiving speaker

The | abel index provides guidance to the receiving BGP speaker as to
the incoming | abel that SHOULD be allocated to the prefix.

A BGP speaker may be locally configured with an SRGB=[ SRGB_Start,
SRGB _End]. The preferred nmethod for deriving the SRGB is a matter of
| ocal node configuration

The mechani sns t hrough which a given | abel-index value is assigned to
a given prefix are outside the scope of this docunent.

Gven a label index L_I, we refer to (L = L_I + SRGB Start) as the
derived label. A BGP Prefix-SID attribute is designated
"conflicting" for a speaker Mif the derived |label value L lies
outside the SRGB configured on M Qherw se, the Label-Index TLV is
desi gnated "acceptabl e" to speaker M

If multiple different prefixes are received with the sane | abe
i ndex, all of the different prefixes MJST have their BGP Prefix-SID
attribute considered to be "conflicting".

If multiple valid paths for the sanme prefix are received from

mul tiple BGP speakers or, in the case of [RFC7911], fromthe sanme BGP
speaker, and the BGP Prefix-SID attributes do not contain the sane

| abel index, then the |label index fromthe best path BG Prefix-SID
attribute SHOULD be chosen with a notable exception bei ng when

[ RFC5004] is being used to danpen route changes.

VWhen a BGP speaker receives a path froma nei ghbor with an
"acceptable” BGP Prefix-SID attribute and that path is selected as
the best path, it SHOULD programthe derived | abel as the | abel for
the prefix in its local MPLS data pl ane.

When a BCGP speaker receives a path froma neighbor with an "invalid"
or "conflicting" BGP Prefix-SID attribute, or when a BGP speaker
receives a path froma nei ghbor with a BGP Prefix-SID attribute but
is unable to process it (e.g., local policy disables the
functionality), it MJST ignore the BGP Prefix-SID attribute. For the
pur poses of |abel allocation, a BG speaker MJST assign a local (also
call ed dynami c) |abel (non-SRGB) for such a prefix as per classic

Mul tiprotocol BGP | Pv4/IPv6 Label ed Uni cast ([RFC8277]) operation

In the case of an "invalid" BGP Prefix-SID attribute, a BG speaker
MUST follow the error-handling rules specified in Section 6. A BGP
speaker SHOULD I og an error for further analysis. 1In the case of a
"conflicting" BGP Prefix-SID attribute, a BG speaker SHOULD NOT
treat it as an error and SHOULD propagate the attribute unchanged. A
BGP speaker SHOULD | og a warning for further analysis, i.e., in the
case the conflict is not due to a | abel-index transition

When a BGP Prefix-SID attribute changes and transitions from
"conflicting" to "acceptable", the BGP Prefix-SID attributes for
other prefixes may also transition to "acceptable" as well.



I mpl enent ati ons SHOULD ensure all inpacted prefixes revert to using
the | abel indices corresponding to these newWy "acceptabl e" BGP
Prefix-SID attributes.

The outgoing |abel is always programred as per classic Miltiprotoco
BGP | Pv4/ 1 Pv6 Label ed Uni cast ([ RFC8277]) operation. Specifically, a
BGP speaker receiving a prefix with a BG Prefix-SID attribute and a
| abel NLRI field of Inplicit NULL [ RFC3032] from a nei ghbor MJST
adhere to standard behavior and programits MPLS data plane to pop
the top | abel when forwarding traffic to the prefix. The [abel NLR
defines the outbound | abel that MJST be used by the receiving node.

5. Advertising BGP Prefix-SID Attribute

The BGP Prefix-SID attri bute MAY be attached to BGP | Pv4/ | Pv6 Label ed
Uni cast prefixes [RFC8277]. In order to prevent distribution of the
BGP Prefix-SID attribute beyond its intended scope of applicability,
attribute filtering SHOULD be depl oyed to renove the BGP Prefix-SID
attribute at the adm nistrative boundary of the SR domain.

A BGP speaker that advertises a path received fromone of its

nei ghbors SHOULD advertise the BGP Prefix-SID received with the path
wi t hout nodification as long as the BGP Prefix-SID was accept abl e.

If the path did not come with a BGP Prefix-SID attribute, the speaker
MAY attach a BGP Prefix-SID to the path if configured to do so. The
content of the TLVs present in the BG Prefix-SIDis determ ned by
the configuration.

5.1. MPLS Data Pl ane: Label ed Uni cast

A BGP speaker that originates a prefix attaches the BG Prefix-SID
attribute when it advertises the prefix to its neighbors via

Mul tiprotocol BGP | Pv4/IPv6 Label ed Unicast ([RFC8277]). The val ue
of the label index in the Label-Index TLV is determ ned by
configuration.

A BGP speaker that originates a BGP Prefix-SID attribute MAY
optionally announce the Originator SRGB TLV along with the mandatory
Label -1 ndex TLV. The content of the Originator SRGB TLV is

determi ned by configuration

Since the | abel -index val ue nust be unique within an SR domai n, by
default an inplenmentati on SHOULD NOT advertise the BGP Prefix-SID
attribute outside an AS unless it is explicitly configured to do so.

In all cases, the Label field of the advertised NLR ([RFC8277]

[ RFC4364]) MJST be set to the local/incom ng | abel programred in the
MPLS data plane for the given advertised prefix. |If the prefix is
associated with one of the BGP speaker’s interfaces, this is the
usual MPLS | abel (such as the Inplicit or Explicit NULL | abe

[ RFC3032] ).

6. Error Handling of BGP Prefix-SID Attribute

VWhen a BGP speaker receives a BGP UPDATE nessage containing a

mal formed or invalid BGP Prefix-SID attribute attached to an | Pv4/

| Pv6 Label ed Unicast prefix ([RFC8277]), it MJST ignore the received
BGP Prefix-SID attribute and not advertise it to other BGP peers. In
this context, a malformed BGP Prefix-SID attribute is one that cannot
be parsed due to not meeting the mnimumattribute | ength

requi renent, containing a TLV length that doesn’'t conformto the

| ength constraints for the TLV, or containing a TLV length that would
extend beyond the end of the attribute (as defined by the attribute
length). This is equivalent to the "Attribute discard" action
specified in [RFC7606]. When discarding an attribute, a BGP speaker
SHOULD | og an error for further analysis.



As per [RFC7606], if the BGP Prefix-SID attribute appears nore than
once in an UPDATE nessage, all the occurrences of the attribute other
than the first one SHALL be discarded and the UPDATE nessage wil |
continue to be processed. Simlarly, if a recognized TLV appears
more than once in a BGP Prefix-SID attribute while the specification
only allows for a single occurrence, then all the occurrences of the
TLV other than the first one SHALL be discarded and the Prefix-SID
attribute will continue to be processed.

For future extensibility, unknown TLVs MJUST be ignored and propagated
unnodi fi ed.

| ANA Consi der ati ons

Thi s docunent defines a BGP path attribute known as the BGP Prefix-
SID attribute. |ANA has assignhed attribute code type 40 to the BGP
Prefix-SID attribute fromthe "BGP Path Attributes" registry.

This docunent defines two TLVs for the BGP Prefix-SID attribute.
These TLVs have been registered with ANA. | ANA has created a
registry for BGP Prefix-SID Attribute TLVs as fol |l ows:

Under the "Border Gateway Protocol (BGP) Parameters” registry, the
new registry titled "BGP Prefix-SID TLV Types" has been created and
points to this docunment as the reference.

Regi stration Procedure(s):

Val ues 1-254, Expert Review as defined in [ RFC8126]
Val ues 0 and 255, Reserved

oo - Fom e Fom e +
| Value | Type | Reference |
[ ool s st ooy o}
| O | Reserved | This document |
R, o e e e oo T +
| 1 | Label -1 ndex | This docunent |
oo - Fom e Fom e +
| 2 | Deprecated | This docunent |
S Fom e oo +
| 3 | Originator SRG | This docunent |
R, o e e e oo T +
| 4-254 | Unassigned | |
oo - Fom e Fom e +
| 255 | Reserved | This docunent |
S Fom e oo +

Table 1: BGP Prefix-SID TLV Types

The value 2 previously corresponded to the I1Pv6 SID TLV, which was
specified in previous versions of this docunent. It was renpved, and
use of the BGP Prefix-SID for Segnent Routing over the |Pv6 data

pl ane [ RFC8402] has been deferred to future specifications.

| ANA has al so created the "BGP Prefix-SID Label -1ndex TLV Fl ags"
regi stry under the "Border Gateway Protocol (BGP) Paraneters"
registry, with a reference to this docunment. Initially, this 16-bit
flags registry is enpty. The registration policy for flag bits is
Expert Revi ew [ RFC8126], consistent with the "BG Prefix-SID TLV
Types" registry.

Finally, |1 ANA has created the "BGP Prefix-SID Originator SRGB TLV
Fl ags" registry under the "Border Gateway Protocol (BGP) Paraneters”
registry, with a reference to this docunment. Initially, this 16-bit
flags registry is enpty. The registration policy for flag bits is



Expert Revi ew [ RFC8126] consistent with the BGP Prefix-SID TLV Types
registry

The desi gnated experts nust be good and faithful stewards of the
above registries, ensuring that each request is legitimte and
corresponds to a viable use case. Gven the limted nunmber of bits
inthe flags registries and the applicability to a single TLV,
additional scrutiny should be afforded to requests for flag-bit

all ocation. |In general, no single use case should require nore than
one flag bit and, should the use case require nore, alternate

encodi ngs using new TLVs shoul d be consi der ed.

Manageabi l ity Consi derations

This docunment defines a BGP attribute to address use cases such as
the one described in [RFC8670]. It is assunmed that advertisenment of
the BGP Prefix-SID attribute is controlled by the operator in order
to:

* Prevent undesired origination/advertisenment of the BGP Prefix-SID
attribute. By default, a BGP Prefix-SID attribute SHOULD NOT be
attached to a prefix and adverti sed. Hence, BGP Prefix-SID
Advertisement SHOULD require explicit enabl enent.

* Prevent any undesired propagation of the BGP Prefix-SID attri bute.
By default, the BGP Prefix-SIDis not advertised outside the
boundary of a single SR/ adm nistrative domain that may include one
or nore ASes. The propagation to other ASes MUST be explicitly
confi gured.

The depl oyment nodel described in [RFC8670] assunes multiple ASes
under a comon admini strative domain. For this use case, the BGP
Prefix-SID Advertisenent is applicable to the inter-AS context, i.e.,
EBGP, while it is confined to a single adm nistrative donain.

Security Considerations

Thi s docunent introduces a BGP attribute (BGP Prefix-SID), which
inherits the security considerations expressed in: [ RFC4271],
[ RFC8277], and [ RFC8402].

When advertised using BGPsec as described in [ RFC8205], the BGP
Prefix-SID attri bute doesn’t inpose any uni que security
considerations. It should be noted that the BGP Prefix-SID attribute
is not protected by the BGPsec signatures.

It should be noted that, as described in Section 8, this docunent
refers to a deploynment nodel where all nodes are under the single
adm nistrative domain. In this context, we assune that the operator
doesn’'t want to leak any information related to internal prefixes and
t opol ogy outside of the admi nistrative donmain. The interna
informati on includes the BGP Prefix-SID. |n order to prevent such

| eaki ng, the conmon BGP nmechanisnms (filters) are applied at the
boundary of the SR/ admi nistrative domain. Local BGP-attribute-
filtering policies and mechani snms are not standardized and,
consequently, are beyond the scope of this docunent.

To prevent a Denial -of-Service (DoS) or Distributed-Denial-of-Service
(DDoS) attack due to excessive BGP updates with an invalid or
conflicting BGP Prefix-SID attribute, error | og nessage rate limting
as well as suppression of duplicate error |og nmessages SHOULD be

depl oyed.

Since BGP-LS is the preferred nethod for advertising SRGB
i nformation, the BGP speaker SHOULD log an error if a BGP Prefix-SID
attribute is received with SR@&B information different fromthat
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received as an attribute of the sanme node’s BGP-LS Node NLRI.
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