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I nt roducti on

Segnment Routing (SR) allows a flexible definition of end-to-end paths
within | GP topol ogi es by encodi ng paths as sequences of topol ogica
subpaths called "segnments". These segnents are advertised by the
link-state routing protocols (IS-1S and OSPF). Prefix segnents
represent an ECWVP-aware shortest path to a prefix (or a node) as per
the state of the I GP topol ogy. Adjacency segnents represent a hop
over a specific adjacency between two nodes in the I1GP. A prefix
segnment is typically a multi-hop path while an adjacency segnment, in
nost cases, is a one-hop path. SR s control plane can be applied to
both 1 Pv6 and MPLS data planes, and it does not require any
additional signaling (other than I GP extensions). The |Pv6 data

pl ane is out of the scope of this specification; the OSPFv3 extension
for SRwith the IPv6 data plane will be specified in a separate
docunent. \When used in MPLS networks, SR paths do not require any
LDP or RSVP-TE signaling. However, SR can interoperate in the
presence of Label Switched Paths (LSPs) established with RSVP or LDP

Thi s docunent describes the OSPFv3 extensions required for Segnent
Routing with the MPLS data pl ane.

Segnent Routing architecture is described in [ RFC8402].
Segnment Routing use cases are described in [ RFC7855].
Ter m nol ogy

This section lists some of the termnology used in this docunent:

ABR: Area Border Router

Adj - SI D Adj acency Segnent ldentifier

AS: Aut ononpbus System

ASBR: Aut ononpbus Syst em Boundary Rout er

DR: Desi gnat ed Rout er

IS 1S: Internediate Systemto Internediate System
LDP: Label Distribution Protoco

LSP: Label Switched Path

MPLS: Mul ti protocol Label Switching

OSPF: Qpen Shortest Path First

SPF: Shortest Path First



RSVP: Resource Reservation Protocol

SI D Segnent ldentifier

SR: Segnment Routi ng

SRGB: Segnent Routing d obal Bl ock

SRLB: Segnent Routing Local Bl ock

SRVS: Segnment Routing Mapping Server

TLV: Type Length Val ue

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Segnment Routing ldentifiers

Segnment Routing defines various types of Segnent ldentifiers (SIDs):
Prefix-SI D, Adjacency SID, and LAN Adjacency SID.

3.1. SID Label Sub-TLV

The SI D/ Label sub-TLV appears in multiple TLVs or sub-TLVs defined
later in this docunment. It is used to advertise the SID or |abel
associated with a prefix or adjacency. The SID/ Label sub-TLV has the
followi ng format:

0 1 2 3

01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Type | Lengt h |
B T S i T s i i e e SEI S
| SI DY Label (vari abl e) |
R i T I e T S S e S TR S T e i I S e S e e e e o o

wher e:

Type: 7

Length: 3 or 4 octets.

SID/ Label: If the length is set to 3, then the 20 rightnost bits
represent a label. |If the length is set to 4, then the val ue
represents a 32-bit SID.

4. Segment Routing Capabilities

Segment Routing requires some additional router capabilities to be
advertised to other routers in the area.

These SR capabilities are advertised in the OSPFv3 Router Information
Opaque LSA (defined in [RFC7770]) and specified in [ RFC8665].

5. OSPFv3 Extended Prefix Range TLV

In sone cases, it is useful to advertise attributes for a range of
prefixes in a single advertisenent. The SR Mapping Server, which is
described in [RFC8661], is an exanple of where SIDs for nultiple
prefixes can be advertised. To optinize such advertisenent in case
of multiple prefixes froma contiguous address range, OSPFv3 Extended



Prefix Range TLV is defi ned.

The OSPFv3 Extended Prefix Range TLV is a top-level TLV of the
following LSAs defined in [ RFC8362]:

E-Intra-Area-Prefix-LSA
E-Inter-Area-Prefix-LSA
E- AS- Ext er nal - LSA

E- Type-7-LSA

Mul tipl e OSPFv3 Extended Prefix Range TLVs MAY be advertised in each
LSA nentioned above. The OSPFv3 Extended Prefix Range TLV has the
follow ng format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
I S i o T s S S S e s s T
| Prefix Length | AF | Range Size |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Fl ags | Reserved |
i T S S S T i T i I S I S S

Address Prefix (variabl e)

|
+-
I I
| .. |
i e e R e o o e i ol S N B S
| Sub- TLVs (vari abl e) |

+- -+
I I

Type: 9

Length: Variable, in octets, depending on the sub-TLVs.

Prefix Length: Length of prefix in bits.

AF:  Address famly for the prefix.
AF: 0 - |Pv4 unicast
AF: 1 - | Pv6 unicast

Range Size: Represents the nunber of prefixes that are covered by
the advertisenent. The Range Size MJST NOT exceed the nunber
of prefixes that could be satisfied by the Prefix Length

wi t hout i ncl udi ng:

Addresses fromthe |1 Pv4 nulticast address range
(224.0.0.0/3), if the AF is |IPv4 unicast.

Addr esses other than the | Pv6 unicast addresses, if the AF
is | Pv6 unicast.

Fl ags: Reserved. MJST be zero when sent and are ignored when
recei ved.

Reserved: SHOULD be set to 0 on transm ssion and MJST be ignored
on reception.

Address Prefix: For the address famly |Pv4 unicast, the
prefix itself is encoded as a 32-bit value. The default



route is represented by a prefix of length O.

For the address famly I Pv6 unicast, the

prefix is encoded as an even nmultiple of 32-bit words and
padded with zeroed bits as necessary. This encoding
consunmes ((PrefixLength + 31) / 32) 32-bit words.

Prefix encoding for other address famlies is

beyond the scope of this specification. Prefix encoding for
other address families can be defined in future Standards
Track specifications fromthe | ETF stream

The range represents the contiguous set of prefixes with the sane
prefix length as specified by the Prefix Length field. The set
starts with the prefix that is specified by the Address Prefix field.
The nunber of prefixes in the range is equal to the Range Size.

If the OSPFv3 Extended Prefix Range TLVs advertising the exact sane
range appears in nultiple LSAs of the same type, originated by the
same OSPFv3 router, the LSA with the nunerically smallest Instance ID
MUST be used, and subsequent instances of the OSPFv3 Extended Prefix
Range TLVs MJST be ignored.

Prefix-SI D Sub-TLV

The Prefix-SID sub-TLV is a sub-TLV of the foll owi ng OSPFv3 TLVs as
defined in [ RFC8362] and in Section 5:

Intra-Area Prefix TLV

Inter-Area Prefix TLV

External Prefix TLV

OSPFv3 Extended Prefix Range TLV

It MAY appear nore than once in the parent TLV and has the foll ow ng
format:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Lengt h |
B T S i T s i i e e SEI S
| Fl ags | Algorithm | Reserved |

i e R R b e i i i T i T SR SN e S
| SI Y | ndex/ Label (vari abl e) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
wher e:

Type: 4

Length: 7 or 8 octets, depending on the V-Fl ag.

Flags: Single-octet field. The follow ng flags are defined:

0 1 2 3 4 5 6 7
e S LR

[ INP[M|E |V IL | | |
T T i S S
wher e:

NP- Fl ag: No-PHP (Penultimate Hop Popping) Flag. If set, then



the penultimate hop MUST NOT pop the Prefix-SID before
delivering packets to the node that advertised the Prefix-
Sl D.

M Fl ag: Mapping Server Flag. |If set, the SID was advertised
by an SR Mappi ng Server as described in [ RFC3661].

E-Flag: Explicit Null Flag. |If set, any upstream nei ghbor of
the Prefix-SID originator MIST replace the Prefix-SID with
the Explicit NULL label (O for IPv4, 2 for |1Pv6) before
forwardi ng the packet.

V-Flag: Value/lndex Flag. |If set, then the Prefix-SID carries

an absolute value. |If not set, then the Prefix-SID carries
an i ndex.

L-Flag: Local/dobal Flag. |If set, then the val ue/index
carried by the Prefix-SID has |ocal significance. If not

set, then the value/index carried by this sub-TLV has gl oba
significance

O her bits: Reserved. These MJST be zero when sent and are
i gnored when received.

Reserved: SHOULD be set to O on transm ssion and MJST be ignored
on reception.

Algorithm Single octet identifying the algorithmthe Prefix-SID
is associated with as defined in the I GP Al gorithm Types
registry [ ALGOREQF .

A router receiving a Prefix-SID froma renote node and with an
al gorithmval ue that the renpte node has not advertised in the
SR- Al gorithm TLV [ RFC8665] MUST i gnore the Prefix-SID sub-TLV.

SI DY I ndex/ Label :  According to the V-Flag and L-Flag, it contains:

V-Flag is set to 0 and L-Flag is set to 0: The SID/ | ndex/
Label field is a 4-octet index defining the offset in the
SI DY Label space advertised by this router

V-Flag is set to 1 and L-Flag is set to 1: The SID/ | ndex/
Label field is a 3-octet local |abel where the 20 right nost
bits are used for encoding the | abel val ue.

Al'l other conbinations of V-Flag and L-Flag are invalid and
any SID Advertisenment received with an invalid setting for
V- and L-Fl ags MJST be ignored.

If an OSPFv3 router advertises multiple Prefix-SIDs for the sane
prefix, topology, and algorithm all of them MJST be ignored.

When cal cul ating the outgoing | abel for the prefix, the router MJST
take into account, as described below, the E-, NP-, and M Fl ags
advertised by the next-hop router if that router advertised the SID
for the prefix. This MJST be done regardl ess of whether the next-hop
router contributes to the best path to the prefix.

The NP-Flag (No-PHP) MJUST be set and the E-Flag MJUST be clear for
Prefix-SIDs allocated to prefixes that are propagated between areas
by an ABR based on intra-area or inter-area reachability, unless the
advertised prefix is directly attached to such ABR

The NP-Flag (No-PHP) MJUST be set and the E-Flag MJUST be clear for
Prefix-SIDs allocated to redistributed prefixes, unless the
redistributed prefix is directly attached to the advertisi ng ASBR



If the NP-Flag is not set, then

Any upstream nei ghbor of the Prefix-SID originator MJST pop the
Prefix-SID. This is equivalent to the penultinmate hop-popping
mechani smused in the MPLS data pl ane.

The received E-Flag is ignored.
If the NP-Flag is set and the E-Flag is not set, then

Any upstream nei ghbor of the Prefix-SID originator MJST keep the
Prefix-SID on top of the stack. This is useful when the
originator of the Prefix-SID needs to stitch the incom ng packet
into a continuing MPLS LSP to the final destination. This could
occur at an ABR (prefix propagation fromone area to another) or
at an ASBR (prefix propagation fromone dormain to another).

If both the NP-Flag and E-Flag are set, then

Any upstream nei ghbor of the Prefix-SID originator MJST repl ace
the Prefix-SIDwith an Explicit NULL | abel. This is useful, e.g.,
when the originator of the Prefix-SIDis the final destination for
the related prefix and the originator wi shes to receive the packet
with the original Traffic Cass field [ RFC5462].

When the MFlag is set, the NP-Flag and the E-Fl ag MJST be ignored on
reception.

As the Mapping Server does not specify the originator of a prefix

advertisenent, it is not possible to determ ne PHP behavior solely
based on the Mapping Server Advertisenent. However, PHP behavi or

SHOULD be done in the foll ow ng cases:

The Prefix is intra-area type and the downstream nei ghbor is the
ori gi nator of the prefix.

The Prefix is inter-area type and the downstream nei ghbor is an
ABR, which is advertising prefix reachability and is setting the
LA-bit in the Prefix Options as described in [ RFC8362].

The Prefix is external type and the downstream nei ghbor is an
ASBR, which is advertising prefix reachability and is setting the
LA-bit in the Prefix Options as described in [ RFC8362].

When a Prefix-SID is advertised in the OSPFv3 Extended Prefix Range
TLV, then the value advertised in the Prefix-SID sub-TLV is
interpreted as a starting SlID Label val ue.

Example 1: If the followi ng router addresses (| oopback addresses)
need to be mapped into the correspondi ng Prefix-SID indexes:

Router-A: 2001: DB8::1/128, Prefix-SID: |ndex
Router-B: 2001: DB8::2/128, Prefix-SID: |ndex
Router-C. 2001: DB8::3/128, Prefix-SID: |ndex
Rout er-D: 2001: DB8::4/128, Prefix-SID: |ndex

A OWNPE

then the Address Prefix field in the OSPFv3 Extended Prefix Range TLV
woul d be set to 2001:DB8::1, the Prefix Length would be set to 128,
the Range Size would be set to 4, and the Index value in the Prefix-
SI D sub-TLV woul d be set to 1.

Example 2: If the followi ng prefixes need to be nmapped into the
correspondi ng Prefix-SID indexes:

2001: DB8: 1:: 0/ 120, Prefix-SID: | ndex 51



2001: DB8: 1:: 100/ 120, Prefix-SID: |Index 52
2001: DB8: 1:: 200/ 120, Prefix-SID: |Index 53
2001: DB8: 1:: 300/ 120, Prefix-SID: |ndex 54
2001: DB8: 1::400/ 120, Prefix-SID: |ndex 55
2001: DB8: 1: : 500/ 120, Prefix-SID: | ndex 56
2001: DB8: 1:: 600/ 120, Prefix-SID: | ndex 57

then the Prefix field in the OSPFv3 Extended Prefix Range TLV woul d
be set to 2001:DB8:1::0, the Prefix Length would be set to 120, the
Range Size would be set to 7, and the Index value in the Prefix-SID
sub- TLV woul d be set to 51

7. Adjacency Segnent ldentifier (Adj-SID)

An Adj acency Segnent Identifier (Adj-SID) represents a router
adj acency in Segnment Routi ng.

7.1. Adj-SID Sub-TLV

The Adj-SID sub-TLV is an optional sub-TLV of the Router-Link TLV as
defined in [RFC8362]. It MAY appear multiple tines in the Router-
Li nk TLV. The Adj-SID sub-TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Lengt h |
I S i o T s S S S e s s T
| Fl ags | Wi ght | Reserved |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| SI DY Label / I ndex (vari abl e) |
wher e:

Type: 5

Length: 7 or 8 octets, depending on the V-Fl ag.

Fl ags: Single-octet field containing the follow ng flags:

T S
|BIVILIG P I
N

wher e:

B-Flag: Backup Flag. |If set, the Adj-SID refers to an
adj acency that is eligible for protection (e.g., using IP
Fast Reroute (IPFRR) or MPLS-FRR (MPLS Fast Reroute)) as
described in Section 3.4 of [RFC8402].

V-Flag: Value/lndex Flag. |If set, then the Adj-SID carries an

absolute value. |If not set, then the Adj-SID carries an
i ndex.

L-Flag: Local/dobal Flag. |If set, then the val ue/index
carried by the Adj-SID has |ocal significance. |If not set,

then the value/index carried by this sub-TLV has gl oba
significance

G Flag: Goup Flag. Wen set, the GFlag indicates that the
Adj-SID refers to a group of adjacencies (and therefore MAY
be assigned to other adjacencies as well).



P-Flag. Persistent Flag. Wen set, the P-Flag indicates that
the Adj-SID is persistently allocated, i.e., the Adj-SID
val ue remai ns the same across router restart and/or
interface flap.

O her bits: Reserved. These MJST be zero when sent and are
i gnored when received.

Reserved: SHOULD be set to 0 on transm ssion and MJST be ignored
on reception.

Weight: Weight used for |oad-bal anci ng purposes. The use of the
weight is defined in [ RFC8402].

SI D/ | ndex/ Label : As described in Section 6.

An SR-capabl e router MAY allocate an Adj-SID for each of its

adj acenci es and set the B-Flag when the adjacency is eligible for
protection by an FRR mechanism (I P or MPLS) as described in

[ RFC8402] .

An SR-capabl e router MAY allocate nore than one Adj-SID to an
adj acency.

An SR-capabl e router MAY allocate the same Adj-SID to different
adj acenci es.

When the P-Flag is not set, the Adj-SID MAY be persistent. Wen the
P-Flag is set, the Adj-SID MJST be persistent.

7.2. LAN Adj-SID Sub-TLV

The LAN Adjacency SID is an optional sub-TLV of the Router-Link TLV.
It MAY appear nultiple times in the Router-Link TLV. It is used to
advertise a Sl D/ Label for an adjacency to a non-DR router on a
broadcast, Non-Broadcast Milti-Access (NBMA), or hybrid [ RFC6845]
net wor k.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| FI ags | Vi ght | Reserved |
e s i i e T S e ik it SN N S S
| Nei ghbor 1D |
i e e R e s o i e b i o i N S T
| SI DY Label / I ndex (vari abl e) |

wher e:
Type: 6
Length: 11 or 12 octets, depending on the V-Fl ag.

Flags: Sane as in Section 7. 1.

Weight: Weight used for |oad-bal anci ng purposes. The use of the
weight is defined in [ RFC8402].

Reserved: SHOULD be set to 0 on transm ssion and MJST be ignored
on reception.

Nei ghbor ID:  The Router |ID of the neighbor for which the LAN
Adj acency SID is adverti sed.



SI D/ I ndex/ Label : As described in Section 6

When the P-Flag is not set, the LAN Adjacency SID MAY be
persistent. Wen the P-Flag is set, the LAN Adjacency SID MJST
be persistent.

8. Elements of Procedure
8.1. Intra-area Segnment Routing in OSPFv3

An OSPFv3 router that supports Segnent Routing MAY advertise Prefix-
SIDs for any prefix to which it is advertising reachability (e.g., a
| oopback | P address as described in Section 6).

A Prefix-SID can al so be advertised by SR Mappi hg Servers (as
described in [RFC8661]). A Mapping Server advertises Prefix-SIDs for
renote prefixes that exist in the OSPFv3 routing domain. Miltiple
Mappi ng Servers can advertise Prefix-SIDs for the sane prefix, in

whi ch case the sanme Prefix-SID MIST be advertised by all of them

The SR Mappi ng Server could use either area fl oodi ng scope or

aut ononous system fl oodi ng scope when advertising Prefix-SIDs for
prefixes, based on the configuration of the SR Mapping Server
Dependi ng on the floodi ng scope used, the SR Mappi ng Server chooses
the OSPFv3 LSA type that will be used. |If the area flooding scope is
needed, an E-Intra-Area-Prefix-LSA [RFC8362] is used. |f autononous
system fl oodi ng scope is needed, an E- AS-External -LSA [ RFC8362] is
used.

VWen a Prefix-SIDis advertised by the Mapping Server, which is
indicated by the MFlag in the Prefix-SID sub-TLV (Section 6), the
route type as inplied by the LSA type is ignored and the Prefix-SID
is bound to the correspondi ng prefix independent of the route type.

Advertisenment of the Prefix-SID by the Mapping Server using an Inter-
Area Prefix TLV, External-Prefix TLV, or Intra-Area-Prefix TLV

[ RFC8362] does not itself contribute to the prefix reachability. The
NU-bit [ RFC5340] MJUST be set in the PrefixOptions field of the LSA,
which is used by the Mapping Server to advertise SID or SID Range,

whi ch prevents the advertisenent fromcontributing to prefix
reachability.

An SR Mappi ng Server MJIST use the OSPFv3 Extended Prefix Range TLVs
when advertising SIDs for prefixes. Prefixes of different route
types can be conbined in a single OSPFv3 Extended Prefix Range TLV
advertised by an SR Mapping Server.

Ar ea- scoped OSPFv3 Extended Prefix Range TLVs are propagated between
areas, simlar to propagation of prefixes between areas. Sane rules
that are used for propagating prefixes between areas [ RFC5340] are
used for the propagation of the prefix ranges.

8.2. Inter-area Segnent Routing in OSPFv3

In order to support SR in a nmultiarea environment, OSPFv3 MJST
propagate Prefix-SID informati on between areas. The foll ow ng
procedure is used to propagate Prefix-SIDs between areas.

When an OSPFv3 ABR advertises an Inter-Area-Prefix-LSA froman intra-
area prefix to all its connected areas, it will also include the
Prefi x-SI D sub-TLV as described in Section 6. The Prefix-SID val ue
will be set as foll ows:

The ABR will look at its best path to the prefix in the source
area and find the advertising router associated with the best path
to that prefix.



8.

8.

8.

8.

The ABR will then determne if this router advertised a Prefix-SID
for the prefix and use it when advertising the Prefix-SID to other
connect ed ar eas.

If no Prefix-SID was advertised for the prefix in the source area
by the router that contributes to the best path to the prefix, the
originating ABR will use the Prefix-SID advertised by any other
router when propagating the Prefix-SID for the prefix to other

ar eas.

When an OSPFv3 ABR advertises an Inter-Area-Prefix-LSA froman inter-
area route to all its connected areas, it will also include the

Prefi x-SI D sub-TLV as described in Section 6. The Prefix-SID val ue
will be set as foll ows:

The ABR will look at its best path to the prefix in the backbone
area and find the advertising router associated with the best path
to that prefix.

The ABR will then determine if this router advertised a Prefix-SID
for the prefix and use it when advertising the Prefix-SID to other
connect ed ar eas.

If no Prefix-SID was advertised for the prefix in the backbone
area by the ABR that contributes to the best path to the prefix,
the originating ABR will use the Prefix-SID advertised by any

ot her router when propagating the Prefix-SID for the prefix to
ot her areas.

3. Segment Routing for External Prefixes

AS- External -LSAs are fl ooded dormain wide. Wen an ASBR, which
supports SR, originates an E-AS-External -LSA, it SHOULD al so incl ude
a Prefix-SID sub-TLV as described in Section 6. The Prefix-SID val ue
will be set to the SID that has been reserved for that prefix.

When a Not - So- St ubby Area (NSSA) [ RFC3101] ABR transl ates an E- NSSA-
LSA into an E-AS-External -LSA, it SHOULD al so advertise the Prefix-
SID for the prefix. The NSSA ABR deternmines its best path to the
prefix advertised in the translated E-NSSA-LSA and finds the
advertising router associated with that path. |If the advertising
router has advertised a Prefix-SID for the prefix, then the NSSA ABR
uses it when advertising the Prefix-SID for the E-AS-External-LSA

O herwi se, the Prefix-SID advertised by any other router will be
used.

4. Advertisenment of Adj-SID

The Adj acency Segnent Routing ldentifier (Adj-SID) is advertised
usi ng the Adj-SID sub-TLV as described in Section 7

4.1. Advertisenment of Adj-SID on Point-to-Point Links

An Adj-SID MAY be advertised for any adjacency on a point-to-point
(P2P) link that is in neighbor state 2-Way or higher. |If the

adj acency on a P2P link transitions fromthe FULL state, then the
Adj-SID for that adjacency MAY be renoved fromthe area. |If the

adj acency transitions to a state |ower than 2-Way, then the Adj-SID
Advertisement MJST be withdrawn fromthe area

4.2. Adjacency SID on Broadcast or NBMA Interfaces
Br oadcast, NBMA, or hybrid [ RFC6845] networks in OSPFv3 are

represented by a star topol ogy where the DRis the central point to
which all other routers on the broadcast, NBMA, or hybrid network
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connect. As a result, routers on the broadcast, NBMA, or hybrid
network advertise only their adjacency to the DR Routers that do
not act as DR do not formor advertise adjacencies with each other.
They do, however, nmintain 2-Way adjacency state with each other and
are directly reachabl e.

When Segnent Routing is used, each router on the broadcast, NBMA, or
hybrid network MAY advertise the Adj-SID for its adjacency to the DR
usi ng the Adj-SID sub-TLV as described in Section 7. 1.
SR-capabl e routers MAY al so adverti se a LAN Adj acency SID for other
nei ghbors (e.g., Backup Designated Router (BDR), DR-OTHER, etc.) on
the broadcast, NBMA, or hybrid network using the LAN Adj-SID sub-TLV
as described in Section 7.2.
I ANA Consi derations
Thi s specification updates two existing OSPFv3 registries.
1. "OSPFv3 Extended-LSA TLVs" Registry

The foll owi ng val ues have been all ocat ed:

B S, o mm e e e e e e e e e e e e e e e mam- Fom e e e oo - +
| Value | Description | Reference |
[ ol fspuml et sy o
| 9 | OSPFv3 Extended Prefix Range TLV | This docunent |
Fomm o - o e e e e e e e e e e eee— oo n o +

Tabl e 1: OSPFv3 Ext ended- LSA TLVs
2. "OSPFv3 Extended-LSA Sub-TLVs" Registry

The foll owi ng val ues have been all ocat ed:

B S, o e e e e e a e oo Fom e e e oo - +
| Value | Description | Reference |
[ ettty ——————————————————— Ll —p—_———————
| 4 | Prefix-SID sub-TLV | This docunent |
Fomm o - o e e e e oo s o +
| 5 | Adj-SID sub-TLV | This document |
B S, o e e e e e a e oo Fom e e e oo - +
| 6 | LAN Adj-SID sub-TLV | This docunent |
E o e e e m oo oo R +
| 7 | SID Label sub-TLV | This docunent |
Fomm o - o e e e e oo s o +

Tabl e 2: OSPFv3 Ext ended- LSA Sub- TLVs
TLV/ Sub- TLV Error Handl i ng

For any new TLVs/sub-TLVs defined in this docunment, if the length is
invalid, the LSAin which it is advertised is considered mal forned
and MUST be ignored. FErrors SHOULD be | ogged subject to rate
limting.

Security Considerations

Wth the OSPFv3 Segnent Routing extensions defined herein, OSPFv3
wi |l now programthe MPLS data plane [ RFC3031]. Previously, LDP
[ RFC5036] or another |abel distribution mechanismwas required to
advertise MPLS | abel s and programthe MPLS data pl ane.

In general, the sane types of attacks that can be carried out on the
I P control plane can be carried out on the MPLS control plane
resulting in traffic being msrouted in the respective data pl anes.
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However, the latter can be nore difficult to detect and i sol ate.

Exi sting security extensions, as described in [ RFC5340] and

[ RFC8362], apply to these Segment Routing extensions. While OSPFv3
is under a single admi nistrative domain, there can be depl oynments
where potential attackers have access to one or nore networks in the
OSPFv3 routing domain. |In these deploynments, stronger authentication
mechani sns, such as those specified in [ RFC4552] or [RFC7166], SHOULD
be used.

| mpl ement ati ons MUST ensure that mal formed TLVs and sub- TLVs defined
in this docunent are detected and that they do not provide a

vul nerability for attackers to crash the OSPFv3 router or routing
process. Reception of a malformed TLV or sub-TLV SHOULD be counted
and/ or | ogged for further analysis. Logging of nmalfornmed TLVs and
sub- TLVs SHOULD be rate limted to prevent a Denial -of -Service (DoS)
attack (distributed or otherw se) fromoverl oading the OSPFv3 control
pl ane.
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