I nternet Engi neering Task Force (IETF) P. Psenak, Ed.
Request for Comments: 8665 S. Previdi, Ed.
Cat egory: Standards Track C. Filsfils
| SSN. 2070-1721 Cisco Systens, Inc.
H Gedler

RtBrick Inc.

R Shakir

CGoogl e, Inc.

W Henderi ckx

Noki a

J. Tantsura

Apstra, Inc.

Decenber 2019

OSPF Ext ensions for Segnent Routing
Abst ract

Segment Routing (SR) allows a flexible definition of end-to-end paths
within | GP topol ogi es by encodi ng paths as sequences of topol ogica
subpaths called "segnments". These segnents are advertised by the
link-state routing protocols (1S 1S and OSPF).

Thi s docunent describes the OSPFv2 extensions required for Segnent
Rout i ng.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8665

Copyri ght Notice

Copyright (c) 2019 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction
1.1. Requirenents Language
2. Segnent Routing ldentifiers
2.1. SID Label Sub-TLV



3. Segment Routing Capabilities

3.1. SR AgorithmTLV
3.2. SID Label Range TLV
3.3. SR Local Block TLV
3.4. SRVB Preference TLV
4. OSPF Extended Prefix Range TLV
5. Prefix-SID Sub-TLV
6. Adjacency Segnent ldentifier (Adj-SID)

6.1. Adj-SID Sub-TLV
. 2. LAN Adj - SI D Sub- TLV
7. Elenments of Procedure

(o]

7.1. Intra-area Segnent Routing in OSPFv2

7.2. Inter-area Segnent Routing in OSPFv2

7.3. Segnent Routing for External Prefixes

7.4. Advertisenent of Adj-SID
7.4.1. Advertisenent of Adj-SID on Point-to-Point Links
7.4.2. Adjacency SID on Broadcast or NBMA Interfaces

8. | ANA Consi derations

8.1. OSPF Router Information (RI) TLVs Registry

8.2. (OSPFv2 Extended Prefix Opaque LSA TLVs Registry

8.3. OSPFv2 Extended Prefix TLV Sub-TLVs Registry

8.4. (OSPFv2 Extended Link TLV Sub-TLVs Registry

8.5. I1GP Algorithm Types Registry

9. TLV/ Sub-TLV Error Handling
10. Security Considerations
11. References
11.1. Normative References
11.2. Informmtive References
Acknowl edgenent s
Contri butors
Aut hors’ Addr esses

1. Introduction

Segment Routing (SR) allows a flexible definition of end-to-end paths
within | GP topol ogi es by encodi ng paths as sequences of topol ogica
subpaths call ed "segnments". These segnents are advertised by the
link-state routing protocols (IS-1S and OSPF). Prefix segnents
represent an ECWVP-aware shortest path to a prefix (or a node), as per
the state of the I GP topology. Adjacency segnents represent a hop
over a specific adjacency between two nodes in the I1GP. A prefix
segnment is typically a multi-hop path while an adjacency segment, in
nmost cases, is a one-hop path. SR s control plane can be applied to
both 1 Pv6 and MPLS data planes, and it does not require any
additional signaling (other than I GP extensions). The |Pv6 data

pl ane is out of the scope of this specification; it is not applicable
to OSPFv2, which only supports the I Pv4 address fanmily. When used in
MPLS networks, SR paths do not require any LDP or RSVP-TE signaling.
However, SR can interoperate in the presence of LSPs established with
RSVP or LDP

There are additional segnent types, e.g., Binding Segnent |dentifier
(SID) defined in [ RFC8402].

Thi s docunent describes the OSPF extensions required for Segnent
Rout i ng.

Segnent Routing architecture is described in [ RFC8402].
Segnment Routing use cases are described in [ RFC7855].
1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in



BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Segnment Routing ldentifiers

Segnment Routing defines various types of Segnent ldentifiers (SIDs):
Prefix-SI D, Adjacency SID, LAN Adjacency SID, and Bi nding SID.

Ext ended Prefix/Link Opaque Link State Advertisenents (LSAs) defined
in [ RFC7684] are used for advertisenents of the various SID types.

.1. Sl D Label Sub-TLV

The SI D/ Label Sub-TLV appears in nultiple TLVs or sub-TLVs defined
later in this document. It is used to advertise the SID or |abel
associated with a prefix or adjacency. The SID/ Label Sub-TLV has the
follow ng format:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Length |
i e e R e T S S ko o i NI TR R R S
| SI DY Label (vari abl e) |
B i s T T i i o S o T Ji I

wher e:
Type: 1
Length: 3 or 4 octets

SID/ Label: If the length is set to 3, then the 20 rightnost bits
represent a label. |If the length is set to 4, then the val ue
represents a 32-bit SID.

Segment Routing Capabilities

Segnent Routing requires sone additional router capabilities to be
advertised to other routers in the area.

These SR capabilities are advertised in the Router I|nformation Opaque
LSA (defined in [RFC7/770]). The TLVs defined bel ow are applicable to
bot h OSPFv2 and CSPFv3; see al so [ RFC8666] .

.1. SR-AgorithmTLV

The SR-Algorithm TLV is a top-level TLV of the Router Information
Opaque LSA (defined in [RFC/770]).

The SR-Algorithm TLV is optional. It SHOULD only be advertised once
in the Router Information Opaque LSA. If the SR-Algorithm TLV is not
advertised by the node, such a node is considered as not being
Segnment Routi ng capabl e.

An SR Router can use various al gorithns when cal cul ating reachability
to OSPF routers or prefixes in an OSPF area. Exanples of these
algorithms are metric-based Shortest Path First (SPF), various
flavors of Constrained SPF, etc. The SR-Algorithm TLV allows a
router to advertise the algorithnms currently used by the router to
other routers in an OSPF area. The SR-Al gorithm TLV has the

followi ng format:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S



| Type | Length

|
B T S i T s i i e e SEI S
| Algorithm1 | Algorithm.. | Algorithmn | |
+- -+
I I
+ +
wher e:

Type: 8

Length: Variable, in octets, depending on the number of
al gorithms adverti sed

Algorithm Single octet identifying the algorithm The foll ow ng
val ues are defined by this docunent:

0: Shortest Path First (SPF) algorithm based on link metric.
This is the standard shortest path al gorithm as conputed
by the OSPF protocol. Consistent with the depl oyed
practice for link-state protocols, AlgorithmO pernits
any node to overwite the SPF path with a different path
based on its local policy. If the SRAlgorithmTLV is
advertised, Algorithm O MJST be incl uded.

1 Strict Shortest Path First (SPF) al gorithm based on |ink
metric. The algorithmis identical to Al gorithm 0, but
Algorithm1l requires that all nodes along the path wll
honor the SPF routing decision. Local policy at the node
claimng support for Algorithm1 MJST NOT alter the SPF
pat hs computed by Al gorithm 1.

When multiple SR-Algorithm TLVs are received froma given router, the
recei ver MJUST use the first occurrence of the TLV in the Router
Informati on Opaque LSA. |If the SR-Algorithm TLV appears in nultiple
Router Information Qpaque LSAs that have different flooding scopes,
the SR-Algorithm TLV in the Router Information Opaque LSA with the

ar ea- scoped fl oodi ng scope MUST be used. If the SR-Al gorithm TLV
appears in nultiple Router Information Opaque LSAs that have the sane
fl oodi ng scope, the SR-Algorithm TLV in the Router Information (RI)
Opaque LSA with the nunerically snallest Instance | D MJUST be used and
subsequent instances of the SR-Al gorithm TLV MJUST be i gnor ed.

The RI LSA can be advertised at any of the defined opaque flooding
scopes (link, area, or Autononous System (AS)). For the purpose of
SR- Al gorithm TLV advertisenent, area-scoped flooding is REQU RED.

3.2. SID Label Range TLV

Prefix-SI Ds MAY be advertised in the formof an index as described in
Section 5. Such an index defines the offset in the SID Label space
advertised by the router. The SID Label Range TLV is used to
advertise such Sl D Label space.

The SI D/ Label Range TLV is a top-level TLV of the Router Information
Opaque LSA (defined in [RFC7770]).

The SI D/ Label Range TLV MAY appear nultiple tines and has the
follow ng format:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Lengt h |
i e e R e T S S ko o i NI TR R R S
| Range Size | Reserved |



B i s T T i i o S o T Ji I
| Sub-TLVs (vari abl e) |
+- -+
I I

+

+
wher e:

Type: 9

Length: Variable, in octets, depending on the sub-TLVs

Range Size: 3-octet SID/|abel range size (i.e., the nunber of
SIDs or labels in the range including the first SID/label). It
MUST be greater than O.

Reserved: SHOULD be set to 0 on transm ssion and MJST be ignored
on reception

Initially, the only supported sub-TLV is the SID Label Sub-TLV as
defined in Section 2.1. The SID Label Sub-TLV MJST be included in
the SI D Label Range TLV. The SID Label advertised in the SID Label
Sub-TLV represents the first SID/ Label in the advertised range.

Only a single SID Label Sub-TLV MAY be advertised in the Sl D Label
Range TLV. If nore than one Sl D/ Label Sub-TLV is present, the SID
Label Range TLV MJST be i gnored.

Mul tiple occurrences of the SID/ Label Range TLV MAY be advertised in
order to advertise nultiple ranges. |In such a case:

* The originating router MJST encode each range into a different
SI DY Label Range TLV.

* The originating router decides the order in which the set of SID
Label Range TLVs are advertised inside the Router Information
Opaque LSA. The originating router MIST ensure the order is the
sanme after a graceful restart (using checkpointing, nonvolatile
storage, or any other nechanisn) in order to ensure the SID Label
range and SI D i ndex correspondence is preserved across graceful
restarts.

* The receiving router MIST adhere to the order in which the ranges
are advertised when calculating a SID/Label froma SID index.

* The originating router MUST NOT advertise overl appi ng ranges.

* \When a router receives nultiple overlapping ranges, it MJST
conformto the procedures defined in [ RFC8660] .

The following exanple illustrates the advertisenment of nmultiple
ranges.

The originating router advertises the foll owi ng ranges:

Range 1: Range Size: 100 SI DY Label Sub-TLV: 100
Range 1: Range Size: 100 SI DY Label Sub-TLV: 1000
Range 1: Range Size: 100 S| D/ Label Sub-TLV: 500

The receiving routers concatenate the ranges and buil d the Segnent
Routing d obal Block (SRGB) as follows:

SRGB = [100, 199]
[ 1000, 1099]
[ 500, 599]



The i ndexes span nultiple ranges:

index 0 neans | abel 100

iﬁdex 99 neans | abel 199
i ndex 100 neans | abel 1000
i ndex 199 neans | abel 1099

iﬁdex 200 neans | abel 500

The RI LSA can be advertised at any of the defined flooding scopes
(l'ink, area, or autononmous system (AS)). For the purpose of SID
Label Range TLV advertisenent, area-scoped flooding is REQU RED.

3.3. SR Local Block TLV

The SR Local Block TLV (SRLB TLV) contains the range of |abels the
node has reserved for Local SIDs. SIDs fromthe SRLB MAY be used for
Adj acency SIDs but al so by conponents other than the OSPF protocol

As an exanple, an application or a controller can instruct the router
to allocate a specific Local SID. Sone controllers or applications
can use the control plane to discover the available set of Local SIDs
on a particular router. 1In such cases, the SRLB is advertised in the
control plane. The requirenent to advertise the SRLB is further
described in [RFC8660]. The SRLB TLV is used to advertise the SRLB

The SRLB TLV is a top-level TLV of the Router Information Opaque LSA
(defined in [ RFC7770]).

The SRLB TLV MAY appear nultiple tines in the Router Information
Opaque LSA and has the followi ng format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Range Size | Reserved |
i T s i o S i i S R I S I S S S M
| Sub- TLVs (vari abl e) |
+- -+
I I

+

+
wher e:
Type: 14
Length: Variable, in octets, depending on the sub-TLVs
Range Size: 3-octet SID/Label range size (i.e., the nunber of
SIDs or labels in the range including the first SID/Label). It
MUST be greater than O.

Reserved: SHOULD be set to O on transm ssion and MJST be ignored
on reception

Initially, the only supported sub-TLV is the SID Label Sub-TLV as
defined in Section 2.1. The SID Label Sub-TLV MJST be included in
the SRLB TLV. The SI D/ Label advertised in the SID/ Label Sub-TLV
represents the first SID/Label in the advertised range.

Only a single SID Label Sub-TLV MAY be advertised in the SRLB TLV.



If nmore than one SID/ Label Sub-TLV is present, the SRLB TLV MJST be
i gnor ed.

The originating router MUST NOT advertise overl appi ng ranges.

Each time a SID fromthe SRLB is allocated, it SHOULD al so be
reported to all conmponents (e.g., controller or applications) in
order for these conponents to have an up-to-date view of the current
SRLB al | ocation. This is required to avoid collisions between

al |l ocation instructions.

Wthin the context of OSPF, the reporting of Local SIDs is done

t hrough OSPF sub-TLVs, such as the Adjacency SID (Section 6).
However, the reporting of allocated Local SIDs can al so be done

t hrough other nmeans and protocols, which are outside the scope of
thi s docunent.

A router advertising the SRLB TLV MAY al so have ot her |abel ranges,
outside of the SRLB, used for its local allocation purposes and not
advertised in the SRLB TLV. For exanple, it is possible that an
Adj acency SID is allocated using a |local |label that is not part of
the SRLB.

The RI LSA can be advertised at any of the defined flooding scopes
(l'ink, area, or autonomous system (AS)). For the purpose of SRLB TLV
adverti senent, area-scoped flooding is REQU RED.

3.4. SRMS Preference TLV

The Segment Routing Mappi ng Server Preference TLV (SRMS Preference
TLV) is used to advertise a preference associated with the node that
acts as an SR Mapping Server. The role of an SRMS is described in

[ RFC8661]. SRMS preference is defined in [ RFC8661].

The SRMS Preference TLV is a top-level TLV of the Router Information
Opaque LSA (defined in [RFC7770]).

The SRMS Preference TLV MAY only be advertised once in the Router
I nformati on Opaque LSA and has the follow ng fornat:

0 1 2 3
012345678901234567890123456789¢01
B i s T T i i o S o T Ji I
| Type | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| Pr ef erence | Reserved |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

wher e:
Type: 15
Length: 4 octets
Preference: 1 octet, with an SRVMS preference value fromO to 255

Reserved: SHOULD be set to 0 on transm ssion and MJST be ignored
on reception

VWhen multiple SRVS Preference TLVs are received froma given router
the receiver MJST use the first occurrence of the TLV in the Router

I nformati on Opaque LSA. |If the SRVS Preference TLV appears in

mul tiple Router Information Opaque LSAs that have different flooding
scopes, the SRMS Preference TLV in the Router Information Opaque LSA
with the narrowest flooding scope MUST be used. |f the SRVB
Preference TLV appears in nultiple Router Information Opaque LSAs



that have the sane flooding scope, the SRM5 Preference TLV in the
Router Information Qpaque LSA with the nunerically snallest |nstance
| D MUST be used and subsequent instances of the SRVS Preference TLV
MUST be i gnored.

The RI LSA can be advertised at any of the defined flooding scopes
(l'ink, area, or autononous system (AS)). For the purpose of the SRVS
Preference TLV advertisenment, AS-scoped floodi ng SHOULD be used.

This is because SRMS servers can be located in a different area than
consunmers of the SRMS advertisements. |f the SRMS advertisenents
fromthe SRVS server are only used inside the SRVMS server’s area,
area-scoped fl oodi ng MAY be used.

OSPF Ext ended Prefix Range TLV

In some cases, it is useful to advertise attributes for a range of
prefixes. The SR Mappi ng Server, which is described in [ RFC8661], is
an exanpl e where we need a single advertisenent to advertise SIDs for
mul tiple prefixes froma contiguous address range.

The OSPF Extended Prefix Range TLV, which is a top-level TLV of the
Ext ended Prefix LSA described in [RFC7684] is defined for this
pur pose.

Mul tipl e OSPF Extended Prefix Range TLVs MAY be advertised in each
OSPF Ext ended Prefix Qpaque LSA, but all prefix ranges included in a
singl e OSPF Extended Prefix Opaque LSA MJUST have the sane flooding
scope. The OSPF Extended Prefix Range TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Lengt h |
I S i o T s S S S e s s T
| Prefix Length | AF | Range Size |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Fl ags | Reserved |
B T S i T s i i e e SEI S
| Address Prefix (variabl e) |
I S i o T s S S S e s s T
| Sub- TLVs (vari abl e) |
+- -+
| |

Type: 2
Length: Variable, in octets, depending on the sub-TLVs
Prefix Length: Length of prefix in bits

AF:  Address famly for the prefix. Currently, the only supported
value is 0 for IPv4 unicast. The inclusion of address famly
inthis TLV allows for future extension

Range Size: Represents the nunber of prefixes that are covered by
the advertisenent. The Range Size MJST NOT exceed the numnber
of prefixes that could be satisfied by the Prefix Length
wi t hout including the IPv4 multicast address range
(224.0.0.0/3).

Flags: Single-octet field. The followi ng flags are defined:

0 1 2 3 4 5 6 7
e S LR



5.

R

T T i S S
wher e:

IA-Flag: Inter-Area Flag. |If set, advertisenment is of
inter-area type. An Area Border Router (ABR) that is
advertising the OSPF Extended Prefix Range TLV between
areas MJUST set this bit.

This bit is used to prevent redundant flooding of Prefix
Range TLVs between areas as foll ows:

An ABR only propagates an inter-area Prefix Range
advertisenment fromthe backbone area to connected
nonbackbone areas if the advertisenment is considered
to be the best one. The following rules are used to
sel ect the best range fromthe set of advertisenents
for the same Prefix Range

An ABR al ways prefers intra-area Prefix Range
advertisenents over inter-area adverti senents.

An ABR does not consider inter-area Prefix Range
adverti senents comi ng from nonbackbone areas.

Reserved: SHOULD be set to 0 on transm ssion and MJST be ignored
on reception

Address Prefix: For the address famly |IPv4 unicast, the prefix
itself is encoded as a 32-bit value. The default route is
represented by a prefix of length 0. Prefix encoding for other
address fanmilies is beyond the scope of this specification.

Prefi x-Sl D Sub-TLV

The Prefix-SID Sub-TLV is a sub-TLV of the OSPF Extended Prefix TLV
described in [RFC7684] and the OSPF Ext ended Prefix Range TLV
described in Section 4. It MAY appear nore than once in the parent
TLV and has the follow ng fornmat:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Lengt h |
I S i o T s S S S e s s T
| Fl ags | Reserved | MT- 1 D | Al gorithm |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| SI DY I ndex/ Label (vari abl e) |
B T S i T s i i e e SEI S

wher e:
Type: 2
Length: 7 or 8 octets, depending on the V-Fl ag

Flags: Single-octet field. The followi ng flags are defined:

0 1 2 3 4 5 6 7
e
| INPIMIE [V |L]| | |
o

wher e:



NP-Fl ag: No-PHP (Penultimate Hop Popping) Flag. |If set,
then the penultinmate hop MJUST NOT pop the Prefix-SID
before delivering packets to the node that advertised the
Prefi x-Sl D.

M Fl ag: Mapping Server Flag. |If set, the SID was
advertised by an SR Mappi ng Server as described in
[ RFCB8661] .

E-Flag: Explicit Null Flag. |If set, any upstream nei ghbor
of the Prefix-SID originator MIST replace the Prefix-SID
with the Explicit NULL |abel (O for 1Pv4) before
forwardi ng the packet.

V-Flag: Value/lndex Flag. |If set, then the Prefix-SID
carries an absolute value. |If not set, then the Prefix-
SID carries an index.

L-Flag: Local/dobal Flag. If set, then the val ue/index
carried by the Prefix-SID has |ocal significance. |If not
set, then the value/index carried by this sub-TLV has
gl obal significance

O her bits: Reserved. These MJST be zero when sent and are
i gnored when received.

Reserved: SHOULD be set to 0 on transm ssion and MJST be ignored
on reception

MI-1D: Multi-Topology ID (as defined in [ RFC4915])

Algorithm Single octet identifying the algorithmthe Prefix-SID
is associated with as defined in Section 3.1

A router receiving a Prefix-SID froma renote node and with an
al gorithmval ue that the renote node has not advertised in the
SR-Al gorithm TLV (Section 3.1) MJST ignore the Prefix-SID Sub-
TLV.

SI D/ I ndex/ Label : According to the V- and L-Flags, it contains:

V-Flag is set to O and L-Flag is set to 0: The SID/ | ndex/
Label field is a 4-octet index defining the offset in the
SI DY Label space advertised by this router

V-Flag is set to 1 and L-Flag is set to 1: The SI D/ I ndex/
Label field is a 3-octet local |abel where the 20 right nost
bits are used for encoding the | abel val ue.

Al'l other conbinations of V-Flag and L-Flag are invalid and
any SID Advertisenment received with an invalid setting for
V- and L-Flags MJST be ignored.

If an OSPF router advertises multiple Prefix-SIDs for the sane
prefix, topology, and algorithm all of them MJST be ignored.

When cal cul ating the outgoing | abel for the prefix, the router MJST
take into account, as described below, the E-, NP-, and M Fl ags
advertised by the next-hop router if that router advertised the SID
for the prefix. This MJST be done regardl ess of whether the next-hop
router contributes to the best path to the prefix.

The NP-Flag (No-PHP) MJUST be set and the E-Flag MJUST be clear for
Prefix-SIDs allocated to inter-area prefixes that are origi nated by
the ABR based on intra-area or inter-area reachability between areas



unl ess the advertised prefix is directly attached to the ABR

The NP-Fl ag (No-PHP) MJST be set and the E-Flag MJUST be clear for
Prefix-SIDs allocated to redistributed prefixes, unless the
redistributed prefix is directly attached to the Autononous System
Boundary Router (ASBR).

If the NP-Flag is not set, then:

Any upstream nei ghbor of the Prefix-SID originator MJST pop the
Prefix-SID. This is equivalent to the penultinmate hop-popping
mechani smused in the MPLS data pl ane.

The received E-Flag is ignored.
If the NP-Flag is set and the E-Flag is not set, then:

Any upstream nei ghbor of the Prefix-SID originator MIJST keep the
Prefix-SID on top of the stack. This is useful when the
originator of the Prefix-SID needs to stitch the incom ng packet
into a continuing MPLS LSP to the final destination. This could
occur at an ABR (prefix propagation fromone area to another) or
at an ASBR (prefix propagation fromone dormain to another).

If both the NP-Flag and E-Flag are set, then:

Any upstream nei ghbor of the Prefix-SID originator MJST repl ace
the Prefix-SIDwith an Explicit NULL |abel. This is useful, e.g.

when the originator of the Prefix-SIDis the final destination for

the related prefix and the originator wi shes to receive the packet
with the original EXP bits.

When the MFlag is set, the NP-Flag and the E-Fl ag MJST be ignored on

reception.

As the Mapping Server does not specify the originator of a prefix

advertisenent, it is not possible to determ ne PHP behavior solely
based on the Mapping Server Advertisenent. However, PHP behavi or

SHOULD be done in the foll ow ng cases:

The Prefix is intra-area type and the downstream nei ghbor is the
ori gi nator of the prefix.

The Prefix is inter-area type and the downstream nei ghbor is an
ABR, which is advertising prefix reachability and is al so
generating the Extended Prefix TLV with the A-Flag set for this
prefix as described in Section 2.1 of [RFC7684].

The Prefix is external type and the downstream nei ghbor is an
ASBR, which is advertising prefix reachability and is al so
generating the Extended Prefix TLV with the A-Flag set for this
prefix as described in Section 2.1 of [RFC7684].

When a Prefix-SIDis advertised in an Extended Prefix Range TLV, then

the value advertised in the Prefix-SID Sub-TLV is interpreted as a
starting SID Label val ue.

Example 1: If the followi ng router addresses (| oopback addresses)
need to be mapped into the correspondi ng Prefix-SID indexes:

Router-A: 192.0.2.1/32, Prefix-SID: |ndex
Router-B: 192.0.2.2/32, Prefix-SID: |ndex
Router-C. 192.0.2.3/32, Prefix-SID: |ndex
Router-D: 192.0.2.4/ 32, Prefix-SID: |ndex

A OWNPE

then the Prefix field in the Extended Prefix Range TLV woul d be set



to 192.0.2.1, Prefix Length would be set to 32, Range Size would be
set to 4, and the Index value in the Prefix-SID Sub-TLV woul d be set
to 1.

Exanple 2: If the followi ng prefixes need to be nmapped into the
correspondi ng Prefix-SID indexes:

192.0.2.0/30, Prefix-SID: Index 51
192.0.2.4/30, Prefix-SID: |Index 52
192.0.2.8/30, Prefix-SID: |ndex 53
192.0.2.12/30, Prefix-SID |ndex 54
192.0.2.16/30, Prefix-SID |ndex 55
192.0.2.20/30, Prefix-SID |ndex 56
192.0.2.24/30, Prefix-SID |ndex 57

then the Prefix field in the Extended Prefix Range TLV woul d be set
to 192.0.2.0, Prefix Length would be set to 30, Range Size would be
7, and the Index value in the Prefix-SID Sub-TLV would be set to 51.

6. Adjacency Segnent ldentifier (Adj-SID)

An Adj acency Segnent Identifier (Adj-SID) represents a router
adj acency in Segnment Routi ng.

6.1. Adj-SID Sub-TLV

Adj-SID is an optional sub-TLV of the Extended Link TLV defined in
[ RFC7684]. It MAY appear nultiple times in the Extended Link TLV.
The Adj-SID Sub-TLV has the follow ng fornmat:

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Fl ags | Reserved | M- 1D |  Weight |
B T S i T s i i e e SEI S
| SI DY Label / I ndex (vari abl e) |

wher e:
Type: 2

Length: 7 or 8 octets, depending on the V-Fl ag

Flags: Single-octet field containing the follow ng flags:

e
| Bl VI LI G P I
T O T T S S

wher e:

B-Fl ag: Backup Flag. |If set, the Adj-SID refers to an
adj acency that is eligible for protection (e.g., using IP
Fast Reroute or MPLS-FRR (MPLS-Fast Reroute) as described
in Section 2.1 of [RFC8402].

V-Flag: Value/lndex Flag. |If set, then the Adj-SID carries
an absolute value. |If not set, then the Adj-SID carries
an i ndex.



L-Flag: Local/dobal Flag. |If set, then the val ue/index
carried by the Adj-SID has |ocal significance. |If not
set, then the value/index carried by this sub-TLV has
gl obal significance.

G Flag: Goup Flag. When set, the G Flag indicates that
the Adj-SID refers to a group of adjacencies (and
therefore MAY be assigned to other adjacencies as well)

P-Fl ag: Persistent Flag. Wen set, the P-Flag indicates
that the Adj-SID is persistently allocated, i.e., the
Adj - SI D val ue renai ns consi stent across router restart
and/ or interface flap.

O her bits: Reserved. These MJUST be zero when sent and are
i gnored when received.

Reserved: SHOULD be set to O on transm ssion and MJST be ignored
on reception

MI-1D: Multi-Topology ID (as defined in [ RFC4915]

Wei ght: Weight used for |oad-bal anci ng purposes. The use of the
weight is defined in [ RFC8402].

SI D I ndex/ Label : As described in Section 5

An SR-capabl e router MAY allocate an Adj-SID for each of its

adj acenci es and set the B-Flag when the adjacency is eligible for
protection by an FRR mechanism (I P or MPLS) as described in
Section 3.5 of [RFC8402].

An SR-capabl e router MAY allocate nore than one Adj-SID to an
adj acency.

An SR-capabl e router MAY allocate the same Adj-SID to different
adj acenci es.

When the P-Flag is not set, the Adj-SID MAY be persistent. \Wen the
P-Flag is set, the Adj-SID MJST be persistent.

.2. LAN Adj-SID Sub-TLV

The LAN Adj acency SID is an optional sub-TLV of the Extended Link TLV
defined in [RFC7684]. It MAY appear nultiple tines in the Extended
Link TLV. It is used to advertise a SID/ Label for an adjacency to a
non- DR (Desi gnated Router) router on a broadcast, Non-Broadcast

Mul ti-Access (NBMA), or hybrid [ RFC6845] networKk.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Fl ags | Reserved | M- 1D | Wei ght |
B T S i T s i i e e SEI S
| Nei ghbor | D |
I S i o T s S S S e s s T
| SI DY Label / I ndex (vari abl e) |

wher e:
Type: 3

Length: 11 or 12 octets, depending on the V-Flag



Flags: Sane as in Section 6.1

Reserved: SHOULD be set to 0 on transm ssion and MJST be ignored
on reception

MI-1D: Multi-Topology ID (as defined in [ RFC4915])

Wei ght: Weight used for |oad-bal anci ng purposes. The use of the
wei ght is defined in [ RFC8402].

Nei ghbor I D: The Router ID of the neighbor for which the LAN
Adj acency SID is advertised

SI D/ I ndex/ Label : As described in Section 5

When the P-Flag is not set, the LAN Adjacency SID MAY be persistent.
When the P-Flag is set, the LAN Adjacency SID MJST be persistent.

7. Elenents of Procedure
7.1. Intra-area Segnment Routing in OSPFv2

An OSPFv2 router that supports Segnent Routing MAY advertise Prefix-
SIDs for any prefix to which it is advertising reachability (e.g., a
| oopback | P address as described in Section 5).

A Prefix-SID can al so be advertised by the SR Mapping Servers (as
described in [RFC8661]). A Mapping Server advertises Prefix-SIDs for
renote prefixes that exist in the OSPFv2 routing domain. Miltiple
Mappi ng Servers can advertise Prefix-SIDs for the sane prefix; in

whi ch case, the sane Prefix-SID MIUST be advertised by all of them
The fl oodi ng scope of the OSPF Extended Prefix Opaque LSA that is
generated by the SR Mappi ng Server could be either area scoped or AS
scoped and is determnined based on the configuration of the SR Mapping
Server.

An SR Mappi ng Server MJST use the OSPF Extended Prefix Range TLV when
advertising SIDs for prefixes. Prefixes of different route types can
be combined in a single OSPF Extended Prefix Range TLV advertised by
an SR Mappi ng Server. Because the OSPF Extended Prefix Range TLV
doesn’t include a Route-Type field, as in the OSPF Extended Prefix
TLV, it is possible to include adjacent prefixes fromdifferent route
types in the OSPF Extended Prefix Range TLV.

Ar ea- scoped OSPF Ext ended Prefix Range TLVs are propagated between
areas. Similar to propagation of prefixes between areas, an ABR only
propagat es the OSPF Extended Prefix Range TLV that it considers to be
the best fromthe set it received. The rules used to pick the best
OSPF Ext ended Prefix Range TLV are described in Section 4.

When propagating an OSPF Extended Prefix Range TLV between areas,
ABRs MUST set the IA-Flag. This is used to prevent redundant

fl oodi ng of the OSPF Extended Prefix Range TLV between areas as
described in Section 4.

7.2. Inter-area Segnent Routing in OSPFv2

In order to support SR in a nultiarea environment, OSPFv2 MJST
propagate Prefix-SID informati on between areas. The foll ow ng
procedure is used to propagate Prefix-SIDs between areas.

When an OSPF ABR advertises a Type-3 Summary LSA froman intra-area
prefix to all its connected areas, it will also originate an OSPF
Ext ended Prefix Opaque LSA as described in [RFC7684]. The fl ooding
scope of the OSPF Extended Prefix Opaque LSA type will be set to



7.

7.

7.

3.

4.

4.

area-|local scope. The route type in the OSPF Extended Prefix TLV is
set to inter-area. The Prefix-SID Sub-TLV will be included in this
LSA and the Prefix-SID value will be set as follows:

The ABR will look at its best path to the prefix in the source
area and find the advertising router associated with the best path
to that prefix.

The ABR will then determine if this router advertised a Prefix-SID
for the prefix and use it when advertising the Prefix-SID to other
connect ed ar eas.

If no Prefix-SID was advertised for the prefix in the source area
by the router that contributes to the best path to the prefix, the
originating ABR will use the Prefix-SID advertised by any other
router when propagating the Prefix-SID for the prefix to other

ar eas.

VWhen an OSPF ABR advertises Type-3 Summary LSAs from an inter-area
route to all its connected areas, it will also originate an COSPF

Ext ended Prefix Opaque LSA as described in [RFC7684]. The flooding
scope of the OSPF Extended Prefix Opaque LSA type will be set to
area-local scope. The route type in the OSPF Extended Prefix TLV is
set to inter-area. The Prefix-SID Sub-TLV will be included in this
LSA and the Prefix-SIDwill be set as foll ows:

The ABR will look at its best path to the prefix in the backbone
area and find the advertising router associated with the best path
to that prefix.

The ABR will then determine if such a router advertised a Prefix-
SID for the prefix and use it when advertising the Prefix-SID to
ot her connected areas.

If no Prefix-SID was advertised for the prefix in the backbone
area by the ABR that contributes to the best path to the prefix,
the originating ABR will use the Prefix-SID advertised by any
ot her router when propagating the Prefix-SID for the prefix to
ot her areas.

Segnment Routing for External Prefixes

Type-5 LSAs are flooded dormain wi de. Wen an ASBR, which supports
SR, generates Type-5 LSAs, it SHOULD al so origi nate OSPF Ext ended
Prefix Opaque LSAs as described in [RFC7684]. The fl oodi ng scope of
the OSPF Extended Prefix Opaque LSA type is set to AS-w de scope.
The route type in the OSPF Extended Prefix TLV is set to external.
The Prefix-SID Sub-TLV is included in this LSA and the Prefix-SID
value will be set to the SID that has been reserved for that prefix.

When a Not - So- St ubby Area (NSSA) [ RFC3101] ABR transl ates Type-7 LSAs
into Type-5 LSAs, it SHOULD al so advertise the Prefix-SID for the
prefix. The NSSA ABR determines its best path to the prefix
advertised in the translated Type-7 LSA and finds the advertising
router associated with that path. |If the advertising router has
advertised a Prefix-SID for the prefix, then the NSSA ABR uses it
when advertising the Prefix-SID for the Type-5 prefix. Oherw se,
the Prefix-SID advertised by any other router will be used.

Advertisement of Adj-SID

The Adj acency Segnent Routing ldentifier (Adj-SID) is advertised
usi ng the Adj-SID Sub-TLV as described in Section 6.

1. Advertisenment of Adj-SID on Point-to-Point Links



An Adj-SID MAY be advertised for any adjacency on a point-to-point
(P2P) link that is in neighbor state 2-Way or higher. |If the

adj acency on a P2P link transitions fromthe FULL state, then the
Adj-SID for that adjacency MAY be renmoved fromthe area. If the
adj acency transitions to a state |ower than 2-Way, then the Adj-SID
Advertisement MJST be withdrawn fromthe area.

7.4.2. Adjacency SID on Broadcast or NBMA Interfaces

Br oadcast, NBMA, or hybrid [ RFC6845] networks in OSPF are represented
by a star topol ogy where the Designated Router (DR) is the central
point to which all other routers on the broadcast, NBMA, or hybrid
network connect. As a result, routers on the broadcast, NBMA, or
hybrid network advertise only their adjacency to the DR Routers
that do not act as DR do not formor advertise adjacencies with each
other. They do, however, nmintain 2-Way adjacency state with each
other and are directly reachabl e.

When Segnent Routing is used, each router on the broadcast, NBMA, or
hybrid network MAY advertise the Adj-SID for its adjacency to the DR
usi ng the Adj-SID Sub-TLV as described in Section 6. 1.
SR-capabl e routers MAY al so advertise a LAN Adj acency SID for other
nei ghbors (e.g., Backup Designated Router, DR OTHER, etc.) on the
broadcast, NBMA, or hybrid network using the LAN Adj-SID Sub-TLV as
described in Section 6. 2.

8. | ANA Consi derati ons

Thi s specification updates several existing OSPF registries and
creates a new | GP registry.

8.1. OSPF Router Information (RI) TLVs Registry

The foll owi ng val ues have been all ocat ed:

S o S +
| Value | TLV Nane | Reference |
F =4 -4 ———————————————+
| 8 | SR-Al gorithm TLV | This docunent |
I e . +
| 9 | SID Label Range TLV | This docunent |
R o o +
| 14 | SR Local Block TLV | This docunent |
S e . +
| 15 | SRMS Preference TLV | This document |
I e . +

Table 1: OSPF Router Information (R) TLVs
8.2. (OSPFv2 Extended Prefix Opaque LSA TLVs Registry

The foll owi ng val ues have been all ocat ed:

R, o e e e e e e e e e e e o m o T +
| Value | Description | Reference |
[ el ey el
| 2 | OSPF Extended Prefix Range TLV | This docunent |
S o m e e e e e e e e e e aa oo oo +

Tabl e 2: OSPFv2 Extended Prefix Opaque LSA TLVs
8.3. OSPFv2 Extended Prefix TLV Sub-TLVs Registry

The foll owi ng val ues have been all ocat ed:



| Value | Description | Reference |
B ettty ety ety o
| 1 | SID Label Sub-TLV | This docunent |
+----- - R I I R I I T +
| 2 | Prefix-SID Sub-TLV | This document |
+------- I I R S I +

Tabl e 3: OSPFv2 Extended Prefix TLV Sub-TLVs
8.4. (OSPFv2 Extended Link TLV Sub-TLVs Registry

The following initial values have been all ocated:

+------- I i T I R I i +
| Value | Description | Reference |
F bbbl e s
| 1 | SID Label Sub-TLV | This document |
+------- I i I R S I +
| 2 | Adj-SID Sub-TLV | This docunent |
+------- I i T I R I i +
| 3 | LAN Adj-SID/ Label Sub-TLV | This docunent |
+----- - I i I I T N R I I T +

Tabl e 4: OSPFv2 Extended Link TLV Sub-TLVs
8.5. I1GP Algorithm Types Registry

| ANA has set up a subregistry called "I GP Al gorithm Type" under the
"Interior Gateway Protocol (1GP) Paraneters" registry. The
registration policy for this registry is "Standards Action”

([ RFC8126] and [ RFC7120]).

Values in this registry cone fromthe range 0-255.

The initial values in the IGP Algorithm Type registry are as foll ows:

I
+
Shortest Path First (SPF) algorithmbased | This
on link metric. This is the standard |
shortest path al gorithmas conputed by the |
| GP protocol. Consistent with the |
depl oyed practice for link-state |
protocols, AlgorithmO pernmts any node to |
overwite the SPF path with a different |

I

pat h based on its local policy.

Strict Shortest Path First (SPF) algorithm| This

based on link nmetric. The algorithmis | docunent
identical to AlgorithmO, but Algorithm1 |
requires that all nodes along the path |
wi || honor the SPF routing decision. |
Local policy at the node claimng support |
for Algorithm1 MJUST NOT alter the SPF |
pat hs conputed by Algorithm 1. |

Table 5: 1 GP Al gorithm Types
9. TLV/ Sub-TLV Error Handling
For any new TLVs/sub-TLVs defined in this docunment, if the length is

invalid, the LSAin which it is advertised is considered mal forned
and MJST be ignhored. An error SHOULD be | ogged subject to rate



10.

11.

11.

limting.
Security Considerations

Wth the OSPFv2 Segnent Routing extensions defined herein, OSPFv2

wi Il now programthe MPLS data plane [ RFC3031] in addition to the IP
data plane. Previously, LDP [RFC5036] or another |abel distribution
mechani smwas required to advertise MPLS | abel s and programthe MPLS
data pl ane.

In general, the sane types of attacks that can be carried out on the
I P control plane can be carried out on the MPLS control plane
resulting in traffic being msrouted in the respective data pl anes.
However, the latter can be nmore difficult to detect and isol ate.

Exi sting security extensions as described in [RFC2328] and [ RFC7684]
apply to these Segnment Routing extensions. Wile OSPF is under a
singl e adm nistrative domain, there can be depl oyments where
potential attackers have access to one or nore networks in the OSPF
routing domain. In these deploynents, stronger authentication
mechani snms such as those specified in [ RFC7474] SHOULD be used.

I mpl ement ati ons MUST assure that mal formed TLVs and sub- TLVs defined
in this docunent are detected and do not provide a vulnerability for
attackers to crash the OSPFv2 router or routing process. Reception
of mal forned TLVs or sub-TLVs SHOULD be counted and/or | ogged for
further analysis. Logging of malformed TLVs and sub-TLVs SHOULD be
rate limted to prevent a Denial of Service (DoS) attack (distributed
or otherwi se) fromoverl oading the OSPF control plane.
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