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I nt roduction

The Certification Authority Authorization (CAA) DNS Resource Record
all ows a DNS domai n nane hol der to specify the Certification
Authorities (CAs) authorized to issue certificates for that domain
nane. Publication of CAA Resource Records allows a public CAto

i mpl ement addi tional controls to reduce the risk of unintended
certificate m s-issue.

Li ke the TLSA record defined in DNS-Based Authentication of Nanmed
Entities (DANE) [ RFC6698], CAA records are used as a part of a
mechani sm for checking PKI X [ RFC6698] certificate data. The

di stinction between CAA and TLSA is that CAA records specify an
aut hori zation control to be perfornmed by a CA before issuing a
certificate and TLSA records specify a verification control to be
performed by a Relying Party after the certificate is issued.

Conformance with a published CAA record is a necessary, but not
sufficient, condition for the issuance of a certificate.

Criteria for the inclusion of enbedded trust anchor certificates in
applications are outside the scope of this docunent. Typically, such
criteria require the CAto publish a Certification Practices
Statement (CPS) that specifies how the requirenents of the
Certificate Policy (CP) are achieved. It is also common for a CAto
engage an i ndependent third-party auditor to prepare an annual audit
statenent of its performance against its CPS

A set of CAA records describes only current grants of authority to
i ssue certificates for the correspondi ng DNS domai n nane. Since
certificates are valid for a period of time, it is possible that a
certificate that is not confornant with the CAA records currently
publ i shed was confornant with the CAA records published at the tine
that the certificate was issued. Relying Parties MJUST NOT use CAA
records as part of certificate validation

CAA records MAY be used by Certificate Evaluators as a possible

i ndicator of a security policy violation. Such use SHOULD take into
account the possibility that published CAA records changed between
the time a certificate was issued and the time at which the
certificate was observed by the Certificate Eval uator



Definitions
.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

.2. Defined Terns
The following terns are used in this docunent:
Certificate: An X. 509 Certificate, as specified in [ RFC5280].

Certificate Evaluator: A party other than a Relying Party that
eval uates the trustworthiness of certificates issued by
Certification Authorities.

Certification Authority (CA): An Issuer that issues certificates in
accordance with a specified Certificate Policy.

Certificate Policy (CP): Specifies the criteria that a CA undertakes
to neet inits issue of certificates. See [RFC3647].

Certification Practices Statenent (CPS): Specifies the nmeans by
which the criteria of the CP are net. In nobst cases, this will be
the docunent agai nst which the operations of the CA are audited.
See [ RFC3647].

Domai n Nane: The | abel assigned to a node in the Domain Name System

Dormai n Name System (DNS): The Internet naming systemspecified in
[ RFC1034] and [ RFC1035].

DNS Security (DNSSEC): Extensions to the DNS that provide
aut hentication services as specified in [ RFC4033], [ RFC4034],
[ RFC4035], [RFC5155], and any revisions to these specifications.

Fully Qualified Domain Name (FQDN): A domain nane that includes the
| abel s of all superior nodes in the DNS

Issuer: An entity that issues certificates. See [RFC5280].

Property: The tag-value portion of a CAA Resource Record.

Property Tag: The tag portion of a CAA Resource Record.

Property Value: The value portion of a CAA Resource Record.

Rel evant Resource Record Set (Rel evant RRset): A set of CAA Resource
Records resulting fromapplying the algorithmin Section 3 to a
specific FQDN or W/ dcard Domai n Nane.

Relying Party: A party that nmakes use of an application whose
operation depends on the use of a certificate for making a
security decision. See [RFC5280].

Resource Record (RR): A particular entry in the DNS, including the
owner nane, class, type, tine to live, and data, as defined in
[ RFC1034] and [ RFC2181].

Resource Record Set (RRset): A set of RRs of a particular owner

nane, class, and type. The tine to live on all RRs within an
RRset is always the same, but the data nmay be different anong RRs
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in the RRset.

Wl dcard Donain Narme: A donain nane consisting of a single asterisk
character followed by a single "full stop" character ("*.")
foll owed by an FQDN.

Rel evant Resource Record Set

Before issuing a certificate, a conpliant CA MJST check for
publication of a Relevant RRset. |f such an RRset exists, a CA

MUST NOT issue a certificate unless the CA deternines that either

(1) the certificate request is consistent with the applicable CAA
RRset or (2) an exception specified in the relevant CP or CPS
applies. |If the Relevant RRset for an FQDN or Wl dcard Domai n Nane
contains no Property Tags that restrict issuance (for instance, if it
contains only iodef Property Tags or only Property Tags unrecogni zed
by the CA), CAA does not restrict issuance.

A certificate request MAY specify nore than one FQDN and MAY specify
W dcard Donain Nanmes. |ssuers MJST verify authorization for all the
FQDNs and W1 dcard Donmain Nanes specified in the request.

The search for a CAA RRset clinbs the DNS nane tree fromthe
specified | abel up to, but not including, the DNS root "." until a
CAA RRset is found.

G ven a request for a specific FQDN X or a request for a Wldcard
Domain Nanme *. X, the Rel evant RRset Rel evant CAASet (X) is determ ned
as follows (in pseudocode):

Let CAA(X) be the RRset returned by perform ng a CAA record query
for the FQDN X, according to the | ookup algorithmspecified in
Section 4.3.2 of [RFC1034] (in particular, chasing aliases). Let
Parent (X) be the FQDN produced by renoving the | eftnost |abel of
X.

Rel evant CAASet (domai n) :
while domain is not ".":
i f CAA(domain) is not Enpty:
return CAA(donai n)
domai n = Parent (domai n)
return Enpty

For exanple, processing CAA for the FQDN "X Y.Z" where there are
no CAA records at any level in the tree Rel evant CAASet woul d have
the follow ng steps:

CAA("X. Y. Z. ")
CAA("Y. Z. M)
CAA("Z. ")
return Enpty

"Y.Z."
wzow

Enpty; domain
Enpty; domain
Enpty; donain

Parent ("X Y. Z.")
Parent ("Y.Z.")
Parent ("Z.")

Processing CAA for the FQDN "A B.C' where there is a CAA record
"i ssue exanple.cont at "B.C' would terninate early upon finding
the CAA record:

CAA("A.B.C. ") Enpty; domain = Parent("A.B.C.") = "B.C."
CAA("B.C. ") "i ssue exanpl e. cont
return "i ssue exanple.cont

Mechani sm
1. Syntax

A CAA RR contains a single Property consisting of a tag-value pair.
An FQDN MAY have multiple CAA RRs associated with it, and a given



Property Tag MAY be specified nore than once across those RRs.

The RDATA section for a CAA RR contains one Property. A Property
consists of the foll ow ng:

+0- 1- 2- 3-4-5- 6- 7- | 0- 1- 2- 3- 4- 5- 6- 7-
n

| Fl ags | Tag Length =

S I U ISRy +

| Tag char O | Tag char 1 |...|] Tag char n-1 |
- I +, . +

R R R +o.... R R +
| Value byte O | Value byte 1 | ... .. | Value byte m1

R T I +o.o... R T +

Where n is the length specified in the Tag Length field and mis the
nunber of remaining octets in the Value field. They are related by
(m=4d- n- 2) where d is the length of the RDATA section

The fields are defined as foll ows:
Flags: One octet containing the follow ng field:

Bit O, Issuer Critical Flag: |If the value is set to "1", the
Property is critical. A CA MJST NOT issue certificates for any
FQDN i f the Relevant RRset for that FQDN contains a CAA
critical Property for an unknown or unsupported Property Tag.

Note that according to the conventions set out in [RFC1035], bit 0 is
the Most Significant Bit and bit 7 is the Least Significant Bit.

Thus, according to those conventions, the Flags value 1 neans that
bit 7 is set, while a value of 128 neans that bit 0 is set.

Al'l other bit positions are reserved for future use.

To ensure conpatibility with future extensions to CAA DNS records
compliant with this version of the CAA specification MIST clear (set
to "0") all reserved flag bits. Applications that interpret CAA
records MJST ignore the value of all reserved flag bits.

Tag Length: A single octet containing an unsigned integer specifying
the tag length in octets. The tag | ength MJUST be at |east 1.

Tag: The Property identifier -- a sequence of ASCI| characters.
Tags MAY contain ASCI| characters "a" through "z", "A" through "Z",
and the nunbers 0 through 9. Tags MJST NOT contain any other
characters. Matching of tags is case insensitive

Tags submitted for registration by I ANA MUST NOT contain any
characters other than the (|l owercase) ASCI| characters "a" through
"z" and the nunbers 0 through 9

Val ue: A sequence of octets representing the Property Val ue.
Property Val ues are encoded as binary val ues and MAY enpl oy
sub- f or mat s.

The length of the Value field is specified inplicitly as the
remai ning | ength of the encl osi ng RDATA section

.1.1. Canonical Presentation Format
The canonical presentation format of the CAA record is:
CAA <fl ags> <tag> <val ue>

Wher e:
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Fl ags: An unsigned integer between 0 and 255

Tag: A non-zero-length sequence of ASCII letters and nunbers in
| ower case

Val ue: The Value field, expressed as either (1) a contiguous set of
characters without interior spaces or (2) a quoted string. See
the <character-string> format specified in [ RFCL035], Section 5.1,
but note that the Value field contains no length byte and is not
limted to 255 characters.

CAA issue Property

If the issue Property Tag is present in the Rel evant RRset for an
FQDN, it is a request that |ssuers:

1. Perform CAA issue restriction processing for the FQDN, and

2. Gant authorization to issue certificates containing that FQDN to
the hol der of the issuer-domain-nane or a party acting under the
explicit authority of the holder of the issuer-domain-nane.

The CAA issue Property Value has the follow ng sub-syntax (specified
in ABNF as per [RFC5234]).

i ssue-value = *WBP [i ssuer-donai n- nane *W5P]
[";" *WBP [paraneters *W5P] ]

i ssuer-domai n-nanme = | abel *("." I|abel)

label = (ALPHA / DIGT) *( *("-") (ALPHA/ DIAT))

paraneters = (paraneter *WsP ";" *WBP paraneters) / paraneter
paraneter = tag *WsP "=" *WSP val ue

tag = (ALPHA / DIAT) *( *("-") (ALPHA/ DIGAT))
val ue = *(%%21-3A /| W%3C- 7E)

For consistency with other aspects of DNS admi nistration, FQDN val ues
are specified in letter-digit-hyphen Label (LDH Label) form

The foll owing CAA RRset requests that no certificates be issued for
the FQDN "certs. exanpl e.cont’ by any |ssuer other than cal.exanpl e. net
or caZ2.example.org.

certs. exanpl e. com CAA 0 issue "cal. exanpl e. net"
certs. exanpl e.com CAA 0 issue "ca2.exanple.org"

Because the presence of an issue Property Tag in the Rel evant RRset
for an FQDN restricts issuance, FQDN owners can use an issue Property
Tag with no issuer-domai n-nanme to request no i ssuance.

For exanple, the follow ng RRset requests that no certificates be
i ssued for the FQDN "nocerts. exanmpl e. coni’ by any |ssuer

nocerts. exanpl e. com CAA O issue ";"

An issue Property Tag where the issue-val ue does not match the ABNF
grammar MJST be treated the sane as one specifying an enpty

i ssuer-domai n-nanme. For exanple, the followi ng mal forned CAA RRset
forbids issuance:

mal f or med. exanpl e. com CAA 0 issue "9%8880
CAA aut horizations are additive; thus, the result of specifying both

an enpty issuer-domai n-nanme and a non-enpty issuer-donai n-name is the
same as specifying just the non-enpty issuer-domai n-nane.



An | ssuer MAY choose to specify paraneters that further constrain the
i ssue of certificates by that Issuer -- for exanple, specifying that
certificates are to be subject to specific validation policies,
billed to certain accounts, or issued under specific trust anchors.

For exanple, if cal.exanple.net has requested that its custoner
account . exanpl e. com speci fy their account nunber "230123" in each of
the custonmer’s CAA records using the (CA-defined) "account™
paraneter, it would |ook |ike this:

account . exanpl e.com CAA 0 issue "cal.exanpl e.net; account=230123"

The semantics of parameters to the issue Property Tag are determ ned
by the |ssuer al one.

4.3. CAA issuewild Property

The issuewild Property Tag has the same syntax and semantics as the
i ssue Property Tag except that it only grants authorization to issue
certificates that specify a Wldcard Dormai n Name and each issuew ld
Property takes precedence over each issue Property when specified.
Specifically:

Each issuewi |l d Property MJST be ignored when processing a request for
an FQDN that is not a WIldcard Domai n Nane.

If at | east one issuewild Property is specified in the Rel evant RRset
for a Wldcard Domai n Nane, each issue Property MJST be ignhored when
processing a request for that WIdcard Donai n Nare.

For exanple, the follow ng RRset requests that _only_ cal. exanpl e. net
i ssue certificates for "wld.exanple.com or "sub.wld.exanple.cont,
and that _only_ ca2.exanmple.org issue certificates for

"* wild. example.cont or "*.sub.wld.example.conf. Note that this
presunmes that there are no CAA RRs for sub.w | d. exanpl e. com

wi | d. exanpl e. com CAA 0 issue "cal. exanpl e. net"
wi | d. exanpl e. com CAA 0 issuew | d "ca2.exanple.org"

The foll owi ng RRset requests that _only_ cal. exanpl e. net issue
certificates for "w |l d2. exanpl e.com', "*.w | d2. exanpl e. cont', or
"*_ sub.w | d2. exanpl e. cont'.

wi | d2. exanpl e. com CAA 0 issue "cal. exanpl e. net"

The foll owi ng RRset requests that _only_ca2.exanple.org issue
certificates for "*.w | d3.exanple.com or "*.sub.w | d3. exanpl e. coni.
It does not permt any Issuer to issue for "wld3.example.coni or
"sub. wi | d3. exanpl e. cont'.

wi | d3. exanpl e. com CAA 0 issuew |l d "ca2.exanple.org"
wi | d3. exanpl e. com CAA O issue ";"

The foll owi ng RRset requests that _only_ ca2. exanple.org issue
certificates for "*.w | d3. exanple.cont or "*.sub.w | d3. exanple. coni.
It permits any Issuer to issue for "wild3. exanpl e.con or

"sub. wi | d3. exanpl e. cont'.

wi | d3. exanpl e. com CAA O issuewi | d "ca2.exanple.org"
4.4. CAA iodef Property
The iodef Property specifies a means of reporting certificate issue

requests or cases of certificate issue for domains for which the
Property appears in the Rel evant RRset, when those requests or



i ssuances violate the security policy of the Issuer or the FCQDN
hol der.

The I ncident Object Description Exchange Format (1 ODEF) [ RFC7970] is
used to present the incident report in machine-readable form

The iodef Property Tag takes a URL as its Property Value. The URL
schene type deternmi nes the nethod used for reporting:

mailto: The | ODEF report is reported as a MME enmmil attachnment to
an SMIP enmil that is subnitted to the nmail address specified.
The mail nessage sent SHOULD contain a brief text message to alert
the recipient to the nature of the attachnent.

http or https: The |ODEF report is subnmitted as a web service
request to the HTTP address specified using the protocol specified
in [ RFC6546] .

These are the only supported URL schenes.
The foll owing RRset specifies that reports nay be nmade by neans of

email with the | ODEF data as an attachnent, a web service [ RFC6546],
or bot h:

report.exanpl e.com CAA O issue "cal. exanpl e. net™
report.exanpl e.com CAA 0 iodef "mmilto:security@xanple.cont
report.exanpl e.com CAA 0 iodef "https://iodef.exanple.con"

4.5. Critical Flag

The critical flag is intended to permt future versions of CAA to
i ntroduce new semantics that MJST be understood for correct
processing of the record, preventing conform ng CAs that do not
recogni ze the new semantics fromissuing certificates for the

i ndi cat ed FQDNs.

In the foll owi ng exanple, the Property with a Property Tag of "tbs"
is flagged as critical. Neither the cal.exanple.net CA nor any other
I ssuer is authorized to issue for "new exanple.com (or any other
domains for which this is the Relevant RRset) unless the |Issuer has

i mpl emented the processing rules for the "tbs" Property Tag.

new. exanpl e. com CAA O issue "cal. exanpl e. net™
new. exanpl e. com CAA 128 tbs "Unknown"

5. Security Considerations

CAA records assert a security policy that the hol der of an FCQDN

wi shes to be observed by Issuers. The effectiveness of CAA records
as an access control mechanismis thus dependent on observance of CAA
constraints by |ssuers.

The objective of the CAA record properties described in this docunent
is to reduce the risk of certificate m s-issue rather than avoid
reliance on a certificate that has been m s-issued. DANE [ RFC6698]
descri bes a nmechani smfor avoiding reliance on m s-issued
certificates.

5.1. Use of DNS Security
The use of DNSSEC to authenticate CAA RRs is strongly RECOMMENDED but
not required. An Issuer MJST NOT issue certificates if doing so
woul d conflict with the Rel evant RRset, irrespective of whether the
correspondi ng DNS records are signed.

DNSSEC provi des a proof of non-existence for both DNS FQDNs and



RRsets within FQDNs. DNSSEC verification thus enables an |Issuer to
determ ne whether the answer to a CAA record query (1) is enpty
because the RRset is enpty or (2) is non-enpty but the response has
been suppressed.

The use of DNSSEC all ows an Issuer to acquire and archive a proof
that they were authorized to issue certificates for the FCQDN
Verification of such archives may be an audit requirenent to verify
CAA record-processi ng conpliance. Publication of such archives nmay
be a transparency requirenent to verify CAA record-processing
compl i ance.

5.2. Non-conpliance by Certification Authority

CAA records offer CAs a cost-effective nmeans of mitigating the risk
of certificate ms-issue: the cost of inplenenting CAA checks is very
smal |, and the potential costs of a mis-issue event include the
renmoval of an enbedded trust anchor.

5.3. Ms-Issue by Authorized Certification Authority

The use of CAA records does not prevent nis-issue by an authorized
CA i.e., aCAthat is authorized to issue certificates for the FQDN
in question by CAA records.

FQDN hol ders SHOULD verify that the CAs they authorize to issue
certificates for their FQDNs enpl oy appropriate controls to ensure
that certificates are issued only to authorized parties within their
organi zati on.

Such controls are nost appropriately determ ned by the FQDN hol der
and the authorized CA(s) directly and are thus outside the scope of
thi s docunent.

5.4. Suppression or Spoofing of CAA Records

Suppressi on of a CAA record or insertion of a bogus CAA record could
enabl e an attacker to obtain a certificate froman Issuer that was
not authorized to issue for an affected FQDN

Wher e possible, Issuers SHOULD perform DNSSEC val i dation to detect
m ssing or nodified CAA RRsets.

In cases where DNSSEC i s not depl oyed for a correspondi ng FQDN, an

| ssuer SHOULD attenpt to mitigate this risk by enploying appropriate
DNS security controls. For exanple, all portions of the DNS | ookup
process SHOULD be performed agai nst the authoritative naneserver

Data cached by third parties MJUST NOT be relied on as the sole source
of DNS CAA information but MAY be used to support additiona
anti-spoofing or anti-suppression controls.

5.5. Deni al of Service

Introduction of a mal formed or malicious CAA RR could, in theory,
enabl e a Deni al -of -Service (DoS) attack. This could happen by
nodi fi cation of authoritative DNS records or by spoofing inflight DNS
responses.

This specific threat is not considered to add significantly to the
risk of running an insecure DNS service.

An attacker could, in principle, performa DoS attack agai nst an

I ssuer by requesting a certificate with a naliciously |ong DNS nane.
In practice, the DNS protocol inposes a maxi num nane | ength, and CAA
processi ng does not exacerbate the existing need to mitigate DoS
attacks to any neani ngful degree.



5.6. Abuse of the Critical Flag

A CA could nake use of the critical flag to trick custoners into
publ i shing records that prevent conpeting CAs fromissuing
certificates even though the customer intends to authorize nultiple
providers. This could happen if the custonmers were setting CAA
records based on data provided by the CA rather than generating those
records thensel ves

In practice, such an attack would be of mninmal effect, since any
competent conpetitor that found itself unable to issue certificates
due to lack of support for a Property marked critical should
investigate the cause and report the reason to the custoner. The
custoner will thus discover that they had been decei ved.

6. Depl oynment Considerations

A CA inplenmenting CAA may find that they receive errors | ooking up
CAA records. The followi ng are sonme commpn causes of such errors, so
that CAs may provide guidance to their subscribers on fixing the
under | ying probl ens.

6.1. Blocked Queries or Responses

Sone m ddl eboxes -- in particular, anti-DDoS appliances -- may be
configured to drop DNS packets of unknown types, or they may start
droppi ng such packets when they consider thensel ves under attack
This generally manifests as a tinmed-out DNS query or as a SERVFAIL at
a |l ocal recursive resolver.

6.2. Rejected Queries and Ml forned Responses

Sone aut horitative nameservers respond with REJECTED or NOTI MP when
queried for an RR type they do not recognize. At |east one
authoritative resolver produces a malforned response (with the R
(Query/ Response) bit set to "0") when queried for unknown RR types.
Per [ RFC1034], the correct response RCODE for unknown RR types is O
("No error condition").

6.3. Delegation to Private Nameservers

Some FCQDN admi ni strators make the contents of a subdonain

unresol vabl e on the public Internet by del egating that subdomain to a
naneserver whose | P address is private. A CA processing CAA records
for such subdomains will receive SERVFAIL fromits recursive
resolver. The CA MAY interpret that as preventing issuance. FQDN
adm nistrators wishing to issue certificates for private FQDNs SHOULD
use split-horizon DNS with a publicly avail able nanmeserver, so that
CAs can receive a valid, enpty CAA response for those FQDNs.

6.4. Bogus DNSSEC Responses

Queries for CAA RRs are different fromnost DNS RR types, because a
signed, enpty response to a query for CAA RRs is neaningfully
different froma bogus response. A signed, enpty response indicates
that there is definitely no CAA policy set at a given |label. A bogus
response may nean either a msconfigured zone or an attacker
tanmpering with records. DNSSEC i npl enentati ons may have bugs with
signatures on enpty responses that go unnoticed, because for nore
common RR types like A and AAAA, the difference to an end user

bet ween enpty and bogus is irrelevant; they both nean a site is
unavai |l abl e.

In particular, at |least two authoritative resolvers that inplenent
I'ive signing had bugs when returning enpty RRsets for DNSSEC-si gnhed
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zones, in conbination with m xed-case queries. M xed-case queri es,
al so known as DNS 0x20, are used by some recursive resolvers to

i ncrease resilience agai nst DNS poi soning attacks. DNSSEC- signing
authoritative resolvers are expected to copy the same capitalization
fromthe query into their ANSWER section but also to sign the
response as if they had used all |owercase. |In particular, PowerDNS
versions prior to 4.0.4 had this bug.

Di fferences from RFC 6844

Thi s docunent obsol etes [ RFC6844]. The nost inportant change is to
the "Certification Authority Processing" section (now called

"Rel evant Resource Record Set" (Section 3), as noted bel ow).

[ RFC6844] specified an algorithmthat perfornmed DNS tree-clinbing not
only on the FQDN being processed but also on all CNAMEs and DNAMEs
encountered along the way. This nmade the processing al gorithmvery

i nefficient when used on FQDNs that utilize nany CNAMES and woul d
have nade it difficult for hosting providers to set CAA policies on
their owmn FQDNs wi thout setting potentially unwanted CAA policies on
their custoners’ FQDNs. This docunent specifies a sinplified
processing algorithmthat only perforns tree-clinbing on the FQDN
bei ng processed, and it |eaves the processi ng of CNAMEsS and DNAMES up
to the CA's recursive resolver

Thi s docunent al so includes a "Depl oynment Considerations” section
(Section 6) detailing experience gained with practical deploynment of
CAA enforcenent anong CAs in the WbPKI .

Thi s docunent clarifies the ABNF grammar for the issue and issuewld

tags and resol ves sone inconsistencies with the document text. In
particular, it specifies that parameters are separated with
sem colons. It also allows hyphens in Property Tags.

Thi s docunent also clarifies the processing of a CAA RRset that is
not enpty but that does not contain any issue or issuew ld tags.

Thi s docunent renoves the section titled "The CAA RR Type," merging
it with "Mechanisni' (Section 4) because the definitions were mainly
duplicates. It noves the "Use of DNS Security" section into Security
Consi derations (Section 5). It renanes "Certification Authority
Processi ng" to "Rel evant Resource Record Set" (Section 3) and

enphasi zes the use of that termto nore clearly define which domains
are affected by a given RRset.

| ANA Consi der ati ons

I ANA has added this docunent as a reference for the "Certification
Authority Restriction Flags" and "Certification Authority Restriction
Properties” registries and updated references to [ RFC6844] within
those registries to refer instead to this docunent. |ANA has al so
updated the CAA TYPE in the "Resource Record (RR) TYPES" subregistry
of the "Domain Nane System (DNS) Paraneters" registry with a
reference to this docunent.
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