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Abst ract

| Pv4-over-1Pv6 transition nechani sns provide | Pv4 connectivity
services over |Pv6 native networks during the |IPv4/1Pv6 coexistence
period. DHCPv6 options have been defined to configure clients for
Li ght wei ght 4over 6, Mappi ng of Address and Port w th Encapsul ation
(MAP-E), Mapping of Address and Port using Translation (MAP-T)

uni cast softwire mechani snms, and nulticast softwires. However, in
many networ ks, configuration information is stored in an

Aut henti cation, Authorization, and Accounting (AAA) server, which
utilizes the Renpte Authentication Dial In User Service (RADI US)
protocol to provide centralized managenent for users. Wen a new
transition nechanismis devel oped, new RADI US attri butes need to be
defi ned correspondingly.

Thi s docunent defines new RADIUS attributes to carry softwire
configuration parameters based on Address plus Port froma AAA server
to a Broadband Network Gateway. Both unicast and nulticast

attri butes are covered.
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Provi ders have started deploying and transitioning to | Pv6. Severa

| Pv4 service continuity mechani sns based on Address plus Port (A+P)

[ RFC6346] have been proposed for providing unicast |Pv4-over-

I Pv6-only infrastructure, such as Mappi ng of Address and Port with
Encapsul ati on (MAP-E) [RFC7597], Mapping of Address and Port using
Translation (MAP-T) [RFC7599], and Lightwei ght 4over6 [ RFC7596].

Al so, [RFC8114] specifies a generic solution for the delivery of |Pv4
mul ti cast services to IPv4 clients over an I Pv6 multicast network.

For each of these nechani snms, DHCPv6 options have been specified for
client configuration

In many networks, user configuration information is stored in an

Aut henti cation, Authorization, and Accounting (AAA) server. AAA
servers generally comrmuni cate using the Renpte Authentication Dial In
User Service (RADIUS) [RFC2865] protocol. 1In a fixed broadband
networ k, a Broadband Network Gateway (BNG acts as the access gateway
for users. That is, the BNG acts as both a AAA client to the AAA
server and a DHCPv6 server for DHCPv6 nessages sent by clients.

Thr oughout this docunment, the term "BNG' describes a device

i mpl ementing both the AAA client and DHCPv6 server functions.

Since | Pv4-in-1Pv6 softwire configuration information is stored in a
AAA server and user configuration information is mainly transnmitted

t hrough DHCPv6 between the BNGs and Customer Prenises Equi pment (CEs,
a.k.a., CPE), new RADIUS attri butes are needed to propagate the
informati on fromthe AAA servers to BNGs so that they can be provided
to CEs using the existing DHCPv6 opti ons.

The RADI US attributes defined in this document provide the
configuration to popul ate the correspondi ng DHCPv6 options for
uni cast and nulticast softwire configurations, specifically:

*  "Mapping of Address and Port w th Encapsul ation (MAP-E)" [RFC7597]
(DHCPv6 options defined in [ RFC7598]).

*  "Mappi ng of Address and Port using Translation (MAP-T)" [ RFC7599]
(DHCPv6 options defined in [ RFC7598]).

* "Lightwei ght 4over6: An Extension to the Dual-Stack Lite
Architecture" [RFC7596] (DHCPv6 options defined in [RFC7598]).

* "Unified IPv4-in-1Pv6 Softwi re Customer Prem ses Equi prent (CPE):
A DHCPv6-Based Prioritization Mechani snt [RFC8026].

* "Delivery of IPv4 Miulticast Services to IPv4 Cients over an | Pv6
Mul ticast Network" [RFC8114] (DHCPv6 options defined in
[ RFC8115]).

The contents of the attributes defined in this docunent have a 1:1
mapping into the fields of the vari ous DHCPv6 options in [ RFC7598],

[ RFC8026], and [ RFC8115]. Table 1 shows how the DHCPv6 options nmap
to the corresponding RADIUS attribute. For detail ed nappings between
each DHCPv6 option field and the corresponding RADIUS attribute or
field, see Appendix A

" oove oo T o abe T
T PTION o165 RULE (80 Ceofimieto e )
R PSP )
e s (01 Cstimrers w0 )
T . Fem e e e e e +

| OPTION_S46_VAV6BIND (92) | Softwired6-V4AV6Bind |



- O +
| OPTION. S46_PRIOCRITY (111) | Softwired46-Priority |
L e meeeeeeeecieaaaas +
| OPTI ON_V6_PREFI X64 (113) | Softw red6-Milticast |
o e e e e e e e e a oo - o e e e e +

Table 1. Mappi ng between DHCPv6 Options and
RADI US Attri butes

A RADIUS attribute for Dual -Stack Lite [ RFC6333] is defined in
[ RFC6519] .

Thi s docunent targets deploynents where a trusted relationship is in
pl ace between the RADI US client and server.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

The reader should be famliar with the concepts and terns defined in
[ RFC7596], [RFC7597], [RFC7599], and [ RFCB026].

The terms "nulticast Basic Bridging BroadBand" el ement (nB4) and
"mul ticast Address Family Transition Router" el enent (mMAFTR) are
defined in [ RFC8114].

Softwi red46 (S46) is used throughout to denote any of the |IPv4-in-1Pv6
softwi re mechani sms |isted above. Additionally, the follow ng
abbrevi ations are used within the docunent:

BNG Br oadband Net wor k Gat eway
BR: Bor der Rel ay

CE: Cust oner Edge

CoA: Change- of - Aut hori zati on
DVR: Def aul t Mappi ng Rul e

EA: Enbedded Address

| WAFTR: Li ght wei ght Address Family Transition Router

MAP- E: Mappi ng of Address and Port with Encapsul ation
MAP- T: Mappi ng of Address and Port using Translation
PSI D: Port Set ldentifier

TLV: Type, Length, Val ue

New RADI US Attri butes
This section defines the follow ng attri butes:
1. Softwi red6-Configuration Attribute (Section 3.1):

This attribute carries the configuration information for MAP-E,
MAP- T, and Li ghtwei ght 4over6. The configuration information for



each Softw red46 mechanismis carried in the correspondi ng
Softwire46 attributes. Different attributes are required for
each Softwired46 mechani sm

2. Softwired46-Priority Attribute (Section 3.2):

Dependi ng on the depl oynent scenario, a client may support

several different Softwi red46 nmechanisnms. Therefore, a client may
request configuration for nore than one Softw re46 nechanismat a
time. The Softwire46-Priority Attribute contains informtion
allowing the client to prioritize which nmechanismto use,
corresponding to OPTION_S46_PRIORITY defined in [ RFC8026] .

3. Softwire46-Milticast Attribute (Section 3.3):

This attribute conveys the | Pv6 prefixes to be used in [ RFC8114]
to synthesize | Pv4-enbedded | Pv6 addresses. The BNG uses the

I Pv6 prefixes returned in the RADIUS Softw re46-Milticast
Attribute to popul ate the DHCPv6 PREFI X64 Option [ RFC8115].

Al of these attributes are allocated fromthe RADI US "Extended Type"
code space per [RFC6929].

Al of these attribute designs follow [ RFC6158] and [ RFC6929].

Thi s docunent adheres to the guidance in [ RFC8044] for defining new
RADI US attri butes.

.1. Softw re46-Configuration Attribute

This attribute is of type "tlv", as defined in "Renote Authentication
Dial-In User Service (RADIUS) Protocol Extensions" [RFC6929]. It
contains sone sub-attributes, with the follow ng requirenents:

* The Softw re46-Configuration Attribute MJST contain one or nore of
the following attributes: Softw re46- MAP-E, Softw red6- MAP-T, and/
or Softw red6-Li ghtwei ght - 4over 6.

*  The Softwi re46-Configuration Attribute conveys the configuration
informati on for MAP-E, MAP-T, or Lightweight 4over6. The BNG
SHALL use the configuration information returned in the RAD US
attribute to populate the DHCPv6 Softwi re46 contai ner option(s)
defined in Section 5 of [RFC7598].

*  The Softwire46-Configuration Attribute MAY appear in an Access-
Accept packet. It MAY al so appear in an Access- Request packet to
indicate a preferred Softw red46 configuration. However, the
server is not required to honor such a preference.

*  The Softwi re46-Configuration Attribute MAY appear in a CoA-Request
packet .

* The Softwi red6-Configuration Attribute MAY appear in an
Account i ng- Request packet .

*  The Softwi re46-Configuration Attribute MJUST NOT appear in any
ot her RADI US packet .

The Softwire46-Configuration Attribute is structured as foll ows:

Type
241

Lengt h
Indicates the total length, in bytes, of all fields of this
attribute, including the Type, Length, Extended-Type, and the



entire |l ength of the enbedded attri butes.

Ext ended- Type
9

Val ue
Contains one or nore of the following attributes. Each attribute
type may appear once at nost:

Sof t wi r e46- MAP- E
For configuring MAP-E clients. For the construction of this
attribute, refer to Section 3.1.1.1.

Sof t wi r e46- MAP-T
For configuring MAP-T clients. For the construction of this
attribute, refer to Section 3.1.1.2.

Sof t wi r e46- Li ght wei ght - 4over 6
For configuring Lightweight 4over6 clients. For the
construction of this attribute, refer to Section 3.1.1.3.

The Softw red6-Configuration Attribute is associated with the
following identifier: 241.09.

.1.1. Softwired46 Attributes

The Softwire46 attributes can only be encapsulated in the

Sof twi re46- Configuration Attribute. Depending on the depl oynent
scenario, a client mght request nore than one transition nechani sm
at atime. There MJST be at | east one Softwire46 attribute
encapsul ated in one Softw re46-Configuration Attribute. There MJST
be at nobst one instance of each type of Softwired46 attribute
encapsul ated in one Softwi re46-Configuration Attribute.

There are three types of Softwire46 attributes, nanely:
1. Softw red6-MAP-E (Section 3.1.1.1)

2. Softwired46-MAP-T (Section 3.1.1.2)

3. Softw re46-Li ght wei ght 4over6 (Section 3.1.1.3)

Each type of Softwi re46 attribute contains a nunber of sub-
attributes, defined in Section 3.1.3. The hierarchy of the
Softwired46 attributes is shown in Figure 1. Section 3.1.2 describes
whi ch sub-attributes are mandatory, optional, or not permitted for
each defined Softwired46 attribute.

/1. Rul e-1 Pv6-Prefix
/ I
| 1.Softwired6-Rule --+ 2. Rul e-|Pv4-Prefix
Sof t wi r e46- MAP- E- - + |
| 2.Softw red46-BR | 3.EA-Length
\

~

I
| /1. PSID O f set
I

I
\

I
3. Sof t wi r e46- PORTPARAMS - - - - - + 2.PSID-Len

I
| 3.PSID
\

/1. Rul e- |1 Pv6- Prefix
/ I
| 1.Softwired6-Rule---+ 2. Rule-IPv4-Prefix
Sof t wi r e46- MAP- T- - + |
| 2.Softw red6- DVR | 3.EA-Length

Q ~—T™"sSoN'oOoODT TS TTTOWM



|
| /1. PSID O f set
I I
| 3. Softw red6- PORTPARAMG- - - - - - + 2. PSI D Len
\ I
| 3.PSID
\

S5O T o - C

—

A /1.1 Pv4- Address
t / |
t | 1.Softwired6-VAV6Bi nd --+ 2.Bind-1Pv6-Prefix
r Sof t wi r e46- | \
i Li ght wei ght - 4over 6+ 2. Sof t wi r e46- BR /1. PSID O f set
b I I
u | 3.Softwired6- PORTPARAMS ----+ 2.PSID Len
t \ |
e | 3.PSID
\

Figure 1: Softwired46 Attribute Hi erarchy
3.1.1.1. Softwired46-MAP-E Attribute
The Softwi re46- MAP-E attribute is designed to carry the configuration
information for MAP-E. The structure of Softw re46-MAP-E is shown
bel ow.

TLV- Type
1

TLV-Length
Indicates the length of this attribute, including the TLV-Type,
TLV-Length, and TLV-Val ue fi el ds.

TLV- Val ue
Contains a set of sub-attributes, with the follow ng requirements:

It MUST contain Softw red46-Rule, defined in Section 3.1.3.1.
It MJUST contain Softw re46-BR, defined in Section 3.1.3.2.
It MAY contain Softw red46- PORTPARAMS, defined in Section 3.1.3.5.
3.1.1.2. Softwire46-MAP-T Attribute
The Softwire46-MAP-T attribute is designed to carry the configuration
information for MAP-T. The structure of Softw red46-MAP-T is shown

bel ow:

TLV- Type
2

TLV-Length
Indicates the length of this attribute, including the TLV-Type,
TLV-Length, and TLV-Val ue fi el ds.

TLV- Val ue
Contains a set of sub-attributes, with the follow ng requirenents:

It MJUST contain Softwi re46-Rule, defined in Section 3.1.3.1.
It MJUST contain Softw re46-DVR, defined in Section 3.1.3.3.
It MAY contain Softw re46- PORTPARAMS, defined in Section 3.1.3.5.

3.1.1.3. Softwi re46-Lightwei ght-4over6 Attribute



The Softwire46-Li ght wei ght-4over6 attribute is designed to carry the
configuration information for Lightweight 4over6. The structure of
Sof t wi re46- Li ght wei ght - 4over6 i s shown bel ow

TLV- Type
3

TLV-Length
I ndicates the length of this attribute, including the TLV-Type,
TLV- Length, and TLV-Val ue fi el ds.

TLV- Val ue
Contains a set of sub-attributes as foll ows:

It MJUST contain Softw re46-BR, defined in Section 3.1.3.2.

It MJUST contain Softw re46-VAV6Bi nd, defined in Section 3.1.3.4.

I't MAY contain Softw red46- PORTPARAMS, defined in Section 3.1.3.5.
3.1.2. Softwired46 Sub-attributes

Tabl e 2 shows whi ch encapsul ated sub-attributes are mandatory,
optional, or not permtted for each defined Softwi red46 attribute.

I I I I I ] +------- +------- T T R I +
| Sub-attributes | MAP-E | MAP-T | Lightweight 4over6 |
B ooy oo e s e gl s
| Softwire46-BR | 1+ | 0 | 1+ |
B i e +------- +------- I I R +
| Softwire46-Rul e | 1 | 1 | 0 |
I I I I I ] +------- +------- T T R I +
| Softwire46- DVR | 0 | 1 | 0 |
I T R R +----- - +----- - R I I R +
| Softwired6-v4aveBind | O | 0 | 1 |
B i e +------- +------- I I R +
| Softwired6-PORTPARAMS | 0-1 | 0-1 | 0-1 |
I I I I I ] +------- +------- T T R I +

Tabl e 2: Softwired46 Sub-attributes
The following |ist defines the nmeaning of the Table 2 entries.

Not permitted
-1 Optional; zero or one instance of the attribute may be present.
Mandat ory; only one instance of the attribute nmust be present.
+ Mandat ory; one or nore instances of the attribute may be
present.

PP, OO

3.1.3. Specification of the Softwire46 Sub-attributes
3.1.3.1. Softwired46-Rule Attribute

Sof twi red46-Rul e can only be encapsul ated in Softw re46- MAP- E
(Section 3.1.1.1) or Softwired46-MAP-T (Section 3.1.1.2). Depending
on the depl oynent scenario, one Basic Mapping Rule (BVMR) and zero or
nmor e Forwar di ng Mapping Rul es (FMRs) MJST be included in

Sof t wi re46- MAP- E and Sof t wi r e46- MAP- T.

Each type of Softw re46-Rule also contains a nunber of sub-
attributes, including Rule-IPv6-Prefix, Rule-IPv4-Prefix, and EA-
Length. The structure of the sub-attributes for Softwire46-Rule is
defined in Section 3.1.4.

Defining multiple TLV types achi eves the same design goals as the



"Softwire46 Rul e Flags" defined in Section 4.1 of [RFCr7598]. Using a
TLV type set to 5 is equivalent to setting the F flag in the
OPTI ON_S46_RULE S46 Rule Flags field.

TLV- Type
4 Basic Mapping Rule only (not to be used for forwarding)

5 Forwardi ng Permitted Mappi ng Rul e

TLV-Length
Indicates the length of this attribute, including the TLV-Type,
TLV-Length, and TLV-Val ue fi el ds.

Data Type
The attribute Softwire46-Rule is of type "tlv" (Section 3.13 of
[ RFC8044] ) .

TLV- Val ue
This field contains a set of attributes as foll ows:

Rul e- 1 Pv6- Prefi x
This attribute contains the IPv6 prefix for use in the MAP
rule. Refer to Section 3.1.4.1.

Rul e- 1 Pv4- Prefix
This attribute contains the IPv4 prefix for use in the MAP
rule. Refer to Section 3.1.4.2.

EA- Lengt h
This attribute contains the Enbedded Address (EA) bit |ength.
Refer to Section 3.1.4.3.

3.1.3.2. Softwire46-BR Attribute

Sof t wi re46-BR can only be encapsul ated in Softw re46- MAP- E
(Section 3.1.1.1) or Softw re46-Lightweight-4over6 (Section 3.1.1.3).

There MUST be at | east one Softw re46-BR i ncluded in each
Sof t wi re46- MAP- E or Softw re46-Li ght wei ght - 4over 6.

The structure of Softwi red46-BR is shown bel ow
TLV- Type
6
TLV-Length
18 octets
Data Type
The attribute Softwire46-BR is of type "ipv6addr" (Section 3.9 of
[ RFC8044]) .
TLV- Val ue
br-ipve-address. A fixed-length field of 16 octets that specifies
the 1Pv6 address for the Softw red46 Border Relay (BR).
3.1.3.3. Softwi red46-DVR Attribute
Sof twi re46- DVMR may only appear in Softw re46-MAP-T (Section 3.1.1.2).
There MUST be exactly one Softw red46-DVR i ncluded in one Softw re46-
MAP- T.

The structure of Softw re46-DVR i s shown bel ow

TLV- Type
7



TLV-Length
4 + length of dnr-ipv6-prefix specified in octets.

Data Type
The attribute Softwire46-DVMR is of type "ipv6prefix" (Section 3.10
of [RFCB8044]).

TLV- Val ue
A variable-length (dnr-prefix6-len) field specifying the |Pv6
prefix (dnr-ipv6-prefix) for the BR This field is right-padded
with zeros to the nearest octet boundary when dnr-prefix6-len is
not divisible by 8. Prefixes with lengths fromO to 96 are
al | owed.

3.1.3.4. Softw red46-VvAVeBi nd Attri bute

Sof t wi r e46- VAVEBi nd may only be encapsul ated in Softw re46-
Li ght wei ght -4over6 (Section 3.1.1.3). There MJST be exactly one
Sof t wi re46-V4V6EBi nd i ncluded in each Softw red6-Li ghtwei ght-4over6.

The structure of Softw re46-V4AV6Bi nd i s shown bel ow:

TLV- Type
8

TLV-Length
I ndicates the length of this attribute, including the TLV-Type,
TLV-Length, and TLV-Val ue fi el ds.

Data Type
The attribute Softw re46-V4V6Bind is of type "tlv" (Section 3.13
of [RFC8044]).

TLV- Val ue
This field contains a set of attributes as foll ows:

| Pv4- Addr ess
This attribute contains an | Pv4 address, used to specify the
full or shared | Pv4 address of the CE. Refer to
Section 3.1.5.1.

Bi nd- | Pv6- Prefi x
This attribute contains an I Pv6 prefix used to indicate which
configured prefix the Softw re46 CE should use for constructing
the softwire. Refer to Section 3.1.5.2.

3.1.3.5. Softw re46- PORTPARAMS Attri bute

Sof t wi r e46- PORTPARAMS is optional. It is used to specify port set
informati on for | Pv4 address sharing between clients.

Sof t wi r e46- PORTPARAMS MAY be included in any of the Softwi re46
attributes.

The structure of Softw re46- PORTPARAMS i s shown bel ow

TLV- Type
9

TLV-Length
Indicates the length of this attribute, including the TLV-Type,
TLV-Length, and TLV-Val ue fi el ds.

Data Type
The attribute Softw re46- PORTPARAMS is of type "tlv" (Section 3.13
of [RFCB8044]).



TLV- Val ue
This field contains a set of attributes as foll ows:

PSI D- O f set
This attribute specifies the numeric value for the Softw re46
al gorithm s excluded port range/offset bits (a bits). Refer to
Section 3.1.6.1.

PSI D- Len
This attribute specifies the nunmber of significant bits in the
PSID field (also known as "k’). Refer to Section 3.1.6.2.

PSI D
This attribute specifies the PSID value. Refer to
Section 3.1.6. 3.

3.1.4. Sub-attributes for Softw re46-Rul e

There are two types of Softw re46-Rul e: the Basic Mapping Rule and
the Forwardi ng Mapping Rule, indicated by the value in the TLV-Type
field of Softwi re46-Rule (Section 3.1.3.1).

Each type of Softw re46-Rule also contains a nunber of sub-attributes
as detailed in the foll owi ng subsections.

3.1.4.1. Rule-IPv6-Prefix Attribute

Rul e- 1 Pv6-Prefix is REQU RED for every Softw re46-Rule. There MJST
be exactly one Rul e-1Pv6-Prefix encapsul ated in each type of
Sof t wi r e46- Rul e.

Rul e- 1 Pv6-Prefix follows the framed | Pv6 prefix designed in [ RFC3162]
and [ RFC8044] .

The structure of Rule-lIPv6-Prefix is shown bel ow

TLV- Type
10

TLV-Length
4 + length of rule-ipv6-prefix specified in octets.

Data Type
The attribute Rule-IPv6-Prefix is of type "ipv6prefix"
(Section 3.10 of [RFC8044]).

TLV- Val ue
A variable-length field that specifies an I Pv6 prefix (rule-
i pv6-prefix) appearing in the MAP rule.

3.1.4.2. Rule-IPv4-Prefix Attribute

This attribute is used to convey the MAP Rule I Pv4 prefix. The
structure of Rule-1Pv4-Prefix is shown bel ow

TLV- Type
11

TLV-Length
4 + length of rule-ipv4-prefix specified in octets.

Data Type
The attribute Rule-1Pv4-Prefix is of type "ipvdprefix"
(Section 3.11 of [RFC8044]).



TLV- Val ue
A variable-length field that specifies an I Pv4 prefix (rule-
i pvd-prefix) appearing in the MAP rul e.

3.1.4.3. EA-Length Attribute

3.

1.

This attribute is used to convey the Enbedded Address (EA) bit
Il ength. The structure of EA-Length is shown bel ow

TLV- Type
12

TLV-Length
6 octets

Data Type
The attribute EA-Length is of type "integer" (Section 3.1 of
[ RFC8044]).

TLV- Val ue
EA-len; 32 bits long. Specifies the Enbedded Address (EA) bit
I ength. Allowed values range fromO to 48.

5. Attributes for Softw red46-v4v6Bi nd

3.1.5.1. | Pv4-Address Attribute

The | Pv4- Address MAY be used to specify the full or shared | Pv4
address of the CE.

The structure of | Pv4-Address is shown bel ow

TLV- Type
13

TLV-Length
6 octets

Data Type
The attribute | Pv4-Address is of type "ipv4daddr" (Section 3.8 of
[ RFC8044]) .

TLV- Val ue
32 bits long. Specifies the |Pv4 address (ipv4-address) to appear
in Softw red6-VvV4VeBi nd (Section 3.1.3.4).

3.1.5.2. Bind-1Pv6-Prefix Attribute

The Bind-1Pv6-Prefix is used by the CE to identify the correct |Pv6
prefix to be used as the tunnel source.

The structure of Bind-1Pv6-Prefix is shown bel ow
TLV- Type
14
TLV-Length
4 + length of bind-ipv6-prefix specified in octets.
Data Type
The attribute Bind-I1Pv6-Prefix is of type "ipv6prefix”
(Section 3.10 of [RFC8044]).
TLV- Val ue

A variable-length field specifying the I Pv6 prefix or address for
the Softwired46 CE (bind-ipv6-prefix). This field is right-padded



with zeros to the nearest octet boundary when the prefix length is
not divisible by 8.

3.1.6. Attributes for Softw re46- PORTPARANVS
3.1.6.1. PSID- O fset Attribute

This attribute is used to convey the Port Set ldentifier offset as
defined in [RFC7597]. This attribute is encoded in 32 bits as per
the recomendation in Appendix A 2.1 of [RFC6158].

The structure of PSID-Ofset is shown bel ow

TLV- Type
15

TLV-Length
6 octets

Data Type
The attribute PSID O fset is of type "integer" (Section 3.1 of
[ RFC8044] ) .

TLV- Val ue
Contains the PSIDOfset (8 bits) right justified, and the unused
bits in this field MJST be set to zero. This field specifies the
nuneric value for the Softwired46 algorithnis excluded port range/
offset bits (a bits), as per Section 5.1 of [RFC7597].

Default values for this field are specific to the softwire
mechani sm being i npl emented and are defined in the rel evant
speci fication docunent.

3.1.6.2. PSID-Len Attribute

This attribute is used to convey the PSID length as defined in
[ RFC7597]. This attribute is encoded in 32 bits as per the
recomrendation in Appendix A 2.1 of [RFC6158].

The structure of PSID-Len is shown bel ow

TLV- Type
16

TLV-Length
6 octets

Data Type
The attribute PSID Len is of type "integer" (Section 3.1 of
[ RFC8044]) .

TLV- Val ue
Contains the PSID-len (8 bits) right justified, and the unused
bits in this field MIST be set to zero. This field specifies the
nunber of significant bits in the PSID field (al so known as 'k’).
When set to 0, the PSID field is to be ignored. After the first a
bits, there are k bits in the port nunber representing the val ue
of the PSID. Subsequently, the address-sharing ratio would be
27K,

3.1.6.3. PSID Attribute
This attribute is used to convey the PSID as defined in [ RFC7597].

This attribute is encoded in 32 bits as per the recommendation in
Appendi x A. 2.1 of [RFC6158].
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The structure of PSID is shown bel ow

TLV- Type
17

TLV-Length
6 octets

Data Type
The attribute PSID is of type "integer" (Section 3.1 of
[ RFC8044]).

TLV- Val ue
Contains the PSID (16 bits) right justified, and the unused bhits
inthis field MIST be set to zero.

The PSID value algorithmcally identifies a set of ports assigned
to a CEE The first k bits on the left of this 2-octet field are
the PSID value. The remaining (16-k) bits on the right are
paddi ng zeros.

Softwired46-Priority Attribute

The Softwire46-Priority Attribute includes an ordered |ist of
Sof twi re46 mechanisns allowing the client to prioritize which
mechani smto use, corresponding to OPTION S46 PRIORITY defined in
[ RFC8026]. The foll owing requirenents apply:

The Softwire46-Priority Attribute MAY appear in an Access- Accept
packet. It MAY al so appear in an Access- Request packet.

The Softwire46-Priority Attribute MAY appear in a CoA-Request
packet .

The Softwired6-Priority Attribute MAY appear in an Accounting-
Request packet.

The Softwire46-Priority Attribute MJST NOT appear in any other
RADI US packet .

The Softwire46-Priority Attribute is structured as foll ows:

Type
241

Lengt h
Indicates the length of this attribute, including the Type,
Lengt h, Extended-Type and Val ue fi el ds.

Ext ended- Type
10

TLV- Val ue
The attribute includes one or nore Softw re46-Qption-Code TLVs: A
Softwired46-Priority Attribute MJUST contain at |east one
Sof t wi re46- Opti on- Code TLV (Section 3.2.1).

Sof twi re46 nechanisns are prioritized in the appearance order in
the Softwired46-Priority Attribute. That is, the first-appearing
mechani smis nost preferred.

The Softwire46-Priority Attribute is associated with the follow ng
identifier: 241.10.

1. Softwi red6- Option-Code



3. 3.

This attribute is used to convey an option code assigned to a
Sof twi re46 nechani sm [ RFC8026]. This attribute is encoded in 32 bits
as per the recommendation in Appendix A 2.1 of [RFC6158].

The structure of Softwi re46-Qption-Code is shown bel ow

TLV- Type
18

TLV-Length
6 octets

Data Type
The attribute Softw re46-Option-Code is of type "integer"
(Section 3.1 of [RFC8044]).

TLV- Val ue
A 32-bit 1 ANA-regi stered option code representing a Softw re46
mechani sm ( Sof t wi r e46- opti on-code). The codes and their
correspondi ng Softw re46 nmechanisns are listed in Section 7. 3.

Softwi re46-Mul ticast Attribute

The Softwi re46-Milticast Attribute conveys the | Pv6 prefixes to be
used to synthesize multicast and unicast |Pv4-enbedded | Pv6 addresses
as per [RFC8114]. This attribute is of type "tlv" and contains
additional TLVs. The follow ng requirenents apply:

* The BNG SHALL use the I Pv6 prefixes returned in the RAD US
Sof twi red46-Mil ticast Attribute to popul ate the DHCPv6 PREFI X64
Option [ RFC8115].

* This attribute MAY be used in Access-Request packets as a hint to
the RADI US server. For exanple, if the BNGis preconfigured for
Sof twi red46-Mil ticast, these prefixes may be inserted in the
attribute. The RADIUS server MAY ignore the hint sent by the BNG
and it MAY assign a different Softw re46-Milticast Attribute.

* The Softwi red46-Milticast Attribute MAY appear in an Access-
Request, Access-Accept, CoA-Request, and Accounti ng- Request
packet .

* The Softwired6-Milticast Attribute MJST NOT appear in any other
RADI US packet .

* The Softwi red46-Milticast Attribute MAY contain ASM Prefix64
(Section 3.3.1), SSM Prefix64 (Section 3.3.2), and U Prefix64
(Section 3.3.3).

*  The Softw red46-Milticast Attribute MJST include ASM Prefi x64 or
SSM Prefi x64, and it MAY incl ude both.

*  The U-Prefix64 MJST be present when SSM Prefix64 is present.
U Prefix64 MAY be present when ASM Prefix64 is present.

The Softwi red46-Milticast Attribute is structured as foll ows:

Type
241

Length
This field indicates the total length in bytes of all fields of
this attribute, including the Type, Length, Extended-Type, and the
entire length of the enbedded attri butes.

Ext ended- Type



11

Val ue
This field contains a set of attributes as foll ows:

ASM Pr ef i x64
This attribute contains the Any-Source Milticast (ASM |Pv6
prefix. Refer to Section 3.3.1.

SSM Pr ef i x64
This attribute contains the Source-Source Milticast (SSM |Pv6
prefix. Refer to Section 3.3.2.

U Prefix64
This attribute contains the IPv4 prefix used for address
translation. Refer to Section 3.3.3.

The Softwi re46-Milticast Attribute is associated with the foll ow ng
identifier: 241.11.

3.3.1. ASM Prefix64 Attribute
The ASM Prefix64 attribute is structured as foll ows:
TLV- Type
19
TLV-Length
16 octets. The length of asmprefix64 nmust be /96 [ RFC8115].
Data Type
The attribute ASM Prefix64 is of type "ipv6éprefix" (Section 3.10
of [RFC8044]).

TLV- Val ue
This field specifies the I1Pv6 nulticast prefix (asmprefix64) to
be used to synthesize the |Pv4-enbedded | Pv6 addresses of the
mul ticast groups in the ASM node. The conveyed nulticast |Pv6
prefix MJUST belong to the ASM range.

3.3.2. SSM Prefix64 Attribute

The SSM Prefix64 attribute is structured as foll ows:

Type
20

TLV-Length
16 octets. The length of ssmprefix64 nust be /96 [ RFC8115].

Data Type
The attribute SSM Prefix64 is of type "ipvéprefix" (Section 3.10
of [RFCB8044]).

TLV- Type
This field specifies the IPv6 nulticast prefix (ssmprefix64) to
be used to synthesize the | Pv4-enbedded | Pv6 addresses of the
mul ti cast groups in the SSM node. The conveyed nulticast |Pv6
prefix MJST belong to the SSM range.
3.3.3. U Prefix64 Attribute
The structure of U Prefix64 is shown bel ow

TLV- Type
21



TLV-Length
4 + length of unicast-prefix.

As specified in [ RFC6052], the

uni cast-prefix prefix length MJST be set to 32, 40, 48, 56, 64, or

96.

Data Type

The attribute U-Prefix64 is of type "ipv6prefix" (Section 3.10 of

[ RFC8044] ) .

TLV- Val ue

This field identifies the | Pv6 unicast prefix (u-prefix64) to be
used in the SSM node for constructing the |Pv4-enbedded | Pv6
addresses representing the IPv4 nulticast sources in the |IPv6
domain. It may also be used to extract the | Pv4d address fromthe

received nmulticast data fl ows.

A Sampl e Configuration Process with RADI US

Figure 2 illustrates how t he RADI

US and DHCPv6 protocols interwork to

provide CE with softwire configuration infornation.

——————— 1. DHCPv6 Solicit------->
(ORO wi th unicast and/or
mul ti cast container option
codes(s))

<----4.DHCPv6 Advertisenent----
(contai ner option(s))

[------- 5. DHCPv6 Request------ >
(contai ner option(s))

|

| <-------- 6. DHCPv6 Reply-------- |
| (contai ner option(s)) |
I

DHCPv 6

o
T8
2
S

|

I

I

I

I

------- 2. Access- Request ------->|

(Sof twi red6- Confi guration |

Attribute and/or |

Sof twi red46- Ml ticast Attribute)]

I

R 3. Access- Accept--------- |
(Sof twi red46- Confi guration

Attri bute and/or
Sof twi red46-Mul ticast Attribute)

RADI US

Figure 2: Interaction between DHCPv6 and AAA Server with
RADI US Aut henti cati on

1. The CE creates a DHCPv6 Solicit nessage. For unicast softwire
configuration, the nessage includes an OPTI ON_REQUEST_OPTI ON ( 6)
with the Softwi re46 Contai ner option code(s) as defined in
[ RFC7598]. OPTI ON_S46_CONT_MAPE (94) shoul d be included for MAP-

E, OPTI ON_S46_CONT_MAPT (95)
(96) for Lightweight 4over6.

for MAP-T, and OPTI ON_S46 CONT LW
For multicast configuration, the

option nunber for OPTION V6_PREFI X64 (113) is included in the
client’s Option Request Option (ORO). The nessage is sent to the

BNG

2. On receipt of the DHCPv6 Soli

cit nessage, the BNG constructs a

RADI US Access- Request nessage containing a User-Name Attribute
(1) (containing either a CE Media Access Control (MAC) address,



interface-id, or both) and a User-Password Attribute (2) (with a
preconfi gured shared password between the CE and AAA server as
defined in [ RFC2865]). The Softwi re46-Configuration Attribute
and/ or Softwi red46-Milticast Attribute are also included (as
requested by the client). The resulting nessage is sent to the
AAA server.

3. The AAA server authenticates the request. |If this is successful,
and a suitable configuration is avail able, an Access-Accept
message is sent to the BNG containing the requested
Sof t wi re46- Configuration Attribute or Softw re46-Milticast
Attribute. It is the responsibility of the AAA server to ensure
the consi stency of the provided configuration

4. The BNG naps the received softwire configuration into the
corresponding fields in the DHCPv6 softwi re configuration
option(s). These are included in the DHCPv6 Adverti se nessage,
which is sent to the CE

5. The CE sends a DHCPv6 Request nessage. In the ORO, the option
codes of any of the required softwire options that were received
in the DHCPv6 Advertise nessage are included.

6. The BNG sends a DHCPv6 Reply nessage to the client containing the
softwire container option(s) enunerated in the ORO

The aut hori zation operation could be done independently after the
aut hentication process. 1In this case, steps 1-5 are conpleted as
above, then the follow ng steps are perforned:

6a. Wen the BNG receives the DHCPv6 Request, it constructs a RADI US
Access- Request nessage, which contains a Service-Type Attribute
(6) with the value "Authorize Only" (17), the corresponding
Sof twi re46- Configuration Attribute, and a State Attribute
obtai ned fromthe previous authentication process according to
[ RFC5080]. The resulting nessage is sent to the AAA server.

7a. The AAA server checks the authorization request. If it is
approved, an Access-Accept nessage is returned to the BNG with
the correspondi ng Softw red6-Configuration Attribute.

8a. The BNG sends a Reply nessage to the client containing the
softwire container options enunerated in the ORO

In addition to the above, the follow ng points need to be consi dered:

* In the configuration nessage fl ows described above, the Message-
Aut henti cator (type 80) [ RFC2869] should be used to protect both
Access- Request and Access- Accept messages.

* |f the BNG does not receive the corresponding
Sof twi re46- Configuration Attribute in the Access-Accept nessage,
it my fall back to creating the DHCPv6 softw re configuration
options using the preconfigured Softwi re46 configuration if this
is present.

* |f the BNG receives an Access-Reject fromthe AAA server, then the
Sof twi re46 configuration nust not be supplied to the client.

* As specified in Section 18.2.5 of [RFC8415] ("Creation and
Transm ssion of Rebind Messages”) if the DHCPv6 server to which
the DHCPv6 Renew nessage was sent at tine Tl has not responded by
time T2, the CE (DHCPv6 client) should enter the Rebind state and
attenpt to contact any available server. |In this situation, a
secondary BNG receiving the DHCPv6 nessage nust initiate a new
Access- Request message towards the AAA server. The secondary BNG
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i ncludes the Softw re46-Configuration Attribute in this Access-
Request nessage.

* For Lightweight 4over6, the CE' s binding state needs to be
synchroni zed between the clients and the Lightweight AFTR
(IWAFTR)/BR.  This can be achieved in two ways: static
preconfiguration of the bindings on both the AAA server and | wAFTR
or on demand, whereby the AAA server updates the IWAFTR with the
CE's binding state as it is created or del eted.

I n sone depl oynments, the DHCP server may use the Accounting- Request
to report the softwire configuration returned to a requesting host to
a AAA server. It is the responsibility of the DHCP server to ensure
the consistency of the configuration provided to the requesting
hosts. Reported data to a AAA server may be required for various
operational purposes (e.g., regulatory).

A configuration change (e.g., BR address) may result in an exchange
of CoA- Requests between the BNG and the AAA server, as shown in
Figure 3. Concretely, when the BNG recei ves a CoA- Request nessage
containing Softwire46 attributes, it sends a DHCPv6 Reconfigure
message to the appropriate CE to informthat CE that an updated
configuration is available. Upon receipt of such a nessage, the CE
sends a DHCPv6 Renew or Information-Request in order to receive the
updat ed Softwi red46 configuration. In deploynents where the BNG
enbeds a DHCPv6 rel ay, CoA-Requests can be used follow ng the
procedure specified in [ RFC6977].

CE BNG AAA Server

I

| ---DHCPv6 Solicit--------- >| |
| | ---Access-Request---------- >|
| | <-- Access- Accept------------ |
| | (Sof twi re46- Configuration |
| | Attribute ...) |

(Soft wi red6- Confi guration |

Attribute ...) |

[------ CoA- Response--------- >|

<--DHCPv6 Reconfigure------ | |

| |

| | <----- CoA- Request----------- |
I I

I I

I

I

|

Fi gure 3: Change of Configuration Exanple
Tabl e of Attributes

Thi s docunent specifies three new RADIUS attributes, and their
formats are as foll ows:

* Softwi re46-Configuration Attribute: 241.9
* Softwired6-Priority Attribute: 241.10
* Softwire46-Milticast Attribute: 241.11

Tabl e 3 describes which attributes nmay be found in which kinds of
packets and in what quantity.

+------- +------ +------ +---- - - - F-- -t - - - +------ i I +
| Request | Accept | Rej ect | Chal | enge| Acct | CoA- Req| # | Attribute |
I I I I | Req | I I I
el S fomjes o pufnp S pum s pus e o e pel s fum e fujes e =g pus et S oo e e o}
| -1 | 0-1 | O | 0 [0-1 ] 0-1 |241.9 | Softwire46- |



I I | | | | | | Configuration |

- S S o e e S o e +
| -1 | 0-1 | O | 0 [0-1 | 0-1 |241.10] Softwire46- |
I I I I I I I | Priority I
R R R Fome e oo . R oo +
| -1 | 0-1 | O | 0 [0-1 | 0-1 |241.11] Softwired6- |
I I I I I I I | Multicast I
- S S o e e S oo e +

Tabl e 3: Table of Attributes
6. Security Considerations

Section 9 of [RFC7596] discusses security issues related to

Li ght wei ght 4over6; Section 10 of [RFC7597] di scusses security issues
related to MAP-E; Section 13 of [RFC7599] discusses security issues
related to MAP-T; and Section 9 of [RFC8114] discusses security
issues related to the delivery of IPv4d multicast services to |Pv4
clients over an I Pv6 multicast network.

Thi s docunent does not introduce any security issues inherently
different fromthose already identified in Section 8 of [RFC2865] and
Section 6 of [RFC5176] for CoA nessages. Known security

vul nerabilities of the RADIUS protocol discussed in Section 7 of

[ RFC2607] and Section 7 of [RFC2869] apply to this specification
These wel | -established properties of the RAD US protocol place sone
limtations on howit can safely be used, since there is sone

i nherent requirenment to trust the counterparty to not m sbehave.

Accordingly, this document targets deploynments where a trusted
relationship is in place between the RADIUS client and server, with
conmuni cation optionally secured by | Psec or Transport Layer Security
(TLS) [RFC6614]. The use of |Psec [ RFC4301] for providing security
when RADIUS is carried in IPv6 is discussed in [ RFC3162].

Security considerations for interactions between a Softw re46 CE and
the BNG are discussed in Section 9 of [RFC7598] (DHCPv6 options for
the configuration of Softw re46 address and port-mapped clients),
Section 3 of [RFC8026] (a DHCPv6-based Softwi re46 prioritization
mechani snm), and Section 5 of [RFC8115] (DHCPv6 options for
configuration of |Pv4-enbedded |IPv6 prefixes).

7. | ANA Consi der ations

| ANA has nmade new code point assignnents for RADIUS attributes as
described in the foll owi ng subsections. The assignnents should use
the RADI US registry available at <https://ww.iana. org/assi gnnents/
radi us-types/ >.

7.1. New RADIUS Attributes

| ANA has assigned the attribute types defined in this docunment from
the RADI US nanespace as described in Section 2 (1 ANA Consi derations)
of [RFC3575], in accordance with BCP 26 [ RFC8126].

I ANA has registered three new RADIUS attributes fromthe "Short
Ext ended Space" section of [RFC6929]. The attributes are the

Sof t wi re46- Configuration Attribute, Softwire46-Priority Attribute,
and Softwire46-Milticast Attribute:

+---- - - - T F--- - - - F-- - - - - - +
| Type | Description | Data Type | Reference

R el e el ety gty o
| 241.9 | Softwired6-Configuration | tlv | Section 3.1 |
I I I I I I i +

| 241.10 | Softwired6-Priority | tlv | Section 3.2 |



Tabl e 4: New RADI US Attributes
7.2. RADIUS Softwi red46 Configuration and Multicast Attributes

| ANA has created a new registry called "RAD US Softw re46
Configuration and Multicast Attributes".

Al attributes in this registry have one or nore parent RAD US
attributes in nesting (refer to [ RFC6929]).

This registry has been initially populated with the foll ow ng val ues:

R o m e e e e e e aaa oo T R +
| Value | Description | Data Type | Reference |
[ ety e ————————————————————————— L ———————— L p—p—p—p——(————
| O | Reserved | | |
T o m e e e e e e e aaao o Fom ek Fom e +
| 1 | Softwred6- MAP- E | tlv | Section |
| | | | 3.1.1.1 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 2 | Softw red6- MAP-T | tlv | Section |
| | | | 3.1.1.2 |
T o m e e e e e e e aaao o Fom ek Fom e +
| 3 | Softw red6-Li ghtweight-4over6 | tlv | Section |
| | | | 3.1.1.3 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 4 | Softw red46-Rul e (BVR) | tlv | Section |
| | | | 3.1.3.1 |
T o m e e e e e e e aaao o Fom ek Fom e +
| 5 | Softwred46-Rule (FMR | tlv | Section |
I I | | 3.1.3.1 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 6 | Softw red6-BR | ipv6addr | Section |
| | | | 3.1.3.2 |
T o m e e e e e e e aaao o Fom ek Fom e +
| 7 | Softw red6- DVR | ipveprefix | Section |
I I | | 3.1.3.3 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 8 | Softw red6-V4V6Bi nd | tlv | Section |
| | | | 3.1.3.4 |
T o m e e e e e e e aaao o Fom ek Fom e +
| 9 | Softw red46- PORTPARANVS | tlv | Section |
I I | | 3.1.3.5 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 10 | Rule-1Pv6-Prefix | ipveprefix | Section |
| | | | 3.1.4.1 |
T o m e e e e e e e aaao o Fom ek Fom e +
| 11 | Rule-IPv4-Prefix | ipvdprefix | Section |
| | | | 3.1.4.2 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 12 | EA-Length | integer | Section |
| | | | 3.1.4.3 |
T o m e e e e e e e aaao o Fom ek Fom e +
| 13 | | Pv4- Address | ipvdaddr | Section |
I I | | 3.1.5.1 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 14 | Bind-1Pv6-Prefix | ipveprefix | Section |
| | | | 3.1.5.2 |
T o m e e e e e e e aaao o Fom ek Fom e +
| 15 | PSID Ofset | integer | Section

I I | | 3.1.6.1 |



| 16 | PSID-Len | integer | Section |

| | | 3.1.6.2 |
S I O S TR S +
| 17 | PSID | integer | Section |
| | | 3.1.6.3 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 18 | Softw red6-Option-Code | integer | Section |
| | | | 3.2.1 |
S I O S TR S +
| 19 | ASM Prefix64 | ipveprefix | Section |
| | | 3.3.1 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 20 | SSM Prefix64 | ipveprefix | Section |
| | | | 3.3.2 |
S I O S TR S +
| 21 | U Prefix64 | ipveprefix | Section |
I I | | 3.3.3 |
Fomm e - o - o e e e e e e e meme oo Fomm e oo - N +
| 22-255 | Unassigned | | |
S SRR o mm e e e e e e a— oo oo R S +

Table 5: RADI US Softwi red46 Configuration and Miulticast Attributes

The registration procedure for this registry is Standards Action as
defined in [ RFC8126] .

7.3. Softwired46 Mechanisns and Their Identifying Option Codes

The Softwire46-Priority Attribute conveys an ordered |list of option
codes assigned to Softwi red46 nmechanisns, for which | ANA has created
and will maintain a newregistry titled "Option Codes Permtted in
the Softwired6-Priority Attribute".

Tabl e 6 shows the initial version of allowed option codes and the
Sof twi re46 mechani snms that they represent. The option code for DS
Lite is derived fromthe | ANA-all ocated RADIUS Attri bute Type val ue
for DS-Lite [RFC6519]. The option codes for MAP-E, MAP-T, and

Li ght wei ght 4over6 are the TLV-Type values for the MAP-E, MAP-T, and
Li ght wei ght 4over6 attributes defined in Section 3.1. 1.

. dom e mmemeeeemeaeeaaas S +
| Option Code | Softw re46 Mechanism| Reference |
[} e ——— L —————————————————— Ll —p—p—_—(————r
| 1 | MAP-E | [RFC7597] |
. R S +
| 2 | MAP-T | [RFC7599] |
I domemmemeeeemeaeeaaas S IR +
| 3 | Lightweight 4over6 | [ RFC7596] |
S T R +
| 144 | DS-Lite | [RFC6519] |
. R S +

Table 6: Option Codes to S46 Mechani sns

Addi tional option codes may be added to this list in the future using
the | ETF Revi ew process described in Section 4.8 of [ RFC8126].
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Appendi x A. DHCPv6 to RADIUS Field Mappi ngs
The foll owing sections detail the mappi ngs between the softwire
DHCPv6 option fields and the relevant RADIUS attributes as defined in
thi s docunent.

A.l. OPTION_S46_RULE (89) to Softw re46-Rul e Sub-TLV Field Mappi ngs

O R O +
| OPTION_S46_RULE Field | Softw re46-Rul e Nane | TLV Subfield |
| flags | N A | TLV-type (4, 5) |
o e e e e T o e e e e oo oo +
| ea-len | EA- Lengt h | EA- | en |
O R +
| prefix4-1en | Rul e-1 Pv4-Prefix | Prefix-Length |
o meeeeeeeeecieaaaas domemmemeeeemeaeeaaas I +
| i pv4-prefix | Rul e- | Pv4- Prefix | rule-ipva-prefix |
o e e e e T o e e e e oo oo +
| prefix6-1en | Rul e- 1 Pv6- Prefix | Prefix-Length |
O R +
| i pv6-prefix | Rul e-1 Pv6- Prefix | rule-ipv6-prefix |
e meeeeeemeeecieaaaas domemmemeeeemeaeeaaas . +

Table 7: OPTION_S46_RULE to Softw re46-Rul e Sub-TLV Field Mappi ngs

A 2. OPTION S46 BR (90) to Softwi red6-BR Field Mappi ngs

S o +
| OPTION S46_BR Field | Softwire46-BR Subfield |
[ e ————————— i p—p—p—_—(————(—(—————
| br-i pv6-address | br-i pv6- addr ess |
Fom e e e e e oo s Fom e e e e a e e oo +

Tabl e 8: OPTION_S46_BR to Sof twi re46-BR
Fi el d Mappi ngs

A 3. OPTION_S46_DMR (91) to Softwire46- DVR

g o m e e e e i oo +
| OPTION_S46_DMVR Field | Softw re46-DVR Subfield |
| dnr - prefix6-1en | dnr - prefix6-1en |
o e e e e o o - o e e e e e oo +
| dnr -i pv6-prefix | dnr -i pv6-prefix |
g o m e e e e i oo +

Table 9: OPTION _S46 DVR to Softw red46- DVR



Fi el d Mappi ngs

A 4. OPTI ON_S46_VAVEBI ND (92) to Softwire46- VAV6Bi nd

T T . +
| OPTI ON_S46_VAVEBI ND | Softw red6-V4V6Bi nd | TLV Subfield |
| Field | Nane | |
[ gt ——————————— L ——_————————————————— et o
| i pv4- addr ess | | Pv4- Addr ess | i pv4- addr ess |
. - e +
| bi ndprefi x6-1en | Bi nd-1Pv6-Prefix | Prefix-Length |
Tt Tt Fom e e e oo +
| bi nd-i pv6-prefix | Bi nd- 1 Pv6-Prefix | bind-ipv6-prefix |
o e e e e m oo oo o e e e e m oo oo o e e e e oo oo +

Tabl e 10: OPTI ON_S46_V4V6EBI ND t o Sof t wi r e46- V4V6Bi nd
Fi el d Mappi ngs

A 5. OPTI ON_S46_PORTPARAMS (93) to Softwire46- PORTPARAMVG Fi el d Mappi ngs

o m e e e e e iee i e Fom e o - +
| OPTI ON_S46_PORTPARAMS | Softw re46- PORTPARANMS | TLV

| Field | Nare | Subfield |
| of f set | PSI D- O f set | PSID Ofset |
o e e e e e e e oo - - o e e e e oo oo S +
| PSI D-| en | PSI D- Len | PSIDlen |
o mm e e e e e e e i o S +
| PSI D | PSI D | PSI D |
o o m e e e e e e e oo o e e e e oo o +

Tabl e 11: OPTI ON_S46_PORTPARAMS t o Sof t wi r e46- PORTPARAMS
Fi el d Mappi ngs

A.6. OPTION S46_PRI ORI TY (111) to Softwire46- PORTPARAMS Fiel d Mappi ngs

| OPTION_S46_PRICRITY Field | Softwired6-Priority |
| | Attribute Subfield |

| s46- opti on- code | Softw red6-option-code |
Tt o e e e e e a oo +

Table 12: OPTION_S46_PRIORITY to
Sof t wi r e46- PORTPARAMS Fi el d Mappi ngs

A 7. OPTION_V6_PREFI X64 (113) to Softw re46-Milticast Attribute Field

Mappi ngs
o e m e e e e e oo o e e e e e oo oo S +
| OPTION V6 _PREFI X64 Field | Softwi re46-Milticast | TLV Subfield |
| | Attribute TLV Nanme | |
| asm |l ength | ASM Pr ef i x64 | Prefix-Length |
S T T +
| ASM nPr ef i x64 | ASM Pref i x64 | asmprefix64 |
e R S I +
| ssm | ength | SSM Pr ef i x64 | Prefix-Length |
e T T domemmemeeeemeaeeaaas I IRy +
| SSM nPr ef i x64 | SSM Pref i x64 |  ssmprefix64 |
S T T +
| uni cast-1 ength | U Prefix64 | Prefix-Length |
e R S I +
| uPrefix64 | U Prefix64 | u-prefix64 |



Tabl e 13: OPTI ON_V6_PREFI X64 to Softw re46-Milticast Field Mappings
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