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Abst ract

The Certification Authority Authorization (CAA) DNS record allows a
domai n to communi cate an issuance policy to Certification Authorities
(CAs) but only allows a domain to define a policy with CA-1evel
granularity. However, the CAA specification (RFC 8659) al so provides
facilities for an extension to adnit a nore granular, CA-specific
policy. This specification defines two such paraneters: one all ow ng
specific accounts of a CAto be identified by URIs and one all ow ng
speci fic nethods of domain control validation as defined by the
Automatic Certificate Managenent Environnment (ACME) protocol to be
required.
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1. Introduction

This specification defines two paraneters for the "issue" and
"issuewi | d" Properties of the Certification Authority Authorization
(CAA) DNS resource record [RFC8659]. The first, "accounturi", allows
aut hori zation conferred by a CAA policy to be restricted to specific
accounts of a Certification Authority (CA), which are identified by
URIs. The second, "validationnmethods”, allows the set of validation
met hods supported by a CAto validate domain control to be limted to
a subset of the full set of methods that it supports.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Extensions to the CAA Record: The "accounturi" Paraneter

Thi s docunent defines the "accounturi" CAA paraneter for the "issue"
and "issuewi | d" Properties defined by [ RFC8659]. The value of this
paraneter, if specified, MIST be a URI [RFC3986] identifying a

speci fic CA account.

"CA account” nmeans an object that is maintained by a specific CA
that may request the issuance of certificates, and that represents a
specific entity or group of related entities.

The presence of this paranmeter constrains the Property to which it is
attached. Where a CAA Property has an "accounturi" paraneter, a CA
MJUST only consider that Property to authorize issuance in the context
of a given certificate issuance request if the CA recognizes the URI
specified in the value portion of that paraneter as identifying the
account making that request.

A Property without an "accounturi" paraneter natches any account. A
Property with an invalid or unrecognized "accounturi" parameter is
unsatisfiable. A Property with rmultiple "accounturi" paraneters is
unsati sfiabl e.

The presence of an "accounturi" parameter does not replace or
supersede the need to validate the domain nane specified in an
"issue" or "issuewild" record in the manner described in the CAA
specification [ RFC8659]. CAs MJST still perform such validation
For exanple, a CAA "issue" Property that specifies a domain name
bel onging to CA A and an "accounturi™ parameter identifying an
account at CA B is unsatisfiable.

3.1. Use with ACME

An Automatic Certificate Managenent Environment (ACME) [ RFC8555]



account object MAY be identified by setting the "accounturi™
paraneter to the URI of the ACME account object.

I mpl enentati ons of this specification that also inplenment ACVE MJST
recogni ze such URIs.

3.2. Use without ACME

The "accounturi" specification provides a general nechanismto
identify entities that nay request certificate issuance via URl s.

The use of specific kinds of URIs may be specified in future RFCs,
and CAs not inpl enenting ACME MAY assign and recogni ze their own URIs
arbitrarily.

4. Extensions to the CAA Record: The "validati onnet hods" Paraneter

Thi s docunent al so defines the "validationmethods" CAA paraneter for
the "issue" and "issuewi | d" Properties. The value of this paraneter,
if specified, MIST be a comma-separated string of zero or nore
val i dati on nethod | abel s.

A validation nethod | abel identifies a validation nethod. A
validation nethod is a particular way in which a CA can validate
control over a domain.

The presence of this paranmeter constrains the Property to which it is
attached. A CA MJUST only consider a Property with the

"val i dati onnet hods" paraneter to authorize issuance where the

val i dation nmethod being used is identified by one of the validation
met hod | abels listed in the comma-separated |ist.

Each validation nethod | abel MJST be either the | abel of a nethod
defined in the "ACME Validati on Methods" | ANA registry [ RFC8555] or a
CA-speci fic non- ACME val i dation nmethod | abel as defined bel ow.

VWhere a CA supports both the "validati onnet hods" paraneter and one or
mor e non- ACME val i dati on nethods, it MJST assign | abels to those

met hods. | f appropriate non-ACME | abels are not present in the "ACVE
Val i dati on Met hods" | ANA registry, the CA MJST use | abel s begi nning
with the string "ca-", which are defined to have CA-specific neaning.

The val ue of the "validationmethods" paranmeter MJST conply with the
foll owi ng ABNF [ RFC5234] :

val ue
| abel

[*(label ",") |abel]
1*(ALPHA / DIGT / "-")

5. Security Considerations

Thi s specification describes an extension to the CAA record
specification, increasing the granularity at which a CAA policy can
be expressed. This allows the set of entities capable of
successfully requesting issuance of certificates for a given donain
to be restricted beyond the set of entities would otherw se be
possible, while still allow ng issuance for specific accounts of a
CA. This inproves the security of issuance for domai ns that choose
to enploy it, when conbined with a CA that inplenents this

speci fication.

5.1. Limted to CAs Processi ng CAA Records

Al'l of the security considerations listed in [ RFC8659] are inherited
by this docunent. This specification nerely enables a domain with an
existing relationship with a CAto further constrain that CAin its

i ssuance practices, where that CA inplenments this specification. In
particular, it provides no additional security above that provided by



usi ng the unextended CAA specification alone as concerns matters
relating to any other CA. The capacity of any other CA to issue
certificates for the given domain is conpl etely unchanged.

As such, a domain that, via CAA records, authorizes only CAs adopting
this specification and that constrains its policy by neans of this
speci fication, remains vul nerable to unauthorized i ssuance by CAs
that do not honor CAA records or that honor themonly on an advisory
basis. Were a donmain uses DNSSEC, it al so renmins vul nerable to CAs
that honor CAA records but that do not validate CAA records by neans
of a trusted DNSSEC-validating resol ver

5.2. Restrictions Ineffective w thout CA Recognition

Because the parameters of "issue" or "issuew |d" CAA Properties
constitute a CA-specific nanespace, the CA identified by an "issue"
or "issuewild" Property decides what paranmeters to recogni ze and
their semantics. Accordingly, the CAA paranmeters defined in this
specification rely on their being recognized by the CA named by an
"issue" or "issuewi|d" CAA Property and are not an effective neans of
control over issuance unless a CA's support for the paraneters is

est abl i shed bef or ehand.

CAs that inplement this specification SHOULD nmeke avail abl e
docunent ati on indicating as such, including explicit statenents as to
whi ch paraneters are supported. Domains configuring CAA records for
a CA MUST NOT assune that the restrictions inplied by the
"accounturi" and "validationnmethods" paraneters are effective in the
absence of explicit indication as such fromthat CA.

CAs SHOULD al so docunent whet her they inplenent DNSSEC validation for
DNS | ookups done for validation purposes, as this affects the
security of the "accounturi" and "validati onnet hods" paraneters.

5.3. Mandatory Consistency in CA Recognition

A CA MIST ensure that its support for the "accounturi™ and
"val i dati onnet hods" paraneters is fully consistent for a given donain
nane that a CA recogni zes as identifying itself in a CAA "issue" or
"issuewi | d' Property. |If a CA has nultiple issuance systens (for
exanmpl e, an ACME-based issuance system and a non- ACMVE- based i ssuance
system or two different issuance systens resulting froma corporate
merger), it MJST ensure that all issuance systens recogni ze the sane
paraneters

A CAthat is unable to do this MAY still inplenment the paranmeters by
splitting the CAinto two domain nanmes for the purposes of CAA
processing. For exanple, a CA "exanple.com with an ACME-based

i ssuance system and a non- ACMVE- based i ssuance system coul d recogni ze
only "acrne. exanpl e. com’ for the forner and "exanpl e.cont for the
|latter, and then inplenent support for the "accounturi" and

"val i dati onnet hods" paraneters for "acne.exanple.coni only.

A CA that is unable to ensure consistent processing of the
"accounturi” paraneter or the "validationmethods" parameter for a

gi ven CA domain nane as specifiable in CAA "issue" or "issuew |l d"
Properties MJST NOT inplenment support for these paraneters. Failure
to do so would result in an inplenentation of these paraneters that
does not provide effective security.

5.4. URl Anbiguity
Suppose that CA A recogni zes "a.exanple.cont as identifying itself

and CA B is a subsidiary of CA A that recogni zes both "a.exanpl e. conf
and "b. exanpl e.com' as identifying itself.



Suppose that both CA A and CA B issue account URIs of the form
"urn: exanpl e: account-id: 1234"

If the CA domain name in a CAArecord is specified as
"a.exanple.conm', then this could be construed as identifying account
nunber 1234 at CA A or at CA B. These may be different accounts,
creating anbiguity.

Thus, CAs MJST ensure that the URIs they recognize as pertaining to a
specific account of that CA are unique within the scope of all domain
nanes that they recognize as identifying that CA for the purpose of
CAA record validation

CAs SHOULD satisfy this requirenent by using URIs that include an
authority (see Section 3.2 of [RFC3986]):

"https://a. exanpl e. com account/1234"
5.5. Authorization Freshness

The CAA specification [ RFC8659] governs the act of issuance by a CA
In sone cases, a CA may establish authorization for an account to
request certificate i ssuance for a specific domain separately from
the act of issuance itself. Such authorization may occur
substantially prior to a certificate issuance request. The CAA
policy expressed by a dormain nmay have changed in the neantine,
creating the risk that a CAwll issue certificates in a manner

i nconsistent with the presently published CAA policy.

CAs SHOULD adopt practices to reduce the risk of such circunstances
Possi bl e count ermeasures include issuing authorizations with very
limted validity periods, such as an hour, or revalidating the CAA
policy for a domain at certificate issuance tine.

5. 6. Use with and wi t hout DNSSEC

The "domain validation" nodel of validation commonly used for
certificate issuance cannot ordinarily protect against adversaries
who can conduct gl obal man-in-the-m ddl e attacks against a particul ar
domain. A global man-in-the-mddle attack is an attack that can
intercept traffic to or froma given domain, regardl ess of the origin
or destination of that traffic. Such an adversary can intercept al
validation traffic initiated by a CA and thus appear to have contro
of the given donain.

Where a domain is signed using DNSSEC, the authenticity of its DNS
data can be assured, providing that a given CA nmakes all DNS
resolutions via a trusted DNSSEC-validating resolver. A donmain can
use this Property to protect itself fromthe threat posed by an
adversary capabl e of perform ng a global man-in-the-niddle attack
agai nst that donmai n.

In order to facilitate this, a CA validation process must either rely
solely on information obtained via DNSSEC or neani ngfully bind the
other parts of the validation transaction using material obtained via
DNSSEC

The CAA paraneters described in this specification can be used to
ensure that only validation methods nmeeting these criteria are used.
In particular, a domain secured via DNSSEC SHOULD eit her

1. Use the "accounturi" paraneter to ensure that only accounts that
it controls are authorized to obtain certificates, or

2. Exclusively use validation nethods that rely solely on



i nformati on obtained via DNSSEC and use the "validati onnet hods”
paraneter to ensure that only such nethods are used.

A CA supporting the "accounturi" paraneter or the "validati onnethods"
par anet er MJUST perform CAA validation using a trusted
DNSSEC- val i dati ng resol ver.

"Trusted" in this context neans that the CA both trusts the resol ver
itself and ensures that the communi cations path between the resol ver
and the systemperformng CAA validation is secure. It is
RECOMVENDED t hat a CA ensure this by using a DNSSEC-validating

resol ver running on the same machine as the system performn ng CAA
val i dati on.

The use of the "accounturi" paraneter or the "validati onnet hods"
par anet er does not confer additional security against an attacker
capabl e of perfornming a man-in-the-niddl e attack agai nst al
validation attenpts nmade by a given CA that is authorized by CAA
wher e:

1. A domain does not secure its naneservers using DNSSEC, or

2. That CA does not perform CAA validation using a trusted
DNSSEC- val i dati ng resol ver.

Moreover, the use of the "accounturi" parameter or the

"val i dati onnet hods" paraneter does not nmitigate nman-in-the-niddle

attacks against CAs that do not validate CAA records or that do not

do so using a trusted DNSSEC-validating resolver, regardl ess of

whet her or not those CAs are authorized by CAA, see Section 5.1

In these cases, the "accounturi" and "validati onnet hods" paraneters
still provide an effective neans of admi nistrative control over
i ssuance, except where control over DNS is subdel egated (see bel ow).

5.7. Restrictions Supersedabl e by DNS Del egati on

CAA records are |located during validation by wal king up the DNS

hi erarchy until one or nore records are found. CAA records are
therefore not an effective way of restricting or controlling issuance
for subdomains of a domain, where control over those subdomains is
del egated to another party (such as via DNS del egati on or by
providing limted access to nanage subdomai n DNS records).

5.8. M sconfiguration Hazards

Because the "accounturi" and "validationmet hods" parameters express
restrictive security policies, msconfiguration of said parameters
may result in legitimte issuance requests being refused.

5.9. Revelation of Account URIs

Because CAA records are publicly accessible, the use of the
"accounturi" paraneter enables third parties to observe the

aut hori zed account URIs for a domain. This may allow third parties
to identify a correlation between domains if those domains use the
same account URISs.

CAs are encouraged to select and process account URIs under the
assunption that untrusted third parties may | earn of them

6. | ANA Consi derations
Thi s docunent has no | ANA actions. As per [RFC8659], the paraneter

nanespace for the CAA "issue" and "issuew | d" Properties has CA-
defined semantics, and the identifiers within that nanespace may be



freely and arbitrarily assigned by a CA. This docunent mnerely
speci fies recomended semantics for paraneters of the nanes
"accounturi" and "validationnmet hods", which CAs nay choose to adopt.
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Appendi x A.  Exanpl es

The foll owi ng shows an exanpl e DNS zone file fragnent that nom nates
two account URIs as authorized to issue certificates for the domain
"exanple.conm'. |Issuance is restricted to the CA "exanple.net".

exanpl e.com |IN CAA 0 issue "exanple.net; \
accounturi=https://exanpl e. net/account/1234"

exanpl e.com |IN CAA 0 issue "exanple.net; \
accounturi=https://exanpl e. net/account/2345"

The foll owing shows a zone file fragnment that restricts the ACVE
met hods that can be used; only ACME nethods "dns-01" and "xyz-01" can
be used.

exanpl e.com |IN CAA 0 issue "exanple.net; \
val i dat i onnmet hods=dns- 01, xyz- 01"

The foll owi ng shows an equival ent way of expressing the sane
restriction:

exanpl e.com |IN CAA 0 issue "exanple.net; validationnethods=dns-01"
exanpl e.com |IN CAA 0 issue "exanple.net; validationnmethods=xyz-01"

The foll owi ng shows a zone file fragment in which one account can be
used to issue with the "dns-01" method and one account can be used to
issue with the "http-01" nethod

exanmpl e.com IN CAA O issue "exanple.net; \
accounturi=https://exanpl e. net/account/1234; \
val i dat i onmet hods=dns-01"



exanpl e.com |IN CAA 0 issue "exanple.net; \
accounturi=https://exanpl e. net/account/2345; \
val i dat i onnmet hods=htt p- 01"

The foll owing shows a zone file fragnment in which only ACME net hod
"dns-01" or a CA-specific method "ca-foo" can be used.

exanpl e.com |IN CAA 0 issue "exanple.net; \
val i dat i onnmet hods=dns- 01, ca-f 00"
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