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Abst ract

Qpportuni stic Secure Real -tine Transport Protocol (OSRTP) is an

i npl ementation of the Opportunistic Security nmechanism as defined in
RFC 7435, applied to the Real-tinme Transport Protocol (RTP). OSRTP
all ows encrypted nedia to be used in environments where support for
encryption is not known in advance and is not required. OSRTP does
not require Session Description Protocol (SDP) extensions or features
and is fully backwards conpatible with existing inplenentations using
encrypted and authenticated nmedia and i npl enentations that do not
encrypt or authenticate nedia packets. OSRTP is not specific to any
key managenent technique for Secure RTP (SRTP). OSRTP is a
transitional approach useful for mgrating existing depl oyments of
real -time communi cations to a fully encrypted and aut henti cated
state.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8643
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Copyri ght Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Qpportunistic Security (OS) [RFC7435] is an approach to security that
defines a third node for security between "cleartext" and
"conprehensi ve protection" that allows encryption and authentication
of media to be used if supported but will not result in failures if

it is not supported. In the context of the transport of secure nedia
streans using RTP and its secured derivatives, cleartext is
represented by an RTP [ RFC3550] nedia streamthat is negotiated with
the RTP/ AVP (Audio-Visual Profile) [RFC3551] or the RTP/ AVPF profile
[ RFC4585], whereas conprehensive protection is represented by a
Secure RTP [RFC3711] stream negotiated with a secure profile, such as
SAVP or SAVPF [ RFC5124]. OSRTP allows SRTP to be negotiated with the
RTP/ AVP profile, with fallback to RTP if SRTP is not supported.
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There have been sonme extensions to SDP to allow profiles to be
negoti ated, such as SDP Capabilities Negotiation (SDPCapNeg)

[ RFC5939]. However, these approaches are conpl ex and have very
limted depl oynment in comunication systens. her key nmanagenent
protocols for SRTP that have been devel oped, such as ZRTP [ RFC6189],
use OS by design. This approach for OSRTP is based on [ Kapl an06]
where it was called "best effort SRTP'. [Kaplan06] has a ful

di scussion of the notivation and requirenents for opportunistic
secure medi a.

OSRTP uses the presence of SRTP keying-related attributes in an SDP
offer to indicate support for opportunistic secure nmedia. The
presence of SRTP keying-related attributes in the SDP answer

i ndi cates that the other party al so supports OSRTP and that encrypted
and authenticated nmedia will be used. OSRTP requires no additiona
extensions to SDP or new attri butes and is defined independently of
the key agreenent nechanismused. OSRTP is only usable when nedia is
negoti ated using the O fer/Answer protocol [RFC3264].

1.1. Applicability Statenent

OCSRTP is a transitional approach that provides a migration path from
unencrypted comuni cation (RTP) to fully encrypted comunication

(SRTP). It is only to be used in existing deploynents that are
attenpting to transition to fully secure communi cations. New
applications and new depl oynents will not use OSRTP

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. SDP O fer/Answer Consi derations

This section defines the SDP of fer/answer considerations for
opportuni stic security.

The procedures are for a specific "m=" section describing RTP-based
media. |If an SDP offer or answer contains nultiple such "nm&"
sections, the procedures are applied to each "m=" section

i ndi vi dual l'y.

"Initial OSRTP offer" refers to the offer in which opportunistic
security is offered for an "m" section for the first tine within an
SDP sessi on
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It is inportant to note that OSRTP nakes no changes to and has no
effect on media sessions in which the offer contains a secure profile
of RTP, such as SAVP or SAVPF. As discussed in [RFC7435], that is
the "conprehensive protection"” for medi a node.

Generating the Initial OSRTP Ofer

To indicate support for OSRTP in an SDP offer, the offerer uses the
RTP/ AVP profile [RFC3551] or the RTP/ AVPF profil e [ RFC4585] but

i ncludes SRTP keying attributes. OSRTP is not specific to any key
managenent techni que for SRTP, and multiple key managenent techni ques
can be included on the SDP offer. For exanple:

If the of ferer supports DTLS- SRTP key agreenent [RFC5763], then an
"a=fingerprint" attribute will be present. O:

If the offerer supports SDP Security Descriptions key agreenent
[ RFC4568], then an "a=crypto" attribute will be present. O:

If the offerer supports ZRTP key agreenment [RFC6189], then an
"a=zrtp-hash" attribute will be present.

Generating the Answer

To accept OSRTP, an answerer receiving an offer indicating support
for OSRTP generates an SDP answer containing SRTP keying attributes
that match one of the keying nethods in the offer. The answer MJUST
NOT contain attributes fromnore than one keying nethod, even if the
of fer contained nmultiple keying nethod attributes. The sel ected SRTP
key management approach is followed, and SRTP nmedia is used for this
session. |f the SRTP key managenent fails for any reason, the nedia
session MJUST fail. To decline OSRTP, the answerer generates an SDP
answer omitting SRTP keying attributes, and the nedia session
proceeds with RTP with no encryption or authentication used.

O ferer Processing the Answer

If the offerer of OSRTP receives an SDP answer that does not contain
SRTP keying attributes, then the nedia session proceeds with RTP. |If
the SDP answer contains SRTP keying attributes, then the associated
SRTP key managenent approach is followed and SRTP nedia is used for
this session. |f the SRTP key managenent fails, the nedia session
MUST fail.
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3.4. Mdifying the Session

VWhen an offerer generates a subsequent SDP offer, it should do so
following the principles of [RFC6337], neaning that the decision to
create the new SDP offer should not be influenced by what was
previously negotiated. For exanmple, if a previous OSRTP offer did
not result in SRTP being established, the offerer may try again and
generate a new OSRTP offer as specified in Section 3.1

4. Security Considerations

The security considerations of [RFC4568] apply to OSRTP, as well as
the security considerations of the particular SRTP key agreenent
approach used. However, the authentication requirenents of a
particul ar SRTP key agreenent approach are rel axed when that key
agreenent is used with CSRTP, which is consistent with the
Qpportunistic Security approach described in [RFC7435]. For exanple:

For DTLS- SRTP key agreenent [RFC5763], an authenticated signaling
channel does not need to be used with OSRTP if it is not
avai | abl e.

For SDP Security Descriptions key agreenent [ RFC4568], an

aut henti cated signaling channel does not need to be used with
OSRTP if it is not available, although an encrypted signaling
channel MJST still be used.

For ZRTP key agreenent [RFC6189], the security considerations are
unchanged, since ZRTP does not rely on the security of the
si gnal i ng channel

VWi | e OSRTP does not require authentication of the key agreenent
mechani sm it does need to avoid exposing SRTP keys to eavesdroppers,
since this could enabl e passive attacks against SRTP. Section 8.3 of
[ RFC4568] requires that any nessages that contain SRTP keys be
encrypted, and further says that encryption SHOULD provi de end-to-end
confidentiality protection if intermediaries that could inspect the
SDP nessage are present. At the time of this witing, it is
understood that the requirenment in [ RFC4568] for end-to-end
confidentiality protection is comonly ignored. Therefore, if OSRTP
is used with SDP Security Descriptions, any such internediaries
(e.g., SIP proxies) nust be assunmed to have access to the SRTP keys.

As discussed in [ RFC7435], OSRTP is used in cases where support for
encryption by the other party is not known in advance and is not
required. For cases where it is known that the other party supports
SRTP or SRTP needs to be used, OSRTP MJUST NOT be used. Instead, a
secure profile of RTP is used in the offer
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5. | ANA Consi derati ons

Thi s docunment has no actions for | ANA.
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