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Abst ract

Thi s docunent provides a Network Configuration Protocol (NETCONF)

bi nding to the dynam c subscription capability of both subscribed
notifications and YANG Push.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8640.
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1. Introduction

Thi s docunent specifies the binding of a streamof events that form
part of a dynam c subscription to the Network Configuration Protocol
(NETCONF) [ RRFC6241]. Dynam c subscriptions are defined in [ RFC8639].
In addition, as [RFC8641] is itself built upon [ RFC8639], this
docunent enables a NETCONF client to request via a dynanic
subscription, and receive, updates froma YANG datastore | ocated on a
NETCONF server.

Thi s docunent assunes that the reader is famliar with the
term nol ogy and concepts defined in [ RFC8639].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The following terns are defined in [ RFC8639]: dynam c subscription,
event stream notification nessage, publisher, receiver, subscriber,
and subscription. This docunent does not define any additional
terns.
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3. Conpatibility with <create-subscription> as Defined in RFC 5277

A publisher is allowed to concurrently support dynam c subscription
RPCs as defined in [RFC8639] at the sane tinme as the

<creat e-subscription> RPC defined in [ RFC5277]. However, a single
NETCONF transport session MJUST NOT support both this specification
and a subscription established by the <create-subscription> RPC
defined in [ RFC5277]. To protect against any attenpts to use a
singl e NETCONF transport session in this way:

0 A solution MIUST reply with the <rpc-error> el enent [ RFC6241]
containing the "error-tag" value of "operation-not-supported" if a
<create-subscription> RPC is received on a NETCONF sessi on where
an established subscription per [ RFC8639] exists.

0 A solution MIUST reply with the <rpc-error> el enent [ RFC6241]
containing the "error-tag" val ue of "operation-not-supported" if
an "establish-subscription" request has been received on a NETCONF
sessi on where the <create-subscription> RPC [ RFC5277] has
successfully created a subscription

If a publisher supports this specification but not subscriptions via
[ RFC5277], the publisher MJUST NOT adverti se
"urn:ietf:parans: netconf:capability:notification:1.0".

4. Mandatory XM., Event Stream and Dat astore Support

The "encode-xm " feature of [RFC8639] MJST be supported. This
indicates that XML is a valid encoding for RPCs, state change
notifications, and subscribed content.

A NETCONF publ i sher supporting event stream subscription via
[ RFC8639] MUST support the "NETCONF' event streamidentified in that
docunent .

5. NETCONF Connectivity and Dynam c Subscriptions

Management of dynam c subscriptions occurs via RPCs as defined in

[ RFC8641] and [RFC8639]. For a dynam c subscription, if the NETCONF
session involved with the "establish-subscription” term nates, the
subscription MJST be term nated.

For a dynam ¢ subscription, any "nodify-subscription",

"del et e-subscription", or "resync-subscription" RPCs MIST be sent
usi ng the sane NETCONF session upon which the referenced subscription
was establ i shed.
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6

Notificati on Messages

Notification nessages transported over NETCONF MJUST be encoded in a

<notification> nessage as defined in [RFC5277], Section 4. And per

the <event Ti ne> object definition provided in [RFC5277], <eventTi ne>
is populated with the event occurrence tine.

For dynanic subscriptions, all notification nessages MJST use the
NETCONF transport session used by the "establish-subscription" RPC

Dynam ¢ Subscriptions and RPC Error Responses

When an RPC error occurs as defined in [ RFC8639], Section 2.4.6 and
[ RFC8641], Appendix A, the NETCONF RPC reply MJST include an
<rpc-error> el enent per [RFC6241] with the error information

popul ated as foll ows:

0 An "error-type" node of "application"

0 An "error-tag" node, where the value is a string that corresponds
to an identity associated with the error. For the mechani sns
specified in this docunent, this "error-tag" will correspond to
the error identities in either (1) [ RFC8639], Section 2.4.6, for
general subscription errors:

error identity uses error-tag
dscp-unavai | abl e i nval i d-val ue

encodi ng- unsupport ed i nval i d-val ue
filter-unsupported i nval i d-val ue

i nsufficient-resources resource-denied

no- such-subscri pti on i nval i d-val ue

repl ay- unsupport ed oper ati on-not - support ed

or (2) [RFC8641], Appendix A. 1, for subscription errors specific
to YANG dat ast or es:

error identity uses error-tag

cant - excl ude oper ati on- not - support ed
dat ast or e- not - subscri babl e i nval i d-val ue

no- such-subscription-resync invalid-val ue

on- change- unsupported oper ati on-not - support ed
on- change- sync- unsupport ed oper ati on-not - support ed
peri od- unsupport ed i nval i d-val ue

updat e-t 00- bi g too-big

sync-t o0o-bi g too-big

unchangi ng- sel ecti on operation-failed
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0 An "error-severity" of "error" (this MAY be included).

0 An "error-app-tag" node, where the value is a string that
corresponds to an identity associated with the error, as defined
in [ RFC8639], Section 2.4.6 for general subscriptions and
[ RFC8641], Appendix A.1 for datastore subscriptions. The specific
identity to use depends on the RPC for which the error occurred.
Each error identity will be inserted as the "error-app-tag"
foll owi ng the form <nodul enane>: <i dentityname>. An exanpl e of
such a valid encodi ng woul d be
"ietf-subscribed-notifications:no-such-subscription". Viable
errors for different RPCs are as foll ows:

RPC has base identity
establ i sh-subscription establish-subscription-error
nmodi f y- subscri ption nmodi f y- subscri pti on-error
del et e-subscription del et e-subscription-error
kill-subscription del et e-subscription-error
resync-subscription resync-subscri ption-error

0 In the case of error responses to an "establish-subscription" or
"nmodi fy-subscription" request, there is the option of including an
"error-info" node. This node nay contain XM.-encoded data with
hints for parameter settings that might |ead to successful RPC
requests in the future. The yang-data structures from [ RFC8639]
and [ RFC8641] that may be returned are as foll ows:

establ i sh-subscription returns hints in yang-data structure

target: event stream establish-subscription-streamerror-info
target: datastore est abl i sh-subscription-datastore-error-info

nmodi f y- subscri ption returns hints in yang-data structure

target: event stream nodify-subscription-streamerror-info
target: datastore modi f y- subscri pti on-datastore-error-info

The yang-data included in "error-info" SHOULD NOT include the
optional |eaf "reason", as such a |l eaf would be redundant with
information that is already placed in the "error-app-tag"

In the case of an RPC error resulting froma "del ete-subscription",
"Kkill-subscription", or "resync-subscription" request, no
"error-info" needs to be included, as the "subscription-id" is the
only RPC input paraneter and no hints regarding this RPC input
paraneter need to be provided.
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8.

10.

10.

Security Considerations

Thi s docunent does not introduce additional security considerations
for dynam ¢ subscriptions beyond those discussed in [ RFC8639]. But
there is one consideration worthy of nore refinenment based on the
connection-oriented nature of NETCONF. Specifically, if a buggy or
conmprom sed NETCONF subscri ber sends a nunber of "establish-
subscription" requests, then these subscriptions accunul ate and may
use up systemresources. In such a situation, subscriptions MAY be
term nated by term nating the underlying NETCONF session. The
publ i sher MAY al so suspend or term nate a subset of the active
subscriptions on that NETCONF session in order to reclai mresources
and preserve normal operation for the other subscriptions.

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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Appendi x A.  Exanpl es

Thi s appendi x i s non-normative. Additionally, the subscription "id"
val ues of 22, 23, 39, and 99 used bel ow are just exanples. In
production, the actual values of "id" mght not be small integers.

A.1. Event Stream Di scovery

As defined in [RFC8639], an event stream exposes a continuous set of
events avail able for subscription. A NETCONF client can retrieve the
list of avail able event streans from a NETCONF publisher using the
<get > operation against the top-level "streans" container defined in
[ RFC8639], Section 3.1

The foll owi ng XM. exanpl e [ WBC. REC- xm - 20081126] illustrates the
retrieval of the list of avail able event streans:

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<get >
<filter type="subtree">
<streans
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications"/>
</filter>
</ get >
</rpc>

Figure 1. <get> Request for Retrieval of Event Streans
After such a request, the NETCONF publisher returns a list of

avai |l abl e event streans as well as additional information that m ght
exi st in the container.
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A. 2. Dynamc Subscriptions
A.2.1. Establishing Dynam c Subscriptions
Figure 2 shows two successful "establish-subscription” RPC requests

as per [RFC8639]. The first request is given a subscription "id"
of 22, and the second is given an "id" of 23.

Figure 2: Miltiple Subscriptions over a NETCONF Sessi on
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To provide exanples of the information being transported, exanple
messages for interactions (a) and (b) in Figure 2 are detail ed bel ow
(Figures 3 and 4):

<rpc nmessage-i d="102" xm ns="urn:ietf:parans: xm :ns:netconf:base: 1. 0">
<est abl i sh-subscription
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<streamxpath-filter xm ns:ex="https://exanpl e.conlf events">
[ ex: f ool
</stream xpath-filter>
<str eam>PNETCONF</ st r ean®
<dscp>10</ dscp>
</ establ i sh-subscription>
</rpc>

Figure 3: "establish-subscription" Request (a)

As the NETCONF publisher was able to fully satisfy the request (a),
the publisher sends the subscription "id" of the accepted
subscription in its reply nmessage (b):

<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<id
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
22
</id>
</rpc-reply>

Fi gure 4: A Successful "establish-subscription" (b)
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If the NETCONF publisher had not been able to fully satisfy the
request or the subscriber has no authorization to establish the
subscription, the publisher woul d have sent an RPC error response.

For instance, if the "dscp" value of 10 asserted by the subscriber in
Fi gure 3 proved unacceptabl e, the publisher may have returned:

<rpc-reply nmessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-val ue</error-tag>
<error-severity>error</error-severity>
<error-app-tag>
i etf-subscribed-notifications:dscp-unavail abl e
</ error-app-tag>
</rpc-error>
</rpc-reply>

Figure 5: An Unsuccessful "establish-subscription”

The subscriber can use this information in future attenpts to
establish a subscription.

A.2.2. Modifying Dynam ¢ Subscriptions

An exi sting subscription may be nodified. The follow ng exchange
shows a negotiation of such a nodification via several exchanges

bet ween a subscriber and a publisher. This negotiation consists of a
failed RPC nodification request/response followed by a

successful one.
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Figure 6: Interaction Mddel for Successful Subscription Mdification

If the subscription being nodified in Figure 6 is a datastore
subscription as per [RFC8641], the nodification request nmade in (c)
may | ook |ike that shown in Figure 7. As can be seen, the
nmodi fi cations being attenpted are the application of a new XPath
filter as well as the setting of a new periodic tine interval

<rpc nessage-i d="303"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<nmodi fy-subscri pti on
xm ns="urn:ietf:paranms: xnm : ns:yang:ietf-subscribed-notifications”
xm ns:yp="urn:ietf:parans: xm :ns:yang:ietf-yang-push">
<i d>23</id>
<yp: datastore-xpath-filter xm ns:ex="https://exanpl e.com datastore">
/ ex: f oo/ ex: bar
</ yp: datastore-xpath-filter>
<yp: peri odi c>
<yp: peri 0d>500</yp: peri od>
</ yp: peri odi c>
</ modi f y- subscri pti on>
</rpc>

Figure 7: Subscription Mdification Request (c)
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If the NETCONF publisher can satisfy both changes, the publisher
sends a positive result for the RPC. |If the NETCONF publisher cannot
satisfy either of the proposed changes, the publisher sends an RPC
error response (d). Figure 8 shows an exanple RPC error response for
(d) that includes a hint. This hint is an alternative time period
val ue that mght have resulted in a successful nodification

<rpc-reply nmessage-i d="303"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-val ue</error-tag>
<error-severity>error</error-severity>
<error-app-tag>
i etf-yang-push: peri od- unsupport ed
</ error-app-tag>
<error-info>
<nmodi fy-subscri ption-datastore-error-info
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-yang-push">
<peri od-hint>
3000
</ peri od- hi nt >
</ nodi fy- subscri pti on-dat ast ore-error-info>
</error-info>
</rpc-error>
</rpc-reply>

Figure 8: "nodify-subscription" Failure with Hnt (d)
A.2.3. Deleting Dynam ¢ Subscriptions

Figure 9 denmonstrates the deletion of a subscription. This
subscription may have been to either a streamor a datastore.

<rpc nessage-i d="103"
xm ns="urn:ietf:parans: xn : ns: netconf:base: 1. 0">
<del et e- subscri ption
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-subscribed-notifications">
<i d>22</id>
</ del et e- subscri pti on>
</rpc>

Figure 9: "del ete-subscription”
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If the NETCONF publisher can satisfy the request, the publisher
returns a reply indicating success.

If the NETCONF publisher cannot satisfy the request, the publisher
sends an <rpc-error> elenent indicating that the nodification didn't
work. Figure 10 shows a valid response for an existing valid
subscription "id", but that subscription "id" was created on a

di fferent NETCONF transport session

<rpc-reply nessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>
<error-app-tag>
i etf-subscribed-notifications: no-such-subscription
</ error-app-tag>
</rpc-error>
</rpc-reply>

Figure 10: An Unsuccessful "del ete-subscription”
A. 3. Subscription State Notifications

A publisher will send subscription state notifications for dynamc
subscriptions according to the definitions in [ RFC8639].

A.3.1. "subscription-nodified"

As per Section 2.7.2 of [RFC8639], a "subscription-nodified" night be
sent over NETCONF if the definition of a configured filter changes.
A subscription state notification encoded in XM. woul d | ook |i ke:

<notification xm ns="urn:ietf:parans: xm:ns:netconf:notification:1. 0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<subscription-nodified
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-subscribed-notifications">
<i d>39</i d>
<stream xpath-filter xm ns:ex="https://exanpl e.conf events">
/ex: foo
</stream xpath-filter>
<str eam>PNETCONF</ st r ean®
</ subscri ption-nodified>
</notification>

Figure 11: "subscription-nodified" Subscription State Notification
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A.3.2. "subscription-resuned" and "repl ay-conpl ete"
A "subscription-resumed” would | ook like:

<notification
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<subscri pti on-resuned
xm ns="urn:ietf:parans: xm : ns:yang:ietf-subscribed-notifications">
<i d>39</i d>
</ subscri ption-resuned>
</notification>

Figure 12: "subscription-resunmed” Notification

The "replay-conplete"” is virtually identical, with "subscription-
resuned" sinply being replaced by "repl ay-conpl ete".

A.3.3. "subscription-termni nated" and "subscription-suspended"
A "subscription-ternm nated"” would | ook |ike:

<notification
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<subscri ption-term nated
xm ns="urn:ietf:parans: xm : ns:yang:ietf-subscribed-notifications">
<i d>39</i d>
<r eason>
suspensi on-ti meout
</reason>
</ subscri ption-term nat ed>
</notification>

Figure 13: "subscription-term nated" Subscription State Notification
The "subscription-suspended” is virtually identical, with

"subscription-terninated" sinply being replaced by "subscription-
suspended”.
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A 4. Filter Exanples

Thi s appendi x provi des exanples that illustrate both XPath and
subtree nmethods of filtering event record contents. The exanples are
based on the YANG notification "vrrp-protocol-error-event" as defined
per the ietf-vrrp YANG data nodel in [RFC8347]. Event records based
on this specification that are generated by the publisher m ght
appear as:

<notification xm ns="urn:ietf:parans: xm:ns:netconf:notification:1. 0">
<event Ti ne>2018- 09- 14T08: 22: 33. 44Z</ event Ti me>
<vrrp-protocol -error-event
xm ns="urn:ietf:parans: xm :ns:yang:ietf-vrrp">
<protocol -error-reason>checksum error</protocol -error-reason>
</ vrrp-protocol -error-event >
</notification>

Fi gure 14: Exanple VRRP Notification per RFC 8347

Suppose that a subscriber wanted to establish a subscription that
only passes instances of event records where there is a
"checksumerror"” as part of a Virtual Router Redundancy Protoco
(VRRP) protocol event. Also, assune that the publisher places such
event records into the NETCONF stream To get a continuous series of
mat chi ng event records, the subscriber mght request the application
of an XPath filter against the NETCONF stream An "establish-
subscription® RPC to neet this objective mght be:

<rpc nessage-i d="601" xm ns="urn:ietf:parans: xm :ns:netconf:base: 1. 0">
<est abl i sh-subscription
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<st r eanrPNETCONF</ st r ean»
<streamxpath-filter xm ns="urn:ietf:parans: xm :ns:yang:ietf-vrrp">
/vrrp-protocol -error-event]|
vrrp:protocol -error-reason="vrrp: checksumerror"]
</stream xpath-filter>
</ establ i sh-subscription>
</rpc>

Fi gure 15: Establishing a Subscription Error Reason via XPath

For nore exanples of XPath filters, see [ XPATH.
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Suppose that the "establish-subscription" in Figure 15 was accepted.
And suppose that a subscriber decided |later on that they wanted to
broaden this subscription to cover all VRRP protocol events (i.e.,

not just those with a "checksumerror"). The subscriber n ght

attenpt to nodify the subscription in a way that replaces the XPath
filter with a subtree filter that sends all VRRP protocol events to a
subscri ber. Such a "nodify-subscription" RPC m ght |ook like:

<rpc message-i d="602" xm ns="urn:ietf:parans: xm :ns:netconf:base: 1. 0">
<nodi fy-subscri ption
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<i d>99</i d>
<streamsubtree-filter>
<vrrp-protocol -error-event
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-vrrp"/>
</streamsubtree-filter>
</ nodi fy- subscri pti on>
</rpc>

Figure 16: Exanple "nodify-subscription" RPC

For nore exanples of subtree filters, see [ RFC6241], Section 6. 4.

Voit, et al. St andards Track [ Page 18]



RFC 8640 NETCONF Noti fications Sept enber 2019

Acknowl edgrent s
We wi sh to acknowl edge the hel pful contributions, comrents, and
suggestions that were received from Andy Bi erman, Yan Gang, Sharon
Chi shol m Hector Trevino, Peipei Guo, Susan Hares, Tim Jenkins,
Bal azs Lengyel, Martin Bjorklund, Mahesh Jet hanandani, Kent Watsen,
Q@ n Wi, and Guangyi ng Zheng.

Aut hors’ Addresses

Eric Voit
Cisco Systens

Email : evoit @i sco. com
Al exander Cl emm

Fut ur enei

Emai | : | udwi g@l emm org
Al berto Gonzal ez Prieto
M crosoft

Emai | : al berto. gonzal ez@ri crosoft.com
Ei nar N | sen- Nygaard

Ci sco Systens

Emai | : ei narnn@i sco. com
Anbi ka Prasad Tri pat hy

Ci sco Systens

Emai | : anbtri pa@i sco.com

Voit, et al. St andards Track [ Page 19]






