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Abstract

The Network Tinme Protocol (NTP) is one of the oldest protocols on the
I nternet and has been widely used since its initial publication

Thi s docunent is a collection of best practices for the genera
operation of NTP servers and clients on the Internet. It includes
recomrendations for the stable, accurate, and secure operation of NTP
infrastructure. This docunment is targeted at NTP version 4 as

descri bed in RFC 5905.

Status of This Meno
Thi s nenmo docunents an Internet Best Current Practice.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8633
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Copyri ght Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

NTP version 4 (NTPv4) has been wi dely used since its publication as
[ RFC5905]. This docunent is a collection of best practices for the
operation of NTP clients and servers.

The recomendations in this docunent are intended to help operators
distribute time on their networks nore accurately and securely. They
are intended to apply generally to a broad range of networks. Some
specific networks may have hi gher accuracy requirenents that call for
addi ti onal techni ques beyond what is docunented here.

Among the best practices covered are recommendati ons for genera
network security, tine protocol-specific security, and NTP server and
client configuration. NTP operation in enbedded devices is al so
cover ed.

Thi s docunent al so contains information for protocol inplenentors who
want to devel op their own inplenentations conpliant with RFC 5905

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

General Network Security Best Practices
1. BCP 38

Many network attacks rely on nodifying the I P source address of a
packet to point to a different I P address than the conputer from
which it originated. UDP-based protocols, such as NTP, are generally
nmore susceptible to spoofing attacks than connection-oriented
protocols. NTP control nessages can generate a lot of data in
response to a small query, which nakes it attractive as a vector for
di stributed denial -of-service attacks (NTP Control nessages are

di scussed further in Section 3.4). One docunented instance of such
an attack can be found in [DDOS], with further discussion in [|MCl4]
and [ NDSS14] .

BCP 38 [ RFC2827] was published in 2000 to provide sone | evel of
renmedi ati on agai nst address-spoofing attacks. BCP 38 calls for
filtering outgoing and inconmng traffic to nmake sure that the source
and destination |P addresses are consistent with the expected fl ow of
traffic on each network interface. It is RECOMMENDED that |SPs and
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| arge corporate networks inplenment ingress and egress filtering.
More information is avail able at [ BCP38WKI].

3. NTP Configuration Best Practices

Thi s section provides best practices for NIP configuration and
operation. Application of these best practices that are specific to
the Network Time Foundation inplenmentation, including exanple
configuration directives valid at the tine of this witing, are
conpi l ed in Appendi x A

3.1. Keeping NTP Up to Date

There are multiple versions and inpl ementations of the NTP protoco

in use on many different platfornms. The practices in this docunent
are neant to apply generally to any inplenmentation of [RFC5905]. NIP
users shoul d select an inplenentation that is actively naintained.
Users shoul d keep up to date on any known attacks on their sel ected

i mpl ement ati on and depl oy updates containing security fixes as soon
as it is practical

3.2. Using Enough Tine Sources

An NTP inplenentation that is conpliant with [ RFC5905] takes the
avai l abl e sources of time and submits this timng data to

sophi sticated intersection, clustering, and conbining algorithnms to
get the best estimate of the correct time. The description of these
algorithms is beyond the scope of this docunent. Interested readers
shoul d read [ RFC5905] or the detailed description of NTP in

[ M LLS2006] .

o If there is only one source of time, the answer is obvious. It
may not be a good source of tinme, but it’s the only source that
can be considered. Any issue with the tinme at the source will be
passed on to the client.

o If there are two sources of tine and they align well enough, then
the best tine can be calculated easily. But if one source fails,
then the solution degrades to the single-source solution outlined
above. And if the two sources don't agree, it will be difficult
to know which one is correct wi thout naking use of information
from outside of the protocol

o If there are three sources of tine, there is nore data avail able
to converge on the best calculated tine, and this time is nore
likely to be accurate. And the |oss of one of the sources (by
becom ng unreachabl e or unusable) can be tolerated. But at that
poi nt, the solution degrades to the two-source solution
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o Having four or nore sources of tinme is better as long as the

sources are diverse (Section 3.3). |If one of these sources
devel ops a problem there are still at |least three other tine
sour ces.

Thi s anal ysis assunes that a majority of the servers used in the
solution are honest, even if some may be inaccurate. Operators
shoul d be aware of the possibility that if an attacker is in contro
of the network, the tine comng fromall servers could be

conprom sed

Qperators who are concerned with naintaining accurate tine SHOULD use
at least four independent, diverse sources of tine. Four sources
wi Il provide sufficient backup in case one source goes down. |f four
sources are not avail abl e, operators MAY use fewer sources, which is
subject to the risks outlined above.

But even with four or nore sources of tinme, system c problens can
happen. One exanpl e invol ves the | eap-snearing concept detailed in
Section 3.7.1. For several hours before and after the June 2015 | eap
second, several operators configured their NTP servers with |eap
snmearing while others did not. Many NTP end nodes coul d not
determne an accurate tinme source because two of their four sources
of time gave them consistent UTC/ POSI X time, while the other two gave
them consi stent | eap-snmeared tinme. This is just one of many
potential causes of di sagreenent anong tine sources.

Qperators are advised to nonitor all time sources that are in use.
If tinme sources do not generally align, operators are encouraged to
investigate the cause and either correct the problens or stop using
defective servers. See Section 3.5 for nore information.

3.3. Using a Diversity of Reference O ocks

When using servers with attached hardware reference clocks, it is
suggested that different types of reference clocks be used. Having a
diversity of sources with i ndependent inplenentations nmeans that any
one issue is less likely to cause a service interruption

Are all clocks on a network fromthe sanme vendor? They may have the
sanme bugs. Even devices fromdifferent vendors may not be truly

i ndependent if they share common el ements. Are they using the sane
base chipset? Are they all running the same version of firnware?
Chi pset and firmnare bugs can happen, but they can be nore difficult
to di agnose than application software bugs. Wen having the correct
time is of critical inportance, it’'s ultimately up to operators to
ensure that their sources are sufficiently independent, even if they
are not under the operator’s control
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A systemic problemwith tine fromany satellite navigation service is
possi bl e and has happened. Sunspot activity can render a satellite
or radio-based tine source unusable. Depending on the application
requirenents, operators may need to consider backup scenarios in the
rare circunstance when the satellite systemis faulty or unavail able.

3.4. Control Messages

Sone i npl enent ati ons of NTPv4 provide the NTP control nessages (al so
known as Mbde 6 nessages). These nessages were originally specified
in Appendi x B of [RFC1305], which defined NTPv3. These nessages do
not appear in the NTPv4 specification [ RFC5905], which obsoletes the
NTPv3 specification [ RFC1305], but they are still used. At the tinme
of this witing, work is being done to formally document the

structure of these control nessages for use with NTPv4 in [ CTRLMSG .

NTP control mnessages are designed to permt nonitoring and optionally
aut henti cated control of NTP and its configuration. Used properly,
these facilities provide vital debugging and performance information
and control. But these facilities can be a vector for anplification
attacks when abused. For this reason, it is RECOMVENDED t hat public-
facing NTP servers block NTP control nessage queries from outside

t heir organization.

The ability to use NTP control nessages beyond their basic nonitoring
capabilities SHOULD be linmted to authenticated sessions that provide
a 'controlkey’. 1t can also be limted through nechani sns outside of
the NTP specification, such as Access Control Lists, that only allow
access from approved | P addresses.

The NTP control message responses are nuch | arger than the
correspondi ng queries. Thus, they can be abused in hi gh-bandw dth
DDoS attacks. Section 2.1 gives nore information on how to provide
protection for this abuse by inplenmenting BCP 38.

3.5. Mnitoring

Operators SHOULD use their NTP inplenentation’s renmpte nonitoring
capabilities to quickly identify servers that are out of sync and
ensure correct functioning of the service. Operators SHOULD al so
moni tor system | ogs for nessages so that problens and abuse attenpts
can be quickly identified.

If a systemstarts to receive NTP Reply packets froma renote tine
server that do not correspond to any requests sent by the system
that can be an indication that an attacker is forging that systenis
| P address in requests to the renpte tine server. The goal of this
attack is to adversely inpact the availability of tinme to the
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targeted system whose address is being forged. Based on these forged
packets, the renpte time server mght decide to throttle or rate-
limt packets or even stop sending packets to the targeted system

If a systemis a broadcast client and its system|og shows that it is
receiving early time nessages fromits server, that is an indication
that sonmebody may be forgi ng packets from a broadcast server
(broadcast client and server nodes are defined in Section 3 of

[ RFC5905]).

If a server’'s system|og shows nessages that indicate it is receiving
NTP ti mestanps that are nuch earlier than the current systemtine,
then either the systemclock is unusually fast or somebody is trying
to launch a replay attack against that server.

3.6. Using Pool Servers

It only takes a small anpunt of bandwi dth and systemresources to
synchroni ze one NTP client, but NTP servers that can service tens of
thousands of clients take nore resources to run. Network operators
and advanced users who want to synchronize their conputers MJST only
synchroni ze to servers that they have pernission to use

The NTP Pool Project is a group of volunteers who have donated their
computi ng and bandw dth resources to freely distribute time from
primary tinme sources to others on the Internet. The time is
generally of good quality but cones with no guarantee whatsoever. |If
you are interested in using this pool, please reviewtheir
instructions at [ POCOLUSE].

Vendors can obtain their own subdomain that is part of the NTP Poo
Project. This offers vendors the ability to safely nake use of the
time distributed by the pool for their devices. Details are
avai | abl e at [ POOLVENDOR] .

If there is a need to synchronize nany conputers, an operator nay
want to run |l ocal NTP servers that are synchronized to the NTP Poo
Project. NTP users on that operator’s networks can then be
synchroni zed to | ocal NTP servers

3.7. Leap-Second Handl i ng
UTC is kept in agreenent with the Universal Tinme UT1l [SCLAR] to
within +/- 0.9 seconds by the insertion (or possibly deletion) of a

|l eap second. UTCis an atomic tine scale, whereas UT1l is based on
the rotational rate of the earth. Leap seconds are not introduced at
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3.

7

a fixed rate. They are announced by the International Earth Rotation
and Reference Systens Service (IERS) inits Bulletin C[IERS] when
necessary to keep UTC and UT1 ali gned.

NTP time is based on the UTC tinescale, and the protocol has the
capability to broadcast |eap-second information. Sone gl oba

navi gation satellite systenms (like GPS) or radio transnitters (like
DCF77) broadcast |eap-second information. |f an NTP client is synced
to an NTP server that provides |eap-second notification, the client

wi |l get advance notification of inpending | eap seconds

aut omati cal ly.

Since the length of the UT1 day generally slowy increases [ SOLAR],
all | eap seconds that have been introduced since the practice started
in 1972 have been positive | eap seconds, where a second is added to
UTC. NTP al so supports a negative |eap second, where a second is
renoved fromUTC if it ever beconmes necessary.

Wil e earlier versions of NTP contained sone anbiguity regardi ng when
a | eap second broadcast by a server should be applied by a client,
RFC 5905 is clear that | eap seconds are only applied on the | ast day
of a nonth. However, because sone older clients may apply it at the
end of the current day, it is RECOWENDED that NTP servers wait unti
the last day of the nonth before broadcasting | eap seconds. Doing
this will prevent older clients fromapplying a | eap second at the
wong tine. \When inplenmenting this reconmendation, operators should
ensure that clients are not configured to use polling intervals
greater than 24 hours so the | eap-second notification is not m ssed.

In circunstances where an NTP server is not receiving | eap-second
informati on froman autonmated source, certain organizations maintain
files that are updated every time a new | eap second i s announced:

NI ST: <ftp://tine.nist.gov/pub/leap-seconds.|ist>

US Navy (rnaintains GPS Tine):
<ftp://tycho.usno. navy. ni |/ pub/ntp/l eap-seconds.|ist>

I ERS (announces | eap seconds):
<https://hpiers.obspmfr/iers/bul/bulc/ntp/leap-seconds.!|ist>

1. Leap Snearing

Sone NTP installations make use of a technique called | eap smearing.
Wth this method, instead of introducing an extra second (or
elimnating a second) in a | eap-second event, NTP tine is adjusted in
smal | increnents over a conparably |arge wi ndow of tine (called the
snear interval) around the | eap-second event. The snear interva
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shoul d be I arge enough for the tine to be adjusted at a low rate, so
that clients will follow the smeared tine w thout objecting. Periods
ranging fromtwo to twenty-four hours have been used successfully.
During the adjustnment window, all the NTP clients’ tinmes may be

of fset from UTC by as nuch as a full second, depending on the

i npl ementation. However, all clients will generally agree on what
time they think it is.

The purpose of leap snmearing is to enable systens that don’t dea
with the | eap-second event properly to function consistently, at the
expense of fidelity to UTC during the snmear window. During a
standard | eap-second event, a mnute will have 61 (or possibly 59)
seconds, and some applications (and even sone OSs) are known to have
problems with that.

Qperators who have |l egal obligations or other strong requirenents to
be synchronized with UTC or civil tinme SHOULD NOT use | eap snearing
because the distributed time cannot be guaranteed to be traceable to
UTC during the smear interval

Clients that are connected to | eap-snearing servers MJST NOT apply
the standard NTP | eap-second handling. These clients nust never have
a | eap-second file | oaded, and the smearing servers nust never
advertise to clients for which a |l eap second is pendi ng.

Any use of |eap-smearing servers should be linited to within a
single, well-controlled environment. Leap snearing MJST NOT be used
for public-facing NTP servers, as they will disagree w th non-
snearing servers (as well as UTC) during the |eap snear interval, and
there is no standardized way for a client to detect that a server is
using |l eap snearing. However, be aware that some public-facing
servers may be configured this way in spite of this guidance

System admi ni strators are advised to be aware of inpending | eap
seconds and how the servers (inside and outside their organization)
they are using deal with them Individual clients MJST NOT be
configured to use a mxture of sneared and non-sneared servers. |If a
client uses sneared servers, the servers it uses must all have the
same | eap snear configuration

4. NTP Security Mechani sns

In the standard configuration, NTP packets are exchanged unprotected
between client and server. An adversary that is able to beconme a man
inthe mddle is therefore able to drop, replay, or nmodify the
content of the NTP packet, which | eads to degradation of the tine
synchroni zation or transm ssion of false tine information. A threat
anal ysis for time-synchronization protocols is given in [ RFC7384].
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NTP provides two internal security mechanisnms to protect the
authenticity and integrity of the NTP packets. Both neasures protect
the NTP packet by nmeans of a Message Authenticati on Code (MAC).
Nei t her of them encrypts the NTP' s payl oad because this payl oad
information is not considered to be confidenti al

4.1. Pre-Shared Key Approach

Thi s approach applies a symmetric key for the cal culati on of the MAC,
whi ch protects the authenticity and integrity of the exchanged
packets for an association. NTP does not provide a nmechanismfor the
exchange of keys between the associated nodes. Therefore, for each
associ ation, keys MJST be exchanged securely by external means, and
they MJUST be protected fromdisclosure. It is RECOMVENDED that each
associ ation be protected by its own unique key. It is RECOVMMENDED
that participants agree to refresh keys periodically. However, NTP
does not provide a nechanismto assist in doing so. Each

conmmuni cation partner will need to keep track of its keys in its own
| ocal key storage.

[ RFC5905] specifies using the MD5 hash al gorithmfor cal cul ati on of
the MAC, but other algorithns may be supported as well. The MD5 hash
is now considered to be too weak and unsuitable for cryptographic
usage. [RFC6151] has nore information on the al gorithnis weaknesses.
I mpl ementations will soon be avail abl e based on AES- 128- CMAC

[ RFC8573], and users SHOULD use that when it is avail able.

Sone inplenentations store the key in clear text. Therefore, it MJST
only be readabl e by the NTP process.

An NTP client has to be able to link a key to a particular server in
order to establish a protected association. This linkage is
i mpl ementation specific. Once applied, a key will be trusted unti
the link is renpved.

4.2. Aut okey
[ RFC5906] specifies the Autokey protocol. It was published in 2010
to provide automated key managenent and authentication of NTP
servers. However, security researchers have identified
vul nerabilities [AUTCKEY] in the Autokey protocol
Aut okey SHOULD NOT be used.

4.3. Network Tine Security

Work is in progress on an enhanced repl acenent for Autokey. Refer to
[ NTSFORNTP] for nore information.
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4.4. External Security Protocols

If applicable, external security protocols such as |IPsec and MACsec
can be applied to enhance the integrity and authenticity protection
of NTP tine-synchroni zati on packets. Usage of such external security
protocol s can decrease tinme-synchroni zati on perfornmance [ RFC7384].
Therefore, operators are advised to carefully eval uate whether the
decreased ti nme-synchroni zati on performance neets their specific
timng requirenents.

Not e that none of the security neasures described in Section 4 can
prevent packet delay mani pul ation attacks on NTP. Such delay attacks
can target time-synchronization packets sent as clear text or even
within an encrypted tunnel. These attacks are described further in
Section 3.2.6 of [RFC7384].

5. NTP Security Best Practices

This section lists some general NTP security practices, but these

i ssues may (or may not) have been mitigated in particul ar versions of
particul ar inplementations. Contact the maintainers of the rel evant
i npl ementation for nore information

5.1. Mnimzing Informati on Leakage

The base NTP packet |eaks inportant information (including reference
ID and reference tinme) that may be used in attacks [ NDSS16]

[ CVE- 2015-8138] [ CVE-2016-1548]. A renote attacker can learn this

i nformati on by sending node 3 queries to a target system and

i nspecting the fields in the node 4 response packet. NTP contro
queries also leak inmportant information (including reference ID
expected origin timestanp, etc.) that may be used in attacks

[ CVE- 2015-8139]. A renote attacker can learn this information by
sendi ng control queries to a target system and inspecting the |eaked
information in the response.

As such, mechani sms outside of the NTP protocol, such as Access
Control Lists, SHOULD be used to limt the exposure of this
information to allowed | P addresses and keep it fromrenpte attackers
not on the list. Hosts SHOULD only respond to NTP control queries
fromauthorized parti es.

An NTP client that does not provide time on the network can
additionally log and drop inconming node 3 timng queries from
unexpected sources. Note well that the easiest way to nmonitor the
status of an NTP instance is to send it a node 3 query, so it may not
be desirable to drop all nbde 3 queries. As an alternative,
operators SHOULD either filter node 3 queries fromoutside their
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networ ks or nake sure node 3 queries are allowed only fromtrusted
systens or networks.

A "l eaf-node host" is a host that uses NTP solely for the purpose of
adjusting its owm systemtine. Such a host is not expected to
provide time to other hosts and relies exclusively on NTP s basic
mode to take tine froma set of servers (that is, the host sends node
3 queries to its servers and receives node 4 responses fromthese
servers containing timng information.) To mnimze informtion

| eakage, | eaf-node hosts SHOULD drop all incom ng NTP packets except
node 4 response packets that come from known sources. An exception
to this can be nmade if a | eaf-node host is being actively nonitored,
in which case inconming packets fromthe nmonitoring server can be

al | owed.

Pl ease refer to [DATAM N for nore information
5.2. Avoiding Daenpbn Restart Attacks

[ RFC5905] says NTP clients should not accept tine shifts greater than
the panic threshold. Specifically, RFC 5905 says "PAN C neans the

of fset is greater than the panic threshold PANI CT (1000 s) and SHOULD
cause the programto exit with a diagnostic nessage to the system

| 0og. "

However, this behavior can be exploited by attackers as described in
[ NDSS16] when the followi ng two conditions hol d:

1. The operating systemautomatically restarts the NTP client when
it quits. Mdern UNI X and UNI X-1i ke operating systens are
replacing traditional init systenms with process supervisors, such
as systend, which can be configured to automatically restart any
daenmons that quit. This behavior is the default in CoreGS and
Arch Linux. As of the tinme of this witing, it appears likely to
becone the default behavior in other systens as they nmigrate
|l egacy init scripts to process supervisors such as systend.

2. The NTP client is configured to ignore the panic threshold on all
restarts.

In such cases, if the attacker can send the target an offset that
exceeds the panic threshold, the client will quit. Then, when it
restarts, it ignores the panic threshold and accepts the attacker’s
| arge of fset.

Qperators need to be aware that when operating with the above two

conditions, the panic threshold offers no protection from attacks.
The natural solution is not to run hosts with these conditions.
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Specifically, operators SHOULD NOT ignore the panic threshold in al
cold-start situations unless sufficient oversight and checking is in
pl ace to make sure that this type of attack cannot happen

As an alternative, the follow ng steps MAY be taken by operators to
mtigate the risk of attack

o Mnitor the NTP systemlog to detect when the NTP daenon quit due
to a panic event, as this could be a sign of an attack

0 Request manual intervention when a tinestep |larger than the panic
threshold is detected.

o0 Configure the ntp client to only ignore the panic threshold in a
cold-start situation.

0 Increase the mni mum nunber of servers required before the NTP
client adjusts the systemclock. This will nmake the NTP client
wait until enough trusted sources of tine agree before declaring
the tine to be correct.

In addition, the follow ng steps SHOULD be taken by those who
i npl ement the NTP protocol

0 Prevent the NTP daenpbn fromtaking tine steps that set the clock
to atime earlier than the conpile date of the NTP daenon.

0 Prevent the NTP daenon fromputting "INIT in the reference ID of
its NTP packets upon initializing. This will nake it nore
difficult for attackers to know when the daenon reboots.

3. Detection of Attacks through Monitoring

Qperators SHOULD nonitor their NTP instances to detect attacks. Many

known attacks on NTP have particul ar signatures. Common attack

signatures include:

1. Bogus packets - A packet whose origin tinestanp does not match
the value that is expected by the client.

2. Zero origin packet - A packet with an origin tinestanp set to
zero [ CVE-2015-8138].

3. A packet with an invalid cryptographic MAC

The observation of many such packets could indicate that the client
i s under attack.
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5.4. Kiss-0'-Death Packets

The "Ki ss-0’ -Death" (KoD) packet includes a rate-managenent mechani sm
where a server can tell a msbehaving client to reduce its query

rate. KoD packets in general (and the RATE packet in particular) are
defined in Section 7.4 of [RFC5905]. It is RECOMMENDED that all NTP
devi ces respect these packets and back off when asked to do so by a
server. This is even nore inportant for an enbedded devi ce, which
may not have an exposed control interface for NTP

That said, a client MJST only accept a KoD packet if it has a valid
origin timestanp. Once a RATE packet is accepted, the client should
increase its poll interval value (thus decreasing its polling rate)
to a reasonabl e maxi mum This maxi mum can vary by inplementation but
shoul d not exceed a poll interval value of 13 (two hours). The
mechani smto determ ne how nuch to increase the poll interval value
is undefined in [RFC5905]. |If the client uses the poll interva

val ue sent by the server in the RATE packet, it MJST NOT sinply
accept any value. Using large interval values may create a vector
for a denial-of-service attack that causes the client to stop
querying its server [NDSS16].

The KoD rate-managenent nechanismrelies on clients behaving properly
in order to be effective. Sonme clients ignore the RATE packet
entirely, and other poorly inplenented clients mght unintentionally
increase their poll rate and sinulate a denial -of-service attack
Server admi nistrators are advised to be prepared for this and take
measur es outside of the NTP protocol to drop packets from m sbehavi ng
clients when these clients are detected.

Ki ss-0’ -Death (KoD) packets can be used in denial-of-service attacks.
Thus, the observation of even just one RATE packet with a hi gh pol

val ue could be sign that the client is under attack. And KoD packets
are commonly accepted even when not cryptographically authenticated,
whi ch increases the risk of denial-of-service attacks

5.5. Broadcast Mdde Only on Trusted Networks

Per [ RFC5905], NTP' s broadcast node is authenticated using symretric
key cryptography. The broadcast server and all its broadcast clients
share a symmetric cryptographic key, and the broadcast server uses
this key to append a MAC to the broadcast packets it sends.

Importantly, all broadcast clients that listen to this server have to
know t he cryptographic key. This means that any client can use this
key to send valid broadcast nessages that | ook |ike they cone from
the broadcast server. Thus, a rogue broadcast client can use its
know edge of this key to attack the other broadcast clients.
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For this reason, an NTP broadcast server and all its clients have to
trust each other. Broadcast node SHOULD only be run fromw thin a
trusted network.

5.6. Symetric Mode Only with Trusted Peers

In symmetric node, two peers, Alice and Bob, can both push and pul
synchroni zation to and from each other using either ephenera
symretric passive (node 2) or persistent synmretric active (NTP node
1) packets. The persistent association is preconfigured and
initiated at the active peer but is not preconfigured at the passive
peer (Bob). Upon receipt of a nobde 1 NTP packet from Alice, Bob
nmobi | i zes a new epheneral association if he does not have one
already. This is a security risk for Bob because an arbitrary
attacker can attenpt to change Bob’'s tinme by asking Bob to becone its
synmmetric passive peer

For this reason, a host SHOULD only allow synmretric passive
associations to be established with trusted peers. Specifically, a
host SHOULD require each of its synmetric passive associations to be
cryptographically authenticated. Each symretric passive association
SHOULD be aut henticated under a different cryptographic key.

6. NTP in Enbedded Devi ces

As conputing becomes nore ubiquitous, there will be many snal
enbedded devices that require accurate time. These devices may not
have a persistent battery-backed clock, so using NTP to set the
correct tinme on power-up may be critical for proper operation. These
devices may not have a traditional user interface, but if they
connect to the Internet, they will be subject to the same security
threats as traditional deploynents

6.1. Updating Enbedded Devices

Vendors of enbedded devices are advised to pay attention to the
current state of protocol security issues and bugs in their chosen

i mpl ement ati on because their customers don’'t have the ability to
update their NTP inplenentation on their owm. Those devices may have
a single firmvare upgrade, provided by the nanufacturer, that updates
all capabilities at once. This neans that the vendor assunes the
responsibility of making sure their devices have an up-to-date and
secure NTP inpl emrentation

Vendors of enbedded devices SHOULD include the ability to update the
list of NTP servers used by the device.
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There is a catal og of NTP server abuse incidents, some of which
i nvol ve enbedded devi ces, on the WKki pedia page for NIP Server M suse
and Abuse [ M SUSE] .

6.2. Server Configuration

Vendors of enbedded devices with preconfigured NTP servers need to
carefully consider which servers to use. There are several public-
facing NTP servers avail able, but they may not be prepared to service
requests fromthousands of new devices on the Internet. Vendors MJST
only preconfigure NTP servers that they have pernission to use

Vendors are encouraged to invest resources into providing their own
time servers for their devices to connect to. This may be done
through the NTP Pool Project, as docunented in Section 3.6.

Vendors shoul d read [ RFC4085], which advi ses agai nst enbeddi ng
globally routable | P addresses in products and offers several better
al ternatives

7. NTP over Anycast

Anycast is described in BCP 126 [ RFC4786] (see also [ RFC7094]). Wth
anycast, a single |IP address is assigned to nultiple servers, and
routers direct packets to the closest active server

Anycast is often used for Internet services at known |IP addresses,
such as DNS. Anycast can also be used in |large organizations to
simplify the configuration of nany NTP clients. Each client can be
configured with the sane NTP server |P address, and a pool of anycast
servers can be deployed to service those requests. New servers can
be added to or taken fromthe pool, and other than a tenporary |oss
of service while a server is taken down, these additions can be
transparent to the clients.

Note well that using a single anycast address for NIP presents its
own potential issues. It means each client will likely use a single
time server source. A key element of a robust NTP depl oynent is each
client using multiple sources of tine. Wth nultiple tine sources, a
client will analyze the various tinme sources, select good ones, and
di sregard poor ones. |If a single anycast address is used, this
analysis will not happen. This can be mitigated by creating

mul tiple, separate anycast pools so clients can have multiple sources
of time while still gaining the configuration benefits of the anycast
pool s.
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If clients are connected to an NTP server via anycast, the client
does not know which particul ar server they are connected to. As
anycast servers enter and | eave the network or the network topol ogy
changes, the server to which a particular client is connected may
change. This nmay cause a snall shift in tine fromthe perspective of
the client when the server to which it is connected changes. Extrene
cases where the network topol ogy changes rapidly could cause the
server seen by a client to rapidly change as well, which can lead to
larger tinme inaccuracies. It is RECOMVENDED that network operators
only depl oy anycast NTP in environnments where operators know these
smal |l shifts can be tolerated by the applications running on the
clients being synchronized in this nanner.

Configuration of an anycast interface is independent of NTP. dients
wi |l always connect to the closest server, even if that server is
havi ng NTP issues. It is RECOMVENDED that anycast NTP

i npl ement ati ons have an i ndependent nethod of nonitoring the
performance of NTP on a server. |If the server is not performing to
specification, it should remove itself fromthe anycast network. It

i s al so RECOVWENDED t hat each anycast NTP server have an alternative
met hod of access, such as an alternate unicast |IP address, so its
performance can be checked i ndependently of the anycast routing
schene.

One useful application in large networks is to use a hybrid unicast/
anycast approach. Stratum 1l NTP servers can be depl oyed w th unicast
interfaces at several sites. Each site may have several Stratum 2
servers with two Ethernet interfaces or a single interface that can
support multiple addresses. One interface has a unique unicast IP
address. The second has an anycast |P interface (with a shared IP
address per location). The unicast interfaces can be used to obtain
time fromthe Stratum 1 servers globally (and perhaps peer with the
other Stratum 2 servers at their site). Clients at each site can be
configured to use the shared anycast address for their site,
simplifying their configuration. Keeping the anycast routing
restricted on a per-site basis will mninize the disruption at the
client if its closest anycast server changes. Each Stratum 2 server
can be uniquely identified on their unicast interface to make

nmoni tori ng easi er

8. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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9.

10.

10.

Security Considerations

Time is a fundamental conponent of security on the Internet. The
absence of a reliable source of current tinme subverts nmany conmon web
aut henti cation schenes, e.g., by allow ng the use of expired
credentials or allowing the replay of nessages only intended to be
processed once.

Much of this docunment directly addresses how to secure NTP servers.
In particular, see Section 2, Section 4, and Section 5.

There are several general threats to tinme-synchronization protocols,
whi ch are discussed in [ RFC7384].

[ NTSFORNTP] specifies the Network Tine Security (NTS) nmechani sm and
applies it to NTP. Readers are encouraged to check the status of the
docunment and meke use of the methods it descri bes.
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Appendi x A.  Best Practices Specific to the Network Time Foundati on
| mpl enent ati on

The Network Tinme Foundation (NTF) provides a wi dely used

i mpl ementation of NTP, known as ntpd [NTPDOM]. It is an evol ution
of the first NTP inpl enentati ons devel oped by David MIls at the
University of Delaware. This appendi x contains additiona
recomrendati ons specific to this inplenentation that are valid at the
time of this witing.

A.1. Use Enough Tine Sources

In addition to the recomrendation given in Section 3.2, the ntpd

i mpl ement ati on provides the 'pool’ directive. Starting with ntp-
4.2.6, using this directive in the ntp.conf file will spin up enough
associations to provide robust time service and will disconnect poor
servers and add in new servers as needed. The ’'minclock’ and

"maxcl ock’ options of the 'tos’ command may be used to override the
default val ues of how many servers are discovered through the ’pool
directive.

A.2. NIP Control and Facility Messages

In addition to NTP control nessages, the ntpd inplenentation also
of fers the Mode 7 conmmands for monitoring and configuration

If Mode 7 has been explicitly enabled to be used for nore than basic
monitoring, it should be limted to authenticated sessions that
provi de a 'requestkey’.

As nentioned above, there are two general ways to use Mdde 6 and Mode
7 requests. One way is to query ntpd for information, and this node
can be disabled wth:

restrict ... noquery

The second way to use Mbde 6 and Mode 7 requests is to nodify ntpd' s
behavior. Modification of ntpd s configuration requires an

aut henti cated session by default. |If no authentication keys have
been specified, no nodifications can be made. For additiona
protection, the ability to performthese nodifications can be
controlled wth:

restrict ... nonodify
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Users can prevent their NTP servers from considering query/
configuration traffic by default by adding the following to their
ntp.conf file:
restrict default -4 nonodify notrap nopeer noquery
restrict default -6 nonodify notrap nopeer noquery
restrict source nonmodi fy notrap noquery

A. 3. Monitoring
The ntpd inplenentation allows renpte nonitoring. Access to this
service is generally controlled by the "noquery" directive in NIP s
configuration file (ntp.conf) via a "restrict” statenment. The syntax
reads:
restrict address nmask address_nmask noquery
If a systemis using broadcast node and is running ntp-4.2.8p6 or
|ater, use the fourth field of the ntp.keys file to specify the IPs
of machines that are allowed to serve tine to the group

A. 4. Leap-Second File
The use of |eap-second files requires ntpd 4.2.6 or later. After
fetching the | eap-second file onto the server, add this line to
nt pd. conf to apply and use the file, substituting the proper path:
| eapfile "/path/to/leap-file"

There may be a need to restart ntpd to apply this change.

ntpd servers with a nanually configured | eap-second file will ignore
a | eap-second information broadcast from upstream NTP servers unti
the | eap-second file expires. |If no valid | eap-second file is

avai l abl e, then a | eap-second notification froman attached reference
clock is always accepted by ntpd.

If no valid | eap-second file is available, a | eap-second notification
may be accepted from upstream NTP servers. As of ntp-4.2.6, a
majority of servers nust provide the notification before it is
accepted. Before 4.2.6, a | eap-second notification would be accepted
if a single upstream server of a group of configured servers provided
a | eap-second notification. This would |ead to m sbehavior if single
NTP servers sent an invalid | eap second warning, e.g., due to a
faulty GPS receiver in one server, but this behavior was once chosen
because in the "early days", there was a greater chance that |eap-
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second information would be available froma very linited nunber of
sour ces.

A.5. Leap Snearing

Leap snearing was introduced in ntpd versions 4.2.8.p3 and 4.3.47 in
response to client requests. Support for |leap smearing i s not
configured by default and nust be added at conpile tinme. In
addition, no leap snearing will occur unless a |leap snear interval is
specified in ntpd.conf. For nore information, refer to [ LEAPSEC].

A. 6. Configuring ntpd
See [ CONFI GNTP] for additional information on configuring ntpd.
A. 7. Pre-Shared Keys

Each comuni cation partner nust add the key information to their key
file in the form

keyid type key

where "keyid" is a nunber between 1 and 65534, inclusive; "type" is
an ASCI| character that defines the key format; and "key" is the key
itself.

An ntpd client establishes a protected association by appending the
option "key keyid" to the server statenment in ntp.conf,

server address key keyid

substituting the server address in the "address" field and the
nunerical keyid to use with that server in the "keyid" field.

A key is deened trusted when its keyid is added to the |ist of
trusted keys by the "trustedkey" statenent in ntp.conf.

trustedkey keyid_1 keyid_2 ... keyid_n

Starting with ntp-4.2.8p7, the ntp.keys file accepts an optiona
fourth columm, a conma-separated list of IPs that are allowed to
serve time. Use this feature. Note, however, that an adversaria
client that knows the symetric broadcast key could still easily
spoof its source IPto an IP that is allowed to serve tine. This is
easy to do because the origin tinestanp on broadcast node packets is
not validated by the client. By contrast, client/server and
symmetric nodes do require origin tinmestanp validation, nmaking it
more difficult to spoof packets [CCR16].
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