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1. Introduction

The Dynami c Li nk Exchange Protocol (DLEP) is defined in [ RFC8175].

It provides the exchange of link-related control information between
a nodem and a router. DLEP defines a base set of nechanisns as well
as support for possible extensions. This docunent defines one such
ext ensi on.

Sone nodem t echnol ogi es support nobile ad hoc network (MANET)
forwardi ng where connectivity to destinations is provided via
forwarding in internedi ate nodens. This docunent refers to
forwardi ng by internedi ate nodens as "nulti-hop forwarding". DLEP
Destinati on Messages can be used to report such reachabl e
destinations (see [RFC8175]), but do not provide any information
related to the nunber or capacity of the hops. The extension defined
in this docunent enabl es nodens to informrouters when multi-hop
forwarding is being used and allows routers to request that nodens
change mul ti-hop forwardi ng behavior. The extension defined in this
docunent is referred to as "Milti-Hop Forwardi ng", where each nodem
that transmits/sends data to reach a particular destination is
counted as a hop.

It is inportant to note that the use of the Hop Control mechani sm

defined in this docunment can result in connectivity changes and even
|l oss of the ability to reach one or nore destinations. The defined
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mechanismw || report such connectivity changes, but the details of
what a router does or howit reacts to such are out scope of this
docunent .

Thi s docunent defines a new DLEP Extension Type Value in Section 2
whi ch indicates the use of the extension, and three new DLEP Dat a
Itenms in Section 3.

1.1. Key Wirds

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Extension Usage and ldentification

The use of the Multi-Hop Forwardi ng Extensi on SHOULD be confi gurabl e.
Per [RFCB175], to indicate that the extension is to be used, an

i mpl ementation includes the Miulti-Hop Forwardi ng Extension Type Val ue
in the Extensions Supported Data Item The Extensions Supported Data
Itemis sent and processed according to [ RFC38175].

The Mul ti-Hop Forwardi ng Extension Type Value is 1 (see Section 5).
3. Extension Data Itens

Three data itens are defined by this extension. The Hop Count Data
Itemis used by a nbpdemto provide the nunber of nodem hops traversed
to reach a particular destination. The Hop Control Data Itemis used
by a router to request that a nodem alter connectivity to a
particul ar destination. The Suppress Forwarding Data Itemis used by
a router to request that a nodem di sable multi-hop forwardi ng on
either a device or destination basis.

3.1. Hop Count

The Hop Count Data Itemis used by a nodemto indicate the nunber of
nodens that transmit/send data to reach a particular destination
i.e., hops, between the nodem and a specific destination. In other
wor ds, each hop represents a transm ssion, and the nunber of hops is
equal to the number of transmi ssions required to go froma router’s
connected mbdemto the destination’s connected nodem The nini mum
nunber of hops is 1, which represents transm ssion to destinations
that are directly reachable via the router’s locally connected nodem
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The data item al so contains an indication of when a destination that
currently has a hop count of greater than one (1) could be made
directly reachable by a nodem e.g., by reaimng an antenna.

The Hop Count Data Item SHOULD be carried in the Destination Up,
Destination Update, Destination Announce Response, and Link
Characteristics Response Messages when the Hop Count to a destination
is greater than one (1).

A router receiving a Hop Count Data Itemcan use this information in
its forwarding and routing decisions, but specific use is out of
scope of this docunment. When using this extension, the absence of
the Hop Count Data Item MJUST be interpreted by the router as a Hop
Count val ue of one (1).

The format of the Hop Count Data Itemis:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Data Item Type | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Pl Reserved | Hop Count |

b o Tk o S R S e R S

Data Item Type: 21

Length: 2

P:
The P-bit indicates that a destination is potentially directly
reachable. When the P-bit is set, the router MAY request a direct
link to the associated destination using the Hop Control Data Item
described below. This field MJST be ignored when the val ue
contained in the Hop Count field is one (1).

Reser ved:

The Reserved field MJUST be set to zero by the sender (a nbdem) and
i gnored by the receiver (a router).

Hop Count:
The Hop Count is an unsigned 8-bit integer indicating the nunber
of nmodem hops required (i.e., nunber of tines a packet will be

transmtted) to reach the destination indicated in the nessage.
The special value of 255 (OxFF) is used to indicate that the
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number of hops is an unknown nunber greater than one (1). This
field MUST contain a value of at least one (1) if the associated
destination is reachabl e.

A value of zero (0) is used to indicate that the processing of a
Hop Control action (see Section 3.2) has resulted in the
destination no | onger being reachable. A zero value MJST NOT be
used i n any nessage other than a Link Characteristics Response
Message.

3.2. Hop Contro

The Hop Control Data Itemis used by a router to request a change in
connectivity to a particular destination or to performmulti-hop
processing on a device-wide basis. A router can request that a

mul ti - hop-reachabl e destination be changed to a single-hop
destination. A router can also indicate that the nodemterm nates a
previous direct connectivity request to a particular destination

The Hop Control Data Item MAY be carried in a Session Update Message
sent by a router when the control applies to the whole device, or a
Li nk Characteristics Request Message when the control applies to a
particul ar destination.

A nmodem that receives the Hop Control Data Itemin a Link
Characteristics Request Message SHOULD t ake what ever actions are
needed to make the change indicated by the data itemfor the

associ ated destination Media Access Control (MAC) address. Once the
change is nade, fails, or is rejected, the nodem MJST respond with a
Li nk Characteristics Response Message contai ning an updated Hop Count
Data Item Note that other destinations can be inpacted as a result
of the change, and such changes are reported in Destination Down and
Destinati on Update Messages. The nodem MJST notify the router of
each destination that is not identified in the Link Characteristics
Response Message and is no | onger reachable via a Destinati on Down
Message. The nodem MUST al so notify the router of each inpacted
destination that is not identified in the Link Characteristics
Response Message via a Destination Update Message

Failures may occur for nultiple reasons, for exanple, the

transm ssion characteristics of the link don’t support the one-hop
connection at the time of the request. Requests can be rejected by
| ocal policy.

A nodem that receives the Hop Control Data Itemin a Session Update
Message SHOULD take whatever actions are needed to make the change
indicated by the data itemfor all known destinations. Once the
change is nmade, fails, or is rejected, the nodem MJST respond with a
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Sessi on Update Response Message with an appropriate Status Code. The
destination-specific inpact of processing a Hop Control Data Itemin
a Session Update Message is provided via Destination Down and
Destination Update Messages. The nodem MJUST notify the router of
each destination that is no | onger reachable via a Destinati on Down
Message. The nodem MUST notify the router of any changes in Hop
Counts via Destination Update Messages.

The format of the Hop Control Data Itemi s:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Data Item Type | Length |
B i s T T i i o S o T Ji I
| Hop Control Actions |

R i T e e e e h

Data Item Type: 22
Length: 2
Hop Control Actions:

The Hop Control Actions field is an unsigned 16-bit value with the
fol | owi ng meani ng:

AR, o e e e e m oo oo +
| Value | Action |
Fomm o - o e e e e oo s +
| O | Reset |
| 1 | Term nate |
| 2 | Direct Connection |
| 3 | Suppress Forwarding |
Fomm o - Fom e e e e e oo s +

Table 1: Hop Control Actions Val ues
3.2.1. Reset

The Reset Action requests that the default behavior be restored.

When received in a Session Update Message, a nobdem MJST clear all
control actions that have previously been processed on a device-w de
basis and revert to its configured behavior. Wen received in a Link
Characteristics Request Message, a nodem MUST clear all control
actions that have previously been processed for the destination

i ndicated in the nessage.
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3.2.2. Termnate

The Term nate Action is only valid on a per-destination basis and
MUST NOT be sent in a Session Update Message. It indicates that a
direct connection is no |longer needed with the destination identified
in the nessage. This request has no inpact on multi-hop destinations
and may fail even in a single-hop case, i.e., it can result in the
Hop Count to the destination not being inpacted by the processing of
the request.

3.2.3. Direct Connection

The Direct Connection Action is only valid on a per-destination basis
and MUST NOT be sent in a Session Update Message. It indicates that
the modem SHOULD attenpt to establish a direct connection with the
destination identified in the nessage. This action SHOULD only be
sent for destinations for which the Hop Count is both greater than 1
and has the P-Bit set in the previously received Hop Count Data Item
Results of the request for the destination identified in the nmessage
are provided as described above.

3.2.4. Suppress Forwarding

The Suppress Forwarding Action is used by a router to indicate to its
peer that nulti-hop forwarding performed by the nodemis to be
suppressed. A router can request that multi-hop forwarding be
suppressed on a devi ce-wi de or destination-specific basis.

A nodem that receives the Suppress Forwarding Data Itemin a Session
Updat e Message MUST suppress mnulti-hop forwardi ng on a devi ce-wi de
basis. This neans that data traffic originating fromthe nodenis
peer router SHALL only be sent by the nodemto destinations that are
one nodem hop away, and that any data traffic received by the nodem
fromanother nodemthat is not destined to the peer router SHALL be
dropped. The inpact on destination hop counts are provided to the
router by the nodem as descri bed above.

A nmodem that receives the Suppress Forwarding Data Itemin a Link
Characteristics Request Message MJST suppress nulti-hop forwarding
for only the destination indicated in the nessage. This neans that
data traffic originating fromthe nodenm s peer router SHALL be sent
by the nbdemto the destination indicated in the Link Characteristics
Request Message only when it is one nodem hop away. Notably, data
traffic received by the nodem from anot her nodem can be forwarded by
the modem per its normal processing. Results are provided as

descri bed above.
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4.

5.

Security Considerations

The extension defined in this docunment enables the reporting and
control of forwarding information by DLEP-capabl e nodens. The

ext ensi on does not inherently introduce any additiona

vul nerabilities above those docunented in [ RFC8175]. The approach
taken to security in that docunment applies equally when running the
ext ension defined in this docunent.

The extensi on does define one nechanismthat is worth particul ar

note. It includes a Hop Control nechanism (see Section 3.2) that is
simlar to the Link Characteristics Request Message defined in
[RFC8175] in that it can inpact the set of destinations reported as
reachable. Wth the Link Characteristics Request Message, this risk
isinplicit. Wth the Hop Control mechanismdefined in this
docunent, it is nore likely. Froma security perspective,

i mpl ement ati ons should be aware of this increased risk and nmay choose
to inplement additional configuration control mechanisnms to ensure
that the Hop Control nechanismis only used under conditions intended
by the network operator.

I mpl enent ati ons of the extension defined in this document MJST
support configuration of TLS usage, as described in [RFC8175], in
order to protect configurations where injection attacks are possible,
i.e., when the |ink between a nodem and router is not otherw se

pr ot ect ed.

Note that this extension does allow a conprom sed or inpersonating
nmodem t o suppress transnission by the router or a switch that

i nterconnects the nmodem and router. Sinmilar attacks are generally
possi ble for DLEP, for exanple, an inpersonating nodem may cause a
session reset or cause a conpromi sed nodemto sinply drop all traffic
destined to, or sent by, a router. [RFC8175] defines the use of TLS
to protect against the inpersonating attacker

| ANA Consi der ati ons

As described bel ow, | ANA has assigned 3 values to registries defined
by [RFC8175] and created a new registry.

1. Extension Type Val ue
| ANA has registered the follow ng new value in the Specification

Required range of the "Extension Type Values" registry within the
"Dynam c Li nk Exchange Protocol (DLEP) Paraneters" registry.
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oo dom e mmemeeeemeaeeaaas +
| Code | Description |
R T +
| 1 | Multi-Hop Forwarding |
S S +

Tabl e 2: Requested Extension Type Val ue
5.2. Data Item Val ues
| ANA has registered the following 2 values in the Specification

Required range of the "Data Item Type Val ues" registry within the
"Dynam c¢ Li nk Exchange Protocol (DLEP) Paraneters" registry.

R S +
| Type Code | Description |
Fom e Fom e o - +
| 21 | Hop Count |
| 22 | Hop Control |
N o m e e e oo - +

Tabl e 3: Requested Data |Item Val ues
5.3. Hop Control Actions Registry

| ANA has created the "Hop Control Actions Values" registry within the
"Dynam c Li nk Exchange Protocol (DLEP) Paraneters” registry. The
following table provides initial registry values and the registration
procedures [ RFC8126] that apply:

oo o e e eeeaaao - +
| Val ue | Action/Policy |
S o e e e e e e e e oo o - +

0 Reset

1 Term nat e

2 Di rect Connection

3

I I
I I
I I
| Suppress Forwarding |
I I
I I
I I

4- 65519 Speci fication Required
65520- 65534 | Private Use
65535 Reserved

. e +

Table 4: Hop Control Actions Val ues
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