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The QAuth 2.0 device authorization grant is designed for Internet-
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based aut horization or are input constrained to the extent that
requiring the user to input text in order to authenticate during the
authorization flowis inpractical. It enables QAuth clients on such
devices (like smart TVs, nedia consoles, digital picture frames, and
printers) to obtain user authorization to access protected resources
by using a user agent on a separate device.
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1. Introduction

This QAuth 2.0 [RFC6749] protocol extension enables QAuth clients to
request user authorization fromapplications on devices that have
limted i nput capabilities or lack a suitable browser. Such devices
include smart TVs, nedia consol es, picture franes, and printers,

whi ch I ack an easy input nmethod or a suitable browser required for
traditional QAuth interactions. The authorization flow defined by
this specification, sonmetinmes referred to as the "device flow',
instructs the user to review the authorization request on a secondary
devi ce, such as a snartphone, which does have the requisite input and
browser capabilities to conplete the user interaction

The device authorization grant is not intended to replace browser-
based QAuth in native apps on capabl e devices |ike smartphones.
Those apps should follow the practices specified in "QAuth 2.0 for
Native Apps" [ RFC8252].

The operating requirenments for using this authorization grant type
ar e:

(1) The device is already connected to the Internet.
(2) The device is able to nake outbound HTTPS requests.

(3) The device is able to display or otherw se communicate a URI and
code sequence to the user.

(4) The user has a secondary device (e.g., personal conputer or
smart phone) from which they can process the request.

As the device authorization grant does not require two-way

communi cati on between the QAuth client on the device and the user
agent (unlike other QAuth 2 grant types, such as the authorization
code and inplicit grant types), it supports several use cases that
cannot be served by those other approaches.

Instead of interacting directly with the end user’s user agent (i.e.,
browser), the device client instructs the end user to use anot her
conput er or device and connect to the authorization server to approve
the access request. Since the protocol supports clients that can't
receive incomng requests, clients poll the authorization server
repeatedly until the end user conpletes the approval process.
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The device client typically chooses the set of authorization servers
to support (i.e., its own authorization server or those of providers
with which it has relationships). It is common for the device client
to support only one authorization server, such as in the case of a TV
application for a specific nedia provider that supports only that
medi a provider’s authorization server. The user may not yet have an
established relationship with that authorization provider, though one
can potentially be set up during the authorization flow
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Figure 1: Device Authorization Flow
The device authorization flowillustrated in Figure 1 includes the

fol |l owi ng steps:

(A) The client requests access fromthe authorization server and
includes its client identifier in the request.

(B) The authorization server issues a device code and an end-user
code and provides the end-user verification URI

(C© The client instructs the end user to use a user agent on another
device and visit the provided end-user verification URI. The
client provides the user with the end-user code to enter in
order to review the authorization request.
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3.

3.

(D) The authorization server authenticates the end user (via the
user agent), and pronpts the user to input the user code
provided by the device client. The authorization server
val i dates the user code provided by the user, and pronpts the
user to accept or decline the request.

(E) Wiile the end user reviews the client’s request (step D), the
client repeatedly polls the authorization server to find out if
the user conpleted the user authorization step. The client
i ncludes the device code and its client identifier

(F) The authorization server validates the device code provided by
the client and responds with the access token if the client is
granted access, an error if they are denied access, or an
indication that the client should continue to poll

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Pr ot ocol
1. Device Authorization Request

Thi s specification defines a new QAuth endpoi nt: the device

aut hori zation endpoint. This is separate fromthe OAuth

aut hori zati on endpoint defined in [RFC6749] with which the user
interacts via a user agent (i.e., a browser). By comparison, when
usi ng the device authorization endpoint, the QAuth client on the
device interacts with the authorization server directly wi thout
presenting the request in a user agent, and the end user authorizes
the request on a separate device. This interaction is defined as
fol | ows.

The client initiates the authorization flow by requesting a set of
verification codes fromthe authorization server by making an HTTP
"PCST" request to the device authorization endpoint.
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The client makes a device authorization request to the device

aut hori zati on endpoint by including the follow ng paraneters using
the "application/x-wwwformurl encoded” format, per Appendix B of
[ RFC6749], with a character encoding of UTF-8 in the HITP request
entity-body:

client_id
REQU RED if the client is not authenticating with the
aut hori zati on server as described in Section 3.2.1. of [RFC6749].
The client identifier as described in Section 2.2 of [RFC6749].

scope
OPTI ONAL. The scope of the access request as defined by
Section 3.3 of [RFC6749].

For exanple, the client nmakes the foll owing HTTPS request:

PCST /device_authorization HITP/ 1.1
Host: server. exanpl e. com
Cont ent - Type: appli cati on/ x-wwform url encoded

client i d=1406020730&scope=exanpl e_scope

Al'l requests fromthe device MIST use the Transport Layer Security
(TLS) protocol [RFC8446] and inplenent the best practices of BCP 195
[ RFC7525] .

Paraneters sent w thout a value MJST be treated as if they were
omtted fromthe request. The authorization server MJST ignore
unrecogni zed request parameters. Request and response paraneters
MUST NOT be included nore than once.

The client authentication requirenents of Section 3.2.1 of [RFC6749]
apply to requests on this endpoint, which neans that confidenti al
clients (those that have established client credentials) authenticate
in the sane nmanner as when meki ng requests to the token endpoint, and
public clients provide the "client_id" paraneter to identify

t hensel ves.

Due to the polling nature of this protocol (as specified in

Section 3.4), care is needed to avoid overloading the capacity of the
token endpoint. To avoid unneeded requests on the token endpoint,
the client SHOULD only commence a devi ce authorization request when
pronpted by the user and not automatically, such as when the app
starts or when the previous authorization session expires or fails.
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3.2. Device Authorization Response

In response, the authorization server generates a uni que device
verification code and an end-user code that are valid for a limted
time and includes themin the HTTP response body using the
"application/json" format [RFC8259] with a 200 (OK) status code. The
response contains the follow ng paraneters

devi ce_code
REQUI RED. The device verification code.

user _code
REQUI RED. The end-user verification code.

verification_uri
REQUI RED. The end-user verification URI on the authorization
server. The URI should be short and easy to renenber as end users
will be asked to manually type it into their user agent.

verification_uri_conplete
OPTIONAL. A verification URI that includes the "user_code" (or
other information with the sanme function as the "user_code"),
whi ch is designed for non-textual transm ssion

expires_in
REQUI RED. The lifetine in seconds of the "device_code" and

"user_code".

i nterval
OPTI ONAL. The m ni mum anount of time in seconds that the client
SHOULD wait between polling requests to the token endpoint. [If no

value is provided, clients MIST use 5 as the default.
For exanpl e:

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control : no-store

{
"devi ce_code": "GrRhnmhcxhwAzkoEqi MEg DnyEysNkuNhszl ySk9eS",

"user _code": "WDJB- MJHT",

"verification_uri": "https://exanple.com device",

"verification_uri_complete":
"https://exanpl e. conl devi ce?user _code=WDJB- MJHT",

"expires_in": 1800,

"interval": 5
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In the event of an error (such as an invalidly configured client),
the aut horization server responds in the same way as the token
endpoint specified in Section 5.2 of [RFC6749].

3.3. User Interaction

After receiving a successful authorization response, the client

di spl ays or otherwi se comuni cates the "user_code" and the
"verification_uri" to the end user and instructs themto visit the
URI in a user agent on a secondary device (for exanple, in a browser
on their nobile phone) and enter the user code.

Usi ng a browser on another device, visit:
htt ps://exanpl e. coni devi ce

And enter the code
WDJ B- MUHT

Figure 2: Exanple User Instruction

The aut hori zing user navigates to the "verification_uri" and

aut henticates with the authorization server in a secure TLS-protected
[ RFC8446] session. The authorization server pronpts the end user to
identify the device authorization session by entering the "user_code"
provided by the client. The authorization server should then inform
the user about the action they are undertaking and ask themto
approve or deny the request. Once the user interaction is conplete,
the server instructs the user to return to their device

During the user interaction, the device continuously polls the token
endpoint with the "device code", as detailed in Section 3.4, unti
the user conpletes the interaction, the code expires, or another
error occurs. The "device_code" is not intended for the end user
directly; thus, it should not be displayed during the interaction to
avoi d confusing the end user.

Aut hori zation servers supporting this specification MIST i nplenent a
user-interaction sequence that starts with the user navigating to
"verification_uri" and continues with them supplying the "user_code"
at some stage during the interaction. Oher than that, the exact
sequence and inplenmentation of the user interaction is up to the

aut hori zation server; for exanple, the authorization server my
enabl e new users to sign up for an account during the authorization
flow or add additional security verification steps.
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It is NOT RECOMMENDED for authorization servers to include the user
code ("user_code") in the verification URl ("verification_uri"), as
this increases the length and conplexity of the URI that the user

must type. Wile the user nust still type a simlar nunber of
characters with the "user_code" separated, once they successfully
navigate to the "verification_uri", any errors in entering the code

can be highlighted by the authorization server to inprove the user
experience. The next section docunments the user interaction with
"verification_uri_conmplete", which is designed to carry both pieces
of information.

3.3.1. Non-Textual Verification URI Optimzation

VWhen "verification_uri_conplete” is included in the authorization
response (Section 3.2), clients MAY present this URI in a non-textua
manner using any nethod that results in the browser being opened with
the URI, such as with QR (Quick Response) codes or NFC (Near Field
Comuni cation), to save the user fromtyping the UR .

For usability reasons, it is RECOWENDED for clients to still display
the textual verification URI ("verification_uri") for users who are
not able to use such a shortcut. Cients MJST still display the
"user_code", as the authorization server will require the user to
confirmit to disanbi guate devices or as renote phishing mtigation
(see Section 5.4).

If the user starts the user interaction by navigating to
"verification_ uri_conplete", then the user interaction described in
Section 3.3 is still followed, with the optinization that the user
does not need to type in the "user_code". The server SHOULD di spl ay
the "user_code" to the user and ask themto verify that it matches
the "user _code" being displayed on the device to confirmthey are
aut horizing the correct device. As before, in addition to taking
steps to confirmthe identity of the device, the user should al so be
af forded the choice to approve or deny the authorization request.
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o m e e e e e e e e e e e e e e e e e e e e e m e mee—— oo o +
Scan the QR code or, using R +
a browser on anot her device, [1.. . [_]
visit: ..

I
htt ps://exanpl e. coni devi ce |
I
I

And enter the code: A,
VDI B- MUHT o e e o2 +

Fi gure 3: Example User Instruction with QR Code Representation
of the Conplete Verification UR

3.4. Device Access Token Request

After displaying instructions to the user, the client creates an
access token request and sends it to the token endpoint (as defined
by Section 3.2 of [RFC6749]) with a "grant_type" of
"urn:ietf:parans: oaut h: grant-type: device_code”. This is an extension
grant type (as defined by Section 4.5 of [RFC6749]) created by this
specification, with the follow ng paraneters

grant _type
REQUI RED. Val ue MUST be set to
"urn:ietf:parans: oaut h: grant-type: devi ce_code”

devi ce_code
REQUI RED. The device verification code, "device code" fromthe
devi ce aut horization response, defined in Section 3.2.

client_id
REQU RED if the client is not authenticating with the
aut hori zati on server as described in Section 3.2.1. of [RFC6749].
The client identifier as described in Section 2.2 of [RFC6749].

For exanple, the client makes the foll owi ng HTTPS request (line
breaks are for display purposes only):

POST /token HTTP/ 1.1
Host: server. exanpl e.com
Cont ent - Type: application/ x-wwmwform url encoded

grant _type=ur n¥8Ai et f %8Apar ans¥8Aoaut h¥3Agr ant -t ype¥3Adevi ce_code

&devi ce_code=GrRhnhcxhwAzkoEqi MEg_DnyEysNkuNhszl ySk9eS
&client id=1406020730
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If the client was issued client credentials (or assigned other

aut hentication requirenents), the client MJST authenticate with the
aut hori zation server as described in Section 3.2.1 of [RFC6749].
Note that there are security inplications of statically distributed
client credentials; see Section 5.6.

The response to this request is defined in Section 3.5. Unlike other
QAuth grant types, it is expected for the client to try the access
token request repeatedly in a polling fashion based on the error code
in the response.

3.5. Device Access Token Response

If the user has approved the grant, the token endpoint responds wth
a success response defined in Section 5.1 of [RFC6749]; otherw se, it
responds with an error, as defined in Section 5.2 of [RFC6749].

In addition to the error codes defined in Section 5.2 of [RFC6749],
the followi ng error codes are specified for use with the device
aut hori zation grant in token endpoint responses:

aut hori zati on_pendi ng
The authorization request is still pending as the end user hasn't
yet conpleted the user-interaction steps (Section 3.3). The
client SHOULD repeat the access token request to the token
endpoi nt (a process known as polling). Before each new request,
the client MUST wait at |east the nunmber of seconds specified by
the "interval" paraneter of the device authorization response (see
Section 3.2), or 5 seconds if none was provided, and respect any
increase in the polling interval required by the "sl ow down"

error.
sl ow_down

A variant of "authorization_pending", the authorization request is

still pending and polling should continue, but the interval MJST

be increased by 5 seconds for this and all subsequent requests.

access_deni ed
The authori zation request was deni ed.

expi red_t oken
The "devi ce_code" has expired, and the device authorization
session has concluded. The client MAY comence a new device
aut hori zati on request but SHOULD wait for user interaction before
restarting to avoid unnecessary polling.

Denni ss, et al. St andards Track [ Page 11]



RFC 8628 QAuth 2.0 Device G ant August 2019

The "aut horizati on_pendi ng" and "sl ow down" error codes define
particul arly uni que behavior, as they indicate that the QAuth client
shoul d continue to poll the token endpoint by repeating the token
request (inplenmenting the precise behavior defined above). If the
client receives an error response with any other error code, it MJST
stop polling and SHOULD react accordingly, for exanple, by displaying
an error to the user.

On encountering a connection tinmeout, clients MJUST unilaterally
reduce their polling frequency before retrying. The use of an
exponential backoff algorithmto achieve this, such as doubling the
polling interval on each such connection tinmeout, is RECOVMMENDED

The assunption of this specification is that the separate device on
whi ch the user is authorizing the request does not have a way to
conmmuni cate back to the device with the QAuth client. This protoco
only requires a one-way channel in order to maxim ze the viability of
the protocol in restricted environnments, |ike an application running
on a TV that is only capable of outbound requests. |If a return
channel were to exist for the chosen user-interaction interface, then
the device MAY wait until notified on that channel that the user has
conpl eted the action before initiating the token request (as an
alternative to polling). Such behavior is, however, outside the
scope of this specification

4. Discovery Metadata

Support for this protocol is declared in QAuth 2.0 Authorization
Server Metadata [RFC8414] as follows. The val ue
"urn:ietf:parans:oauth:grant-type: device _code" is included in val ues
of the "grant_types_supported" key, and the foll owi ng new key val ue
pair is added:

devi ce_aut hori zati on_endpoi nt
OPTIONAL. URL of the authorization server’s device authorization
endpoint, as defined in Section 3.1

5. Security Considerations
5.1. User Code Brute Forcing

Since the user code is typed by the user, shorter codes are nore
desirable for usability reasons. This nmeans the entropy is typically
| ess than woul d be used for the device code or other QAuth bearer
token types where the code | ength does not inpact usability.
Therefore, it is recommended that the server rate-lint user code
attenpts.
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The user code SHOULD have enough entropy that, when conbined with
rate-limting and other mitigations, a brute-force attack becones

i nfeasible. For exanple, it’'s generally held that 128-bit symetric
keys for encryption are seen as good enough today because an attacker
has to put in 2796 work to have a 27-32 chance of guessing correctly
via brute force. The rate-limting and finite lifetinme on the user
code place an artificial Iimt on the amount of work an attacker can
"do". If, for instance, one uses an 8-character base 20 user code
(with roughly 34.5 bits of entropy), the rate-limting interval and
validity period would need to only allow 5 attenpts in order to get
the sane 27-32 probability of success by random guessi ng.

A successful brute forcing of the user code woul d enabl e the attacker
to approve the authorization grant with their own credentials, after
whi ch the device would receive a device authorization grant linked to
the attacker’s account. This is the opposite scenario to an QAuth
bearer token being brute forced, whereby the attacker gains contro

of the victins authorization grant. Such attacks nmay not al ways
make economic sense. For exanple, for a video app, the device owner
may then be able to purchase movies using the attacker’s account
(though even in this case a privacy risk would still remain and thus
is inportant to protect against). Furthernore, sone uses of the
device flow give the granting account the ability to perform actions
that need to be protected, such as controlling the device.

The precise length of the user code and the entropy contained wthin
is at the discretion of the authorization server, which needs to
consider the sensitivity of their specific protected resources, the
practicality of the code length froma usability standpoint, and any
mtigations that are in place, such as rate-limting, when
determining the user code fornmat.

5.2. Device Code Brute Forcing

An attacker who guesses the device code would be able to potentially
obtain the authorization code once the user conpletes the flow As
the device code is not displayed to the user and thus there are no
usability considerations on the length, a very high entropy code
SHOULD be used.

5.3. Device Trustworthiness

Unli ke other native application QAuth 2.0 flows, the device
requesting the authorization is not the same as the device from which
the user grants access. Thus, signals fromthe approving user’s
session and device are not always relevant to the trustworthiness of
the client device.
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Note that if an authorization server used with this flowis
mal i cious, then it could performa man-in-the-mddl e attack on the
backchannel flow to another authorization server. |In this scenario,
the man-in-the-mddle is not conpletely hidden fromsight, as the end
user woul d end up on the authorization page of the wong service,
giving them an opportunity to notice that the URL in the browser’s
address bar is wong. For this to be possible, the device
manuf act urer must either be the attacker and shipping a device
intended to performthe man-in-the-mddle attack, or be using an

aut hori zation server that is controlled by an attacker, possibly
because the attacker conprom sed the authorization server used by the
device. In part, the person purchasing the device is counting on the
manuf acturer and its business partners to be trustworthy.

5.4. Renpte Phishing

It is possible for the device flowto be initiated on a device in an
attacker’s possession. For exanple, an attacker might send an enail
instructing the target user to visit the verification URL and enter
the user code. To nitigate such an attack, it is RECOMVENDED to
informthe user that they are authorizing a device during the user-
interaction step (see Section 3.3) and to confirmthat the device is
in their possession. The authorization server SHOULD di spl ay

i nformati on about the device so that the user could notice if a
software client was attenpting to inpersonate a hardware device

For authorization servers that support the

"verification_ uri_conplete" optimzation discussed in Section 3.3.1,
it is particularly inportant to confirmthat the device is in the
user’'s possession, as the user no | onger has to type in the code
bei ng di splayed on the device manually. One suggestion is to display
the code during the authorization flow and ask the user to verify
that the sane code is currently being displayed on the device they
are setting up.

The user code needs to have a long enough lifetine to be useable
(allowing the user to retrieve their secondary device, navigate to
the verification URI, log in, etc.) but should be sufficiently short
tolimt the usability of a code obtained for phishing. This doesn't
prevent a phisher frompresenting a fresh token, particularly if they
are interacting with the user inreal tine, but it does limt the
viability of codes sent over email or text nessage.
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5.5. Session Spying

VWil e the device is pending authorization, it may be possible for a
mal i ci ous user to physically spy on the device user interface (by
viewi ng the screen on which it’'s displayed, for exanple) and hijack
the session by conpleting the authorization faster than the user that
initiated it. Devices SHOULD take into account the operating

envi ronnment when consi dering how to conmuni cate the code to the user
to reduce the chances it will be observed by a malicious user

5.6. Non-Confidential Cients

Device clients are generally incapable of maintaining the
confidentiality of their credentials, as users in possession of the
devi ce can reverse-engineer it and extract the credential s.
Therefore, unless additional neasures are taken, they should be
treated as public clients (as defined by Section 2.1 of [RFC6749]),
whi ch are susceptible to inpersonation. The security considerations
of Section 5.3.1 of [RFC6819] and Sections 8.5 and 8.6 of [RFC8252]
apply to such clients.

The user nmay al so be able to obtain the "device_code" and/or other
QAut h bearer tokens issued to their client, which would allow themto
use their own authorization grant directly by inpersonating the
client. Gven that the user in possession of the client credentials
can already inpersonate the client and create a new authorization
grant (with a new "device_code"), this doesn't represent a separate

i mper sonati on vector.

5.7. Non-Visual Code Transm ssion

There is no requirenent that the user code be displayed by the device
visually. Qher methods of one-way communication can potentially be
used, such as text-to-speech audio or Bluetooth Low Energy. To
mtigate an attack in which a nmalicious user can bootstrap their
credentials on a device not in their control, it is RECOMVENDED t hat
any chosen communi cati on channel only be accessible by people in
close proximty, for exanple, users who can see or hear the device.
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6. Usability Considerations

This section is a non-normative di scussion of usability
consi derati ons.

6.1. User Code Recommendati ons

For many users, their nearest Internet-connected device will be their
mobi | e phone; typically, these devices offer input nethods that are
nore tinme-consunm ng than a conputer keyboard to change the case or

i nput nunbers. To inprove usability (inproving entry speed and
reducing retries), the limtations of such devices should be taken

i nto account when selecting the user code character set.

One way to inprove input speed is to restrict the character set to
case-insensitive A-Z characters, with no digits. These characters
can typically be entered on a nobile keyboard wi thout using nodifier
keys. Further renoving vowels to avoid randonmly creating words
results in the base 20 character set "BCDFGHIKLMNPQRSTW\KZ". Dashes
or other punctuation rmay be included for readability.

An exanpl e user code followi ng this guideline, "WDIB-MHT", contains
8 significant characters and has dashes added for end-user
readability. The resulting entropy is 20"8.

Pure nunmeric codes are also a good choice for usability, especially
for clients targeting | ocal es where A-Z character keyboards are not
used, though the length of such a code needs to be longer to maintain
hi gh entropy.

An exanpl e nuneric user code that contains 9 significant digits and
dashes added for end-user readability with an entropy of 1079 is
"019- 450- 730".

When processing the inputted user code, the server should strip
dashes and other punctuation that it added for readability (making
the inclusion of such punctuation by the user optional). For codes
using only characters in the A-Z range, as with the base 20 charset
defined above, the user’s input should be uppercased before a
conparison to account for the fact that the user may input the

equi val ent | owercase characters. Further stripping of all characters
out side the chosen character set is reconmmended to reduce instances
where an errantly typed character (like a space character)

i nval i dates otherw se valid input.
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It is RECOVWENDED to avoi d character sets that contain two or nore
characters that can easily be confused with each other, like "0" and
"g" or "1", "I" and "I". Furthernmore, to the extent practical, when
a character set contains a character that may be confused with
characters outside the character set, a character outside the set MAY
be substituted with the one in the character set with which it is
commonly confused; for exanple, "O' may be substituted for "0" when
usi ng the nunerical 0-9 character set.

2. Non- Browser User |nteraction

Devi ces and aut horization servers MAY negotiate an alternative code
transm ssion and user-interaction nethod in addition to the one
described in Section 3.3. Such an alternative user-interaction flow
coul d obviate the need for a browser and manual input of the code,
for exanple, by using Bluetooth to transmt the code to the

aut hori zation server’s conpani on app. Such interaction nethods can
utilize this protocol as, ultimtely, the user just needs to identify
the aut horization session to the authorization server; however, user
interaction other than through the verification URI is outside the
scope of this specification

I ANA Consi derations
1. CQAuth Paraneter Registration

This specification registers the follow ng values in the I ANA "QAuth
Par amet ers" registry [I ANA QAut h. Paranet ers] established by
[ RFC6749] .

Nane: devi ce_code

Par amet er Usage Location: token request
Change Controller: |ESG

Reference: Section 3.4 of RFC 8628

2. QAuth URI Registration

This specification registers the followi ng values in the | ANA "QAuth
URI " registry [IANA. QAut h. Paranet ers] established by [ RFC6755].

URN: urn:ietf:parans: oauth: grant-type: devi ce_code

Common Nane: Device Authorization Grant Type for QAuth 2.0
Change Controller: |ESG

Speci fication Document: Section 3.4 of RFC 8628
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4.

QAut h Ext ensions Error Registration

This specification registers the following values in the I ANA "QAuth
Extensi ons Error Registry" registry [|ANA QAut h. Paranet ers]
establ i shed by [ RFC6749].

Nane: aut hori zati on_pendi ng

Usage Location: Token endpoi nt response
Prot ocol Extension: RFC 8628

Change Controller: |ETF

Ref erence: Section 3.5 of RFC 8628

Nane: access_deni ed

Usage Location: Token endpoi nt response
Prot ocol Extension: RFC 8628

Change Controller: |ETF

Ref erence: Section 3.5 of RFC 8628

Nanme: sl ow_down

Usage Location: Token endpoi nt response
Prot ocol Extension: RFC 8628

Change Controller: |ETF

Ref erence: Section 3.5 of RFC 8628

Nane: expired_t oken

Usage Location: Token endpoi nt response
Prot ocol Extension: RFC 8628

Change Controller: |ETF

Ref erence: Section 3.5 of RFC 8628

QAut h Aut horization Server Mt adata

This specification registers the follow ng values in the I ANA "QAuth
Aut hori zation Server Metadata" registry [|ANA QAut h. Par anet er s]
establ i shed by [ RFC8414].

Met adat a name: devi ce_aut hori zati on_endpoi nt

Met adat a Description: URL of the authorization server’s device
aut hori zati on endpoi nt

Change Controller: |ESG

Ref erence: Section 4 of RFC 8628
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