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Abst r act

Thi s docunent defines new RTP payl oad formats for the Forward Error
Correction (FEC) packets that are generated by the non-interleaved
and interleaved parity codes from source medi a encapsul ated in RTP.
These parity codes are systematic codes (Flexible FEC, or "FLEX
FEC'), where a nunber of FEC repair packets are generated froma set
of source packets fromone or nore source RTP streans. These FEC
repair packets are sent in a redundancy RTP stream separate fromthe
source RTP stream(s) that carries the source packets. RTP source
packets that were lost in transm ssion can be reconstructed using the
source and repair packets that were received. The non-interleaved
and interleaved parity codes that are defined in this specification
of fer a good protection against random and bursty packet |osses,
respectively, at a cost of conplexity. The RTP payload formats that
are defined in this docunent address scalability issues experienced
with the earlier specifications and offer several inprovenments. Due
to these changes, the new payl oad formats are not backward conpati bl e
with earlier specifications; however, endpoints that do not inplenent
this specification can still work by sinply ignoring the FEC repair
packets.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8627
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1. I nt roduction

Thi s docunent defines new RTP payl oad formats for the Forward Error
Correction (FEC) that is generated by the non-interl eaved and
interleaved parity codes froma source nedi a encapsul ated in RTP

[ RFC3550]. The type of the source nmedia protected by these parity
codes can be audio, video, text, or application. The FEC data are

generated according to the nedia type paraneters, which are

conmmuni cat ed out of band (e.g., in the Session Description Protoco
(SDP)). Furthermore, the associations or relationships between the
source and repair RTP streans nmay be comunicated in or out of band

The in-band nechani smis advant ageous when the endpoi nt

i s adapting

the FEC paraneters. The out-of-band nechani sm nmay be preferable when
the FEC paraneters are fixed. Wiile this docunent fully defines the

use of FEC to protect RTP streans, it also | everages severa

definitions along with the basic source/repair header description
from[RFC6363] in their application to the parity codes defined here.

The Redundancy RTP Stream [ RFC7656] repair packets proposed in this
docunent protect the Source RTP Stream packets that belong to the

sane RTP sessi on.
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The RTP payload formats that are defined in this document address the
scalability issues experienced with the formats defined in earlier
speci fications including [ RFC2733], [RFC5109], and [ SMPTE2022-1].

1.1. Parity Codes

Both the non-interleaved and interleaved parity codes use the
eXcl usive OR (XOR) operation to generate the repair packets. The
foll owi ng steps take place:

1. The sender determines a set of source packets to be protected by
FEC based on the nedia type paraneters

2. The sender applies the XOR operation on the source packets to
generate the required nunber of repair packets.

3. The sender sends the repair packet(s) along with the source
packets, in different RTP streans, to the receiver(s). The
repair packets nmay be sent proactively or on demand based on RTCP
f eedback messages such as NACK [ RFC4585] .

At the receiver side, if all of the source packets are successfully
received, there is no need for FEC recovery and the repair packets
are discarded. However, if there are nissing source packets, the
repair packets can be used to recover the missing information.
Figures 1 and 2 describe exanple block diagrams for the systematic
parity FEC encoder and decoder, respectively.

o +
+--+ +--+ +--+ +--+4 -->| Systematic | --> +--+ +--+ +--+ +--+
F--t -+ -+ -+ | Parity FEC | R T S T S R
| Encoder |
| ( Sender ) | --> +==+ +==+
I + +==+ +==+
Source Packet: +--+ Repair Packet: +==+
+- -+ +==+

Figure 1: Block Diagramfor Systematic Parity FEC Encoder
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o +
+- -+ X X +--+-->| Systerratic| -S> -+ -+ -+ - -+
+- -+ +- -+ | Parity FEC | +--+ -t Ao+ -+

| Decoder |

+==+ +==+ --> | (Receiver) |
+==+ +==+ I +
Source Packet: +--+ Repair Packet: +==+ Lost Packet: X
+- -+ +==+

Figure 2: Block Diagramfor Systematic Parity FEC Decoder

In Figure 2, it is clear that the FEC repair packets have to be
received by the endpoint within a certain amount of tine for the FEC
recovery process to be useful. The repair window is defined as the
time that spans a FEC bl ock, which consists of the source packets and
the corresponding repair packets. At the receiver side, the FEC
decoder SHOULD buffer source and repair packets at least for the
duration of the repair windowto allow all the repair packets to
arrive. The FEC decoder can start decoding the already-received
packets sooner; however, it should not register a FEC decodi ng
failure until it waits at least for the duration of the repair

wi ndow.

1.1.1. One-Dinensional (1-D) Non-interleaved (Row) FEC Protection

Consider a group of D x L source packets that have Sequence Nunbers
starting from1 running to Dx L (where Dand L are as defined in
Section 3.2) and a repair packet is generated by applying the XOR
operation to every L consecutive packets as sketched in Figure 3.
This process is referred to as "1-D non-interl eaved FEC protection”
As a result of this process, D repair packets are generated, which
are referred to as non-interl eaved (or row) FEC repair packets. In
general, D and L represent val ues that descri be how packets are
grouped together froma depth and | ength perspective (respectively)
when interleaving all D x L source packets.
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e + --- +===+
| S 1 S 2 S3 SL | +|XOR =|R1]|
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s + - +===+
oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo + - +===+
| S L+1 S L+2 S L+3 S2xL | + | XOR = |R_2|
NN + --- +===+
oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo + - +:.::+
| S (D-1)xL+1 S (D1)xL+2 S (D-1)xL+3 SDxL | + |XOR = |R.D
T + --- +===+

Figure 3: CGenerating Non-interleaved (Row) FEC Repair Packets

.2. 1-DInterleaved (Columm) FEC Protection

Consi der the case where the XOR operation is applied to t

he group of

the source packets whose Sequence Nunmbers are L apart from each

other, as sketched in Figure 4.

In this case,

t he endpoi nt generates

L repair packets.
FEC protection”,

This process is referred to as "1-D interl eaved
and the resulting L repair packets are referred to

Zanaty,

as "interleaved (or colum) FEC repair packets".

S S SR S S SR S + S +
| S 1 | | S.2 | | S3 I | SL |
| S L+1 | | S_L+2 | | S_L+3 | | S_2xL
I || || I I I
I || || I I I
| |1 - || I I I
| S(D1)xL+1 | | S(D1)xL+2 | | S (D 1)xL+3 | | S _DxL |
o m e e e oo - I s I s + N +
+ + + +
XOR | | XOR | | XOR |  XOR |
===+ ===+ ===+ ===+
| C_1] | C_2| | C_3| | C_L|
+===+4 +===+4 +===+4 +===+4
Figure 4. Generating Interleaved (Colum) FEC Repair Packets
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1.1.3. Use Cases for 1-D FEC Protection

A sender may generate one non-interleaved repair packet out of L
consecutive source packets or one interleaved repair packet out of D
nonconsecutive source packets. Regardless of whether the repair
packet is a non-interleaved or an interleaved one, it can provide a
full recovery of the missing information if there is only one packet
m ssing anong the correspondi ng source packets. This inplies that
1-D non-interl eaved FEC protection perforns better when the source
packets are randomy lost. However, if the packet |osses occur in
bursts, 1-D interleaved FEC protection perforns better provided that

L is chosen to be |arge enough, i.e., L-packet duration is not
shorter than the observed burst duration. |If the sender generates
non-interl eaved FEC repair packets and a burst loss hits the source
packets, the repair operation fails. This is illustrated in
Fi gure 5.

+---+ +---4+ +===+

| 1] X X | 41 [R1]

+---+ +---+ +===+

e T T T T S S S
51 |6 | 71 | 8] [RZ2
Fo-ot At Aot Ao+ ===+

T o S S
[ 9 | 101 | 11 | 12| [R3|
T TR S SR S "

Fi gure 5: Exanpl e Scenari o:
1-D Non-interleaved FEC Protection Fails Error Recovery (Burst Loss)

The sender may generate interleaved FEC repair packets to conmbat the
bursty packet |osses. However, two or nore random packet | osses may

hit the source and repair packets in the same colum. In that case,
the repair operation fails as well. This is illustrated in Figure 6
Note that it is possible that two burst | osses occur back-to-back, in
whi ch case, interl eaved FEC repair packets may still fail to recover

the | ost dat a.
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+-- -+ R R
| 1] X [ 31 | 4]
SR R R S
+-- -+ S
| 51 X 71 | 8]
+-- -+ R

T =T S CUpSE S SRS
[ 91 | 100 | 111 | 12
. T S SUpE S

+===+ +===+ +===+ +===+
|C. 1 |CZ2 |C3 |CA4
+===+ +===+ +===+ +===+

Fi gure 6: Exanple Scenari o:
1-D Interleaved FEC Protection Fails Error Recovery (Periodic Loss)

1.1.4. Two-Dinmensional (2-D) (Row and Col utm) FEC Protection

In networks where the source packets are |lost both randomy and in
bursts, the sender ought to generate both non-interl eaved and

interl eaved FEC repair packets. This type of FEC protection is known
as "2-D parity FEC protection". At the expense of generating nore
FEC repair packets, thus increasing the FEC overhead, 2-D FEC

provi des superior protection against mxed | oss patterns. However,

it is still possible for 2-D parity FEC protection to fail to recover
all of the lost source packets if a particular |oss pattern occurs.
An example scenario is illustrated in Figure 7

Zanaty, et al. St andards Track [ Page 8]
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+---+
| 1]
+---+
+---+
| 5|
+---+
+---+
| 9|
+---+
+===+
| C_1f
+===+

oo -+
| 6|
- -+

+===+
| C_2|
+===+

oo -+
| 71
- -+

+===+
| C_3]
+===+

Parity FEC
+---+ +===+
| 41 [R1]
+---+ +===+
+---+ +===+
| 81 [RZ2|
+---+ +===+
+---+ +===+
| 12| | R3]
+---+ +===+
+===+
| C_4
+===+

Figure 7: Exanple Scenario #1:
2-D Parity FEC Protection Fails Error Recovery

2-D parity FEC protection also fails when at
m ssing a source and the FEC packet and the m ssing source packets

(in a

t least two rows) are aligned in the sane col um.

| oss pattern is sketched in Figure 8.

protection cannot

repair al
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m ssing source packets when at
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+---+
| 1]
+--- 4+
+---+
| 5|
+---+
+--- 4+
| 9|
+---+
+===+
| C_1f
+==—=+

+---+
| 2|
+--- 4+
+---+
| 6|
+---+
+--- 4+
| 10|
+---+
+===+
| C_2|
+===+

X

+-- -+
[ 71
+-- -+

+===+
| C_3]
+==—=+

+---+
| 4|
+--- 4+
+---+
| 8|
+---+
+--- 4+
| 12|
+---+
+===+
| C_4
+===+

X

+===+
| R 2|
+===+

Figure 8: Exanpl e Scenario #2:
2-D Parity FEC Protection Fails Error Recovery
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1.1.5. FEC Protection with Fl exi bl e Mask

It is possible to define FEC protection for selected packets in the
source stream This would enable differential protection, i.e.,
application of FEC selectively to packets that require a higher |eve
of reliability than the other packets in the source stream The
sender will be required to send a bitmap indicating the packets to be
protected, i.e., a "mask", to the receiver. Since the mask can be
nmodi fi ed during an RTP session ("flexible mask™), this kind of FEC
protection can also be used to inplenent FEC dynamically (e.g., for
adaptation to different types of traffic during the RTP session).

1.1.6. FEC Overhead Consi derations

The overhead is defined as the ratio of the nunmber of bytes bel ongi ng
to the repair packets to the nunber of bytes belonging to the
protected source packets.

General ly, repair packets are larger in size than the source packets.
Al so, not all the source packets are necessarily equal in size
However, assumi ng that each repair packet carries an equal numnber of
bytes as carried by a source packet, the overhead for different FEC
protection nethods can be conputed as foll ows:

1-D Non-interl eaved FEC Protection: Overhead = 1/L
1-D Interl eaved FEC Protection: Overhead = 1/D
2-D Parity FEC Protection: Overhead = 1/L + 1/D

where L and D are the nunber of columms and rows in the source bl ock
respectively.

1.1.7. FEC Protection with Retransm ssi on

Thi s specification supports both forward error correction, i.e.,
before any loss is reported, as well as retransnission of source
packets after the loss is reported. The retransm ssion includes the
RTP header of the source packet in addition to the payload. If a
peer supporting both FLEX FEC and ot her RTP retransm ssi on net hods
(see [ RFCA4588]) receives an O fer including both FLEX FEC and anot her
RTP retransm ssion nmethod, it MJST respond with an Answer contai ni ng
only FLEX FEC.

Zanaty, et al. St andards Track [ Page 10]
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1.1.8. Repair Wndow Consi derations

The value for the repair window duration is related to the nmaxi mumL
and D val ues that are expected during a FLEX FEC session; therefore,
it cannot be chosen arbitrarily. Repair packets that include L and D
val ues larger than the repair wi ndow MUST NOT be sent. The rate of
the source streans should al so be considered, as the repair w ndow
duration should ideally span several packetization intervals in order
to |l everage the error correction capabilities of the parity code.

Because the FEC configuration can change with each repair packet (see
Section 4.2.2), for any given repair packet, the FLEX FEC receiver
MUST support all possible L and D conbi nations (both 1-D and 2-D
interl eaved over all source flows) and all flexible mask
configurations (over all source flows) within the repair w ndow to
which it has agreed (e.g., through SDP or out-of-band signaling) for
a FLEX FEC RTP session. In addition, the FLEX FEC recei ver MJST
support receipt of a retransm ssion of any source flow packet wthin
the repair window to which it has agreed.

2. Requirements Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

3. Definitions and Notations
3.1. Definitions

Thi s docunent uses a number of definitions from[RFC6363].

Additionally, it defines the followi ng and/or updates their

definitions from [ RFC6363].

1-D Non-interleaved Row FEC. A protection schene that operates on
consecutive source packets in the source block, able to recover a
single | ost source packet per row of the source bl ock.

1-D Interl eaved Colum FEC. A protection schene that operates on
i nterl eaved source packets in the source block, able to recover a
single | ost source packet per colum of the source bl ock.

2-D FEC: A protection schene that conbi nes row and col um FEC.

Source Bl ock: A set of source packets that are protected by a set of
1-D or 2-D FEC repair packets.

Zanaty, et al. St andards Track [ Page 11]
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FEC Bl ock: A source block and its correspondi ng FEC repair packets.

Repair Wndow. The time that spans a FEC bl ock, which consists of
the source packets and the correspondi ng FEC repair packets.

XOR Parity Codes: A FEC code that uses the eXclusive OR (XOR) parity
operation to encode a set of source packets to forma FEC repair
packet .

3.2. Notations
L: Nunber of columms of the source block (length of each row).
D: Nunber of rows of the source block (depth of each col um).

bitmask: A 15-bit, 46-bit, or 110-bit mask indicating which source
packets are protected by a FEC repair packet. |If the bit i in the
mask is set to 1, the source packet nunber N + i is protected by
this FEC repair packet, where N is the Sequence Nunber base
indicated in the FEC repair packet. The nost significant bit of
the mask corresponds to i=0. The least significant bit of the
mask corresponds to i=14 in the 15-bit mask, i=45 in the 46-bit
mask, or i=109 in the 110-bit mask.

4. Packet Formats

This section describes the formats of the source packets and defines
the formats of the FEC repair packets.

4.1. Source Packets

The source packets contain the information that identifies the source
bl ock and the position within the source bl ock occupied by the
packet. Since the source packets that are carried within an RTP
stream al ready contai n uni que Sequence Nunbers in their RTP headers

[ RFC3550], the source packets can be identified in a straightforward
manner and there is no need to append any additional fields. The

pri mary advantage of not nodifying the source packets in any way is
that it provides backward conpatibility for the receivers that do not
support FEC at all. In nulticast scenarios, this backward
conpatibility becones quite useful as it allows the non- FEC capabl e
and FEC-capable receivers to receive and interpret the same source
packets sent in the same nulticast session.

The source packets are transmtted as usual w thout altering them

They are used along with the FEC repair packets to recover any
m ssing source packets, nmaking this schene a systenatic code.

Zanaty, et al. St andards Track [ Page 12]
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The source packets are full RTP packets with optional contributing
source (CSRC) list, RTP header extension, and padding. |If any of
these optional elenents are present in the source RTP packet, and
that source packet is lost, they are recovered by the FEC repair
operation, which recovers the full source RTP packet including these
optional el enents.

4.2. FEC Repair Packets

The FEC repair packets will contain information that identifies the
source block they pertain to and the relationship between the
contai ned repair packets and the original source block. For this
pur pose, the RTP header of the repair packets is used, as well as
anot her header within the RTP payl oad, called the "FEC header", as
shown in Figure 9.

Note that all the source stream packets that are protected by a
particul ar FEC packet need to be in the same RTP session.

o e e e e e e e e m e e +

| | P Header |

o e e e e e e e e e +

| Transport Header |

o e e e e e e e i e +

| RTP Header |

o e e e e e e e e m e e + ---+
| FEC Header |
R + | RTP Payl oad
| Repai r Payl oad | |
o e e e e e e e i e + ---+

Figure 9: Format of FEC Repair Packets

The Repair Payl oad, which follows the FEC header, includes repair of
everything followi ng the fixed 12-byte RTP header of each source
packet, including any CSRC identifier |ist and header extensions if
present.

4.2.1. RTP Header of FEC Repair Packets

The RTP header is formatted according to [ RFC3550] with sonme further
clarifications |listed bel ow

Version (V) 2 bits: This MIST be set to 2 (binary 10), as this

specification requires all source RTP packets and all FEC repair
packets to use RTP version 2.
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Padding (P) bit: Source packets can have optional RTP paddi ng, which
can be recovered. FEC repair packets can have optional RTP
paddi ng, which is independent of the RTP padding of the source
packets.

Extension (X) bit: Source packets can have optional RTP header
ext ensi ons, which can be recovered. FEC repair packets can have
optional RTP header extensions, which are independent of the RTP
header extensions of the source packets.

CSRC Count (CC) 4 bits, and CSRC List (CSRC.i) 32 bits each: Source
packets can have an optional CSRC |ist and count, which can be
recovered. FEC repair packets MJST use the CSRC |ist and count to
specify the synchroni zati on sources (SSRCs) of the source RTP
stream(s) protected by this FEC repair packet.

Marker (M bit: This bit is not used for this payload type, SHALL be
set to O by senders, and SHALL be ignored by receivers.

Payl oad Type: The (dynamic) payl oad type for the FEC repair packets
is determ ned through out-of-band nmeans (e.g., SDP). Note that
this docunment registers new payload formats for the repair packets
(refer to Section 5 for details). According to [RFC3550], an RTP
recei ver that cannot recognize a payload type nust discard it.
Thi s provides backward conpatibility. |f a non-FEC- capable
receiver receives a repair packet, it will not recognize the
payl oad type; hence, it will discard the repair packet.

Sequence Nunber (SN): The Sequence Nunber follows the standard
definition provided in [ RFC3550]. Therefore, it must be one
hi gher than the Sequence Nunber in the previously transnmitted
repair packet, and the initial value of the Sequence Nunber shoul d
be random (i.e., unpredictable).

Timestanmp (TS): The tinmestanp SHALL be set to a time corresponding
to the repair packet’s transmission tinme. Note that the tinestanp
val ue has no use in the actual FEC protection process and is
usual l'y useful for jitter calcul ations.

Synchroni zati on Source (SSRC): The SSRC val ue for each repair stream
SHALL be randomy assigned as per the guidelines provided in
Section 8 of [RFC3550]. This allows the sender to nultiplex the
source and repair RTP streans in the same RTP session, or
multiplex multiple repair streanms in an RTP session. The repair
streami s SSRC s CNAME SHOULD be identical to the CNAME of the
source RTP strean(s) that this repair streamprotects. A FEC
streamthat protects multiple source RTP streans with different
CNAME' s uses the CNAME associated with the entity generating the
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FEC stream or the CNAME of the entity on whose behalf it perforns
the protection operation. 1In cases when the repair stream covers
packets frommultiple source RTP streans with different CNAME

val ues and none of these CNAME val ues can be associated with the
entity generating the FEC stream any of these CNAME val ues MAY be
used.

In sone networks, the RTP Source, which produces the source
packets, and the FEC Source, which generates the repair packets
fromthe source packets, may not be the sane host. In such
scenari os, using the same CNAME for the source and repair RTP
streams neans that the RTP Source and the FEC Source will share
the sane CNAME (for this specific source-repair stream
association). A conmon CNAME may be produced based on an
algorithmthat is known both to the RTP and FEC Source [RFC7022].
This usage is conpliant with [ RFC3550].

Note that due to the randonmess of the SSRC assignnments, there is
a possibility of SSRC collision. |In such cases, the collisions
must be resol ved as described in [ RFC3550].

4.2.2. FEC Header of FEC Repair Packets

The format of the FEC header has three variants, depending on the
values in the first two bits (R and F bits) as shown in Figure 10.
Note that R and F stand for "retransmt" and "fixed bl ock",
respectively. Two of these variants are neant to describe different
met hods for deriving the source data froma source packet for a
repair packet. This allows for custonizing the FEC nmethod to all ow
for robustness against different |levels of burst errors and random
packet |osses. The third variant is for a straight retransm ssion of
the source packet.

0 1 2 3

01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
|RIFIPIX] CC |M PT recovery | ...varies depending on R'F...

B i aT T e e o S o S S S I T et sl o ST S S S S S S
I
I
I
+-

Y]

+

...varies depending on R'F..

T S S T

I
I
I
+
Repai r Payl oad foll ows FEC header :

Fi gure 10: FEC header
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The Repair Payl oad, which follows the FEC header, includes repair of
everything followi ng the fixed 12-byte RTP header of each source
packet, including any CSRC identifier |ist and header extensions if
present. An overview on how the Repair Payload can be used to
recover source packets is provided in Section 6.

o m e s e e m m e e e e e e e e e e e e e e e e e e e e e e e e e ee— oo s +
| R| F | FEC header variant |
T e +
| O] 0| Flexible FEC Mask fields indicate source packets |
| O] 1| Fixed FEC L/D (col s/rows) indicate source packets |
| 1| 0| Retransm ssion of a single source packet |

1| Reserved for future use, MJST NOT send, MJST ignore |

Figure 11: R and F Bit Values for FEC Header Variants

The first variant, when R=0 and F=0, has a nmask to signal protected
sour ce packets, as shown in Figure 12.

The second variant, when R=0 and F=1, has a nunber of colums (L) and
rows (D) to signal protected source packets, as shown in Figure 13.

The final variant, when R=1 and F=0, is a retransm ssion format as
shown in Figure 15.

No variant presently uses R=1 and F=1, which is reserved for future
use. Current FLEX FEC i npl enentati ons MJUST NOT send packets with
this variant, and receivers MJST ignore these packets. Future FLEX
FEC i npl enent ati ons may use this by updating the nedia type

regi stration.

The FEC header for all variants consists of the foll ow ng common
fields:

0o The R bit MJST be set to 1 to indicate a retransni ssion packet,
and MJUST be set to O for FEC repair packets.

o The F bit indicates the type of FEC repair packets, as shown in
Figure 11, when the R bit is 0. The F bit MJST be set to 0 when
the Rbit is 1 for retransm ssi on packets.

o The P, X, CC, M and PT recovery fields are used to determine the

corresponding fields of the recovered packets (see al so
Section 6.3.2).
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4.2.2.1. FEC Header with Fl exible Mask
Wien R=0 and F=0, the FEC header includes flexible Mask fields.

0 1 2 3
01234567890123456789012345678901
e e Lk ol e T e e L EoE
CC | M PT recovery | | ength recovery |
i S S T sl o I S I S S T S S S S e
TS recovery |
B S i i s S e ek k. i H S
SN base_i | K| Mask [ 0- 14] |
R Tk o e e i s o e R e e sk S N R S
Mask [15-45] (optional) |
B e S i o S S S i T S S i S i e
Mask [46-109] (optional) |
B o e e Tk ok i R R S +&=+~h+uh+uh+-#L
next SN base and Mask for CSRC.i in CSRC list ... |
el T TR T S e S R i ol i I N R S i e e e R R e e o s
Repair Payl oad foll ows FEC header

e
0[ 0| P| X|
R

CE T AT A T AT T T
le
+— +

Fi gure 12: FEC Header for F=0

o The Length recovery (16 bits) field is used to determ ne the
I ength of the recovered packets. This length includes all octets
following the fixed 12-byte RTP header of source packets,
including CSRC |ist and optional header extension(s) if present.
It excludes the fixed 12-byte RTP header of source packets.

o0 The TS recovery (32 bits) field is used to determ ne the timestanp
of the recovered packets.

0 The CSRC.i (32 hits) field in the RTP header (not FEC header)
describes the SSRC of the source packets protected by this
particul ar FEC packet. |f a FEC packet protects nultiple SSRCs
(indicated by the CSRC Count > 1 in the RTP header), there will be
mul tiple blocks of data containing the SN base and Mask fi el ds.

0 The SN base_i (16 bits) field indicates the | owest sequence
nunber, taking wap around into account, of the source packets for
a particular SSRC (indicated in CSRC i) protected by this repair
packet .

Zanaty, et al. St andards Track [ Page 17]



RFC 8627 RTP Payl oad Format for Parity FEC July 2019

o0 The Mask fields indicate a bitmask of which source packets are
protected by this FEC repair packet, where bit j of the mask set
to 1 indicates that the source packet wth Sequence Number (SN
base i +j) is protected by this FEC repair packet, where j=0 is
the nost significant bit in the nask.

0 The k-bit in the bitnasks indicates if the mask is 15, 46, or 110
bits. k=1 denotes that another mask foll ows, and k=0 denotes that
it is the last block of nmsk.

0 The Repair Payl oad, which follows the FEC header, includes repair
of everything followi ng the fixed 12-byte RTP header of each
source packet, including any CSRC identifier list and header
extensions if present.

4.2.2.2. FEC Header with Fixed L Col ums and D Rows

When R=0 and F=1, the FEC header includes L and D fields for fixed
columms and rows. The other fields are the sane as the prior
section. As in the previous section, the CSRCi (32 bits) field in
the RTP header (not FEC Header) describes the SSRC of the source
packets protected by this particular FEC packet. |If there are
multiple SSRC s protected by the FEC packet, then there will be
mul tiple blocks of data containing an SN base along with L and D
fields.

1 2 3
1234567890123456789012345678901
e Lt e e s o i S S S R S S T S R
1]P|X] CC |M PT recovery | | ength recovery |
i e e o S o e S e o R
TS recovery
B S S T i i S it S I S S S Y S
SN base_i | L (colums) | D (rows)
B S i i T S e i i S e R e T
next SN base and L/D for CSRCi in CSRC |i st
B T e e o o T e R e e R e h e o o
Repair Payl oad foll ows FEC header

[eoNe]

o
+— +

T A+ — +

I
+
I
+
I
+

Figure 13: FEC Header for F=1
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Consequently, the follow ng conditions occur for L and D val ues:

If L=0, D=0, reserved for future use,
MUST NOT send, MJST ignore if received.

If L>0, D=0, indicates row FEC, and no colum FEC will follow (1D).

Source packets for each row SN, SN+1, ..., SN+(L-1)

If L>0, D=1, indicates row FEC, and colum FEC will follow (2D).
Source packets for each row. SN, SN+1, ..., SN+(L-1)
Source packets for each col: SN, SN+L, ..., SN+(D-1)*L

After all row FEC packets have been sent,
the colum FEC packets will be sent.

If L>0, D>1, indicates colum FEC of every L packet, D tines.
Source packets for each col: SN, SN+L, ..., SN+(D-1)*L

Figure 14: Interpreting the L and D Field Val ues

Gven the 8-bit limt on L and D (as depicted in Figure 13), the
maxi mum val ue of either paraneter is 255. |[If L=0 and D=0 are in a
packet, then the repair packet MJST be ignored by the receiver. In
addition, when L=1 and D=0, the repair packet becones a

retransm ssion of a correspondi ng source packet.

The values of L and D for a given block of recovery data wll
correspond to the type of recovery in use for that block of data. 1In
particular, for 2-D repair, the (L,D values nmay not be constant
across all packets for a given SSRC being repaired. Simlarly, the L
and D values can differ across different bl ocks of repair data
(repairing different SSRCs) in a single packet. |If the values of L
and Dresult in a repair packet that exceed the repair w ndow of the
FLEX FEC session, then the repair packet MJST be ignored.

It should be noted that the flexible mask-based approach may be
inefficient for protecting a | arge nunber of source packets, or

i mpossible to signal if larger than the |argest mask size. |In such
cases, the fixed colums and rows variant may be nore useful

4.2.2.3. FEC Header for Retransmn ssions

Wien R=1 and F=0, the FEC packet is a retransm ssion of a single
source packet. Note that the layout of this retransmi ssion packet is
different fromother FEC repair packets. The Sequence Number (SN
base i) replaces the length recovery in the FEC header, since the

Il ength is already known for a single packet. There are no L, D, or
Mask fields, since only a single packet is retransmtted, identified
by the Sequence Nunber in the FEC header. The source packet SSRC is
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included in the FEC header for retransm ssions, not in the RTP header
CSRC list as in the FEC header variants with R=0. Wen performn ng
retransm ssions, a single repair packet stream (SSRC) MAY be used for
retransmitting packets fromnultiple source packet streans (SSRCs),
as well as transmitting FEC repair packets that protect nultiple
source packet streans (SSRCs).

Thi s FEC header layout is identical to the source RTP (version 2)
packet, starting with its RTP header, where the retransm ssion

"payl oad" is everything followi ng the fixed 12-byte RTP header of the
source packet, including the CSRC |list and extensions if present.
Therefore, the only operation needed for sending retransnissions is
to prepend a new RTP header to the source packet.

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
|10 Pl X] CC | M Payload Type| Sequence Number |
R et e s i o e s i i
| Ti mest anp |
B i s T T i i o S o T Ji I
| SSRC |
R T e i e i i S L S s il o T SR R R S

Ret ransmi ssi on Payl oad foll ows FEC header
Fi gure 15: FEC Header for Retransm ssion

5. Payl oad Format Paraneters
This section provides the nmedia subtype registration for the non-
interleaved and interl eaved parity FEC. The paraneters that are
required to configure the FEC encodi ng and decodi ng operations are
al so defined in this section. |If no specific FEC code is specified
in the subtype, then the FEC code defaults to the parity code defined
in this specification

5.1. Media Type Registration -- Parity Codes

This registration is done using the tenplate defined in [ RFC6838] and
foll owi ng the guidance provided in [ RFC4855] al ong with [ RFC4856].
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5.1.1. Registration of audio/flexfec

Type name: audio

Subt ype nane: flexfec

Requi red paraneters

0 rate: The RTP tinestanp (clock) rate. The rate SHALL be | arger
than 1000 Hz to provide sufficient resolution to RTCP operations.
However, it is RECOMMENDED to select the rate that matches the
rate of the protected source RTP stream

0 repair-window The tine that spans the source packets and the
correspondi ng repair packets. The size of the repair windowis
specified in mcroseconds.

Encodi ng considerations: This nedia type is franed (see Section 4.8
in the tenplate docunent [ RFC6838]) and contains binary data.

Security considerations: See Section 9 of [RFC8627].
Interoperability considerations: None.

Publ i shed specification: [RFC8627].

Applications that use this nedia type: Miltinmedia applications that
want to inprove resiliency agai nst packet |oss by sending redundant
data in addition to the source nedi a.

Fragment identifier considerations: None.

Addi tional information: None.

Person & emmil address to contact for further infornation:

| ESG <i esg@etf.org> and | ETF Audi o/ Vi deo Transport Payl oads Wrki ng
Group (or its successor as del egated by the | ESG.

I nt ended usage: COVMON.

Restrictions on usage: This nedia type depends on RTP fram ng; hence,
it is only defined for transport via RTP [ RFC3550].

Aut hor: Varun Singh <varun@all stats.io>

Change controller: |ETF Audi o/ Video Transport Payl oads Working G oup
del egated fromthe I ESG (or its successor as del egated by the | ESG.
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5.1.2. Registration of video/flexfec

Type name: video

Subt ype nane: flexfec

Requi red paraneters

0 rate: The RTP tinestanp (clock) rate. The rate SHALL be | arger
than 1000 Hz to provide sufficient resolution to RTCP operations.
However, it is RECOMMENDED to select the rate that matches the
rate of the protected source RTP stream

0 repair-window The tine that spans the source packets and the
correspondi ng repair packets. The size of the repair windowis
specified in mcroseconds.

Encodi ng considerations: This nedia type is franed (see Section 4.8
in the tenplate docunent [ RFC6838]) and contains binary data.

Security considerations: See Section 9 of [RFC8627].
Interoperability considerations: None.

Publ i shed specification: [RFC8627].

Applications that use this nedia type: Miltinmedia applications that
want to inprove resiliency agai nst packet |oss by sending redundant
data in addition to the source nedi a.

Fragment identifier considerations: None.

Addi tional information: None.

Person & emmil address to contact for further infornation:

| ESG <i esg@etf.org> and | ETF Audi o/ Vi deo Transport Payl oads Wrki ng
Group (or its successor as del egated by the | ESG.

I nt ended usage: COVMON.

Restrictions on usage: This nedia type depends on RTP fram ng; hence,
it is only defined for transport via RTP [ RFC3550].

Aut hor: Varun Singh <varun@all stats.io>

Change controller: |ETF Audi o/ Video Transport Payl oads Working G oup
del egated fromthe I ESG (or its successor as del egated by the | ESG.
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5.1.3. Registration of text/flexfec

Type name: text

Subt ype nane: flexfec

Requi red paraneters

0 rate: The RTP tinestanp (clock) rate. The rate SHALL be | arger
than 1000 Hz to provide sufficient resolution to RTCP operations.
However, it is RECOMMENDED to select the rate that matches the
rate of the protected source RTP stream

0 repair-window The tine that spans the source packets and the
correspondi ng repair packets. The size of the repair windowis
specified in mcroseconds.

Encodi ng considerations: This nedia type is franed (see Section 4.8
in the tenplate docunent [ RFC6838]) and contains binary data.

Security considerations: See Section 9 of [RFC8627].
Interoperability considerations: None.

Publ i shed specification: [RFC8627].

Applications that use this nedia type: Miltinmedia applications that
want to inprove resiliency agai nst packet |oss by sending redundant
data in addition to the source nedi a.

Fragment identifier considerations: None.

Addi tional information: None.

Person & emmil address to contact for further infornation:

| ESG <i esg@etf.org> and | ETF Audi o/ Vi deo Transport Payl oads Wrki ng
Group (or its successor as del egated by the | ESG.

I nt ended usage: COVMON.

Restrictions on usage: This nedia type depends on RTP fram ng; hence,
it is only defined for transport via RTP [ RFC3550].

Aut hor: Varun Singh <varun@all stats.io>

Change controller: |ETF Audi o/ Video Transport Payl oads Working G oup
del egated fromthe I ESG (or its successor as del egated by the | ESG.
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5.1.4. Registration of application/flexfec

Type name: application

Subt ype nane: flexfec

Requi red paraneters

0 rate: The RTP tinestanp (clock) rate. The rate SHALL be | arger
than 1000 Hz to provide sufficient resolution to RTCP operations.
However, it is RECOMMENDED to select the rate that matches the
rate of the protected source RTP stream

0 repair-window The tine that spans the source packets and the
correspondi ng repair packets. The size of the repair windowis
specified in mcroseconds.

Encodi ng considerations: This nedia type is franed (see Section 4.8
in the tenplate docunent [ RFC6838]) and contains binary data.

Security considerations: See Section 9 of [RFC8627].
Interoperability considerations: None.

Publ i shed specification: [RFC8627].

Applications that use this nedia type: Miltinmedia applications that
want to inprove resiliency agai nst packet |oss by sending redundant
data in addition to the source nedi a.

Fragment identifier considerations: None.

Addi tional information: None.

Person & emmil address to contact for further infornation:

| ESG <i esg@etf.org> and | ETF Audi o/ Vi deo Transport Payl oads Wrki ng
Group (or its successor as del egated by the | ESG.

I nt ended usage: COVMON.

Restrictions on usage: This nedia type depends on RTP fram ng; hence,
it is only defined for transport via RTP [ RFC3550].

Aut hor: Varun Singh <varun@all stats.io>

Change controller: |ETF Audi o/ Video Transport Payl oads Working G oup
del egated fromthe I ESG (or its successor as del egated by the | ESG.
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5.2. Mapping to SDP Paraneters

Applications that use the RTP transport commonly use the Session
Description Protocol (SDP) [RFC4566] to describe their RTP sessions.
The information that is used to specify the nedia types in an RTP
session has specific mappings to the fields in an SDP description
This section provides these mappi ngs for the nedia subtypes
registered by this docunent. Note that if an application does not
use SDP to describe the RTP sessions, an appropriate mappi ng nust be
defined and used to specify the nedia types and their paraneters for
the control/description protocol enployed by the application

The mapping of the media type specification for "flexfec" and its
associ ated parameters in SDP is as foll ows:

o0 The nedia type (e.g., "application") goes into the "n¥" |line as
t he nedi a nane.

0 The media subtype goes into the "a=rtpmap" |ine as the encodi ng
nane. The RTP clock rate paraneter ("rate") also goes into the
"a=rtpmap" line as the clock rate.

0 The rennining required payl oad-format-specific paraneters go into
the "a=fntp" line by copying themdirectly fromthe nedia type
string as a sem col on-separated |ist of paraneter=val ue pairs.

SDP exanpl es are provided in Section 7.1
5.2.1. Ofer/Answer Mdel Considerations

When offering parity FEC over RTP using SDP in an O fer/ Answer nodel
[ RFC3264], the follow ng considerations apply:

0 A sender application will indicate a repair w ndow consistent with
the desired anobunt of protection. Since the sender can change the
FEC configurati on on a packet-by-packet basis, note that the
recei ver nmust support any valid FLEX FEC configuration within the
repair wi ndow associated with the offer (see Section 4.2.2). |If
the receiver cannot support the offered repair w ndow it MJST
reject the offer.

0 The size of the repair-windowis related to the maxi mum del ay
bet ween the transm ssion of a source packet and the associ ated
repair packet. This directly inpacts the buffering requirenent on
the receiver side and the receiver must consider this when
choosi ng an offer.
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0 Any unknown option in the offer must be ignored and del eted from
the answer (see Section 6 of [RFC3264]). |If FEC is not desired by
the receiver, it can be deleted fromthe answer.

5.2.2. Declarative Considerations

In declarative usage, like SDP in the Real -time Stream ng Protoco
(RTSP, for RTSP 1.0 see [RFC2326] and for RTSP 2.0 see [RFC7826]) or
the Sessi on Announcenent Protocol (SAP) [RFC2974], the follow ng
consi derations apply:

0 The payl oad format configuration paraneters are all declarative
and a participant MJST use the configuration that is provided for
t he session.

o0 Mre than one configuration nmay be provided (if desired) by
declaring nmultiple RTP payload types. |In that case, the receivers
shoul d choose the repair streamthat is best for them

6. Protection and Recovery Procedures -- Parity Codes

This section provides a conplete specification of the 1-D and 2-D
parity codes and their RTP payload formats. |t does not apply to the
singl e packet retransm ssion format (R=1 in the FEC header).

6.1. Overview

The foll owi ng sections specify the steps involved in generating the
repair packets and reconstructing the m ssing source packets fromthe
repair packets.

6.2. Repair Packet Construction

The RTP header of a repair packet is forned based on the guidelines
given in Section 4. 2.

The FEC header and Repair Payl oad of repair packets are forned by

appl ying the XOR operation on the bit strings that are generated from
the individual source packets protected by this particular repair
packet. The set of the source packets that are associated with a
given repair packet can be conmputed by the fornula given in

Section 6.3.1.

The bit string is formed for each source packet by concatenating the
followi ng fields together in the order specified:

o The first 16 bits of the RTP header (16 bits), though the first
two (version) bits will be ignored by the recovery procedure.
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0 Unsigned network-ordered 16-bit representation of the source
packet length in bytes mnus 12 (for the fixed RTP header), i.e.,
the sumof the lengths of all the following if present: the CSRC
|ist, extension header, RTP payload, and RTP padding (16 bits).

0 The tinmestanp of the RTP header (32 bits).

0o Al octets after the fixed 12-byte RTP header. (Note the SSRC
field is skipped.)

The FEC bit string is generated by applying the parity operation on
the bit strings produced fromthe source packets. The FEC header is
generated fromthe FEC bit string as foll ows:

o The first (nost significant) 2 bits in the FEC bit string, which
contain the RTP version field, are skipped. The Rand F bits in
the FEC header are set to the appropriate value, i.e., it depends
on the chosen format variant. As a consequence of overwiting the
RTP version field with the Rand F bits, this payload fornmat only
supports RTP version 2

o0 The next bit in the FEC bit string is witten into the P recovery
bit in the FEC header.

o0 The next bit in the FEC bit string is witten into the X recovery
bit in the FEC header.

0 The next 4 bits of the FEC bit string are witten into the CC
recovery field in the FEC header

0 The next bit is witten into the Mrecovery bit in the FEC header

o The next 7 bits of the FEC bit string are witten into the PT
recovery field in the FEC header

0 The next 16 bits are witten into the length recovery field in the
FEC header.

o The next 32 bits of the FEC bit string are witten into the TS
recovery field in the FEC header

o The | owest Sequence Nunber of the source packets protected by this
repair packet is witten into the Sequence Nunber Base field in
the FEC header. This needs to be repeated for each SSRC that has
packets included in the source bl ock.
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o0 Depending on the chosen FEC header variant, the nask(s) is set
when F=0 or the L and D val ues are set when F=1. This needs to be
repeated for each SSRC t hat has packets included in the source
bl ock.

o0 The rest of the FEC bit string, which contains everything after
the fixed 12-byte RTP header of the source packet, is witten into
the Repair Payl oad foll owi ng the FEC header, where "Payl oad"
refers to everything after the fixed 12-byte RTP header, i ncluding
extensions, CSRC |list, true payl oads, and paddi ng.

If the lengths of the source packets are not equal, each shorter
packet MJUST be padded to the length of the | ongest packet by adding
octet zeros at the end.

Due to this possible padding and mandatory FEC header, a repair
packet has a | arger size than the source packets it protects. This
may cause problens if the resulting repair packet size exceeds the
Maxi mum Transni ssion Unit (MIU) size of the path over which the
repair streamis sent.

6. 3. Source Packet Reconstruction

Thi s section describes the recovery procedures that are required to
reconstruct the missing source packets. The recovery process has two

steps. In the first step, the FEC decoder determ nes which source
and repair packets should be used in order to recover a m ssing
packet. In the second step, the decoder recovers the nmi ssing packet,

whi ch consists of an RTP header and RTP payl oad.

The foll owi ng descri bes the RECOMVENDED al gorithnms for the first and
second steps. Based on the inplenentation, different algorithnms MAY
be adopted. However, the end result MJST be identical to the one
produced by the algorithnms described bel ow.

Note that the same algorithns are used by the 1-D parity codes,
regardl ess of whether the FEC protection is applied over a colum or
a row. The 2-D parity codes, on the other hand, usually require
multiple iterations of the procedures described here. This iterative
decoding algorithmis further explained in Section 6.3.4.

6.3.1. Associating the Source and Repair Packets
Bef ore associ ating source and repair packets, the receiver nmust know
in which RTP sessions the source and repair, respectively, are being

sent. After this is established by the receiver, the first step is
associating the source and repair packets. This association can be
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via flexible bitmasks or fixed L and D offsets, which can be in the
FEC header or signaled in SDP in optional payload format parameters
when L=D=0 in the FEC header.

6.3.1.1. Using Bitmasks

To use flexible bitmasks, the first two FEC header bits MJST have R=0
and F=0. A 15-bit, 46-bit, or 110-bit nmask indi cates which source
packets are protected by a FEC repair packet. |If the bit i in the
mask is set to 1, the source packet nunber N+ i is protected by this
FEC repair packet, where N is the Sequence Number base indicated in
the FEC header. The nost significant bit of the mask corresponds to
i=0. The least significant bit of the mask corresponds to i=14 in
the 15-bit mask, i=45 in the 46-bit mask, or i=109 in the 110-bit
mask.

The bitmasks are able to represent arbitrary protection patterns, for
exanple, 1-D interleaved, 1-D non-interleaved, 2-D

6.3.1.2. Using L and D Ofsets

Denote the set of the source packets associated with repair packet p*
by set T(p*). Note that in a source block whose size is L columms by
D rows, set T includes D source packets plus one repair packet for
the FEC protection applied over a colum, and it includes L source
packets plus one repair packet for the FEC protection applied over a
row. Recall that 1-D interleaved and non-interl eaved FEC protection
can fully recover the nmissing information if there is only one source
packet mssing per colum or rowin set T. |If nore than one source
packet is missing per colum or rowin set T, 1-D FEC protection may
fail to recover all the nmissing infornmation.

VWhen the value of L is non-zero, the 8-bit fields indicate the offset
of packets protected by an interleaved (D>0) or non-interleaved (D=0)
FEC packet. Using a conbination of interleaved and non-interl eaved
FEC repair packets can form 2-D protection patterns

Mat hematically, for any received repair packet, p*, the sequence
nunbers of the source packets that are protected by this repair
packet are determined as follows, where SN is the Sequence Number
base in the FEC header:

For each SSRC (in CSRC list):
When D <= 1: Source packets for each row SN, SN+1,
When D > 1: Source packets for each col: SN, SN+L

., SN#(L-1)
., SN#(D-1)*L
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6.3.2. Recovering the RTP Header

For a given set T, the procedure for the recovery of the RTP header
of the m ssing packet, whose Sequence Nunber is denoted by SEQNUM is
as foll ows:

1. For each of the source packets that are successfully received in
T, conpute the 80-bit string by concatenating the first 64 bits
of their RTP header and the unsigned network-ordered 16-bit
representation of their length in bytes mnus 12

2. For the repair packet in T, extract the FEC bit string as the
first 80 bits of the FEC header.

3. Cal cul ate the recovered bit string as the XOR of the bit strings
generated fromall source packets in T and the FEC bit string
generated fromthe repair packet in T.

4. Create a new packet with the standard 12-byte RTP header and no
payl oad.

5. Set the version of the new packet to 2. Skip the first 2 bhits
in the recovered bit string.

6. Set the Padding bit in the new packet to the next bit in the
recovered bit string.

7. Set the Extension bit in the new packet to the next bit in the
recovered bit string.

8. Set the CCfield to the next 4 bits in the recovered bit string.

9. Set the Marker bit in the new packet to the next bit in the
recovered bit string.

10. Set the Payload type in the new packet to the next 7 bits in the
recovered bit string.

11. Set the SN field in the new packet to SEQNUM

12. Take the next 16 bits of the recovered bit string and set the
new variable Y to whatever unsigned integer this represents
(assum ng network order). Convert Y to host order. Y
represents the length of the new packet in bytes minus 12 (for
the fixed RTP header), i.e., the sumof the lengths of all the
following if present: the CSRC |list, header extension, RTP
payl oad, and RTP paddi ng.
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13. Set the TS field in the new packet to the next 32 bits in the
recovered bit string.

14. Set the SSRC of the new packet to the SSRC of the nmissing source
RTP stream

Thi s procedure recovers the header of an RTP packet up to (and
i ncluding) the SSRC field.

6.3.3. Recovering the RTP Payl oad

Fol I owi ng the recovery of the RTP header, the procedure for the
recovery of the RTP "payload" is as follows, where "payl oad" refers
to everything following the fixed 12-byte RTP header, including

ext ensions, CSRC list, true payl oad, and paddi ng.

1. Allocate Y additional bytes for the new packet generated in
Section 6. 3. 2.

2. For each of the source packets that are successfully received in
T, conpute the bit string fromthe Y octets of data starting with
the 13th octet of the packet. |[If any of the bit strings
generated fromthe source packets has a | ength shorter than Y,
pad themto that |length. The zero-padding octets MJST be added
at the end of the bit string. Note that the information of the
first 8 octets are protected by the FEC header.

3. For the repair packet in T, conpute the FEC bit string fromthe
repair packet payload, i.e., the Y octets of data follow ng the
FEC header. Note that the FEC header may be different sizes
dependi ng on the variant and bitnmask size.

4. Calculate the recovered bit string as the XOR of the bit strings
generated fromall source packets in T and the FEC bit string
generated fromthe repair packet in T.

5. Set the last Y octets in the new packet to the recovered bit
string.

6.3.4. lterative Decoding Algorithmfor the 2-D Parity FEC Protection

In 2-D parity FEC protection, the sender generates both non-
interleaved and interl eaved FEC repair packets to conbat with the

m xed | oss patterns (random and bursty). At the receiver side, these
FEC packets are used iteratively to overcone the shortcom ngs of the
1-D non-interleaved/interl eaved FEC protection and inprove the
chances of full error recovery.
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The iterative decoding algorithmruns as follows:
1. Set numrecovered until _this iteration to zero
2. Set numrecovered so far to zero

3. Recover as many source packets as possible by using the non-
interl eaved FEC repair packets as outlined in Sections 6.3.2 and
6.3.3 and increase the value of numrecovered_so far by the
nunber of recovered source packets.

4. Recover as many source packets as possible by using the
interl eaved FEC repair packets as outlined in Sections 6.3.2 and
6.3.3 and increase the value of numrecovered_so far by the
nunber of recovered source packets.

5. If numrecovered so far > numrecovered until _this iteration
---numrecovered until _this_ iteration = numrecovered_so far
---Go to step 3
El se
---Term nate

The algorithmterninates either when all m ssing source packets are
fully recovered or when there are still renmaining nmissing source
packets but the FEC repair packets are not able to recover any nore
source packets. For the exanple scenarios when the 2-D parity FEC
protection fails full recovery, refer to Section 1.1.4. Upon

term nation, variable numrecovered so far has a value equal to the
total nunber of recovered source packets.

Exanpl e:

Suppose that the receiver experienced the |oss pattern sketched in
Fi gure 16.
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+---4 H---+ +===+
X X [ 31 | 4] [|R1|
Fo--d Ao+ ===+

to--t  A---t A---d A---+ ===+
|51 6 | 71 | 8] [R2
I S S S o A 2

+---+ +---+ +===+
| 9 | X X | 12| |R.3|
+---+ +---+ +===+

+===+ +===+ +===+ +===+
|C. 1 |CZ2 |C3 |CA4
+===+ +===+ +===+ +===+

Figure 16: Exanple: Loss Pattern for the Iterative Decoding Al gorithm

The recei ver executes the iterative decoding al gorithmand recovers
source packets #1 and #11 in the first iteration. The resulting
pattern is sketched in Figure 17.

$o- -4 oo+  H---+  +===+
| 1] X | 31 | 41 [|R1]
+-- -+ R

I T T s S S S
'S 61 | 71 | 8] [|R2
. T S S e

+-- -+ +---4  H---+  +===+
| 9| X | 11 | 12| |R.3|
——— +---4  H---+ ===+

+===+ +===+ +===+ +===+
|C 1 |CZ2 |C3 |CA4
+===+ +===+ +===+ +===+
Figure 17: The Resulting Pattern after the First Iteration
Since the if condition holds true, the receiver runs a new iteration

In the second iteration, source packets #2 and #10 are recovered,
resulting in a full recovery as sketched in Figure 18.
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T T T T S S S e =L
[0 121 | 3] | 4] [R1]
. T T S e

+---+ -+ -+ -+ ===+
|51 6 | 71 | 8] [R2
R T S S e I =t
+--ot Ao+ H---4  H---+ ===+
| 91 | 100 | 11 | 12| [|R3|
+---+ -+ -+ -+ ===+
+===+ +===+ +===+ +===+
|C1 |CZ2 |C3 |CA4
+===+4 +===+4 +===+4 +===+4
Figure 18: The Resulting Pattern after the Second Iteration
7. Signaling Requirenents
Qut - of - band si gnaling shoul d be designed to enable the receiver to
identify the RTP streans associated with source packets and repair
packets, respectively. At a mininum the signaling nust be designed
to allow the receiver to:
0 Determ ne whether one or nore source RTP streans will be sent.
0 Determ ne whether one or nore repair RTP streans will be sent.

0 Associate the appropriate SSRC s to both source and repair
streans.

0 Cearly identify which SSRC s are associated with each source
bl ock.

0 Cearly identify which repair packets correspond to which source
bl ocks.

o Make use of repair packets to recover source data associated with
specific SSRC s.

Thi s section provides several Session Description Protocol (SDP)
exanpl es to denonstrate how these requirenments can be net.
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7.1

SDP Exanpl es

This section provides two SDP [ RFC4566] exanpl es. The exanpl es use
the FEC groupi ng senantics defined in [ RFC5956].

7.1.1.

Exanmpl e SDP for Flexible FEC Protection with | n-Band SSRC
Mappi ng

In this example, we have one source video stream and one FEC repair
stream The source and repair streans are nultiplexed on different
SSRCs. The repair window is set to 200 ns.

v=0

o=mp 1122334455 1122334466 I N | P4 fec.exanpl e.com
s=Fl exFEC m ni mal SDP si gnal i ng Exanpl e

t=0 0

nFvi deo 30000 RTP/ AVP 96 98

c=IN | P4 233.252.0.1/127
a=rtpmap: 96 VP8/ 90000
a=rtpmap: 98 fl exfec/ 90000
a=fm p: 98; repair-w ndow=200000

Exanpl e SDP for Flexible FEC Protection with Explicit Signaling
in the SDP

Thi s exanpl e shows one source video stream (ssrc:1234) and one FEC
repair streans (ssrc:2345). One FEC group is formed with the
"a=ssrc-group: FEC-FR 1234 2345" |line. The source and repair streans
are nultiplexed on different SSRCs. The repair windowis set to 200

ns.

Zanaty,

v=0

o=ali 1122334455 1122334466 I N | P4 fec. exanpl e.com
s=2-D Parity FEC with no in band signaling Exanpl e
t=0 0

mevi deo 30000 RTP/ AVP 100 110

c=IN P4 192.0.2.0/24

a=rtpmap: 100 MP2T/ 90000
a=rtprmap: 110 fl exfec/ 90000
a=fm p: 110; repair-w ndow. 200000
a=ssrc: 1234

a=ssrc: 2345

a=ssrc-group: FEG-FR 1234 2345
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7.2. On the Use of the RTP Stream ldentifier Source Description

The RTP Stream ldentifier Source Description [ RTP-SDES] is a format
that can be used to identify a single RTP source streamalong with an
associated repair stream However, this specification already
defines a nmethod of source and repair streamidentification that can
enabl e protection of multiple source streans with a single repair
stream Therefore, the RTP Stream ldentifier Source Description
SHOULD NOT be used for the Flexible FEC payl oad format.

8. Congestion Control Considerations

FEC is an effective approach to provide applications resiliency
agai nst packet | osses. However, in networks where the congestion is
a major contributor to the packet |oss, the potential inpacts of
usi ng FEC shoul d be considered carefully before injecting the repair

streans into the network. In particular, in bandwidth-linited
networ ks, FEC repair streans nmay consune a significant part of the
avai | abl e bandwi dt h and, consequently, may congest the network. In

such cases, the applications MJST NOT arbitrarily increase the anount
of FEC protection since doing so may |l ead to a congestion coll apse

If desired, stronger FEC protection MAY be applied only after the
source rate has been reduced.

In a network-friendly inplenmentation, an application should avoid
sendi ng/receiving FEC repair streans if it knows that sending/
receiving those FEC repair streanms would not help at all in
recovering the mssing packets. Exanples of where FEC woul d not be
beneficial are (1) if the successful recovery rate as determ ned by
RTCP feedback is |ow (see [ RFC5725] and [RFC7509] and (2) the
application has a snmaller latency requirenment than the repair w ndow
adopted by the FEC configuration based on the expected burst |oss
duration and the target FEC overhead. It is RECOMVENDED that the
anmount and type (row, columm, or both) of FEC protection is adjusted
dynani cal | y based on the packet |oss rate and burst loss |ength
observed by the applications.

In multicast scenarios, it may be difficult to optimze the FEC
protection per receiver. |If there is a |large variation anong the

| evel s of FEC protection needed by different receivers, it is
RECOMVENDED t hat the sender offer nultiple repair streans with
different |l evels of FEC protection and the receivers join the
correspondi ng nulticast sessions to receive the repair strean(s) that
is best for them
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9

10.

Security Considerations

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP
specification [ RFC3550] and in any applicable RTP profile. The main
security considerations for the RTP packet carrying the RTP payl oad
format defined within this nmeno are confidentiality, integrity, and
source authenticity. Confidentiality can be provided by encrypting
the RTP payload. Integrity of the RTP packets is achieved through a
sui tabl e cryptographic integrity protection nechanism Such a
cryptographic systemmay also allow the authentication of the source
of the payload. A suitable security nechanismfor this RTP payl oad
format shoul d provide confidentiality, integrity protection, and at

| east source authentication capable of determning if an RTP packet
is froma nenber of the RTP session

Note that the appropriate nechanismto provide security to RTP and
payl oads following this menmo may vary. |t is dependent on the
application, transport, and signaling protocol enployed. Therefore,
a single nechanismis not sufficient; although, if suitable, using
the Secure Real -tinme Transport Protocol (SRTP) [RFC3711] is
recommended. O her nechani sns that may be used are | Psec [ RFC4301],
and Datagram Transport Layer Security (DTLS, see [RFC6347]) when used
along with RTP-over-UDP; other alternatives may exist.

G ven that FLEX FEC enables the protection of nultiple source
streans, there exists the possibility that nmultiple source buffers
may be created that nmay not be used. An attacker could | everage
unused source buffers as a nmeans of occupying nenory in a FLEX FEC
endpoint. In addition, an attack agai nst the FEC paraneters
thenselves (e.g., repair window or D or L values) can result in a
recei ver having to all ocate source buffer space that may also lead to
excessi ve consunption of resources. Simlarly, a network attacker
could nodify the recovery fields corresponding to packet |engths
(assum ng there are no nessage integrity nechani sns), which, in turn,
could force unnecessarily large nenory allocations at the receiver
Mor eover, the application source data may not be perfectly matched
with FLEX FEC Source partitioning. |If this is the case, there is a
possibility for unprotected source data if, for instance, the FLEX
FEC i npl enent ati on di scards data that does not fit perfectly into its
source processing requirenents.

I ANA Consi derations
New nmedi a subtypes are subject to | ANA registration. For the

registration of the payload formats and their paraneters introduced
in this document, refer to Section 5.1
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