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Al gorithm I npl enentati on Requirenents and Usage Gui dance for DNSSEC
Abst ract

The DNSSEC protocol makes use of various cryptographic algorithns in
order to provide authentication of DNS data and proof of

nonexi stence. To ensure interoperability between DNS resol vers and
DNS authoritative servers, it is necessary to specify a set of

al gorithminplementation requirenents and usage guidelines to ensure
that there is at |l east one algorithmthat all inplenmentations
support. This docunent defines the current algorithminplenmentation
requi renents and usage gui dance for DNSSEC. This docunent obsol etes
RFC 6944.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8624
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Copyri ght Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

1.

I nt roducti on

The DNSSEC signing algorithns are defined by various RFCs, including
[ RFC4034], [RFC5155], [RFC5702], [RFC5933], [RFC6605], and [ RFC8080].
DNSSEC i s used to provide authentication of data. To ensure
interoperability, a set of "nandatory-to-inplenent" DNSKEY al gorithns
are defined. This document obsol etes [ RFC6944].

1. Updating AlgorithmInplenentation Requirements and Usage Cui dance

The field of cryptography evol ves continuously. New, stronger

al gorithnms appear, and existing algorithnms are found to be |ess
secure than originally thought. Attacks previously thought to be
comput ational ly infeasible become nore accessible as the avail abl e
comput ati onal resources increase. Therefore, algorithm

i npl ementation requirenments and usage gui dance need to be updated
fromtinme to tinme to reflect the newreality. The choices for

al gorithnms must be conservative to mininize the risk of algorithm
conprom se

2. Updating Al gorithm Requirenent Levels

The nmandat ory-to-inpl enent al gorithm of tonorrow should al ready be
avai l abl e in nost inplementations of DNSSEC by the tine it is nade
mandatory. This document attenpts to identify and introduce those
al gorithms for future nandatory-to-inplenent status. There is no
guarantee that algorithms in use today will becone nandatory in the
future. Published algorithns are continuously subjected to
cryptographic attack and nay becone too weak or even be conpletely
broken before this docunent is updated.

Thi s docunent only provides recomendations with respect to
mandat ory-t o-i npl ement al gorithns or algorithms so weak that they
cannot be recomended. Any algorithmlisted in the [ DNSKEY-IANA] and
[DS-1 ANA] registries that are not nentioned in this docunment MAY be

i npl emrented. For clarification and consistency, an algorithmw Il be
specified as MAY in this docurment only when it has been downgraded
froma MJIST or a RECOVWENDED to a MAY.

Al t hough this docunent’s primary purpose is to update al gorithm
recomendati ons to keep DNSSEC aut hentication secure over tine, it
also ainms to do so in such a way that DNSSEC i npl enentati ons remain
i nteroperable. DNSSEC interoperability is addressed by an
incremental introduction or deprecation of algorithns.

[ RFC2119] considers the term SHOULD equi val ent to RECOMMENDED, and
SHOULD NOT equi val ent to NOT RECOVMENDED. The authors of this
docunent have chosen to use the terns RECOMMENDED and NOT
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RECOMVENDED, as this nore clearly expresses the intent to
i mpl ement ers.

It is expected that deprecation of an algorithmw Il be perforned
gradually in a series of updates to this docunent. This provides
time for various inplementations to update their inplenented

al gorithms while remaining interoperable. Unless there are strong
security reasons, an algorithmis expected to be downgraded from MJST
to NOT RECOMMENDED or MAY, instead of to MUST NOT. Simlarly, an

al gorithm that has not been nentioned as nmandatory-to-inplenment is
expected to be introduced with a RECOWENDED i nstead of a MJST

Since the effect of using an unknown DNSKEY algorithmis that the
zone is treated as insecure, it is recommended that al gorithns
downgraded to NOT RECOVMENDED or | ower not be used by authoritative
naneservers and DNSSEC signers to create new DNSKEYs. This wll

al |l ow for deprecated algorithms to becone | ess and | ess comobn over
time. Once an algorithmhas reached a sufficiently |ow | evel of

depl oynent, it can be narked as MUST NOT so that recursive resolvers
can renove support for validating it.

Recur si ve nanmeservers are encouraged to retain support for al
al gorithms not marked as MJST NOT.

1.3. Docunment Audi ence

The recomendati ons of this docunent nostly target DNSSEC

i mpl ementers, as inplenentations need to neet both high security
expectations as well as high interoperability between various vendors
and with different versions. Interoperability requires a snooth
transition to nmore secure algorithms. This perspective may differ
fromthat of a user who wi shes to deploy and configure DNSSEC w th
only the safest algorithm On the other hand, the comrents and
recomendations in this docunent are al so expected to be useful for
such users

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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3. Algorithm Sel ection
3.1. DNSKEY Al gorithns

The following table lists the inplenentation recommendati ons for
DNSKEY al gorithms [ DNSKEY-| ANA] .

B o e e e e e i e o o e e e e e o o e e e e m e i oo +
| Nunber | NMhenpnics | DNSSEC Signing | DNSSEC Validation |
E o e e e o - R o e e oo oo oo +
| 1 | RSAMDS | MUST NOT | MUST NOT |
| 3 | DSA | MUST NOT | MUST NOT |
| 5 | RSASHAl | NOT RECOMMENDED | MUST |
| 6 | DSA- NSEC3- SHAL | MUST NOT | MUST NOT |
| 7 | RSASHAL- NSEC3- SHA1 | NOT RECOMMENDED | MJST |
| 8 | RSASHA256 | MUST | MUST |
| 10 | RSASHA512 | NOT RECOMVENDED | MUST |
| 12 | ECC- GOST | MUST NOT | MAY |
| 13 | ECDSAP256SHA256 | MUST | MUST |
| 14 | ECDSAP384SHA384 | MAY | RECOMVENDED |
| 15 | ED25519 | RECOMVENDED | RECOMVENDED |
| 16 | ED448 | MAY | RECOMVENDED |
S S S S S S +

RSAMD5 is not w dely deployed, and there is an industry-wide trend to
deprecate MD5 usage.

RSASHA1 and RSASHAL- NSEC3- SHA1 are wi dely depl oyed, although the
zones deploying it are recomended to switch to ECDSAP256SHA256 as
there is an industry-wide trend to nove to elliptic curve
cryptography. RSASHA1 does not support NSEC3. RSASHAl- NSEC3- SHA1
can be used with or w thout NSEC3.

DSA and DSA- NSEC3- SHA1 are not wi dely depl oyed and are vulnerable to
private key conpromn se when generating signatures using a weak or
conprom sed random nunber gener ator.

RSASHA256 is wi dely used and considered strong. It has been the
default algorithmfor a nunber of years and is now slowy being
repl aced with ECDSAP256SHA256 due to its shorter key and signature
size, resulting in smaller DNS packets.

RSASHA512 is NOT RECOMMENDED for DNSSEC signing because it has not
seen w de depl oynment, but there are sonme depl oynments; hence, DNSSEC
val idation MJST inpl enent RSASHA512 to ensure interoperability.
There is no significant difference in cryptographic strength between
RSASHA512 and RSASHA256; therefore, use of RSASHA512 is di scouraged
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as it will only make deprecation of older algorithnms harder. People
who wi sh to use a cryptographically stronger al gorithm should switch
to elliptic curve cryptography al gorithns.

ECC- GOST (GOST R 34.10-2001) has been superseded by GOST R 34.10-2012
in [RFC7091]. GOST R 34.10-2012 hasn't been standardi zed for use in
DNSSEC

ECDSAP256SHA256 provi des nore cryptographic strength with a shorter
signature length than either RSASHA256 or RSASHA512. ECDSAP256SHA256
has been wi dely depl oyed; therefore, it is nowat MJIST |evel for both
validation and signing. It is RECOMWENDED to use the deterministic
digital signature generation procedure of the Elliptic Curve Digita
Signature Al gorithm (ECDSA), specified in [RFC6979], when

i mpl ement i ng ECDSAP256SHA256 (and ECDSAP384SHA384) .

ECDSAP384SHA384 shares the same properties as ECDSAP256SHA256 but

of fers a npdest security advantage over ECDSAP256SHA256 (192 bits of
strength versus 128 bits). For npost DNSSEC applicati ons,
ECDSAP256SHA256 shoul d be satisfactory and robust for the foreseeable
future and is therefore recommended for signing. Wile it is
unlikely for a DNSSEC use case requiring 192-bit security strength to
ari se, ECDSA384SHA384 is provided for such applications, and it MAY
be used for signing in these cases.

ED25519 and ED448 use the Edwards-curve Digital Security Al gorithm
(EdDSA). There are three main advantages of EdDSA: it does not
require the use of a unique random nunber for each signature, there
are no padding or truncation issues as with ECDSA, and it is nore
resilient to side-channel attacks. Furthernore, EdDSA cryptography
is less prone to inplenmentation errors ([RFC8032], [RFC8080]). It is
expected that ED25519 will become the future RECOMVENDED def aul t

al gorithm once there’s enough support for this algorithmin the

depl oyed DNSSEC val i dators

3.2. DNSKEY Al gorithm Reconmendati on
Due to the industry-wide trend towards elliptic curve cryptography,
ECDSAP256SHA256 i s the RECOMVENDED DNSKEY al gorithm for use by new

DNSSEC depl oynents, and users of RSA-based al gorithnms SHOULD upgrade
t o ECDSAP256SHA256.
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3.3. DS and CDS Al gorithns

The following table Iists the recommendati ons for Del egati on Signer
Digest Algorithns [DS-1ANA]. These recommendations al so apply to the
Child Del egati on Signer (CDS) RRTYPE as specified in [ RFC7344].

Fommmaa - dememmememeeaaaas S RIS S RIS +
| Nurber | NMhenpnics | DNSSEC Del egati on | DNSSEC Val i dation |
Fomm oo o e e e oo o e e e o o e e e o +
| O | NULL (CDS only) | MJST NOT [*] | MUST NOT [*] |
| 1 | SHA-1 | MUST NOT | MUST |
| 2 | SHA-256 | MUST | MUST |
| 3 | GOST R 34.11-94 | MJUST NOT | MAY |
| 4 | SHA-384 | MAY | RECOMVENDED |
Fomm oo o e e e oo o e e e o o e e e o +

[*] - This is a special type of CDS record signaling renpval of DS at
the parent in [ RFC8078].

NULL is a special case; see [ RFC8078].

SHA-1 is still widely used for Del egation Signer (DS) records, so

val idators MJST inplenent validation, but it MJST NOT be used to
generate new DS and CDS records (see "Operational Considerations" for
caveats when upgrading fromthe SHA-1 to SHA-256 DS al gorithm)

SHA- 256 is widely used and consi dered strong.

GOST R 34.11-94 has been superseded by GOST R 34.11-2012 in
[ RFC6986]. GOST R 34.11-2012 has not been standardi zed for use in
DNSSEC.

SHA- 384 shares the same properties as SHA-256 but offers a nopdest
security advant age over SHA-256 (384 bits of strength versus 256
bits). For nost applications of DNSSEC, SHA-256 shoul d be
satisfactory and robust for the foreseeable future and is therefore
recomrended for DS and CDS records. Wile it is unlikely for a
DNSSEC use case requiring 384-bit security strength to arise, SHA-384
is provided for such applications, and it MAY be used for generating
DS and CDS records in these cases.

3.4. DS and CDS Al gorithm Recomrmmendati on

An operational reconmendation for new and existing depl oynents:
SHA- 256 is the RECOMVENDED DS and CDS al gorithm
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4. Security Considerations

The security of cryptographic systens depends on both the strength of
the cryptographic algorithns chosen and the strength of the keys used
with those algorithns. The security al so depends on the engi neering
of the protocol used by the systemto ensure that there are no non-
crypt ographi c ways to bypass the security of the overall system

Thi s docunent concerns itself with the selection of cryptographic

al gorithms for use in DNSSEC, specifically with the selection of
"mandat ory-to-inplenent” algorithns. The algorithnms identified in
this docunment as MJST or RECOVMENDED to inplenent are not known to be
broken (in the cryptographic sense) at the current tinme, and
cryptographic research so far leads us to believe that they are
likely to remain secure into the foreseeable future. However, this
isn't necessarily forever, and it is expected that new revisions of
this docunent will be issued fromtime to time to reflect the current
best practices in this area.

Retiring an algorithmtoo soon would result in a zone (signed with a
retired algorithm being downgraded to the equival ent of an unsigned
zone. Therefore, algorithmdeprecation nust be done very slowy and
only after careful consideration and neasurenent of its use.

5. Operational Considerations
DNSKEY algorithmrollover in a live zone is a conplex process. See
[ RFC6781] and [ RFC7583] for guidelines on howto performal gorithm
rol | overs
DS algorithmrollover in a live zone is also a conpl ex process
Upgradi ng an algorithmat the same tinme as rolling a new Key Signing
Key (KSK) will lead to DNSSEC validation failures. Admnistrators
MUST conpl ete the process of the DS al gorithm upgrade before starting
a rollover process for a new KSK

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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