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Abst r act

The Path Conputation El ement (PCE) has been identified as an
appropriate technol ogy for the determ nation of the paths of point-
to-nmultipoint (P2MP) TE Label Switched Paths (LSPs). This docunent
provi des extensions required for the Path Conputation El enent

Conmruni cati on Protocol (PCEP) so as to enable the usage of a stateful
PCE capability in supporting P2MP TE LSPs.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc8623
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The PCEP is designed as a commruni cati on protocol between PCCs and
PCEs for point-to-point (P2P) path computations and is defined in
[ RFC5440]. The extensions of PCEP to request path computation for
P2MP TE LSPs are described in [ RFC8306].

Stateful PCEs are shown to be hel pful in nany application scenarios,
in both MPLS and GWPLS networks, as illustrated in [ RFC8051]. These
scenarios apply equally to P2P and P2MP TE LSPs. [RFC3231] provides
the fundamental extensions to PCEP needed for stateful PCE to support
general functionality for P2P TE LSP. [RFCB8281] provi des extensions
to PCEP needed for stateful PCE-initiated P2P TE LSP. This docunent
conmpl enents that work by focusing on PCEP extensions that are
necessary in order for the deploynent of stateful PCEs to support
P2MP TE LSPs. This document describes the setup, maintenance, and
teardown of PCE-initiated P2MP LSPs under the stateful PCE nodel

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy

Term nol ogy used in this docunent is the sane as term nol ogy used in
[ RFC8231], [RFC8281], and [ RFC8306] .

3. Supporting P2MP TE LSPs for Stateful PCE
3.1. Mbdtivation

[ RFC8051] presents several use cases, denonstrating scenarios that
benefit fromthe deploynent of a stateful PCE including optimzation,
recovery, etc., which are equally applicable to P2MP TE LSPs.

[ RFC8231] defines the extensions to PCEP needed for statefu
operation of P2P TE LSPs. This document conpl enments the previous
wor k by focusing on extensions that are necessary in order for the
depl oynent of stateful PCEs to support P2MP TE LSPs.

In addition to that, the stateful nature of a PCE sinplifies the

i nformati on conveyed in PCEP nmessages since it is possible to refer
to the LSPs via a PCEP-specific LSP identifier (PLSP-1D) ([RFC8231]).
For P2MP, where the size of the message is nmuch larger, this is an
added advantage. Wen using a stateless PCE, a request to nodify an
existing P2MP tree requires that all the | eaves are presented in the
PCEP nessages along with all the path information. But when using a
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stateful PCE, the PCEP nessages can use a PLSP-ID to represent all

i nformati on about the LSP that has previously been exchanged i n PCEP
messages, and it is only necessary to encode the nodifications (such
as new or renoved | eaf nodes). The PLSP-1D provides an index into
the LSP-DB at the PCE and identifies the LSP at the PCC.

In environments where the P2MP TE LSPs pl acenent needs to change in
response to application demands, it is useful to support dynamc
creation and tear down of P2MP TE LSPs. The ability for a PCE to
trigger the creation of P2MP TE LSPs on demand can be seam essly
integrated into a controller-based network architecture where
intelligence in the controller can deternine when and where to set up
paths. Section 3 of [RFC8281] further describes the notivation
behind the PCE-Initiation capability, which is equally applicable to
P2MP TE LSPs.

3.2. (Objectives

The objectives for the protocol extensions to support P2MP TE LSPs
for stateful PCE are the sane as the objectives described in
Section 3.2 of [RFC8231].

4. Functions to Support P2MP TE LSPs for Stateful PCEs

[ RFC8231] specifies new functions to support a stateful PCE. It also
specifies that a function can be initiated either froma PCC towards
a PCE (CGE) or froma PCE towards a PCC (E-C).

Thi s docunent extends these functions to support P2MP TE LSPs:

Capability Advertisenent (E-C,C-E): Both the PCC and the PCE nust
announce during PCEP session establishnment that they support
Stateful PCE extensions for P2MP using mechani sms defined in
Section 5. 2.

LSP State Synchronization (CE): After the session between the PCC
and a stateful PCE with P2MP capability is initialized, the PCE
must learn the state of a PCC s P2MP TE LSPs before it can perform
pat h conputations or update LSP attributes in a PCC.

LSP Update Request (E-C): A stateful PCE with P2MP capability
requests nodification of attributes on a PCC s P2MP TE LSPs.

LSP State Report (G-E): A PCC sends an LSP state report to a PCE
whenever the state of a P2MP TE LSP changes.
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LSP Control Delegation (CGEE-C: A PCCgrants to a PCE the right to
update LSP attributes on one or nore P2MP TE LSPs; the PCE becones
the authoritative source of the LSP's attributes as long as the
del egation is in effect (See Section 5.7 of [RFC8231]); the PCC
may withdraw the del egation or the PCE may give up the del egation
at any tine.

PCE-initiated LSP instantiation (E-C): A PCE sends an LSP Initiate
Message to a PCC to instantiate or delete a P2MP TE LSP [ RFC8281].

5. Architectural Overview of Protocol Extensions
5.1. Extension of PCEP Messages

Two new PCEP nessages are defined in [ RFC8231] to support stateful
PCE for P2P TE LSPs. In this docunent, these nessages are extended
as follows to support P2MP TE LSPs.

Pat h Conmputation State Report (PCRpt): Each P2MP TE LSP State Report
in a PCRpt nmessage contains the actual P2MP TE LSP path
attributes, the LSP status, etc. An LSP State Report carried in a
PCRpt nessage is also used in del egation or revocation of control
of a P2MP TE LSP to/froma PCE. The extension of PCRpt nessages
is described in Section 6.1.

Pat h Conmput ati on Update Request (PCUpd): Each P2MP TE LSP Updat e
Request in a PCUpd message MJST contain all LSP paraneters that a
PCE wi shes to set for a given P2MP TE LSP. An LSP Update Request
carried in a PCUpd nessage is also used to return LSP del egati ons
if at any point the PCE no |onger desires control of a P2MP TE
LSP. The PCUpd nessage is described in Section 6. 2.

Further, a new PCEP nmessage is defined in [ RFC8281] to support
stateful PCE instantiation of P2P TE LSPs. |In this docunment, this
message i s extended as follows to support P2MP TE LSPs.

Path Conmputation LSP Initiate Message (PClnitiate): PCinitiate is a
PCEP nessage sent by a PCE to a PCCto trigger the instantiation
or deletion of a P2MP TE LSP. The PCinitiate nessage is described
in Section 6.5.

The Path Conputation Request (PCReq) and Pat h Conputation Reply
(PCRep) messages are al so extended to support passive stateful PCE
for P2P TE LSPs in [RFC8231]. |In this document, these nessages are
extended to support P2MP TE LSPs as wel .
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5.2. Capability Advertisenent

During the PCEP initialization phase, as per Section 7.1.1 of

[ RFC8231], PCEP speakers advertise Stateful capability via the
STATEFUL- PCE- CAPABI LI TY TLV in the OPEN object. Various flags are
defined for the STATEFUL- PCE- CAPABI LI TY TLV defined in [RFC8231] and
updated in [ RFC8281] and [ RFC8232].

Three new flags, N (P2MP- CAPABI LI TY), M (P2MP-LSP- UPDATE- CAPABI LI TY),
and P ( P2MP- LSP- | NSTANTI ATI ON- CAPABI LI TY), are added in this
docunent :

N (P2MP- CAPABI LITY flag - 1 bit): |If set to 1 by a PCC, the N Flag
indicates that the PCCis willing to send P2MP LSP State Reports
whenever there’s a change to the paraneters or operational status
of the P2MP LSP; if set to 1 by a PCE, the N Flag indicates that
the PCE is interested in receiving LSP State Reports whenever
there is a paraneter or operational status change to the P2MP LSP.
The P2MP- CAPABI LI TY Fl ag MUST be advertised by both a PCC and a
PCE for the P2MP extension (as per this docunent) of the PCRpt
messages to be allowed on a PCEP session.

M ( P2MP- LSP- UPDATE- CAPABI LI TY flag - 1 bit): |If set to 1 by a PCC,
the M Flag indicates that the PCC all ows nodification of P2MP LSP
paraneters; if set to 1 by a PCE, the MFlag indicates that the
PCE is capabl e of updating P2MP LSP parameters. The P2MP- LSP-
UPDATE- CAPABI LI TY Fl ag MUST be advertised by both a PCC and a PCE
for the P2MP extension (as per this docunent) of the PCUpd
messages to be allowed on a PCEP session.

P (P2MP- LSP- | NSTANTI ATI ON- CAPABI LI TY flag - 1 bit): |If set to 1 by a
PCC, the P Flag indicates that the PCC allows instantiation of a
P2MP LSP by a PCE. If set to 1 by a PCE, the P flag indicates
that the PCE supports P2MP LSP instantiation. The P2MP-LSP-

I NSTANTI ATI ON- CAPABI LI TY flag MUST be set by both PCC and PCE in
order to support PCE-initiated P2MP LSP instantiation.

A PCEP speaker should continue to advertise the basic P2MP capability
via mechani sms as described in [ RFC3306] .

5.3. I GP Extensions for Stateful PCE P2MP Capabilities Advertisenent
When the PCC is a Label Switching Router (LSR) participating in the
IGP (either OSPF or IS-1S), and PCEs are either LSRs or servers al so

participating in the 1G, an effective mechanismfor PCE di scovery
within an I GP routing donmain consists of utilizing IGP
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advertisenents. Extensions for the advertisenment of PCE di scovery
informati on are defined for GSPF and for IS 1S in [RFC5088] and
[ RFC5089], respectively.

The PCE- CAP- FLAGS sub-TLV, defined in [RFC5089], is an optional sub-
TLV used to advertise PCE capabilities. It MAY be present within the
PCE Di scovery (PCED) TLV carried by OSPF or IS 1S. [RFC5088] and

[ RFC5089] provide the description and processing rules for this sub-
TLV when carried within OSPF and 1S-1S, respectively.

The format of the PCE- CAP-FLAGS sub-TLV is included bel ow for easy
ref erence

Type: 5
Length: Multiple of 4

Val ue: This contains an array of units of 32-bit flags with the nost
significant bit as 0. Each bit represents one PCE capability.

PCE capability bit flags are defined in [RFC5088]. This docunent
defines new capability bits for the stateful PCE with P2MP as

fol |l ows:
Bi t Capability
13 Active Stateful PCE with P2MP
14 Passi ve Stateful PCE with P2MP
15 PCE-Initiation with P2MP

Note that, while active, passive, or initiation stateful PCE
capabilities for P2MP nay be advertised during discovery, PCEP
Speakers that wish to use stateful PCEP for P2MP TE LSPs MJST
advertise stateful PCEP capabilities during PCEP session setup, as
specified in the current docurment. A PCC MAY initiate stateful PCEP
P2MP capability advertisement at PCEP session setup even if it did
not receive any | GP PCE capability advertisenents.

5.4. State Synchronization
State Synchroni zation operations (described in Section 5.6 of
[ RFC8231]) are applicable for the P2MP TE LSPs as well. The
optini zations described in [ RFC8232] can al so be applied for P2MP TE
LSPs.
5.5. LSP Del egati on

LSP del egati on operations (described in Section 5.7 of [RFC8231]) are
applicable for P2MP TE LSPs as wel | .
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5.6. LSP Operations
5.6.1. Passive Stateful PCE

LSP operations for passive stateful PCE (described in Section 5.8.1
of [RFC8231]) are applicable for P2MP TE LSPs as wel | .

The PCReq and PCRep message format for P2MP TE LSPs is described in
Sections 3.4 and 3.5 of [RFC8306], respectively.

The PCReq and PCRep nessage for P2MP TE LSPs are extended to support
encodi ng of the LSP object so that it is possible to refer to an LSP
with a unique identifier and sinplify the PCEP nessage exchange. For
exanple, in case of nodification of one leaf in a P2MP tree, there
shoul d be no need to carry the full P2MP tree in a PCReq message.

The extensions for the Request and Response nessage for passive
stateful operations on P2MP TE LSPs are described in Sections 6.3 and
6.4. The extension for the Path Conputation LSP State Report (PCRpt)
message i s described in Section 6. 1.

5.6.2. Active Stateful PCE

LSP operations for active stateful PCE (described in Section 5.8.2 of
[ RFC8231]) are applicable for P2MP TE LSPs as wel | .

The extension for the Path Conputation LSP Update (PCUpd) message for
active stateful operations on P2MP TE LSPs is described in
Section 6. 2.

5.6.3. PCE-lInitiated LSP

As per Section 5.1 of [RFC8281], the PCE sends a Path Conputation LSP
Initiate Request (PClnitiate) nessage to the PCC to suggest
instantiation or deletion of a P2P TE LSP. This docunment extends the
PClnitiate nmessage to support P2MP TE LSPs (see details in

Section 6.5).

The instantiation and del eti on operations for P2MP TE LSPs are the
sane as for P2P LSPs as described in Sections 5.3 and 5.4 of
[ RFC8281] .

5.6.3.1. P2MP TE LSPs Instantiation
The instantiation operation of P2MP TE LSPs is the sane as the LSP
instantiation operation defined in Section 5.3 of [RFC8281]; this

i ncludes the handling of the PLSP-1D, SYMBOLI C-PATH NAMVE TLV, etc.
The processing rules and use of error codes renmain unchanged. The N

Palle, et al. St andards Track [ Page 9]



RFC 8623 Stateful P2MP June 2019

(P2MP) flag (Section 7.1) MJST be set in the LSP object in the
PClnitiate message by the PCE to specify that the instantiation is
for P2MP TE LSPs. Like the PLSP-1D (as per [RFC8281]), the P2MP-LSP-
| DENTI FI ERS TLV SHOULD NOT be included in the LSP object in
PClnitiate messages and MJST be ignored on receipt. These
identifiers are generated by the PCC on receipt of the PClnitiate
message and reported via a PCRpt nessage to the PCE

5.6.3.2. P2MP TE LSPs Del eti on

The del etion operation of P2MP TE LSPs is the sane as the LSP

del etion operation defined in Section 5.4 of [RFC8281]; this entails
sending an LSP Initiate Message with an LSP object carrying the PLSP-
ID of the LSP to be renoved as well as a Stateful PCE Request
Paranmeter (SRP) object with the R flag set (LSP-REMOVE as per

Section 5.2 of [RFC8281]). The processing rules and error codes
remai n unchanged.

5.6.3.3. Adding and Pruning Leaves for the P2MP TE LSP

The addi ng of new | eaves and pruning of old | eaves for the PCE-
initiated P2MP TE LSP MJUST be carried in a PCUpd nessage as per
Section 6.2 for P2MP TE LSP extensions. As defined in [ RFC8306],
|l eaf type = 1 is used for adding new | eaves, and leaf type = 2 is
used for pruning old | eaves of P2MP END- PO NTS bj ects

PCC MAY use the Increnental State Update nechani sm as described in
[ RFC4875] to signal the adding and pruning of |eaves.

Section 3.10 of [RFC8306] defines the error-handling procedures when
addi ng new | eaves to or renoving old | eaves fromthe existing P2MP
tree for PCReq nessages. The sane error handling and error codes are
al so applicable to the stateful PCE messages as described in this
docunent .

5.6.3.4. P2MP TE LSPs Del egation and C eanup
P2MP TE LSPs del egati on and cl eanup operations are the sane as the

LSP del egati on and cl eanup operations defined in Section 6 of
[ RFC8281]. The processing rules and error codes remai n unchanged.
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6. PCEP Message Extensions
Message formats in this section, as those in [RFC8231], [RFC8281],
and [ RFC5440], are presented using Routing Backus-Naur Format (RBNF)
as specified in [ RFC5511].

6.1. The PCRpt Message
As per Section 6.1 of [RFC8231], a PCRpt nessage is used to report
the current state of a P2P TE LSP. This docunent extends the PCRpt
nmessage in reporting the status of P2MP TE LSPs.

The format of a PCRpt nessage is as follows:

<PCRpt Message> ::= <Common Header >
<state-report-list>
Wher e:
<state-report-list> ::= <state-report>
[<state-report-list>]
<state-report> ::= [ <SRP>]
<LSP>
<pat h>
Wher e:
<pat h> ::= <end-poi nt-intended-path-pair-1|ist>

[<actual -attribute-list>
<end- poi nt-actual -path-pair-1|ist>]
[<intended-attribute-Iist>]

<end- poi nt-i nt ended-path-pair-list>::=
[ <END- PO NTS>]
[ <S2LS>]
<i nt ended- pat h>
[ <end- poi nt-i nt ended- pat h-pair-1ist>]

<end- poi nt-actual -path-pair-list>:=
[ <END- PO NTS>]
[ <S2LS>]
<act ual - pat h>
[ <end- poi nt-actual -pat h-pair-1ist>]

<i nt ended- pat h> :: = (<ERO>| <SERC>)
[ <i nt ended- pat h>]

<actual - pat h> :: = (<RRO>| <SRRO>)
[ <act ual - pat h>]

Palle, et al. St andards Track [ Page 11]



RFC 8623 Stateful P2MP June 2019

<intended-attribute-list> is defined in [ RFC5440] and extended by
PCEP ext ensi ons.

<actual -attribute-list> consists of the actual conputed and signal ed
val ues of the <BANDW DTH> and <netric-1lists> objects defined in
[ RFC5440] .

The P2MP END- PO NTS obj ect defined in [RFC8306] is mandatory for
speci fying the address of P2MP | eaves, grouped by | eaf types.

0 New |l eaves to add (leaf type = 1)

o Od leaves to remove (leaf type = 2)

0o dd | eaves whose path can be nodified/reoptimzed (|l eaf type = 3)
0 dd | eaves whose path nust be | eft unchanged (|l eaf type = 4)

When reporting the status of a P2MP TE LSP, the destinati ons MJST be
grouped in the END PO NTS obj ect based on the operational status (O
field in S2LS objects) and | eaf type (in END- PO NTS objects). This
way, |eaves of the sane type that share the sane operational status
can be grouped together. For reporting the status of del egated P2MP
TE LSPs, leaf type = 3 is used, whereas for nondel egated P2MP TE
LSPs, leaf type = 4 is used.

For a del egated P2MP TE LSP, configuration changes are reported via a
PCRpt nessage. For exanple, for adding new | eaves, leaf type =1 is
used in the END- PO NTS object, and for renoving old | eaves, |eaf type
= 2 is used.

Note that the conmpatibility with the [ RFC8231] definition of <state-
report> is preserved. At |east one instance of <END PO NTS> MJUST be
present in this nessage for P2MP LSP

Note that the ordering of <end-point-intended-path-pair-1list>,
<actual -attribute-list> <end-point-actual-path-pair-list> and
<intended-attribute-list>is done to retain conpatibility with state
reports for the P2P LSPs as per [RFC8231].

During state synchronization, the PCRpt nmessage reports the status of
the full P2MP tree

The S2LS object MIST be carried in a PCRpt nessage along with the
END- PO NTS obj ect when an N (P2MP) flag is set in an LSP object for
P2MP TE LSPs. |If the S2LS object is mssing, the receiving PCE MJST
send a PCEP Error (PCErr) nessage with Error-type=6 ("Mandatory

oj ect missing") and Error-value=13 ("S2LS object missing"). If the
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END- PO NTS obj ect is nissing, the receiving PCE MJST send a PCErr
message with Error-type=6 ("Mandatory Object mssing") and Error-
val ue=3 (" END- PO NTS obj ect m ssing") (defined in [ RFC5440].

The S2LS object could be used in conjunction with the intended-path
(EXPLI CI T_RQOUTE obj ect or ERO as well as the actual -path
(RECORD_RQUTE object or RRO; for the sanme |leaf, the state encoded in
the S2LS object associated with the actual -path MJST be used over the
i nt ended- pat h.

If the E-bit (ERO Conpress bit) was set to 1 in the report, then the
path will be fornmed by an ERO foll owed by a |ist of

SECONDARY_EXPLI Cl T_ROUTE (hj ects (SERGs), or an RRO followed by a

i st of SECONDARY_RECORD ROUTE (bjects (SRROs).

6.2. The PCUpd Message
As per Section 6.2 of [RFC8231], a PCUpd nessage is used to update
P2P TE LSP attributes. This docunent extends the PCUpd nmessage in
updating the attributes of a P2MP TE LSP.

The format of a PCUpd nessage is as follows:

<PCUpd Message> ::= <Common Header >

<updat e-request-1ist>
VWher e:
<updat e-request-1list> ::= <update-request>

[ <updat e-request-1i st >]

<updat e-request> ::= <SRP>

<LSP>

<pat h>
Wher e:
<path> ::= <end-point-path-pair-list>

<intended-attribute-|ist>

<end-point-path-pair-list>:=
[ <END- POl NTS>]
<i nt ended- pat h>
[ <end- poi nt-path-pair-1ist>]

<i nt ended- pat h> :: = (<ERO>| <SERC>)
[ <i nt ended- pat h>]
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<intended-attribute-list>is the attribute-list defined in [ RFC5440]
and extended by PCEP extensions.

Note that the conpatibility with the [ RFC8231] definition of <update-
request> i s preserved.

The PCC SHOULD use the make- before-break or sub-group-based
procedures described in [ RFC4875] based on a | ocal policy decision

The END- PO NTS object MJUST be carried in a PCUpd nmessage when the N
flag is set in the LSP object for a P2MP TE LSP. |If the END- PO NTS
object is missing, the receiving PCC MIST send a PCErr nessage with
Error-type=6 ("Mandatory Cbject missing") and Error-val ue=3
("END- PO NTS object missing") (defined in [RFC5440]).

6.3. The PCReq Message

As per Section 3.4 of [RFC8306], a PCReq nessage is used for a P2MP
Pat h Conputation Request. This docunent extends the PCReq nessage
such that a PCC MAY include the LSP object in the PCReq nessage if
the stateful PCE P2MP capability has been negotiated on a PCEP
sessi on between the PCC and a PCE

The format of a PCReq nessage is as follows:

<PCReq Message>::= <Comopn Header >
[ <svec-li st >]
<request-list>

wher e:

<svec-list>:= <SVEC
[ <OF>]
[<metric-list>]
[ <svec-li st >]

<request-1list>::=<request>[<request-Ilist>]

<request >:: = <RP>
<end-point-rro-pair-1|ist>
[ <LSP>]
[ <GF>]
[ <LSPA>]
[ <BANDW DTH>]
[<netric-list>]
[ <I RO>| <BNC>]
[ <LOAD- BALANCI NG>]
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<end-point-rro-pair-list>:= <END PO NTS>
[ <RRO- Li st >[ <BANDW DTH>] ]
[ <end-point-rro-pair-list>]

<RRO Li st >: : =( <RRO>| <SRRC>) [ <RRC- Li st >]
<metric-list> :=<METRIC[<nmetric-1list>]

6.4. The PCRep Message

As per Section 3.5 of [RFC8306], a PCRep nessage is used for a P2MP
Pat h Conputation Reply. This docunent extends the PCRep nessage such
that a PCE MAY include the LSP object in the PCRep nessage if the
stateful PCE P2MP capability has been negotiated on a PCEP session
bet ween the PCC and a PCE.

The format of a PCRep nessage is as follows:

<PCRep Message>::= <Compn Header >
<response-|ist>

wher e:
<response-|ist>::=<response>[ <response-|ist>]

<response>: : =<RP>
[ <end- poi nt - pat h-pai r-1ist>]
[ <LSP>]
[ <NO- PATH>]
[ <UNREACH- DESTI NATI ON>]
[<attribute-list>]

<end- poi nt-path-pair-list>::= [ <END- PO NTS>]
<pat h>
[ <end- poi nt-path-pair-1list>]

<pat h> ::= (<ERC>| <SERO>) [ <pat h>]

<attribute-list>::=[<CF>]
[ <LSPA>]
[ <BANDW DTH>]
[<netric-list>]
[ <I RO>]
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6.5. The PCInitiate Message

As defined in section 5.1 of [RFC8281], a PCE sends a PClnitiate
nmessage to a PCC to recommend instantiation of a P2P TE LSP. This
docunent extends the format of a PClnitiate nessage for the creation
of P2MP TE LSPs, but the creation and del etion operations of P2MP TE
LSPs are the sane to the P2P TE LSPs.

The format of a PClnitiate nessage is as follows:

<PClnitiate Message> ::= <Commopn Header >
<PCE-initiated-I|sp-list>

Wher e:

<PCE-initiated-Isp-list> ::= <PCE-initiated-I|sp-request>

[<PCE-initiated-Isp-1list>]

<PCE-initiated-Isp-request> ::=
(<PCE-initiated-1sp-instantiation> <PCE-initiated-I|sp-deletion>)

<PCE-initiated-Isp-instantiation> ::= <SRP>
<LSP>
<end- poi nt-path-pair-list>
[<attribute-list>]

<PCE-initiated-Isp-deletion> ::= <SRP>
<LSP>

Wher e:

<end- poi nt-path-pair-list>:=
[ <END- POl NTS>]
<i nt ended- pat h>
[ <end- poi nt-path-pair-1list>]

<i nt ended- pat h> :: = (<ERO>| <SERC>)
[ <i nt ended- pat h>]

<attribute-list> is defined in [ RFC5440] and extended by PCEP
ext ensi ons.

The PCInitiate nmessage with an LSP object with the N flag (P2MP) set
is used to convey operation on a P2MP TE LSP. The SRP object is used
to correlate between initiation requests sent by the PCE, and the
error reports and state reports sent by the PCC as described in

[ RFC8231] .
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The END- PO NTS obj ect MUST be carried in a PClnitiate nessage when
the Nflag is set in an LSP object for a P2MP TE LSP. If the END
PO NTS object is mssing, the receiving PCC MIST send a PCErr nessage
with Error-type=6 ("Mandatory bject nissing") and Error-val ue=3
("END- PO NTS object missing") (defined in [RFC5440]).

6.6. Exanple
6.6.1. P2MP TE LSPs Update Request

An LSP Updat e Request nessage is sent by an active stateful PCE to
update the P2MP TE LSPs paraneters or attributes. An exanple of a
PCUpd message for P2MP TE LSPs is described bel ow

Cormon Header

SRP

LSP with P2MP fl ag set

END- PO NTS for |eaf type 3
ERO |i st

In this example, a stateful PCE requests an update of the path taken
to sone of the leaves in a P2MP tree. The update request uses the
END- PO NT type 3 (nodified/reoptimzed). The EROIist represents the
source-to-1leaves path after nodification. The update nessage does
not need to encode the full P2MP tree in this case.

6.6.2. P2MP TE LSP Report

The LSP State Report nessage is sent by a PCCto report or del egate
the P2MP TE LSP. The | eaves of the P2MP TE LSP are grouped in the
END- PO NTS obj ect based on the operational status and the |eaf type.
An exanpl e of a PCRpt nessage is described bel ow for a del egated P2MP
TE LSP to add new | eaves to an existing P2MP TE LSP:

Comon Header
LSP with P2MP fl ag set
END- PO NTS for |eaf type 1 (add)

S2LS ( O=DOVN)
ERO list (enpty)

An exanpl e of a PCRpt message for a P2MP TE LSP is described below to
prune | eaves from an existing P2MP TE LSP:

Comrmon Header

LSP with P2MP fl ag set

END- PO NTS for |leaf type 2 (renove)
S2LS (O=UP)
ERO list (enpty)
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An exanpl e of a PCRpt nmessage for a del egated P2MP TE LSP i s
described below to report the status of |eaves in an existing P2MP TE
LSP:

Comon Header

SRP

LSP with P2MP fl ag set

END- PO NTS for |eaf type 3 (nodify)
S2LS (O=UP)
RRO |i st

END- PO NTS for |leaf type 3 (nodify)
S2LS ( O=DOVN)
ERO list (enpty)

In this example, the PCRpt message is in response to a PCUpd message.
The PCRpt nessage includes the correspondi ng SRP object and indicates
that sone | eaves are up (wWith the actual path) and sone are down.

An exanpl e of a PCRpt nmessage for a nondel egated P2MP TE LSP i s
described below to report status of |eaves:

Comon Header

LSP with P2MP fl ag set

END- PO NTS for |eaf type 4 (unchanged)
S2LS ( O=ACTI VE)
RRO |i st

END- PO NTS for |eaf type 4 (unchanged)
S2LS ( O=DON)
ERO list (enpty)

6.6.3. P2MP TE LSPs I nitiation Request

An LSP Initiation Request nessage is sent by a stateful PCE to create
a P2MP TE LSP. An exanple of a PClnitiate nessage for a P2MP TE LSP
i s described bel ow

Conmon Header

SRP

LSP with P2MP fl ag set

END- PO NTS for |eaf type 1 (add)
ERO | i st

In this exanple, a stateful PCE requests the creation of a P2MP TE
LSP. The initiation request uses the END-PO NT type 1 (new | eaves).
The ERO list represents the source-to-leaves path. The initiate
message encodes the full P2MP tree in this case.
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7. PCEP bject Extensions

The new PCEP TLVs defined in this docunment are in conpliance with the
PCEP TLV format defined in [ RFC5440].

7.1. LSP bject Extension

The LSP (bject is defined in Section 7.3 of [RFC8231]. It specifies
the PLSP-1D to uniquely identify an LSP that is constant for the life
time of a PCEP session. Simlarly, for a P2MP tunnel, the PLSP-1D
uniquely identifies a P2MP TE LSP. This docunent adds the follow ng
flags to the LSP Object:

N (P2MP flag - 1 bit): If the Nflag is set to 1, it indicates that
the message is for a P2MP TE LSP

F (Fragnentation flag - 1 bit): |If the Fflag is unset (0), it
indicates that the LSP is not fragmented or that it is the |ast
pi ece of the fragmented LSP. |If the Fflag is set to 1, it
indicates that the LSP is fragnmented and that it is not the | ast
pi ece of the fragnented LSP. The receiver needs to wait for

additional fragments until it receives an LSP with the sane PLSP-
IDand with the F-bit set to 0. See Section 8 for further
details.

E (ERO-conpression flag - 1 bit): |If the Eflag is set to 1, it
indicates the route is in conpressed format (that is, Secondary
Explicit Route Object (SERO and Secondary Record Route hject
(SRRO) objects [ RFC8306] are in use).

The flags defined in this section (N, F, and E) are used in PCRpt,
PCUpd, or PCinitiate nessages. |In the case of PCReq and PCRep
messages, these flags have no neaning and thus MJST be ignored. The
corresponding flags in the RP (Request Paraneters) object are used as
described in [ RFC8306].

7.1.1. P2MP-LSP- I DENTI FI ERS TLV

[ RFC8231] specifies the LSP-IDENTIFIERS TLVs to be included in the
LSP object. For P2MP TE LSP, this docunent defines P2MP-LSP-

| DENTI FI ERS TLVs for the LSP object. There are two P2MP- LSP-

| DENTI FI ERS TLVs, one for |Pv4 and one for | Pv6. The P2MP-LSP-

| DENTI FI ERS TLV MJST be included in the LSP object in a PCRpt nessage
for P2MP TE LSPs. If the N bit is set in the LSP object in the PCRpt
message but the P2MP-LSP-I1DENTIFI ER TLV is absent, the PCE MUST
respond with a PCErr nmessage carrying error-type 6 ("mandatory object
m ssing") and error-value 14 ("P2MP-LSP-1DENTI FI ERS TLV mi ssing") and
cl ose the PCEP session
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The P2MP- LSP-1DENTI FI ERS TLV MAY be included in the LSP object in the
PCUpd message for P2MP TE LSPs. The special value of all zeros for
all the fields in the value portion of the TLV is used to refer to
all paths pertaining to a particular PLSP-ID. The length of the TLV
remai ns fixed based on the I P version

The P2MP- LSP- | DENTI FI ERS TLV SHOULD NOT be used in a PClnitiate
message (see Section 5.6.3.1) and MAY optionally be included in the
LSP object in the PCReq and the PCRep nessage for P2MP TE LSP

The format of the | PV4-P2MP-LSP- | DENTI FI ERS TLV is shown in Figure 1:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=32 | Lengt h=16 |
R e s T o T S R El ok i R e e S S e o o s
| | Pv4 Tunnel Sender Address |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| LSP ID | Tunnel 1D |
B i s T T i i o S o T Ji I
| Ext ended Tunnel ID |
R e s T o T S R El ok i R e e S S e o o s
| P2MP | D |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Fi gure 1: | PV4-P2MP-LSP-1 DENTI FI ERS TLV For nat

The type (16 bits) of the TLV is 32. The length (16 bits) has a
fixed value of 16 octets. The value contains the follow ng fields:

| Pv4 Tunnel Sender Address: Contains the sender node’ s | Pv4 address,
as defined in [ RFC3209]. See Section 4.6.2.1 of [RFC3209] for the
LSP_TUNNEL | Pv4 Sender Tenpl ate nhject.

LSP ID: Contains the 16-bit 'LSP ID identifier defined in
[ RFC3209]. See Section 4.6.2.1 of [RFC3209] for the
LSP_TUNNEL_| Pv4 Sender Tenpl ate nbject.

Tunnel ID: Contains the 16-bit *Tunnel ID identifier defined in
[ RFC3209]. See Section 4.6.1.1 of [RFC3209] for the
LSP_TUNNEL | Pv4 Sessi on nbject.

Ext ended Tunnel ID. Contains the 32-bit 'Extended Tunnel |D

identifier defined in [RFC3209]. See Section 4.6.1.1 of [RFC3209]
for the LSP_TUNNEL | Pv4 Session Object.
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P2MP I D: Contains the 32-bit "P2MP ID identifier defined in
Section 19.1.1 of [RFC4875] for the P2MP LSP Tunnel |Pv4 SESSI ON
oj ect.

The format of the | PV6-P2MP-LSP- 1 DENTI FI ERS TLV is shown in Figure 2:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=33 | Lengt h=40 |
R e s T o T S R El ok i R e e S S e o o s

| Pv6 tunnel sender address
(16 octets)

B o T B R S
LSP I D Tunnel 1D
B S S T i i S it S I S S S Y S

Ext ended Tunnel |ID
(16 octets)

-+ +—+— +— +— +— +— +—

e T S T e S I S
P2MP | D |
N kL p e SR S T R S S S R

i S e e e St Sl Sl S

Fi gure 2: | PV6- P2MP- LSP-1 DENTI FI ERS TLV For nat

The type (16 bits) of the TLV is 33. The length (16 bits) has a
fixed Il ength of 40 octets. The value contains the follow ng fields:

| Pv6 Tunnel Sender Address: Contains the sender node’ s | Pv6 address,
as defined in [ RFC3209]. See Section 4.6.2.2 of [RFC3209] for the
LSP_TUNNEL | Pv6 Sender Tenpl ate nhject.

LSP ID: Contains the 16-bit 'LSP ID identifier defined in
[ RFC3209]. See Section 4.6.2.2 of [RFC3209] for the
LSP_TUNNEL_| Pv6 Sender Tenpl ate nhject.

Tunnel ID: Contains the 16-bit Tunnel ID identifier defined in

[ RFC3209]. See Section 4.6.1.2 of [RFC3209] for the
LSP_TUNNEL | Pv6 Sessi on hject.
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Ext ended Tunnel ID: Contains the 128-bit ' Extended Tunnel |ID
identifier defined in [RFC3209]. See Section 4.6.1.2 of [RFC3209]
for the LSP_TUNNEL_I Pv6 Session Object.

P2MP I D:  Defined above under Figure 1.
Tunnel I D: Renmins constant over the |lifetine of a tunnel.
7.2. S2LS nj ect

The S2LS (Source-to-Leaves) hject is used to report the state of one
or nore destinations (|leaves) encoded within the END PO NTS obj ect
for a P2MP TE LSP. It MJST be carried in a PCRpt nessage along with
an END- PO NTS obj ect when the Nflag is set in an LSP object.

S2LS hject-Cl ass is 41.
S2LS bj ect-Types is 1.
The format of the S2LS object is shown in the follow ng figure:

0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i
I Fl ags I a

T S i T o S T i e SEp ST A S

| |
/1 Optional TLVs /1

T S e S i i SR SR S et i i
Figure 3: S2LS Object Format
Flags (32 bits): The following flag is currently defined:

O (Operational - 3 bits) The Ofield represents the operational
status of the group of destinations. The values are as per the
Qperational field in the LSP object defined in Section 7.3 of
[ RFC8231] .

Unassigned bits are reserved for future uses. They MJST be set to O
on transni ssion and MJST be ignored on receipt.

VWhen the N flag is set in an LSP object, the Ofield in the LSP

obj ect represents the operational status of the full P2MP TE LSP, and
the Ofield in the S2LS object represents the operational status of a
group of destinations encoded within the END- PO NTS object. If there
is aconflict between the Ofield in the LSP and the S2LS object (for
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example, the Ofield in the LSP corresponds to down whereas the O
field in the S2LS is up), the PCEP speaker MJST generate an error
with error-type 10 ("Reception of an invalid object”) and error-val ue
22 ("M smatch of Ofield in S2LS and LSP object").

Future documents m ght define optional TLVs that could be included in
the S2LS bj ect.

8. Message Fragnentation

The total PCEP nessage | ength, including the cormon header, is
(27216)-1 bytes. In certain scenarios, the P2MP report and update
request may not fit into a single PCEP nessage (e.g., initial report
or update). The F flag is used in the LSP object to signal that the
initial report, update, or initiate request was too large to fit into
a single PCEP nessage and will be fragnmented into nultiple nmessages.
In order to identify the single report or update, each nessage wl|
use the same PLSP-ID. In order to identify that a series of
PClnitiate nmessages represents a single Initiate, each nessage w |
use the sanme PLSP-1D (in this case 0) and SRP-ID- nunber.

The fragmentation procedure described bel ow for report or update
messages is simlar to [ RFC8306], which describes request and
response nessage fragnmentation

8.1. Report Fragnentation Procedure

If the initial report is too large to fit into a single report
message, the PCC will split the report over multiple nmessages. Each

message sent to the PCE, except the last one, will have the F flag
set in the LSP object to signify that the report has been fragmented
into multiple messages. In order to identify that a series of report

messages represents a single report, each nmessage will use the same
PLSP-1 D

The Error-Type value 18 ("P2MP Fragmentation Error") is used to
report any error associated with the fragnentati on of a P2MP PCEP
message. A new error-value 2 indicates "Fragnmented report failure"
and is used if a PCE does not receive the last part of the fragnented
nessage.

8.2. Update Fragnmentation Procedure

Once the PCE conputes and updates a path for some or all leaves in a
P2MP TE LSP, an update nessage is sent to the PCC. |If the update is
too large to fit into a single update nmessage, the PCE will split the
update over nultiple nmessages. Each update nessage sent by the PCE
except the last one, will have the F flag set in the LSP object to
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signify that the update has been fragmented into multiple nessages.
In order to identify that a series of update messages represents a
singl e update, each nmessage will use the sane PLSP-1D and SRP-1D-
number .

The Error-Type value 18 ("P2MP Fragmentation Error") is used to
report any error associated with the fragnentati on of a P2MP PCEP
message. A new error-value 3 indicates "Fragnmented update failure"
and is used if a PCC does not receive the last part of the fragnented
nessage.

8.3. PCnitiate Fragnentation Procedure

Once the PCE initiates to set up a P2MP TE LSP, a PClnitiate nessage

is sent to the PCC. If the initiate request is too large to fit into
a single PClnitiate message, the PCE will split the initiate request

over multiple nessages. Each PClnitiate nessage sent by the PCE

except the last one, will have the F flag set in the LSP object to
signify that the PCinitiate has been fragmented into multiple
messages. |In order to identify that a series of PClnitiate nmessages

represents a single Initiate, each nmessage will use the same PLSP-1D
(in this case 0) and SRP-I D nunber.

The Error-Type value 18 ("P2MP Fragmentation Error") is used to
report any error associated with the fragnentati on of a P2MP PCEP
message. A new error-value 4 indicates "Fragnmented instantiation
failure" and is used if a PCC does not receive the |ast part of the
fragnment ed nessage

9. Nonsupport of P2MP TE LSPs for Stateful PCE

The PCEP extensions described in this document for stateful PCEs with
P2MP capability MJUST NOT be used if the PCE has not advertised its
stateful capability with P2MP as per Section 5.2. |If the PCC
supports the extensions as per this docunent (understands the N

( P2MP- CAPABI LI TY) and M ( P2MP- LSP- UPDATE- CAPABI LI TY) flags in the LSP
object) but did not advertise this capability, then upon receipt of a
PCUpd message fromthe PCE, it SHOULD generate a PCErr with error-
type 19 ("Invalid Operation"), error-value 12 ("Attenpted LSP Update
Request for P2MP if active stateful PCE capability for P2MP was not
advertised"), and termnate the PCEP session. |f the PCE supports
the extensions as per this docunment (understands the N (P2MP-

CAPABI LITY) flag in the LSP object) but did not advertise this
capability, then upon receipt of a PCRpt nmessage fromthe PCC, it
SHOULD generate a PCErr with error-type 19 ("lnvalid Operation"),
error-value 11 ("Attenpted LSP State Report for P2MP if stateful PCE
capability for P2MP was not advertised"), and it SHOULD term nate the
PCEP sessi on.
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If a Stateful PCE receives a P2MP TE LSP report nmessage and the PCE
does not understand the N (P2MP- CAPABILITY) flag in the LSP object,
and therefore the PCEP extensions described in this docunent, then
the Stateful PCE would act as per Section 6.1 of [RFC8231] (and
consi der the PCRpt nessage as invalid).

The PCEP extensions described in this docunent for PCC or PCE with
the PCE-Initiation capability for P2MP TE LSPs MJUST NOT be used if
the PCC or PCE has not advertised its stateful capability with
Instantiation and P2MP capability as per Section 5.2. |If the PCC
supports the extensions as per this docunent (understands the P
(P2MP- LSP- | NSTANTI ATl ON- CAPABI LI TY) flag) but did not advertise this
capability, then upon receipt of a PClnitiate nmessage fromthe PCE
it SHOULD generate a PCErr with error-type 19 ("Invalid Operation"),
error-value 13 ("Attenpted LSP Instantiati on Request for P2MP if
stateful PCE instantiation capability for P2MP was not advertised"),
and term nate the PCEP session.

10. Manageability Considerations

Al'l manageability requirements and considerations listed in

[ RFC5440], [RFC8306], [RFCB8231], and [RFCB8281] apply to PCEP
extensions defined in this docunent. |In addition, requirenents and
considerations listed in this section apply.

10.1. Control of Function and Policy
A PCE or PCC inplenentation MJST all ow configuration of the statefu
PCEP capability, the LSP Update capability, and the LSP Initiation
capability for P2MP LSPs.

10.2. Information and Data Mbdel s
The PCEP YANG nodul e [ PCE- PCEP- YANG can be extended to include
advertised P2MP stateful capabilities, P2MP synchroni zati on status,
and the del egation status of a P2MP LSP, etc. The statistics nodul e
shoul d al so count data related to P2MP LSPs.

10.3. Liveness Detection and Monitoring
Mechani sns defined in this docunent do not inply any new |iveness

detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].
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10.

10.

10.

11.

11.

11.

4. Verify Correct Operations

Mechani sns defined in this docunent do not inply any new operation
verification requirenents in addition to those already listed in

[ RFC5440], [RFC8306], [RFCB231], and [ RFCB8281].

5. Requirenents on Qther Protocols

Mechani sns defined in this docunent do not inply any new requirenents
on ot her protocols.

6. Inpact on Network Operations

Mechani sns defined in this docunent do not have any inpact on network
operations in addition to those already listed in [ RFC5440],

[ RFC8306], [RFC8231], and [ RFC8281].

Stateful PCE features for P2MP LSPs woul d hel p with network
operati ons.

| ANA Consi der ations

| ANA has registered the code points for the protocol elenents defined
in this docunent.

1. PCE Capabilities in |IGP Advertisenents

| ANA has registered the new bits in the OSPF Paraneters "Path
Conput ati on El enent (PCE) Capability Flags" registry, as foll ows:

Bi t Capability Description Ref er ence
13 Active Stateful PCE with P2MP RFC 8623
14 Passive Stateful PCE with P2MP RFC 8623
15 Stateful PCE Initiation with P2MP  RFC 8623

2. STATEFUL- PCE- CAPABI LI TY TLV

The STATEFUL- PCE- CAPABI LI TY TLV is defined in [RFC8231], and the

" STATEFUL- PCE- CAPABI LI TY TLV Flag Fi el d" subregistry was created to
manage the flags in the TLV. | ANA has registered the foll owi ng code
points in the aforenentioned registry.

Bit Descri ption Ref erence
23 P2MP- LSP- | NSTANTI ATl ON- CAPABI LI TY RFC 8623
24 P2MP- LSP- UPDATE- CAPABI LI TY RFC 8623
25 P2MP- CAPABI LI TY RFC 8623
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11.3. LSP nject

The LSP object is defined in [RFC3231], and the "LSP Object Fl ag
Fi el d* subregistry was created to nanage the Flags field of the LSP
obj ect.

I ANA has registered the follow ng code points in the aforenmentioned
registry.

Bit Descri ption Ref erence
1 ERO conpr essi on RFC 8623
2 Fragnentati on RFC 8623
3 P2MVP RFC 8623

11. 4. PCEP- ERROR Obj ect

| ANA has registered the new error values w thin the "PCEP- ERROR
oj ect Error Types and Val ues" subregistry of the PCEP Nunbers
registry, as follows:

Error-Type Meaning
6 Mandat ory Obj ect m ssing [ RFC5440]
Error-value = 13: S2LS obj ect m ssing
Error-value = 14: P2MP-LSP- 1 DENTI FI ERS TLV mi ssi ng
10 Reception of an invalid object [RFC5440]
Error-value = 22: Msmatch of Ofield in S2LS
and LSP obj ect
18 P2MP Fragnentation Error [ RFC8306]
Error-value = 2: Fragnented Report failure
Error-val ue 3: Fragnmented Update failure
Error-val ue 4: Fragmented Instantiation failure
19 Invalid Operation [ RFC8231]
Error-value = 11: Attenpted LSP State Report
for P2WP if stateful PCE capability
for P2MP was not adverti sed
Error-value = 12: Attenpted LSP Update Request
for P2MP if active stateful PCE capability
for P2MP was not advertised
Error-value = 13: Attenpted LSP Instantiation
Request for P2MP if stateful PCE
instantiation capability for P2MP was not
adverti sed

The reference for all new Error-val ues above is RFC 8623.
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11.

11.

11.

5. PCEP TLV Type Indicators

I ANA has registered the follow ng code points in the existing "PCEP
TLV Type Indicators" registry as foll ows:

Val ue Descri ption Ref er ence
32 P2MP- | PV4- LSP- | DENTI FI ERS RFC 8623
33 P2MP- | PV6- LSP- | DENTI FI ERS RFC 8623

6. PCEP (bject

| ANA has registered the new object-class val ues and object types
within the "PCEP hjects" subregistry of the PCEP Numbers registry,
as foll ows.

oj ect-Cl ass Value Nane Ref erence
41 S2LS RFC 8623
oj ect - Type
0: Reserved
1. S2LS

7. S2LS bj ect

A new subregistry, naned "S2LS (bject Flag Field", has been created
within the "Path Conputation El enent Protocol (PCEP) Nunbers”
registry to manage the 32-bit flag field of the S2LS object. New
val ues are to be assigned by Standards Action [RFC8126]. Each bit
shoul d be tracked with the follow ng qualities

0 Bit nunber (counting frombit 0 as the nost significant bit)

0 Capability description

o Defining RFC

The foll owi ng values are defined in this docunent:

Bit Descri ption Ref erence

0-28 Unassi gned
29-31 QOperational (3 bits) RFC 8623
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12.

13.

13.

Security Considerations

The stateful operations on P2MP TE LSPs are nmore CPU intensive and
also utilize nore bandwidth on the wire (in conparison to P2P TE
LSPs). If a rogue PCC were able to request unauthorized stateful PCE
operations, then it may be able to nobunt a DoS attack agai nst a PCE
whi ch woul d di srupt the network and deny service to other PCCs.
Simlarly, an attacker may flood the PCC with PCUpd nmessages at a
rate that exceeds either the PCCs ability to process themor the
network’s ability to signal the changes by either spoofing nessages
or conprom sing the PCE itself.

Consequently, it is inmportant that inplenmentations conformto the
rel evant security requirenents as |listed bel ow

0 As per [RFC8231], it is RECOMVENDED t hat these PCEP extensions
only be activated on authenticated and encrypted sessi ons across
PCEs and PCCs belonging to the sanme administrative authority,
usi ng Transport Layer Security (TLS) [RFC8253] as per the
recomrendat i ons and best current practices in [ RFC7525] (unless
explicitly set aside in [ RFC8253]).

0 Security considerations for path conputation requests and
responses are as per [RFC8306].

0 Security considerations for stateful operations (such as state
report, synchronization, delegation, update, etc.) are as per
[ RFC8231] .

0 Security considerations for the LSP instantiati on nechanismare as
per [RFC8231].

0 Security considerations as stated in Sections 10.1, 10.6, and 10.7
of [RFC5440] continue to apply.
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