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Abst ract

RFC 5869 specifies the HVAC based Extract-and-Expand Key Derivation
Function (HKDF) algorithm This document assigns algorithm
identifiers to the HKDF al gorithm when used with three conmon one-way
hash functi ons.
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(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8619
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1. I nt roduction

The HKDF al gorithm [ RFC5869] is a key derivation function based on
the Hashed Message Authenticati on Code (HVAC). This docunent assigns
algorithmidentifiers to the HKDF al gorithm when used with three
common one-way hash functions. These algorithmidentifiers are
needed to make use of the HKDF in sone security protocols, such as
the Cryptographi c Message Syntax (CMS) [ RFC5652].

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.2. ASN 1

In this specification, values are generated using ASN. 1 [ X. 680] using
the Basic Encoding Rul es (BER) and the Distingui shed Encodi ng Rul es
(DER) [ X. 690].

2. HKDF Algorithmldentifiers

This section assigns three algorithmidentifiers to HKDF [ RFC5869]
used with three common one-way hash functions that are specified in

[ SHS]: SHA- 256, SHA-384, and SHA-512. Wen any of these three object
identifiers appear within the ASN.1 type Al gorithm dentifier, the

par aneters component of that type SHALL be absent.

The specification of Algorithmdentifier is available in [RFC5911],
whi ch evolved fromthe original definition in X 509 [X 509-88].
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The assi gned object identifiers are:

i d- al g- hkdf -wi t h-sha256 OBJECT I DENTIFIER ::= { iso(1)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)

i d-al g- hkdf -wi t h-sha384 OBJECT IDENTIFIER ::= { iso(1)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)

i d- al g- hkdf -wi t h-sha512 OBJECT IDENTIFIER ::= { iso(1)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)

3. ASN. 1 Modul e

June 2019

menber - body( 2)
alg(3) 28 }

menber - body( 2)
alg(3) 29}

menber - body( 2)
alg(3) 30}

This section contains the ASN.1 nodul e for the HKDF al gorithm

identifiers.
are defined in [ RFC5912].

HKDF- O D- 2019
{ iso(1l) menber-body(2) us(840)
sm me(16) nodul es(0) id-nmod-hkdf-oid-2019(68) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS Al
I MPORTS

Al gorithmdentifier{}, KEY-DERI VATI ON
FROM Al gorithm nformati on-2009 -- [RFC5912]

{ iso(1l) identified-organization(3) dod(6)
security(5) nmechani snms(5) pkix(7) id-nmod(0)

i d- nod- al gorithm nformation-02(58) } ;

-- (bject ldentifiers

i d- al g- hkdf -wi t h-sha256 OBJECT I DENTIFIER ::= { iso(1)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)

i d-al g- hkdf -wi t h-sha384 OBJECT IDENTIFIER ::= { iso(1)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)

i d- al g- hkdf -wi t h-sha512 OBJECT IDENTIFIER ::= { iso(1)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
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This nodul e inmports types fromother ASN. 1 nodul es that

rsadsi (113549) pkcs(1l) pkcs-9(9)
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menber - body( 2)
alg(3) 28 }

menber - body( 2)
alg(3) 29}

menber - body( 2)
alg(3) 30}
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-- Key Derivation Algorithmldentifiers

KeyDevAl gs KEY- DERI VATION :: = {
kda- hkdf - wi t h- sha256 |
kda- hkdf - w t h- sha384
kda- hkdf - wi t h- sha512,

}

kda- hkdf - wi t h- sha256 KEY- DERI VATI ON :: = {
| DENTI FI ER i d- al g- hkdf -wi t h-sha256
PARAMS ARE absent
SM ME- CAPS { | DENTI FI ED BY i d-al g- hkdf -wi t h-sha256 } }

kda- hkdf - wi t h- sha384 KEY- DERI VATION :: = {
| DENTI FI ER i d- al g- hkdf -wi t h- sha384
PARAMS ARE absent
SM ME- CAPS { | DENTI FI ED BY i d- al g- hkdf -wi t h-sha384 } }

kda- hkdf -wi t h- sha512 KEY- DERI VATION :: = {
| DENTI FI ER i d- al g- hkdf -wi t h-sha512
PARAMS ARE absent
SM ME- CAPS { | DENTI FI ED BY i d- al g- hkdf -wi t h-sha512 } }

END
4. Security Considerations

Despite the sinplicity of HKDF, there are nany security

consi derations that have been taken into account in the design and
anal ysis of this construction. An exposition of all of these aspects
is well beyond the scope of this document. Please refer to [ EPRINT]
for detailed information, including rationale for the HKDF design

5. | ANA Consi derati ons
One object identifier for the ASN.1 nodule in Section 3 was assigned
in the "SM Security for SSM M Mdule Identifiers
(1.2.840.113549.1.9.16.0)" registry [|ANA-MOD] :
i d- nod- hkdf - oi d-2019 OBJECT I DENTIFIER ::= {

i so(1l) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smime(16) nod(0) 68 }
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Three object identifiers for the HKDF algorithmidentifiers were

assigned in the "SM Security for SIMME Al gorithns
(1.2.840.113549.1.9.16.3)" registry [| ANA-ALG:

i d-al g- hkdf -wi t h-sha256 OBJECT IDENTIFIER ::= { iso(1l)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)

i d-al g- hkdf -wi t h-sha384 OBJECT IDENTIFIER ::= { iso(1l)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)

menber - body( 2)
alg(3) 28}

menber - body( 2)
alg(3) 29}

i d-al g- hkdf -wi t h-sha512 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snminme(16) alg(3) 30 }
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