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The Aut henticated Received Chain (ARC) Protoco
Abst r act

The Aut henticated Received Chain (ARC) protocol provides an

aut henticated "chain of custody" for a nessage, allow ng each entity
that handl es the message to see what entities handled it before and

what the message’s authenticati on assessnent was at each step in the
handl i ng.

ARC allows Internet Mail Handlers to attach assertions of nessage
aut henti cati on assessnment to individual nessages. As nessages
traverse ARC-enabl ed Internet Mail Handl ers, additional ARC
assertions can be attached to nessages to formordered sets of ARC
assertions that represent the authentication assessnent at each step
of the message-handling pat hs.

ARC- enabl ed I nternet Ml Handl ers can process sets of ARC assertions
to inform message disposition decisions, identify Internet Mi

Handl ers that m ght break existing authentication mechani sms, and
convey original authentication assessnents across trust boundari es.
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Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the |ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docunents approved by the | ESG are candi dates for any |evel of
Internet Standard; see Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8617

Copyri ght Notice

Copyright (c) 2019 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The utility of widely deployed email authentication technol ogi es such
as Sender Policy Framework (SPF) [RFC7208] and Domai nKeys Identified
Mail (DKIM [RFC6376] is inpacted by the processing of Internet Mil
by intermedi ate handlers. This inpact is thoroughly docunmented in
the defining docunents for SPF and DKIM and further discussed in

[ RFC6377] and [ RFC7960] .

Domai n- based Message Aut hentication, Reporting, and Conformance
(DMARC) [RFC7489] also relies upon SPF and DKI M aut henti cati on
mechani sms.  Failures of authentication caused by the actions of

i ntermedi ate handl ers can cause legitimte mail to be incorrectly
rejected or m sdirected.
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Aut henti cat ed Recei ved Chain (ARC) creates a nechani smfor individua
Internet Mail Handlers to add their authentication assessnent to a
message’ s ordered set of handling results. ARC encapsul ates the

aut hentication assessnment in a DKIM signature derivative to grant
other handlers the ability to verify the authenticity of the

i ndi vi dual assessnent assertion as well as the aggregate set and
sequence of results.

Ordered sets of authentication assessnents can be used by ARC-enabl ed
Internet Mail Handl ers to inform nmessage-handling disposition,
identify where alteration of nessage content m ght have occurred, and
provi de additional trace information for use in understanding
message- handl i ng pat hs.

2. Ceneral Concepts

ARC is | oosely based on concepts from evidence collection. Evidence
is usually collected, |abeled, stored, and transported in specific
ways to preserve the state of evidence and to document all processing
st eps.

2.1. Evidence

In ARC s situation, the "evidence" is a nessage’'s authentication
assessnent at any point along the delivery path between origination
and final delivery. Determination of nessage authentication can be
af fected when internediate handl ers nodi fy nessage content (header
fields and/ or body content), route nmessages through unforeseen paths,
or change envel ope information.

The aut hentication assessnment for a nessage is deternined upon
recei pt of a message and docunented in the Authentication-Results
header field(s). ARC extends this mechanismto survive transit
through internediary Adm nistrative Managenent Domai ns ( ADVDs).

Because the first-hand determ nation of an authenticati on assessnent
can never be reproduced by other handl ers, the assertion of the

aut henti cation assessnment is nore akin to testinony by a verifiable
party than to hard evidence, which can be independently eval uated.

2.2. Custody

"Custody" refers to when an Internet Ml Handl er processes a
message. When a handl er takes custody of a nessage, the handl er
becones a custodi an and attaches its own evidence (authentication
assessnent upon receipt) to the nessage if it is ARC enabl ed.

Evi dence is added in such a way that future handlers can verify the
authenticity of both evidence and cust ody.
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2.3. Chain of Custody

The "chain of custody" of ARC is the entire set of evidence and
custody that travels with a nessage

2.4. Validation of Chain of Custody

Any ARC-enabl ed Internet Mail Handl er can validate the entire set of
custody and the authentication assessnments asserted by each party to
yield a valid chain of custody. |f the evidence-supplying custodi ans
can be trusted, then the validated chain of custody describes the
(possi bly changi ng) authentication assessnent as the nessage travel ed
t hrough vari ous cust odi ans.

Even though a message’s authentication assessnment m ght have changed,
the validated chain of custody can be used to determne if the
changes (and the custodi ans responsible for the changes) can be
tol erat ed.

3. Termnol ogy and Definitions
This section defines terns used in the rest of the document.
Readers should to be famliar with the contents, core concepts, and
definitions found in [RFC5598]. The potential roles of transit
services in the delivery of email are directly rel evant.
Language, syntax (including some ABNF constructs), and concepts are
imported fromDKIM][RFC6376]. Specific references to DKIM are nade
t hroughout this docunment. The following terns are inported from
[ RFC5598] :
0 Admnistrative Managenent Domai n (ADMD), Section 2.3
0 Message Transfer Agent (MIA), Section 4.3.2
0 Message Subm ssion Agent (MSA), Section 4.3.1
0 Message Delivery Agent (MDA), Section 4.3.3
Syntax descriptions use ABNF [ RFC5234] [ RFC7405].
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.1. ARC Set

Section 4.1 introduces three (3) ARC header fields that are added to
a nmessage by an ARC-enabled Internet Ml Handler. Together, these
three header fields conpose a single "ARC Set". An ARC Set provides
the means for an Internet Mail Handl er to attach an authentication
assessnent to a nmessage in a manner that can be verified by future
handl ers. A single nessage can contain multiple ARC Sets.

In general concept terns, an ARC Set represents Evidence and Cust ody.
3.2. Authenticated Received Chain (ARC

The sequence of ARC Sets attached to a nmessage at a given time is
called the "Authenticated Received Chain" or "ARC'. An Authenticated
Received Chain is the record of individual authentication assessnents
as a nessage traverses through ARC-partici pati ng ADVDs.

The first attachment of an ARC Set to a nessage causes an
Aut henti cated Received Chain to be created. Additional attachnments
of ARC Sets cause the Authenticated Received Chain to be extended.

In general concept terns, an Authenticated Received Chain represents
a chain of custody.

3. 3. Internet Mail Handlers / Internediaries

Internet Mail Handl ers process and deliver nessages across the
Internet and include MSAs, MrAs, MDAs, gateways, and nmiling lists as
defined in [ RFC5598].

Thr oughout this docunment, the term"internediaries" refers to both
regul ar MIAs as well as delivery/reposting agents such as mailing
lists covered within the scope of transit services per [RFC5598].

"Internediaries" and "Internet Mail Handl ers" are used synonynously
t hroughout this docunent.

3.4. Authentication Assessnment

The authentication assessnent that is affixed to a nessage as part of
each ARC Set consists of the "authres-payl oad" [RFC8601]. For the
integrity of an ARC Set, the authentication assessnent only needs to
be properly encapsul ated within the ARC Set as defined in

Section 4.1. The accuracy or syntax of the authres-payload field
does not affect the validity of the ARC Chain itself.
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3.5. Signing vs. Sealing

Signing is the process of affixing a digital signature to a nmessage
as a header field, such as when a DKIM Signature (as in [ RFC6376],
Section 2.1), an AMS, or an AS is added. Sealing is when an ADMD
af fixes a conplete and valid ARC Set to a nessage to create or
continue an Authenticated Received Chain.

3.6. Sealer

A Sealer is an Internet Mail Handler that attaches a conplete and
valid ARC Set to a nessage

In general concept terns, a Sealer adds its testinony (assertion of
aut henti cati on assessnent) and proof of custody to the chain of
cust ody.

3.7. Validator

A Validator is an ARC-enabled Internet Mail Handl er that eval uates an
Aut henti cated Received Chain for validity and content. The process
of evaluation of the individual ARC Sets that conpose an

Aut henti cated Received Chain is described in Section 5. 2.

In general concept terns, a Validator inspects the chain of custody
to determ ne the content and validity of individual evidence supplied
by custodi ans.
3.8. Inported ABNF Tokens
The foll owi ng ABNF tokens are inported:
o tag-list ([RFC6376], Section 3.2)
0 authres-payload ([ RFC8601], Section 2.2)
o CFWS ([RFC5322], Section 3.2.2)
3.9. Common ABNF Tokens
The foll owi ng ABNF tokens are used el sewhere in this docunent:
1*2DIGA T ;1 - 50
[CFWE] 9%s"i" [CFWs] "="
[ CFWE] position
("none" [/ "fail" / "pass")

%"cv" [CFWS] "="
[ CFWE] chai n- st at us

position
i nst ance

chai n- st at us
seal -cv-tag
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4. Protocol Elenents
4.1. ARC Header Fields

ARC i ntroduces three new header fields. The syntax for new header
fields adapts existing specifications. This docunment only describes
where ARC-specific changes in syntax and semantics differ from

exi sting specifications.

4.1.1. ARC Authentication-Results (AAR)

The ARC- Aut hentication-Results (AAR) header field records the nessage
aut henti cati on assessnent as processed by an ARC-partici pati ng ADVD
at message arrival tinme.

In general concept terns, the AAR header field is where evidence is
recorded by a custodi an.

The AAR header field is simlar in syntax and senmantics to an
Aut hentication-Results field [ RFC8601], with two (2) differences:

o the nane of the header field itself and

o0 the presence of the instance tag. Additional information on the
instance tag can be found in Section 4.2.1.

The formal ABNF for the AAR header field is:
arc-info = instance [CFWS] ";" aut hres-payl oad
ar c- aut hres- header = "ARC- Aut hentication-Results:" [CFW5] arc-info

Because there is only one AAR all owed per ARC Set, the AAR MJST
contain the conbi ned authres-payload with all of the authentication
results fromwithin the participating ADMD, regardl ess of how many
Aut henti cation-Results header fields are attached to the nessage.

4.1.2. ARC Message- Si gnature (AMS)
The ARC- Message- Signature (AMS) header field allows an ARC
participating ADMD to convey some responsibility (custodianship) for
a nmessage and possi bl e nessage nodifications to future ARC
participating custodians.

In general concept terns, the AMS header field identifies a
cust odi an.
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The AMS header field has the same syntax and semantics as the DKIM
Signature field [RFC6376], with three (3) differences:

o the nane of the header field itself;

0 no version tag ("v") is defined for the AMS header field. As
required for undefined tags (in [RFC6376]), if seen, a version tag
MJST be ignored; and

o the "i" (Agent or User ldentifier (AUD)) tag is not inported from
DKIM instead, this tag is replaced by the instance tag as defined
in Section 4.2.1.

ARC pl aces no requirenents on the selectors and/or domains used for
the AMS header field signatures.

The formal ABNF for the AMS header field is:

arc-ams-info = instance [CFW5] ";" tag-Ilist
ar c- nessage- si gnature = "ARC- Message- Signature:" [CFWS] arc-ans-info

To reduce the chances of accidental invalidation of AVMS signatures:

0 AMs header fields are added by ARC-participati ng ADMDs as nessages
exit the ADMD. AMS header fields SHOULD be attached so that any
nmodi fi cati ons made by the ADMD are included in the signature of
the AMS header field.

0 Authentication-Results header fields MJUST NOT be included in AMS
signatures as they are likely to be del eted by downstream ADVDs
(per [RFC8601], Section 5).

0 ARCrel ated header fields (ARG Authentication-Results, ARC
Message- Si gnature, and ARC-Seal ) MJUST NOT be included in the Iist
of header fields covered by the signature of the AMS header field.

To preserve the ability to verify the integrity of a nessage, the

signature of the AMS header field SHOULD include any DKI M Signhature
header fields already present in the message.
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4.1.3. ARC Seal (AS)

The AS header field permts ARC participating ADVMDs to verify the
integrity of AAR header fields and correspondi ng AMS header fields.

In general concept terns, the AS header field is how custodi ans bind
their authentication assessnents (testinonials) into a chain of
custody so that Validators can inspect individual evidence and
cust odi ans.

The AS header field is simlar in syntax and semantics to DKI M
Si gnature header fields [RFC6376], with the follow ng differences:

o the "i" (AUD) tag is not inported fromDKIM instead, this tag is
replaced by the instance tag as defined in Section 4.2.1;

o0 the signature of the AS header field does not cover the body of
the nmessage; therefore, there is no "bh" tag. The signature of
the AS header field only covers specific header fields as defined
in Section 5.1.1;

0 no body canonicalization is perforned as the AS signature does not
cover the body of a nessage;

o only "relaxed" header field canonicalization ([ RFC6376],
Section 3.4.2) is used;

o the only supported tags are "i" (from Section 4.2.1 of this
docunent), and "a", "b", "d", "s", and "t" from [ RFC6376],
Section 3.5. Note especially that the DKIM"h" tag is NOT all owed
and, if found, MJST result in a cv status of "fail" (for nore
i nformati on, see Section 5.1.1); and

0 an additional tag, "cv" ("seal-cv-tag" in the ARC Seal ABNF
definition), is used to comunicate the Chain Validation Status to
subsequent ADMDs.

ARC pl aces no requirenents on the selectors and/or domains used for
the AS header field signatures

The formal ABNF for the AS header field is:

arc-as-info = instance [CFW5] ";" tag-Ilist
arc-seal = "ARC-Seal :" [CFW5] arc-as-info
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4.1.4. Internationalized Email (EAl)

In internationalized nessages [ RFC6532], many header fields can
contain UTF-8 as well as ASCI| text. The changes for EAl are al
inherited from DKIM as updated by [ RFC8616] and Authenti cati on-
Results (A-R) as updated in [ RFC8601], but they are called out here
for enphasis.

In all ARC header fields, the d= and s= tags can contain U1 abels.
In all tags, non-ASClI| characters need not be quoted in dki mquoted-
printabl e.

The AAR header allows UTF-8 in the same places that Authentication-
Resul ts does, as described in [ RFC8601].

4.2. ARC Set

An "ARC Set" is a single collection of three ARC header fields (AAR
AMS, and AS). ARC header fields of an ARC Set share the sane
"instance" val ue.

By adding all ARC header fields to a nmessage, an ARC Seal er adds an
ARC Set to a nessage. A description of how Sealers add an ARC Set to
a nmessage is found in Section 5.1

4.2.1. Instance Tags

I nstance tags describe which ARC header fields belong to an ARC Set.
Each ARC header field of an ARC Set shares the sane instance tag
val ue.

Instance tag values are integers that begin at 1 and are increnented
by each addition of an ARC Set. Through the increnental values of

i nstance tags, an ARC Validator can determine the order in which ARC
Sets were added to a nessage.

I nstance tag val ues can range from 1-50 (i nclusive).

_I NFORVATI ONAL_: The upper limt of 50 was picked based on some
initial observations reported by early working group nenbers. The
val ue was chosen to bal ance the risk of excessive header field growh
(see Section 9.1) agai nst expert opinion regarding the probability of
long-tail, but non-looping, multiple-intermediary mail flows. Longer
ARC Chains will also inpose a | oad on Validators and DNS to support
additional verification steps. GObserved quantities of "Received"
header fields were al so considered in establishing this as an
experinental initial value.
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Valid ARC Sets MJST have exactly one instance of each ARC header
field (AAR, AMS, and AS) for a given instance val ue and signing
al gorithm

For handling nultiple signing algorithms, see [ ARC-MILTI].
4.3. Authenticated Received Chain

An Aut henticated Received Chain is an ordered collection of ARC Sets.
As ARC Sets are enunerated sets of ARC header fields, an

Aut henti cat ed Recei ved Chain represents the output of nessage

aut henti cation assessnments al ong the handling path of ARC- enabl ed
processors.

Aut henti cati on assessnents deterni ned at each step of the ARC-enabl ed
handl ing path are present in an Authenticated Received Chain in the
formof AAR header fields. The ability to verify the identity of
message handlers and the integrity of nessage content is provided by
AMVS header fields. AS header fields allow nmessage handlers to
val i date the assertions, order, and sequence of the Authenticated
Recei ved Chain itself.

In general concept terns, an Authenticated Received Chain represents
a nmessage’s chain of custody. Validators can consult a nessage’s
chain of custody to gain insight regarding each custodian of a
message and the evidence coll ected by each custodi an.

4.4. Chain Validation Status

The state of the Authenticated Received Chain at a specific

processing step is called the "Chain Validation Status". Chain

Validation Status information is comruni cated in several ways:

0 as the AS header field in the "cv" tag and

0 as part of the Authentication-Results and AAR header field(s).

Chain Validation Status has one of three possible val ues:

0 none: There was no Authenticated Received Chain on the nessage
when it arrived for validation. Typically, this occurs when a
message is received directly froma nessage’s original Message
Transfer Agent (MIA) or Message Subm ssion Agent (MSA), or from an
upstream Internet Mail Handler that is not participating in ARC
handl i ng.

o fail: The nessage contains an Authenticated Received Chai n whose
validation fail ed.
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0 pass: The nmessage contains an Authenticated Received Chai n whose
val i dati on succeeded.

5. Protocol Actions

ARC- enabl ed I nternet Ml Handl ers generally act as both ARC
Val i dators (when receiving nessages) and ARC Seal ers (when sendi ng
messages onward, not originated |ocally).

An Aut henticated Received Chain with a Chain Validation Status of
"pass" (or "none") allows Internet Mail Handlers to ascertain:

o all ARG participating ADMDs that claimresponsibility for handling
(and possibly nodi fying) the message in transit and

o the authentication assessnents of the message as determ ned by
each ADMD (from AAR header fi el ds).

Wth this information, Internet Mail Handl ers MAY informlocal policy
deci sions regardi ng di sposition of nessages that experience
aut hentication failure due to internedi ate processing.

5.1. Sealer Actions

To "seal" a nessage, an ARC Seal er adds an ARC Set (the three ARC
header fields AAR, AMS, and AS) to a nessage. All ARC header fields
in an ARC Set share the same instance tag val ue.

To performsealing (aka to build and attach a new ARC Set), the
foll owi ng actions nmust be taken by an ARC Seal er when presented with
a message

1. Al nessage nodifications (including adding a DKI M Si gnature
header field(s)) MJST be perforned before sealing.

2. |If the nmessage already contains an Authenticated Received Chain
with the nost recent AS reporting "cv=fail", there is no need to
proceed and the al gorithm stops here.

3. Calculate the instance value. |If the nessage al ready contains an
Aut henti cat ed Received Chain, the instance value is 1 nore than
t he hi ghest instance nunber found in the Authenticated Received
Chain. |If no Authenticated Received Chain exists, the instance
val ue is 1.
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4. Using the calculated instance value, generate and attach a
complete ARC Set to the nessage as foll ows:

A. Cenerate and attach an ARC- Aut henti cati on-Resul ts header
field as defined in Section 4.1.1.

B. Cenerate and attach an ARC- Message- Si gnature header field as
defined in Section 4.1.2.

C. Cenerate and attach an ARC- Seal header field using the AS
definition found in Section 4.1.3, the prescribed headers
defined in Section 5.1.1, and the Chain Validation Status as
determ ned during ARC validation.

5.1.1. Header Fields to Include in ARC Seal Signatures

The ARC-Seal is generated in a manner simlar to how DKI M Signhature
header fields are added to nessages ([ RFC6376], Section 3.7), with
explicit requirenments on the header fields and ordering of those
fields.

The signature of an AS header field signs a canonicalized formof the
ARC Set header field values. The ARC Set header field values are
supplied to the hash function in increasing instance order, starting
at 1, and include the ARC Set being added at the tinme of sealing the
nmessage.

Wthin an ARC Set, header fields are supplied to the hash function in
the follow ng order:

1. ARC Authentication-Results
2. ARG Message- Signature
3. ARG Seal
Not e that when an Authenticated Received Chain has failed validation,
the signing scope for the ARC-Seal is nodified as specified in
Section 5.1.2.

5.1.2. Marking and Sealing "cv=fail" (lnvalid) Chains
In the case of a failed Authenticated Received Chain, the header
fields included in the signature scope of the AS header field b=
val ue MJST only include the ARC Set header fields created by the MIA

that detected the nalforned chain, as if this newest ARC Set was the
only set present.
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_I NFORVATI ONAL_: This approach is nmandated to handl e the case of a
mal f ormed or otherw se invalid Authenticated Received Chain. There
is no way to generate a determnistic set of AS header fields
(Section 5.1.1) in nost cases of invalid chains.

5.1.3. Only One Authenticated Received Chain per Message

A message can have only one Authenticated Received Chain on it at a
time. Once broken, the chain cannot be continued, as the chain of
custody is no longer valid, and responsibility for the nessage has
been lost. For further discussion of this topic and the design
restriction that prevents chain continuation or re-establishnment, see
[ ARC- USAGE] .

5.1.4. Broad Ability to Sea

ARC is not solely intended for perimeter MIAs. Any |nternet Mai
Handl er MAY seal a nessage by adding a conplete ARC Set, whether or
not they have nodified or are aware of having nodified the nessage.
For additional information, see Section 7.1

5.1.5. Sealing Is A ways Safe

The utility of an Authenticated Received Chain is linmted to very
specific cases. Authenticated Received Chains are designed to
provi de additional information to an Internet Ml Handl er when
eval uati ng nessages for delivery in the context of authentication
failures. Specifically:

o Properly adding an ARC Set to a nessage does not danmage or
i nval i date an existing Authenticated Received Chain.

0 Sealing an Authenticated Received Chain when a nessage has not
been nodified does not negatively affect the chain.

0 Validating a nessage exposes no new threat vectors (see
Section 9).

o0 An ADMD may choose to seal all inbound nmessages whether or not a
message has been nodified or will be retransnitted.
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5.2. Validator Actions
A Validator performs the follow ng steps, in sequence, to process an
Aut henti cated Received Chain. Canonicalization, hash functions, and
signature validation nmethods are inported from|[RFC6376], Section 5.
1. Collect all ARC Sets currently attached to the nmessage.

* |f there are none, the Chain Validation Status is "none", and
the al gorithm stops here.

*  The maxi mum nunber of ARC Sets that can be attached to a

message is 50. |If nore than the nmaxi mum nunber exist, the
Chain Validation Status is "fail", and the al gorithm stops
her e.

* |In the following algorithm the nmaxi num di scovered ARC
instance value is referred to as "N'.

2. If the Chain Validation Status of the highest instance value ARC
Set is "fail", then the Chain Validation Status is "fail", and
the al gorithm stops here.

3. Validate the structure of the Authenticated Received Chain. A
valid ARC has the follow ng conditions:

A.  Each ARC Set MJST contain exactly one each of the three ARC
header fields (AAR, AMS, and AS).

B. The instance values of the ARC Sets MJST form a conti nuous
sequence from1l..N with no gaps or repetition.

C. The "cv" value for all ARC Seal header fields MJST NOT be
"fail". For ARC Sets with instance values > 1, the val ues
MUST be "pass". For the ARC Set with instance value = 1, the
val ue MJST be "none".

* |f any of these conditions are not met, the Chain Validation
Status is "fail", and the algorithm stops here.

4. Validate the AM5S with the greatest instance value (nobst recent).

If validation fails, then the Chain Validation Status is "fail",
and the al gorithm stops here.
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5. _OPTIONAL_: Deternine the "ol dest-pass" value fromthe ARC Set by
val i dating each prior AMS beginning with N-1 and proceeding in
decreasing order to the AMS with the instance value of 1:

A. If an AVS fails to validate (for instance value "M'), then
set the ol dest-pass value to the | owest AMS instance val ue
that passed (Mtl), and go to the next step (there is no need
to check any other (older) AMS header fields). This does not
affect the validity of the Authenticated Received Chain.

B. If all AMS header fields verify, set the ol dest-pass value to
zero (0).

6. Validate each AS beginning with the greatest instance val ue and
proceeding in decreasing order to the AS with the instance val ue
of 1. If any AS fails to validate, the Chain Validation Status
is "fail", and the algorithm stops here.

7. If the algorithmreaches this step, then the Chain Validation
Status is "pass", and the algorithmis conplete.

The end result of this validation algorithm SHOULD be included within
the Aut hentication-Results header field for the ADVD

As with a DKIM signature ([ RFC6376], Section 6.3) that fails
verification, a nessage with an Authenticated Received Chain with a
Chain Validation Status of "fail" MJST be treated the sane as a
message with no Authenticated Received Chain.

_I NFORVATI ONAL_: Recipients of an invalid or failing Authenticated
Recei ved Chain can use that information as part of a wi der handling
context. ARC adoption cannot be assumed by intermediaries; many
intermediaries will continue to nodi fy messages without addi ng ARC
seal s.

5.2.1. Al Failures Are Permanent

Aut hent i cat ed Recei ved Chains represent the traversal of messages
through one or nore intermediaries. All errors, including DNS
failures, beconme unrecoverable and are consi dered pernanent.

Any error validating an Authenticated Received Chain results in a
Chain Validation Status of "fail". For further discussion of this
topic and the design restriction that prevents chain continuation or
re-establishnent, see [ ARG USACE]
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5.2.2. Responding to ARC Validation Failures during the SMIP
Transacti on

If an ARC Validator determnes that the i ncom ng nessage fails ARC
validation, the Validator MAY signal the breakage through the

ext ended SMIP response code 5.7.29 ("ARC validation failure") and the
correspondi ng SMIP basi c response code. Because ARC failures are
likely only to be detected in the context of other underlying

aut henti cati on mechani smfailures, Validators MAY use the nore
general 5.7.26 ("Multiple authentication checks failed") instead of
the ARC-specific code.

6. Communi cation of Validation Results

Chain Validation Status (described in Section 4.4) is conmmunicated
via Aut hentication-Results (and AAR) header fields using the

aut hentication method "arc". This authentication nethod is described
in Section 10. 1.

If necessary data is available, the ptypes and properties defined in
Section 10.2 SHOULD be recorded in an Authentication-Results header
field:

0 sntp.renpte-ip - The address of the connection-initiating SMIP
server, fromwhich the message is being rel ayed

0 header. ol dest-pass - The instance number of the ol dest AMS that
still validates, or O if all pass.

7. Use Cases

Thi s section explores several nessage handling use cases that are
addressed by ARC

7.1. Communi cate Authentication Assessment across Trust Boundari es
When an internediary ADMD adds an ARC Set to a nessage’s
Aut henti cat ed Received Chain (or creates the initial ARC Set), the
ADVD communi cates its authentication assessnent to the next ARC
participating ADMD in the nmessage-handling path.

| f ARC-enabled ADMDs are trusted, Authenticated Recei ved Chai ns can
be used to bridge adm nistrative boundari es.
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7.1.1. Message-Scanni ng Services

Message services are available to performanti-spam anti-malware,
and anti - phi shing scanning. Such services typically renove nalicious
content, replace HITP links in nessages with sanitized |inks, and/or
attach footers to nessages advertising the abilities of the nessage-
scanni ng service. These nodifications al nost al ways break signature-
based aut hentication (such as DKIM.

Scanni ng services typically require clients to point MX records of an
Internet domain to the scanning service. Messages destined for the
Internet domain are initially delivered to the scanning service.

Once scanning is perforned, nessages are then routed to the client’s
own mail-handling infrastructure. Rerouting nessages in this way

al most al ways breaks pat h-based authentication (such as SPF).

Message- scanni ng services can attach Authenticated Received Chains to
nmessages to comuni cate authentication assessnment into client ADMDs.
Clients can then benefit from the nessage-scanning service while
processing nmessages as if the client’s infrastructure were the
original destination of the Internet domain’s MX record.

7.1.2. Milti-tier MIA Processing

A | arge nmessage-processing infrastructure is often divided into
several processing tiers that can break authentication information
between tiers. For exanple, a large site may maintain a cluster of
MIAs dedi cated to connection handling and enforcenent of |P-based
reputation filtering. A secondary cluster of MIAs nmay be dedi cated
and optim zed for content-based processi ng of nmessages.

Aut hent i cat ed Recei ved Chai ns can be used to comuni cate
aut henti cati on assessnment between processing tiers.

7.1.3. Miiling Lists

Mailing lists take delivery of nessages and repost themto
subscribers. A full description of authentication-related mailing
list issues can be found in [RFC7960], Section 3.2.3.

Mailing |ist services can inplenent ARC to convey the authentication
assessnent of posted nessages sent to the list’'s subscriber base.
The ADVDs of the mailing list subscribers can then use the

Aut henti cated Received Chain to determ ne the authentication
assessnent of the original nessage before mailing list handling.
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7.2. Inform Message Disposition Decisions

Internediari es often break authentication through content

nodi fication, interfere with path-based authentication (such as SPF),
and strip authentication results (if an MIA renobves Authentication-
Resul ts header fields).

Aut henti cat ed Received Chains all ow ARC Validators to:

1. identify ARC-enabled ADVDs that break authentication while
processi ng nessages and

2. gain extended visibility into the authentication-preserving
abilities of ADMDs that relay nessages into ARC enabl ed ADMDs.

Through the collection of ARC-related data, an ADVD can identify
handl i ng paths that have broken authentication.

An Aut henti cated Received Chain allows an Internet Mail Handler to
potentially base decisions of nessage disposition on authentication
assessnents provided by different ADVDs.

7.2.1. DMARC Local Policy Overrides

DMARC i ntroduces a policy nodel where Domain Oamers can request enail
receivers to reject or quarantine messages that fail DMARC alignnent.
Interoperability issues between DMARC and indirect email flows are
docunented in [ RFC7960] .

Aut hent i cat ed Recei ved Chai ns al | ow DMARC processors to consider
aut henti cati on assessnments provided by other ADMDs. As a natter of
| ocal policy, a DMARC processor MAY choose to accept the

aut henti cati on assessnments provi ded by an Aut henticated Received
Chain when deternmining if a nessage is DVARC conpliant.

When an Aut henticated Received Chain is used to determ ne nessage

di sposition, the DMARC processor can comunicate this local policy
decision to Donmain Owmers as described in Section 7.2.2.
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7.2.2. DMARC Reporting

DVARC- enabl ed recei vers indicate when ARC validation influences
DVARC-rel ated | ocal policy decisions. Wen an ARC enabl ed handl er
generates a DVMARC report, it MAY indicate the influence of ARC on
their local policy decision(s) by adding a reason of "local policy"
with a comrent string (per [RFC7489], Appendix C) containing a list
of data discovered during ARC validation, which at a m ni mum

i ncl udes:

o the Chain Validation Status,

o the domain and selector for each AS, and

o the originating IP address fromthe first ARC Set.
EXAMPLE:

<pol i cy_eval uat ed>
<di sposi ti on>none</ di sposi ti on>
<dki mef ai | </ dki ne
<spf>fail </ spf>
<r eason>
<type>l ocal policy</type>
<comment >ar c=pass as[ 2] .d=d2. exanpl e as[2].s=s2
as[1].d=dl. exanpl e as[1].s=s3
renot e-i p[ 1] =2001: DB8: : 1A</ comment >
</reason>
</ policy_eval uat ed>

In the exanpl e DMARC XML reporting fragnent above, data relating to
specific validated ARC Sets are enunerated using array syntax (e.g.,
"as[2]" means an AS header field with an instance val ue of 2).

d2. exanple is the sealing domain for ARC Set #2 (i=2), and dl1.exanple
is the sealing domain for ARC Set #1 (i=1).

Dependi ng on the reporting practices of intermedi ate nmessage

handl ers, Domain Owmners may receive nultiple DVMARC reports for a
singl e message. Receivers of DVARC reports should be aware of this
behavi or and make the necessary acconmopdati ons.

8. Privacy Considerations

The Aut henticated Received Chain provides a verifiable record of the
handl ers for a nessage. This record may include personally
identifiable informati on such as an | P address(es) and domai n nanes.
Such information is also included in existing non-ARC-rel ated header
fields such as the "Received" header fields.
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9. Security Considerations

The Security Considerations of [RFC6376] and [ RFC8601] apply directly
to this specification.

As wi th other donai n-based authentication technol ogi es (such as SPF
DKIM and DVARC), ARC nmakes no cl ains about the semantic content of
messages. A received nessage with a validated ARC Chain provides
evi dence (at instance N) that:

1. the sealing donmain (ARC-Seal [N d=) emtted the nessage with this
body,

2. the authentication assessment reported in the ARC Authenticati on-
Resul ts was determ ned upon recei pt of the correspondi ng nessage
at the sealing donmain, and

3. the preceding ARC Chain (1..N-1) (with the validation status as
reported in the cv field) existed on the nessage that was
recei ved and assessed.

9.1. Increased Header Field Size

I nclusi on of Authenticated Received Chains into nessages nay cause
i ssues for ol der or constrained MIAs due to increased total header
field size. Large header field blocks, in general, may cause
failures to deliver or other outage scenarios for such MIAs. ARC
itself would not cause probl ens.

9.2. DNS Qperations

The validation of an Authenticated Received Chain conposed of N ARC
Sets can require up to 2*N DNS queries (not including any DNS
redirection mechani snms that can increase the total nunber of
queries). This leads to two considerations:

1. An attacker can send a nessage to an ARC participant with a
concoct ed sequence of ARC Sets bearing the domains of intended
victims, and all of themw || be queried by the participant unti
a failure is discovered. DNS caching and the difficulty of
forging the signature values should linmt the extent of this | oad
to domai ns under control of the attacker. Query traffic pattern
anal ysi s may expose informati on about a downstream vali dating
ADMD i nfrastructure
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2. DKIMonly perforns one DNS query per signature, while ARC can
i ntroduce many (per chain). Absent caching, slow DNS responses
can cause SMIP tineouts and backl ogged delivery queues on
validating systens. This could be exploited as a DoS attack

9.3. Message Content Suspicion

Reci pients are cautioned to treat nessages bearing Authenticated
Recei ved Chains with the same suspicion applied to all other
messages. This includes appropriate content scanning and ot her
checks for potentially nalicious content.

ARC aut henticates the identity of some email-handling actors. It
does not nmke any assessnent of their trustworthiness.

Just as passing nessage authentication is not an indication of
nmessage safety, forwarding that information through the nechani sm of
ARC is al so not an indication of nessage safety. Even if all ARC
enabl ed ADMDs are trusted, ADVDs nmay have becone conprom sed, may

m ss unsafe content, or may not properly authenticate nessages.

9.4. Message Seal er Suspicion

Reci pients are cautioned to treat every Sealer of the ARC Chain with
suspicion. Just as with a validated DKIM signhature, responsibility
for message handling is attributed to the sealing domain, but whether
or not that Sealer is a malicious actor is out of scope of the

aut henti cation mechanism Since ARC aids nessage delivery in the
event of an authentication failure, ARC Sealers should be treated
with suspicion, so that a malicious actor cannot seal spam or other
fraudul ent nessages to aid their delivery, too.

9.5. Replay Attacks

Since ARC inherits heavily fromDKIM it has simlar attack vectors.
In particular, the replay attack described in [ RFC6376], Section 8.6
is potentially anplified by ARC s chained statuses. |n an ARC repl ay
attack, a malicious actor would take an intact and passi ng ARC Chain
and resend it to many recipients without maki ng any nodifications
that invalidate the latest AMS or AS. The inpact to a receiver would
be nore DNS | ookups and signature eval uations. The scope of this
attack can be limted by caching DNS queries and foll owi ng the sane
si gni ng scope gui dance from [ RFC6376], Section 5.4.1
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10. | ANA Consi der ati ons

Thi s docunent defines one new authenticati on nmethod and several
status codes (Section 10.1), new ptypes and properties

(Section 10.2), three new headers fields (Section 10.3), and a new
enunerated status code (Section 10.4).

10.1. Update to Enmmil Authentication Result Nanes Registry

Per this docunent, | ANA has added one authentication nethod wth
three codes to the I ANA "Enail Authentication Result Nanes" registry:

0 Auth Method: arc
Code: "none", "pass", "fail"
Speci fication: RFC 8617, Section 4.4
Status: active

10.2. Update to Enmil Authentication Methods Registry

Per this docunent, |ANA has added the following to the "Email
Aut henti cati on Methods" registry, which is defined in [ RFC8601]:

0o Method: arc
Definition: RFC 8617, Section 6
ptype: sntp
Property: renote-ip
Val ue: | P address (v4 or v6) of originating SMIP connection
Status: active
Version: 1

0o Method: arc
Definition: RFC 8617, Section 6
ptype: header
Property: ol dest-pass
Val ue: The instance id of the oldest validating AMS or O if they
all pass (see Section 5.2)
Status: active
Version: 1
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10.3. New Header Fields in Pernmanent Message Header Field Registry

Per this docunent, |ANA has added the follow ng three new header
fields to the "Permanent Message Header Field Names" registry:

0 Header field nane: ARC Seal
Appl i cabl e protocol: mail
Status: experinmental
Aut hor/ Change controller: |ETF
Speci fication docunment(s): RFC 8617
Rel ated information: RFC 6376

0 Header field name: ARC-Message- Sighature
Appl i cabl e protocol: mail
Status: experinmental
Aut hor/ Change controller: |ETF
Speci fication docunment(s): RFC 8617
Rel ated i nfornmati on: RFC 6376

0 Header field nane: ARC- Authentication-Results
Appl i cabl e protocol: mail
Status: experinmental
Aut hor/ Change controller: |ETF
Speci fication docunment(s): RFC 8617
Rel ated i nformation: RFC 8601

10.4. New Status Code in Enumerated Status Codes Registry

Per this docunent, | ANA has added the follow ng value to the
"Enunerated Status Codes" registry:

o0 Code: X. 7.29
Sanpl e Text: ARC validation failure
Associ at ed basic status code: 550
Description: This status code nmay be returned when a nessage fails
ARC val i dati on.
Ref erence: RFC 8617
Submitter: K. Andersen
Change controller: |ESG
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11.

11.

11.

11.

11.

Experi nmental Consi derations

The ARC protocol is designed to address comon interoperability
i ssues introduced by internedi ate nessage handlers. |Interoperability
i ssues are described in [RFC6377] and [ RFC7960] .

As the ARC protocol is inplenmented by Internet Miil Handl ers over
time, the follow ng should be evaluated in order to determ ne the
success of the protocol in acconplishing the intended benefits.

1. Success Consideration

In an attenpt to deliver legitinmate nessages that users desire, many
recei vers use heuristic-based nethods to identify messages that
arrive via indirect delivery paths.

ARC wi Il be a success if the presence of Authenticated Received
Chains allows for inproved decision naki ng when processing |egitimate
messages, specifically resulting in equal or better delivery rates
than achi eved t hrough the use of heuristic approaches.

2. Failure Considerations

ARC shoul d function w thout introducing significant new vectors for
abuse (see Section 9). |If unforeseen vectors are enabl ed by ARC
this protocol will be a failure. Note that the weaknesses inherent
in the mail protocols ARC is built upon (such as DKIMreplay attacks
and ot her known issues) are not new vectors that can be attributed to
this specification.

3. Open Questions

The foll owi ng open questions are acadenic and have no cl ear answer at
the tinme this docunent was published. However, additiona

depl oynents should be able to gather the necessary data to answer
sone or all of them

3.1. Value of the ARC Seal (AS) Header Field
Data should be collected to showif the AS provides val ue beyond the

AVS for either making delivery decisions or catching malicious actors
trying to craft or replay nalicious chains.
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11.3.2. Usage and/or Signals fromMiltiple Selectors and/or Domains in
ARC Sets

Any sel ectors and/or (sub)donains (under the control of the sealing
ADMD) may be used for ARC header field signatures.

While inplementers may choose to use various selectors and/or domains
for ARC Set header fields, no conpelling argunent for or against such
usage has been nmade within the working group. As such, we have
chosen to all ow maxi mrum freedom for the experinental definition of
this protocol

W der depl oynment experience and hi gher volunes of traffic nmay show
whether this is useful.

11.3.3. DNS Over head

Longer Authenticated Received Chains will require nore queries to
retrieve the keys for validating the chain. Wile this is not
believed to be a security issue (see Section 9.2), it is unclear how
much overhead will truly be added. This is simlar to sone of the
initial processing and query |oad concerns that were debated at the
time of the DKIM specification devel opnent.

Data should be collected to better understand usable | ength and
distribution of lengths found in valid Authenticated Received Chains
along with the DNS i nmpact of processing Authenticated Received

Chai ns.

An effective operational maximumw || have to be devel oped through
depl oynent experience in the field.

11.3. 4. \What Trace Information |s Val uabl e?

There are several edge cases where the information in the AAR can
make the difference between nessage delivery or rejection. For
example, if there is a well-known nmailing list that seals with ARC
but doesn’t do its own initial DMARC enforcement, an |Internet Mai
Handl er with this know edge coul d nake a delivery deci sion based upon
the authentication infornmation it sees in the correspondi ng AAR
header field.

Certain trace information in the AAR is useful/necessary in the
construction of DMARC reports
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12.

12.

Further, certain receivers believe the entire set of trace

i nformati on woul d be valuable to feed into machi ne | earni ng systens
to identify fraud and/or provide other signals related to nessage
del i very.

At this point, however, it is unclear what trace information will be
val uabl e for all receivers, regardl ess of size.

Data should be collected on what trace information receivers are
usi ng that provides useful signals that affect deliverability and
what portions of the trace data are |eft untouched or provide no
useful infornmation.

Since many such systemnms are intentionally proprietary or confidential
to prevent gam ng by abusers, it may not be viable to reliably answer
this particular question. The evolving nature of attacks can al so
shift the |l andscape of "useful" information over tine.
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Appendi x A. Design Requirenents
The specification of the ARC framework is driven by the follow ng
hi gh-1 evel goals, security considerations, and practical operationa
requirenents.

A.l. Primary Design Criteria
o Provide a verifiable "chain of custody"” for email nessages;

o0 Not require changes for originators of enail;

0 Support the verification of the ARC header field set by each hop
in the handling chain;

o Wrk at Internet scale; and

o Provide a trustable nechani smfor the conmunication of
Aut hentication-Results across trust boundari es.

A. 2. Qut of Scope
ARC is not a trust framework. Users of the ARC header fields are

cauti oned agai nst nmaeki ng unsubstanti ated concl usi ons when
encountering a "broken" ARC sequence.
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Appendi x B. Exanpl e Usage

The foll owi ng nessage i s an exanple of one that has passed through
several internediary handl ers, some of which have nodified the
message and ot hers whi ch have not:

Return-Path: <jqd@l. exanpl e>
Recei ved: from exanpl e.org (exanple.org [208.69.40.157])
by gmail.exanmple with ESMIP i d d200nr 22663000ykb. 93. 1421363207
for <fmarti n@xanpl e. con»; Thu, 14 Jan 2015 15: 02: 40 -0800 (PST)
Recei ved: from segv. dl. exanpl e (segv. dl. exanple [72.52.75.15])
by lists.exanple.org (8.14.5/8.14.5) with ESMIP id t OEKaNU9010123
for <arc@xanple.org>; Thu, 14 Jan 2015 15:01:30 -0800 (PST)
(envel ope-from jgd@ll. exanpl e)
Recei ved: from [2001: DB8::1A] (wx-y-z.dsl.static.isp.exanple [wX.Yy.Zz])
(aut henti cated bits=0)
by segv.dl.exanple with ESMIP id t 0OFN4a80084569;
Thu, 14 Jan 2015 15:00:01 -0800 (PST)
(envel ope-from jgd@ll. exanpl e)
Recei ved: from mail - ob0O-f 188. googl e. exanpl e
(mai | - ob0-f 188. googl e. exanpl e [ 208. 69. 40. 157]) by
cl ochette. exanple.org with ESMIP id d200nr 22663000ykb. 93. 1421363268
for <fmarti n@xanpl e. org>;, Thu, 14 Jan 2015 15: 03: 15 -0800 (PST)
ARC- Seal : i=3; a=rsa-sha256; cv=pass; d=cl ochette.exanple.org; s=
clochette; t=12345; b=CU87XzXI NI k5X/ yWH 73UvPUcP9i vwYWyBW Vr Rs7
+HPx3K05nJhny2f vynbRe AMODAIGTH y+k 9k Ec59hAKVg==
ARC- Message- Si gnature: i=3; a=rsa-sha256; c=rel axed/rel axed; d=
cl ochette. exanpl e.org; h=nessage-id:date:fromto:subject; s=
clochette; t=12345; bh=KW5e46TZKCcDbH4kl JPo+t j KSLWNVRI P5pvj XFZY
LQ=; b=071lvwyLsK+WmcOSl i r XoRwzEvi Ovql j d/ 2/ GKYFYI Sd/ G& Kzk AgPgxf
K7ccBMP7Zj b/ npeggswHj EMS8x5NQ==
ARC- Aut henti cation-Results: i=3; clochette.exanple.org; spf=fai
sntp.fromr qd@1l. exanpl e; dkimefail (512-bit key)
header.i =@l1. exanpl e; dmarc=fail; arc=pass (as.2.gmail.exanpl e=pass,
ans. 2. gnmai | . exanpl e=pass, as.1.lists.exanple. org=pass,
ans. 1.l ists.exanple.org=fail (nessage has been altered))

Aut henti cati on-Results: clochette. exanple.org; spf=fai
sntp. fromej qd@l1. exanpl e; dkimefail (512-bit key)
header.i =@l1. exanpl e; dmarc=fail; arc=pass (as.2.gmail.exanmpl e=pass,
ans. 2. gmai | . exanpl e=pass, as.1.lists.exanple. org=pass,
ans. 1.l ists.exanple.org=fail (nessage has been altered))

ARC- Seal : i=2; a=rsa-sha256; cv=pass; d=gnmil.exanple; s=20120806; t=
12345; b=Zpukh/ kJL4Q7Kv391FKwTepgS56dgH cdhhJZj sal hgkFI QQAJ4T9BE
8] j LX\WORNuh81yqnT1/j Hn086Rwez Ga==

ARC- Message- Si gnature: i=2; a=rsa-sha256; c=rel axed/rel axed; d=
gmai | . exanpl e; h=nessage-id:date:fromto:subject; s=20120806; t=
12345; bh=KW5e46TZKCcDbH4kl JPo+t j KELWINnVRI P5pvj XFZYLQ=; b=CVo44
cVZvoSs2mM g2wwgPaJ4QZS5XGMCegW) Qs 1w RZJ S894t IMOX OLRILgCPs BOxdAS
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OWBql 9s9DF yKDf Wy==
ARC- Aut henti cation-Results: i=2; gmail.exanple; spf=fail
sntp.fromr qd@l. exanpl e; dkimefail (512-bit key)

header.i =@xanpl e. org; dmarc=fail; arc=pass
(as.1.lists.exanpl e. org=pass, ans.1l.lists.exanple.org=pass)
ARC- Seal : i=1; a=rsa-sha256; cv=none; d=lists.exanple.org; s=dk-1lists;

t =12345; b=TI CCKzgk3Tr Aa+G77gYYCBFxk4qg/ M Obi qduZJeOYh6+0zhwBu/
| HxLi 21pxu347i sLSuN vl agl vAQna9a5A==
ARC- Message- Si gnature: i=1; a=rsa-sha256; c=rel axed/rel axed; d=
|ists.exanple.org; h=nessage-id:date:fromto:subject; s=
dk-1ists; t=12345; bh=KWse46TZKCcDbH4kl JPo+t j KSLWNnVR P5pvj XFZYL
Q=; b=DsoD3n3hi Wl r N1na8l ZQFgZx8EDO7WAh3hUj | Es YKUShRKYB4LWGUi KD5Y
yHgcl wGHhSc/ 4+ewYgHMADNUFXi Q==
ARC- Aut henti cation-Results: i=1; lists.exanple.org; spf=pass
snt p. nfronF qd@ 1. exanpl e; dki nmeFpass (512-bit key)
header.i =@l1. exanpl e; dmarc=pass
DKI M Si gnature: v=1; a=rsa-shal; c=rel axed/rel axed; d=dl.exanple; h=
message-i d: date: fromto: subject; s=origin2015; bh=bl xxael QvnOBdT
Ai t Yf SNFgzPP4=; b=qKj d5f Yi bKXWN cMKCgRYuo1lvJ2f D+l AQPj X+uamXl GY2Q
OH Q+Lg3/ yHzG3JIHIp6780/ nKQPOW 2UDJQr JKEA==
Message- 1 D: <54B84785. 1060301 @l1. exanpl e>
Date: Thu, 14 Jan 2015 15:00: 01 -0800
From John Q Doe <jqd@1l. exanpl e>
To: arc@lnarc. exanpl e
Subject: [List 2] Exanple 1

Hey gang,

This is a test nessage.
--J.
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