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Emai|l Authentication for Internationalized Mi
Abst ract

Sender Policy Framework (SPF) (RFC 7208), Domai nKeys ldentified Mai
(DKIM (RFC 6376), and Domai n-based Message Authenticati on,
Reporting, and Confornmance (DMARC) (RFC 7489) enabl e a donai n owner
to publish enmail authentication and policy information in the DNS
In internationalized email, domain names can occur both as U1l abels
and A-labels. This specification updates the SPF, DKIM and DMARC
specifications to clarify which formof internationalized domain
nanes to use in those specifications.
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Thi s docunent is a product of the Internet Engineering Task Force
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I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8616
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1. I nt roducti on

SPF [ RFC7208], DKIM [ RFC6376], and DVARC [ RFC7489] enabl e a domain
owner to publish enmail authentication and policy information in the
DNS. SPF primarily publishes informati on about what host addresses
are authorized to send mail for a domain. DKIM places cryptographic
signatures on emnil messages, with the validation keys published in
the DNS. DMARC publishes policy information related to the domain in
the From header field of enmail nessages.

In conventional email, all domain nanes are ASCII in all contexts, so
there is no question about the representation of the domai n nanes.
Al'l internationalized domain names are represented as A-labels

[ RFC5890] in nessage header fields, SMIP sessions, and the DNS

Internationalized mail [ RFC6530] (generally called "EAI" for Email
Address Internationalization) allows U labels in SMIP sessions
[ RFC6531] and nessage header fields [ RFC6532].

Every U-label is equivalent to an A-label, so in principle, the
choice of label format will not cause anbiguities. But in practice,
consi stent use of label formats will make it nore likely that code
for mail senders and receivers interoperates.

Internationalized nmail al so all ows UTF-8-encoded Uni code characters
in the |ocal parts of mail box names, which were historically only
ASCl | .

2. Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Levi ne St andards Track [ Page 2]



RFC 8616 EAl Aut henticati on June 2019

The term "I DN', for Internationalized Domain Name, refers to a domain
nane containing either U |abels or A-labels.

Since DMARC is not currently a Standards Track protocol, this
specification offers advice rather than requirenents for DVARC

3. General Principles

In headers in EAl mail nessages, domain nanes that were restricted to
ASCI| can be U1l abels, and mail box | ocal parts can be UTF-8. Header
field nanes and other text intended primarily to be interpreted by
conmputers rather than read by people renai ns ASC |

Strings stored in DNS records remain ASCI1 since there is no way to
tell whether a client retrieving a DNS record expects an EAl or an
ASCI | result. Wen a domain name found in a mail header field
includes U-|labels, those |abels are translated to A-labels before
being | ooked up in the DNS, as described in [ RFC5891].

4. SPF and Internationalized Mi

SPF [ RFC7208] uses two identities fromthe SMIP session: the host
name in the EHLO command and the domain in the address in the MAIL
FROM command. Since the EHLO conmand precedes the server response
that tells whether the server supports the SMIPUTF8 extension, an | DN
host name MUST be represented as A-labels. An IDN in MAIL FROM can
be either U | abels or A-labels.

Al Ul abels MIST be converted to A-labels before being used for an
SPF validation. This includes both the |abels in the name used for
the original DNS | ookup, described in Section 3 of [RFC7208], and
those used in the macro expansi on of domai n-spec, described in
Section 7. Section 4.3 of [RFC7208] states that all IDNs in an SPF
DNS record MJUST be A-labels; this rule is unchanged since any SPF
record can be used to authorize either EAl or conventional nmail.

SPF macros % s} and %1} expand the local part of the sender’s
mai | box. If the local part contains non-ASCI| characters, terns that
include % s} or %41} do not match anything, because non-ASCI| |oca
parts cannot be used as the DNS | abels the macros are intended to

mat ch. Since these nacros are rarely used, this is unlikely to be an
i ssue in practice.

5. DKIMand Internationalized Mi
DKI M [ RFC6376] specifies a nmail header field that contains a

crypt ographi ¢ nessage signature and a DNS record that contains the
val i dation key.
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Section 2.11 of [RFC6376] defines dki mquoted-printable. Its
definition is nodified in messages with internationalized header
fields so that non-ASCI|I UTF-8 characters need not be quoted. The
ABNF [ RFC5234] for dkimsafe-char in those nmessages is replaced by
the follow ng, adding non-ASCI| UTF-8 characters from [ RFC3629]:

%21-3A | %3C /| W3E-7E /
UTF8-2 / UTF8-3 / UTF8-4

dki m saf e- char

- <) > -~ 0 non- ASC |
UTF8- 2 = <Pefined in Section 4 of RFC 3629>
UTF8- 3 = <Defined in Section 4 of RFC 3629>
UTF8- 4 = <Defined in Section 4 of RFC 3629>
Section 3.5 of [RFC6376] states that IDNs in the d=, i=, and s= tags

of a DKIM Signature header field MIST be encoded as A-labels. This
rule is relaxed only for internationalized nessage header fields

[ RFC6532], so IDNs SHOULD be represented as U-labels. This provides
i mproved consistency with other header fields. (A-labels remain
valid to allow a transition fromol der software.) The set of

al | owabl e characters in the local part of an i=tag is extended in
the sane fashion as local parts of ermail addresses as described in
Section 3.2 of [RFC6532]. VWhen conputing or verifying the hash in a
DKI M si gnature as described in Section 3.7 of [RFC6376], the hash
MJST use the domain name in the format it occurs in the header field.

Section 3.4.2 of [RFC6376] describes rel axed header canonicalization
Its first step converts all header field nanmes from uppercase to

| onercase. Field nanes are restricted to printable ASCII (see

[ RFC5322], Section 3.6.8), so this case conversion remains ASCI| case
conver si on.

DKI M key records, described in Section 3.6.1 of [RFC6376], do not
contain domain nanmes, so there is no change to their specification

6. DMARC and I nternationalized Mil

DVARC [ RFC7489] defines a policy |anguage that domain owners can
specify for the donmain of the address in an RFC5322. From header
field.

Section 6.6.1 of [RFC7489] specifies, somewhat inprecisely, how | DNs
in the RFC5322. From address domain are to be handled. That section
is updated to say that all U-labels in the donain are converted to
A-1abel s before further processing. Section 7.1 of [RFC7489] is
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simlarly updated to say that all Ul abels in domains being handl ed
are converted to A-labels before further processing.

DVMARC policy records, described in Sections 6.3 and 7.1 of [RFC7489],
can contain enmail addresses in the "rua" and "ruf" tags. Since a
policy record can be used for both internationalized and conventi onal
mai |, those addresses still have to be conventional addresses, not
internationalized addresses.

7. |1 ANA Consi derations
Thi s docunent has no | ANA acti ons.
8. Security Considerations

Emai|l is subject to a vast range of threats and abuses. This
docunent attenpts to slightly nitigate some of them but does not, as
far as the author knows, add any new ones. The updates to SPF, DKIM
and DMARC are intended to allow the respective specifications to work
as reliably on internationalized mail as they do on ASCII mail, so
that applications that use them such as some kinds of mail filters
that catch spam and phish, can work nore reliably on
internationalized mail.
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