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1. Introduction

"Virtual Private LAN Service (VPLS) Using BGP for Auto-Discovery and
Signaling" [RFCA761] describes the concepts and signaling for using
the Border Gateway Protocol (BGP) to set up a VPLS. It specifies the
BGP VPLS Network Layer Reachability Information (NLRI) by which a
Provi der Edge (PE) router nay require other PEs in the sane VPLS to
include (or not) the Control Wrd (CW and sequencing information in
VPLS franmes sent to this PE

The use of the CWhel ps prevent the m sordering of |IPv4 or |IPv6
Pseudowire (PW traffic over Equal -Cost Multipath (ECMP) paths or

Li nk Aggregation Group (LAG bundles. [RFC4385] describes the format
for the CWthat nmay be used over point-to-point PW and over a VPLS.
Along with [ RFC3985], [RFC4385] al so describes sequence nunber usage
for VPLS franes.

However, [RFC4761] does not specify the behavior of PEs in a ni xed
envi ronnment where sonme PEs support CW sequencing and others do not.
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Probl em Description

[ RFC4761] specifies the VPLS BGP NLRI by which a given PE advertises
t he behavi or expected by the nultiple PEs participating in the sane
VPLS. The NLRI indicates the VPLS | abel that the various PE routers,
which are referred to in the NLRI, should use when forwarding VPLS
traffic to this PE. Additionally, by using the Control Flags, this
PE specifies whether the other PEs (in the same VPLS) shoul d use the
CWor sequenced delivery for frames forwarded to this PE. These are
indicated by the C-bits and the S-bits, respectively, in the Contro
Fl ags, as specified in Section 3.2.4 in [RFC4761].

[ RFC4761] requires that if the advertising PE sets the C-bits and
S-bits, the receiving PE MUST, respectively, insert a CWand include
sequence nunbers when forwarding VPLS traffic to the advertising PE

However, in a BGP VPLS depl oynent, there would often be cases where a
PE receiving the VPLS BGP NLRI may not have the ability to insert a
CWor include sequencing information inside PWframes. Thus, the
behavi or of CW processi ng and sequenci ng needs to be further
speci fi ed.

Thi s docunent updates the nmeaning of the Control Flags in the Layer2
Info Extended Community in the BGP VPLS NLRI. It also specifies the
forwardi ng behavior for a m xed-node environnment where not every PE
in a VPLS has the ability or the configuration to honor the Contro
Fl ags received fromthe PE advertising the BGP NLRI

3. Updated Meaning of Control Flags in the Layer2 |Info Extended
Conmuni ty

[ RFC4761] does not allow for the CWsetting to be negotiated. 1In a
typical inplenentation, if a PE sets the Cbit, it expects to receive
VPLS franes with a CWand will send franes the same way. |If the PEs
at the two ends of a PWdo not agree on the setting of the Cbit, the
PWdoes not come up. The behavior is simlar for the S-bit.

This nmeno updates the neaning of the C-bit and the S-bit in the
Control Fl ags.
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3.1. Control Wrd (CBit)

If a PE sets the C-bit inits NLRI, it means that the PE has the
ability to send and receive franmes with a CW

- |If the PEs at both ends of a PWset the CGbit, CW MJIST be used in
both directions of the PW

- If both PEs send a C-bit of 0, CW MJST NOT be used on the PW
These two cases behave as before.

However, if the PEs at both ends of the PWdo not agree on the
setting of the C-bit, CA MJST NOT be used in either direction on
that PW but the PWMJST NOT be prevented from comng up due to this
m smatch. So, the PWwill still cone up but will not use the CWin
either direction. This behavior is changed fromthe behavior
described in [RFC4761] where the PWdoes not cone up.

3.2. Sequence Flag (S-Bit)
If a PE sets the S-bit inits NLRI, it neans that the PE has the
ability to set sequence nunbers as described in Section 4.1 in
[ RFC4385] and process sequence nunmbers as described in Section 4.2 in
[ RFC4385] .

- If the PEs at both ends of a PWset the S-bit, non-zero sequence
nunmbers MJST be used in both directions of the PW

- |If both PEs send an S-bit of 0, sequence nunmbers MJST NOT be used
on the PW

These two cases behave as before.

[ RFC4761] does not allow for the S-bit setting to be negoti ated

either. In a typical inplementation, if the PE sets the S-bit in the
advertised NLRI, it expects to receive VPLS frames with non-zero
sequence nunbers and will send outgoing franes over the PWwith

non-zero sequence nunbers.

This meno further specifies the expected behavi or when the PEs at the
ends of the PWadvertise differing S-bit values. |[If the PEs at both
ends of the PWdo not agree on the setting of the S-bit, then the PW
SHOULD NOT come up. This is to avoid running into out-of-sequence
ordering scenarios when the multiple PEs that are enabling
multihomng for a site have differing S-bit advertisenents as
described in Section 4.2 in [RFC4385]. However, if a deploynment is
known to not utilize multihonmi ng, a user-configurable way to override
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this recomrendati on MAY be provided by an inplenentation whereby the
PWis allowed to come up. In that case, the PE advertising the S-bit
as 0 shoul d set sequence nunbers in the franes as 0, and the PW
receiving the frames should not expect to receive non-zero sequence
nunbers.

4. Using Point-to-Miltipoint (P2MP) LSPs as Transport for BGP VPLS

BGP VPLS can be used over point-to-point Label Sw tched Paths (LSPs)
acting as transport between the VPLS PEs. Alternately, BGP VPLS may
al so be used over Point-to-Miltipoint (P2MP) LSPs with the source of
the P2MP LSP rooted at the PE advertising the VPLS BGP NLRI.

In a network that uses P2MP LSPs as transport for a VPLS, there may
be some PEs that support the CWwhile others may not. The behavi or
is simlar for the sequencing of VPLS franes.

In such a setup, a source PE that supports CWshould set up two
different P2MP LSPs such that:

- One P2MP LSP will transport CWnmarked frames to those PEs that
advertised the Cbit as 1.

- The other P2MP LSP will transport franes wthout the CWto those
PEs that advertised the C-bit as O.

Using two different P2MP LSPs to deliver franes with and wi thout the
CWto different PEs ensures that a P2MP root PE honors the C bit
advertised by the other P2MP PEs.

However, the set of |eaves on the two P2MP LSPs (rooted at the given
PE) MUST NOT contain any PEs that advertised a value for the S-bit
different fromwhat the root PE itself is advertising. PEs that
advertised their S-bit values differently (fromwhat the P2MP root PE
advertised) will not be on either of the P2MP LSPs. This ensures
that the P2MP root PE is sending VPLS franes only to those PEs that
agree on the setting of the S-bit.

The ingress router for the P2MP LSP shoul d send separate NLRIs for
the cases of using the CWand for not using the CW
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5.

Illustrative D agram
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Figure 1. Exanple of a VPLS

In the above topology, let there be a VPLS configured with the PEs as
di spl ayed. Let PEl1 be the PE under consideration that is CWenabled
and sequenci ng enabl ed. Let PE2 and PE3 al so be CWenabl ed and
sequenci ng enabl ed. Let PE4 not be CWenabled or have the ability to
i ncl ude sequence nunbers. PE1 will advertise a VPLS BGP NLRI
containing the ¢ S-bits marked as 1. PE2 and PE3, on |earning of the
NLRI from PE1, will include the CWand non-zero sequence numbers in
the VPLS frames being forwarded to PE1 as described in Section 4 in

[ RFC4385]. However, PE4, which does not have the ability to include
a CWor include non-zero sequence nunbers, will not.

As per [RFC4761], PE1 woul d expect all other PEs to forward
CWcontai ni ng franes that have non-zero sequence nunbers. That
expectation cannot be net by PE4 in this exanple. Thus, as per
[ RFC4761], the PWbetween PE1 and PE4 does not cone up

However, this docunent addresses how an inplenmentation should support
BGP VPLS in a network where a subset of the BGP VPLS PEs support the
CW and/ or frame sequencing. PEL will not bring up the PWwith PE4
due to the S-bit nismatch, unless overridden by |ocal configuration
on PE1 and PE4 as specified in Section 3.2. If PE4 instead was to
advertise a C-bit of 0 and an S-bit of 1, then the PWbetween PE1 and
PE4 woul d corme up despite the CWmismatch. Additionally, PEL would
set up its data plane such that it will strip the CWonly for those
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6.

6.

VPLS frames that are received fromPEs that have indicated their
desire to receive CWmarked frames. So, PEl will set up its data

pl ane to strip the CWonly for VPLS frames received from PE2 and PES,
and it will expect to process PWframes containing non-zero sequence
nunbers as described in Section 4.2 in [RFC4385]. PE1 will set up
its data plane to not strip the CWfromfranes received from PE4, and
it would expect PE4 to send franes with non-zero sequence numnbers.

Al frames sent by PE4 to PE1 over the PWwoul d have a non-zero
sequence nunber.

Treatnment of CG-Bits and S-Bits in Miltihom ng Scenari os

.1. Control Wrd (CBit)

In a nultihomed environnent, different PEs may effectively represent

the sane service destination endpoint. 1t could be assunmed that the

end-to-end PWestablishnment process should foll ow the sane rul es when
it comes to CWrequirenents, neaning that setting the C-bit would be

enforced equally toward both primry and backup desi gnated

f orwar der s.

However, in the multihom ng case, each PW SHOULD be eval uated

i ndependently. Assum ng the network topol ogy specified in Section 5,
there could be the case where the PWbetween PE2 and PE1 coul d have
the CWsignal ed via the extended community and woul d be used in the
VPLS frane, while the PE2-to-PE4 PWwould not insert the CWin the
VPLS frane due to a CGbit msmatch. The multihom ng behavior of the
rest of the PEs should sinply follow the rules specified in

[ VPLS- MULTI HOM NG .

2. Sequence Flag (S-Bit)

In a nultihomed environnent, different PEs may effectively represent
the sane service destination endpoint. 1In this case, the rules for
end-to-end PWestablishment SHOULD fol |l ow the same behavior as that
described in Section 3.2 when it comes to S-bit requirements.

Consi der the case described in Section 5 with CE5 having a connection
to multiple PEs (multihoned) to PE4 and PE1l. The PWs behavior is
simlar to that for the CWscenario such that the S-bit evaluation
SHOULD be i ndependent per PW So, in the case where PE4 does not set
the S-bit inits advertised NLRI, there is an S-bit mismatch between
PE1 and PE4. This mismatch prevents the PWestablishnment between PEL
and PE4. So, only one PW-- between PE1l and PE2 -- would be
established for the multi honed site shown. Thus, even though CE5 is
physically multihomed, due to PE4’s |ack of support for sending
franmes with non-zero sequence nunbers, there would be no PW between
PE2 and PE4. CE5 would effectively not be multihomed.
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7.

9.

9.

Security Considerations

Thi s docunent updates the behavior specified in [ RFC4761]. The
security considerations discussed in [ RFC4761] apply. This docunent
essentially addresses BGP VPLS behavi or for PEs when the Cbit val ue,
the S-bit value, or both values advertised by a given PE are
different fromwhat another PE in the VPLS is advertising. Any
bit-flipping media errors leading to causing this m smatch of

C/ S-bits between PEs do not adversely affect the availability of the
PW. Rather, they cause CW to not be used or cause the

NLRI - advertising PE to not expect non-zero sequenced franes, for the
C-bit and the S-bit, respectively, being m smatched across PEs. This
is no worse than the previous behavi or where any bit-flipping nedia
errors leading to a msmatch of the ¢ S-bits between PEs woul d cause
the PWto not cone up.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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