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Abstract

Thi s docunent defines extensions to the MPLS Label Switched Path
(LSP) Ping and Traceroute nechani sns as specified in RFC 8029. The
extensions allow the MPLS LSP Ping and Traceroute nechanisns to

di scover and exercise specific paths of Layer 2 (L2) Equal - Cost
Mul tipath (ECWP) over Link Aggregation G oup (LAG interfaces.
Additionally, a nechanismis defined to enable the determni nation of
the capabilities supported by a Label Switching Router (LSR).

Thi s docunent updates RFC 8029.

Status of This Meno
This is an Internet Standards Track docunent.
Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.
I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8611.
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1. Introduction

1.1. Background

The MPLS Label Switched Path (LSP) Ping and Traceroute nechani sns

[ RFC8029] are powerful tools designed to diagnose all avail able

Layer 3 (L3) paths of LSPs, including diagnostic coverage of L3
Equal - Cost Multipath (ECMP). |In many MPLS networks, Link Aggregation
G oups (LAGs), as defined in [IEEE802. 1AX], provide Layer 2 (L2) ECWP
and are often used for various reasons. MPLS LSP Ping and Traceroute
tools were not designed to discover and exercise specific paths of L2
ECMP. This produces a linmtation for the foll owing scenari o when an
LSP traverses a LAG

o Label switching over sonme nmenber |inks of the LAGis successful,
but fails over other nenber |inks of the LAG

0 MPLS echo request for the LSP over the LAG is |oad-bal anced on one
of the menber links that is |abel sw tching successfully.

Wth the above scenario, MPLS LSP Ping and Traceroute will not be
able to detect the label-switching failure of the problematic nmenber
link(s) of the LAG In other words, |lack of L2 ECMP di agnostic
coverage can produce an outconme where MPLS LSP Ping and Traceroute
can be blind to | abel-switching failures over a problematic LAG
interface. It is, thus, desirable to extend the MPLS LSP Ping and
Traceroute to have determ nistic diagnostic coverage of LAG

i nterfaces.
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1.2

1.3.

AKi

The work toward a solution to this problemwas notivated by issues
encountered in live networks.

Ter mi nol ogy

The foll owing acronyns/terns are used in this docunent:

o MLS - Miltiprotocol Label Switching.

0 LSP - Label Switched Path.

0 LSR - Label Switching Router.

o ECW - Equal - Cost Ml ti path.

0 LAG - Link Aggregation G oup.

o0 Initiator LSR - The LSR that sends the MPLS echo request nessage.

0 Responder LSR - The LSR that receives the MPLS echo request
message and sends the MPLS echo reply nessage.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Overvi ew of Sol ution

Thi s docunent defines a new TLV to di scover the capabilities of a
responder LSR and extensions for use with the MPLS LSP Ping and
Traceroute nechanisns to describe Miltipath Information for

i ndi vi dual LAG nenber |inks, thus allowi ng MPLS LSP Pi ng and
Traceroute to di scover and exercise specific paths of L2 ECMP over
LAG interfaces. The reader is expected to be famliar with the
Downst ream Det ai | ed Mappi ng TLV (DDVAP) described in Section 3.4 of
[ RFC8029] .

The solution consists of the MPLS echo request containing a DDVAP TLV
and the new LSR Capability TLV to indicate that separate |oad-

bal anci ng i nformati on for each L2 next hop over LAGis desired in the
MPLS echo reply. The responder LSR places the sane LSR Capability
TLV in the MPLS echo reply to provide acknow edgenent back to the
initiator LSR It also adds, for each downstream LAG nenber, | oad-
bal ancing information (i.e., nmultipath information and interface
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index). This mechanismis applicable to all types of LSPs that can
traverse LAG interfaces. Many LAGs are built from peer-to-peer

links, with router X and router X+1 having direct connectivity and
the sanme nunber of LAG nenbers. It is possible to build LAGs
asymetrically by using Ethernet switches between two routers.
Appendi x A lists sone use cases for which the nmechani sns defined in
this docunment may not be applicable. Note that the nechanisns
described in this docunent do not inpose any changes to scenarios
where an LSP is pinned down to a particular LAG nenber (i.e., the LAG
is not treated as one logical interface by the LSP).

The followi ng figure and description provide an exanple of an LDP

net wor k.

<----- LDP Network ----- >
F+------- +
| |

A------- B=======C-------E
| |
Fommm D------ +

---- Non- LAG

==== LAG conprising of two nenber |inks
Figure 1: Exanpl e LDP Network

When node Ais initiating LSP Traceroute to node E, node B wll
return to node A | oad-bal ancing information for the follow ng
entries:
1. Downstream C over Non-LAG (upper path).
2. First Downstream C over LAG (m ddle path).
3. Second Downstream C over LAG (m ddle path).
4. Downstream D over Non-LAG (| ower path).

Thi s docunent defi nes:

0o in Section 3, a nechanismto discover capabilities of responder
LSRs;

O in Section 4, a nmechanismto discover L2 ECVMP i nformati on;

o in Section 5, a nmechanismto validate L2 ECMP traversal;
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0 in Section 6, the LSR Capability TLV,

o0 in Section 7, the LAG Description Indicator flag;

o in Section 8, the Local Interface Index Sub-TLYV,

0 in Section 9, the Remote Interface Index Sub-TLV;, and

0 in Section 10, the Detailed Interface and Label Stack TLV.
3. LSR Capability Discovery

The MPLS Ping operates by an initiator LSR sending an MPLS echo
request message and receiving back a corresponding MPLS echo reply
message from a responder LSR.  The MPLS Traceroute operates in a
simlar way except the initiator LSR potentially sends multiple MPLS
echo request nessages with increnenting TTL val ues.

There have been many extensions to the MPLS Ping and Traceroute
mechani sms over the years. Thus, it is often useful, and sometines
necessary, for the initiator LSR to determ nistically disanmbi guate
the differences between

0 The responder LSR sent the MPLS echo reply nmessage with contents C
because it has feature X, Y, and Z inpl enent ed.

o0 The responder LSR sent the MPLS echo reply message with contents C
because it has a subset of features X, Y, and Z (i.e., not all of
then) i npl enent ed.

0 The responder LSR sent the MPLS echo reply nmessage with contents C
because it does not have features X, Y, or Z inplenmented.

To allow the initiator LSR to di sanbi guate the above differences,
this docunment defines the LSR Capability TLV (described in

Section 6). Wen the initiator LSR wi shes to di scover the
capabilities of the responder LSR, the initiator LSR includes the LSR
Capability TLV in the MPLS echo request nmessage. When the responder
LSR receives an MPLS echo request nessage with the LSR Capability TLV
included, if it knows the LSR Capability TLV, then it MUJST incl ude
the LSR Capability TLV in the MPLS echo reply nessage with the LSR
Capabi lity TLV describing the features and extensions supported by
the local LSR. Qherwi se, an MPLS echo reply nust be sent back to
the initiator LSRwith the return code set to "One or nore of the
TLVs was not understood”, according to the rules defined in Section 3
of [RFC8029]. Then, the initiator LSR can send anot her MPLS echo
request w thout including the LSR Capability TLW.
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It is RECOVWENDED t hat inplenentations supporting the LAG nmultipath
ext ensions defined in this docunment include the LSR Capability TLV in
MPLS echo request nessages.

3.1. Initiator LSR Procedures

If an initiator LSR does not know what capabilities a responder LSR
can support, it can send an MPLS echo request nessage and carry the
LSR Capability TLV to the responder to di scover the capabilities that
the responder LSR can support.

3.2. Responder LSR Procedures

When a responder LSR receives an MPLS echo request message that
carries the LSR Capability TLV, the foll ow ng procedures are used

If the responder knows how to process the LSR Capability TLV, the
foll owi ng procedures are used:

0 The responder LSR MJST include the LSR Capability TLV in the MPLS
echo reply nmessage.

o |If the responder LSR understands the LAG Description Indicator
flag:

* Set the Downstream LAG Info Accommodation flag if the responder
LSR is capabl e of describing the outgoing LAG nenber |inks
separately; otherw se, clear the Downstream LAG Info
Accommodation fl ag.

* Set the Upstream LAG Info Accommpdation flag if the responder
LSR is capabl e of describing the incom ng LAG nmenber |inks
separately; otherw se, clear the Upstream LAG Info
Accommpdation fl ag.

4. Mechanismto Di scover L2 ECW

4.1. Initiator LSR Procedures
Thr ough LSR Capability Di scovery as defined in Section 3, the
initiator LSR can understand whether the responder LSR can describe
i ncom ng/ out goi ng LAG nenber |inks separately in the DDVAP TLV.
Once the initiator LSR knows that a responder can support this
mechani sm then it sends an MPLS echo request carrying a DDVAP TLV

with the LAG Description Indicator flag (G set to the responder LSR
The LAG Description Indicator flag (G indicates that separate | oad-
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bal anci ng i nformati on for each L2 next hop over a LAGis desired in
the MPLS echo reply. The new LAG Description Indicator flag is
described in Section 7.

4.2. Responder LSR Procedures

When a responder LSR receives an MPLS echo request message with the
LAG Description Indicator flag set in the DDMAP TLV, if the responder
LSR understands the LAG Description Indicator flag and is capabl e of
descri bi ng outgoi ng LAG nenber |inks separately, the follow ng
procedures are used, regardl ess of whether or not the outgoing
interfaces include LAG interfaces:

o For each downstreaminterface that is a LAG interface:

* The responder LSR MJST include a DDVMAP TLV when sendi ng the
MPLS echo reply. There is a single DDVAP TLV for the LAG
interface, with nmenber |inks described using sub-TLVs.

* The responder LSR MUST set the LAG Description Indicator flag
in the DS Flags field of the DDVAP TLV.

* |In the DDVAP TLV, the Local Interface |Index Sub-TLV, Renpte
Interface Index Sub-TLV, and Multipath Data Sub-TLV are used to
descri be each LAG nenber link. Al other fields of the DDVAP
TLV are used to describe the LAGinterface.

*  For each LAG nenber |ink of the LAG interface:

+ The responder LSR MJST add a Local Interface |ndex Sub-TLV
(described in Section 8) with the LAG Menber Link |ndicator
flag set in the Interface Index Flags field. It describes
the interface index of this outgoing LAG nenmber |ink (the
|l ocal interface index is assigned by the local LSR).

+ The responder LSR MAY add a Renote Interface | ndex Sub-TLV
(described in Section 9) with the LAG Menber Link |ndicator
flag set in the Interface Index Flags field. It describes
the interface index of the incom ng LAG nmenber |ink on the
downstream LSR (this interface index is assigned by the
downstream LSR). How the local LSR obtains the interface
i ndex of the LAG nenber link on the downstreamLSR is
out side the scope of this docunent.

+ The responder LSR MJST add a Multipath Data Sub-TLV for this

LAG nmenber link, if the received DDVAP TLV request ed
mul ti path infornmation.
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Based on the procedures described above, every LAG nmenber link wll
have a Local Interface Index Sub-TLV and a Miultipath Data Sub-TLV
entry in the DDMAP TLV. The order of the sub-TLVs in the DDVAP TLV
for a LAG nmenber |ink MJUST be Local Interface |ndex Sub-TLV

i mediately followed by Miultipath Data Sub-TLV, except as follows. A
LAG nenber |ink MAY al so have a corresponding Renote Interface |ndex
Sub-TLV. When a Local Interface |Index Sub-TLV, a Renmote Interface

I ndex Sub-TLV, and a Multipath Data Sub-TLV are placed in the DDVAP
TLV to describe a LAG nenber link, they MJUST be placed in the order
of Local Interface Index Sub-TLV, Renpte Interface |Index Sub-TLV, and
Mul tipath Data Sub-TLV. The bl ocks of Local Interface |Index, Renote
Interface I ndex (optional), and Miultipath Data Sub-TLVs for each
menber |ink MUST appear adjacent to each other and be in order of
increasing local interface index.

A responder LSR possessing a LAGinterface with two nenber |inks
woul d send the followi ng DDVAP for this LAG interface:

0 1 2 3
01234567890123456789012345678901

B i s T T i i o S o T Ji I
~ DDVAP fields describing LAGinterface (DS Flags with G set) ~
i i T S S i i s aih ik I S S
| Local Interface |ndex Sub-TLV of LAG nenber |ink #1 |
i e e R e o o e i ol S N B S
| Renote Interface |Index Sub-TLV of LAG menber |ink #1 |
B i s T T i i o S o T Ji I
| Multipath Data Sub-TLV LAG menber |ink #1 |
e s o i T e S  l th o i R S
| Local Interface |ndex Sub-TLV of LAG nenber |ink #2 |
i e e R e o o e i ol S N B S
| Renmote Interface |Index Sub-TLV of LAG menber |ink #2 |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Multipath Data Sub-TLV LAG menber |ink #2 |
e s o i T e S  l th o i R S
| Label Stack Sub-TLV |
i e e R e o o e i ol S N B S

Figure 2: Exanple of DDVAP in MPLS Echo Reply

When none of the received nultipath information maps to a particul ar
LAG nenber |ink, then the responder LSR MJST still place the Local
Interface Index Sub-TLV and the Multipath Data Sub-TLV for that LAG
menber link in the DDMAP TLV. The value of the Miltipath Length
field of the Multipath Data Sub-TLV is set to zero.

Akiya, et al. St andards Track [ Page 9]



RFC 8611 LSP Ping for LAG June 2019

4.3. Additional Initiator LSR Procedures
The procedures in Section 4.2 allow an initiator LSR to:

o0 Ildentify whether or not the responder LSR can describe outgoing
LAG nenber |inks separately, by looking at the LSR Capability TLV.

o Uilize the value of the LAG Description Indicator flag in DS
Flags to identify whether each received DDMAP TLV descri bes a LAG
interface or a non-LAG interface.

0 OCbtain nmultipath information that is expected to traverse the
specific LAG nmenber |ink described by the corresponding interface
i ndex.

When an initiator LSR receives a DDMAP cont ai ni ng LAG nenber
informati on froma downstream LSR with TTL=n, then the subsequent
DDVAP sent by the initiator LSR to the dowstream LSR with TTL=n+1
through a particul ar LAG nenber |ink MJST be updated according to the
fol |l owi ng procedures:

o0 The Local Interface I ndex Sub-TLVs MJST be renoved in the sending
DDMAP.

o I|If the Renmote Interface Index Sub-TLVs were present and the
initiator LSRis traversing over a specific LAG nmenber |ink, then
the Renpte Interface Index Sub-TLV corresponding to the LAG nenber
link being traversed SHOULD be included in the sending DDVAP. Al
other Renote Interface | ndex Sub-TLVs MJST be renoved fromthe
sendi ng DDIVAP.

o The Multipath Data Sub-TLVs MJST be updated to include just one
Mul tipath Data Sub-TLV. The initiator LSR MAY just keep the
Mul tipath Data Sub-TLV corresponding to the LAG nenber |ink being
traversed or conbine the Miultipath Data Sub-TLVs for all LAG
menber links into a single Miltipath Data Sub- TLV when di agnosi ng
further downstream LSRs.

o Al other fields of the DDVAP are to conply with procedures
described in [ RFC8029].
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Figure 3 is an exanple that shows how to use the DDVAP TLV to send a
notification about which nember link (link #1 in the exanple) will be
chosen to send the MPLS echo request nessage to the next downstream

LSR:

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
~ DDWVAP fields describing LAGinterface (DS Flags with G set) ~
el i I e i it T e e e e i i T o S e e S e T R R
| [ OPTI ONAL] Renote Interface |Index Sub-TLV of LAG nmenber |ink #1|
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Mul tipath Data Sub-TLV LAG nmenber |ink #1 |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Label Stack Sub-TLV |
el i I e i it T e e e e i i T o S e e S e T R R

Fi gure 3: Exanmple of DDMAP in MPLS Echo Request
5. Mechanismto Validate L2 ECVMP Traver sal

Section 4 defines the responder LSR procedures to construct a DDVAP
for a downstream LAG The Renote Interface |ndex Sub-TLV that
describes the incoming LAG nenber |inks of the downstreamLSR is
optional, because this information fromthe downstream LSR is often
not avail able on the responder LSR In such case, the traversal of
LAG nenber |inks can be validated with procedures described in
Section 5.1. If LSRs can provide the Renpote Interface |ndex Sub-
TLVs, then the validation procedures described in Section 5.2 can be
used.

5.1. Inconming LAG Menmber Links Verification

Wt hout downstream LSRs returning Renote Interface |Index Sub-TLVs in
the DDVAP, validation of the LAG nenber |ink traversal requires that
the initiator LSR traverses all avail able LAG nenber |inks and takes
the results through additional logic. This section provides the
mechanismfor the initiator LSRto obtain additional information from
the downstream LSRs and describes the additional logic in the
initiator LSR to validate the L2 ECVP traversal .

5.1.1. Initiator LSR Procedures

An MPLS echo request carrying a DDMAP TLV with the Interface and
Label Stack Object Request flag and LAG Description Indicator flag
set is sent to indicate the request for Detailed Interface and Label
Stack TLV with additional LAG nenmber link information (i.e.,
interface index) in the MPLS echo reply.
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5.1.2. Responder LSR Procedures

VWhen it receives an echo request with the LAG Description Indicator
flag set, a responder LSR that understands that flag and is capable
of describing the incom ng LAG nenber |ink SHOULD use the follow ng
procedures, regardless of whether or not the inconmng interface was a
LAG i nterface:

o Wien the | flag (Interface and Label Stack Object Request flag) of
the DDVAP TLV in the received MPLS echo request is set:

* The responder LSR MJUST add the Detailed Interface and Label
Stack TLV (described in Section 10) in the MPLS echo reply.

* |f the incomng interface is a LAG the responder LSR MJST add
the Incomng Interface I ndex Sub-TLV (described in
Section 10.1.2) in the Detailed Interface and Label Stack TLW.
The LAG Menber Link Indicator flag MUST be set in the Interface
Index Flags field, and the Interface Index field set to the LAG
menber |ink that received the MPLS echo request.

These procedures allow the initiator LSRto utilize the Incom ng
Interface I ndex Sub-TLV in the Detailed Interface and the Label Stack
TLV to derive, if the incomng interface is a LAG the identity of
the i ncom ng LAG nenber.

5.1.3. Additional Initiator LSR Procedures

Al ong with procedures described in Section 4, the procedures
described in this section will allowan initiator LSR to know

o The expected | oad-bal ance information of every LAG menber |ink, at
LSR wi th TTL=n.

o Wth specific entropy, the expected interface index of the
out goi ng LAG nenber link at TTL=n.

o Wth specific entropy, the interface index of the incom ng LAG
menber |ink at TTL=n+1.

Depending on the LAGtraffic division algorithm the nessages nmay or
may not traverse different nenber links. The expectation is that
there’s a relationship between the interface index of the outgoing
LAG nmenber link at TTL=n and the interface index of the incom ng LAG
menber link at TTL=n+1 for all entropies exam ned. |n other words,
the nessages with a set of entropies that |oad-bal ances to outgoing
LAG nmenber link X at TTL=n should all reach the next hop on the sane
i ncom ng LAG nenber link Y at TTL=n+1.
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Wth additional logic, the initiator LSR can performthe follow ng
checks in a scenario where it (a) knows that there is a LAG that has
two LAG nenbers, between TTL=n and TTL=n+1, and (b) has the nultipath
information to traverse the two LAG nenber |inks.

The initiator LSR sends two MPLS echo request nessages to traverse
the two LAG nmenber |inks at TTL=n+1

0 Success case:

*  (One MPLS echo request nessage reaches TTL=n+1 on LAG nenber
link 1.

* The other MPLS echo request nessage reaches TTL=n+1 on LAG
menber |ink 2.

The two MPLS echo request nessages sent by the initiator LSR reach
the i medi ate downstream LSR fromtwo di fferent LAG nenber |inks.

o FError case:

*  (One MPLS echo request nessage reaches TTL=n+1 on LAG nenber
link 1.

* The other MPLS echo request nessage al so reaches TTL=n+1 on LAG
menber |ink 1.

* One or both MPLS echo request nessages cannot reach the
i medi at e downstream LSR on whi chever |ink

One or two MPLS echo request nessages sent by the initiator LSR
cannot reach the inmedi ate downstream LSR, or the two MPLS echo
request messages reach at the i mredi ate downstream LSR fromthe
sane LAG nenber |ink

Note that the procedures defined above will provide a determnistic
result for LAGinterfaces that are back-to-back connected between
LSRs (i.e., no L2 switch in between). |If there is an L2 switch
between the LSR at TTL=n and the LSR at TTL=n+1, there is no
guarantee that every inconmng interface at TTL=n+1 can be traversed,
even when traversing every outgoing LAG nenber link at TTL=n. |ssues
resulting fromLAGwith an L2 switch in between are further described
in Appendix A LAG provisioning nodels in operator networks shoul d
be consi dered when anal yzing the output of LSP Traceroute that is
exercising L2 ECWPs.
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5.2. Individual End-to-End Path Verification

Wien the Renpte Interface | ndex Sub-TLVs are avail able froman LSR
with TTL=n, then the validation of LAG nenber |ink traversal can be
performed by the downstream LSR of TTL=n+1. The initiator LSR
follows the procedures described in Section 4. 3.

The DDMAP validation procedures for the downstream responder LSR are
then updated to include the comparison of the incom ng LAG nenber
link to the interface index described in the Renote Interface |ndex
Sub-TLV in the DDVAP TLV. Failure of this conparison results in the
return code being set to "Downstream Mappi ng M smatch (5)".

6. LSR Capability TLV

This docunment defines a new TLV that is referred to as the LSR
Capability TLV. It MAY be included in the MPLS echo request nessage
and the MPLS echo reply nessage. An MPLS echo request nessage and an
MPLS echo reply nessage MJST NOT include nore than one LSR Capability
TLV. The presence of an LSR Capability TLV in an MPLS echo request
message is a request that a responder LSR includes an LSR Capability
TLV in the MPLS echo reply nessage, with the LSR Capability TLV
describing features and extensions that the responder LSR supports.

The format of the LSR Capability TLV is as bel ow

LSR Capability TLV Type is 4. Length is 4. The LSR Capability TLV
has the foll owing format:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length |
B T S i T s i i e e SEI S
| LSR Capability Fl ags |
I S i o T s S S S e s s T
Figure 4: LSR Capability TLV
Wher e:
The Type field is 2 octets in length, and the value is 4.

The Length field is 2 octets in length, and the value is 4.

Akiya, et al. St andards Track [ Page 14]



RFC 8611 LSP Ping for LAG June 2019

The LSR Capability Flags field is 4 octets in length; this
docunent defines the follow ng fl ags:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Reserved (Mist Be Zero) | U O
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Thi s docunent defines two flags. The unallocated flags MJST be
set to zero when sending and ignored on receipt. Both the U and
the D flag MUST be cleared in the MPLS echo request nessage when
sendi ng and ignored on receipt. Zero, one, or both of the flags
(U and D) MAY be set in the MPLS echo reply message.

Flag Nane and Meani ng

U Upstream LAG I nfo Accommodati on

An LSR sets this flag when the LSR is capabl e of describing
a LAG nenber link in the Incoming Interface |ndex Sub-TLV
in the Detailed Interface and Label Stack TLV.

D Downstream LAG | nfo Accommpdati on

An LSR sets this flag when the LSR is capabl e of describing
LAG nenber links in the Local Interface Index Sub-TLV and
the Multipath Data Sub-TLV in the Downstream Detail ed

Mappi ng TLV.

7. LAG Description Indicator Flag: G

Thi s docunent defines a new flag, the G flag (LAG Description
Indicator), in the DS Flags field of the DDVAP TLV.

The G flag in the MPLS echo request nmessage indicates the request for
detailed LAG information fromthe responder LSR In the MPLS echo
reply nmessage, the G flag MJST be set if the DDMAP TLV describes a
LAG interface. It MJST be cleared otherw se.
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8.

The G flag is defined as bel ow

The Bit Nunber is 3.

e
| MBZ [GELITIN
T A P S S S

G LAG Description Indicator

When this flag is set in the MPLS echo request, the responder
LSR is requested to respond with detailed LAG infornmation

When this flag is set in the MPLS echo reply, the correspondi ng
DDVAP TLV describes a LAG interface

Local Interface |Index Sub-TLV

The Local Interface |ndex Sub-TLV describes the interface index
assigned by the local LSRto an egress interface. One or nore Loca
Interface Index sub-TLVs MAY appear in a DDVAP TLV.

The format of the Local Interface |Index Sub-TLV is bel ow

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Type | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Local Interface Index |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 5. Local Interface Index Sub-TLV
Wher e:
o0 The Type field is 2 octets in length, and the value is 4.
o The Length field is 2 octets in length, and the value is 4.
o0 The Local Interface Index field is 4 octets in length; it is an

interface index assigned by a local LSR to an egress interface.
It’s normally an unsigned integer and in network byte order
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9

10.

Renpte Interface | ndex Sub-TLV

The Renote Interface Index Sub-TLV is an optional TLV; it describes
the interface index assigned by a downstream LSR to an ingress
interface. One or nore Renpbte Interface Index sub-TLVs MAY appear in
a DDVAP TLV.

The format of the Renpte Interface | ndex Sub-TLV is bel ow

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Type | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Renote Interface |ndex |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 6: Renpte Interface |ndex Sub-TLV
Wher e:
o0 The Type field is 2 octets in length, and the value is 5.
o The Length field is 2 octets in length, and the value is 4.

0 The Renote Interface Index field is 4 octets in length; it is an
interface index assigned by a downstream LSR to an ingress
interface. It’s normally an unsigned integer and in network byte
order.

Detail ed Interface and Label Stack TLV

The Detailed Interface and Label Stack TLV MAY be included in an MPLS
echo reply nessage to report the interface on which the MPLS echo
request nessage was received and the | abel stack that was on the
packet when it was received. A responder LSR MJUST NOT insert nore
than one instance of this TLV into the MPLS echo reply nessage. This
TLV allows the initiator LSR to obtain the exact interface and | abe
stack information as it appears at the responder LSR

Detailed Interface and Label Stack TLV Type is 6. Length is K + Sub-
TLV Length (sum of Sub-TLVs). Kis the sumof all fields of this TLV
prior to the list of Sub-TLVs, but the Iength of K depends on the
Address Type. Details of this information is described below. The
Detail ed Interface and Label Stack TLV has the foll owi ng format:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h |
i i i T i I S i e s o o i i
| Address Type | Reserved (Mist Be Zero) |

i e e e s o e e e b i Sl S N S S
| | P Address (4 or 16 octets) |
B i s T T i i o S o T Ji I
| Interface (4 or 16 octets) |
e L o i T e S h h ok i R S

Li st of Sub-TLVs
:l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—:|-
Figure 7. Detailed Interface and Label Stack TLV

The Detailed Interface and Label Stack TLV format is derived fromthe
Interface and Label Stack TLV format (from [RFC8029]). Two changes
are introduced. The first is that the |abel stack is converted into
a sub-TLV. The second is that a new sub-TLV is added to descri be an
interface index. The other fields of the Detailed Interface and
Label Stack TLV have the same use and neaning as in [ RFC8029]. A
summary of these fields is as bel ow

Addr ess Type

The Address Type indicates if the interface is nunbered or
unnunbered. It also determ nes the Iength of the | P Address
and Interface fields. The resulting total Iength of the
initial part of the TLV is listed as "K Cctets”". The Address
Type is set to one of the foll ow ng val ues:

Type # Addr ess Type K Cctets
1 | Pv4 Nunbered 16
2 | Pv4 Unnunber ed 16
3 | Pv6 Nunbered 40
4 | Pv6 Unnunber ed 28

| P Address and Interface

| Pv4 addresses and interface indices are encoded in 4 octets;
| Pv6 addresses are encoded in 16 octets.

If the interface upon which the echo request nessage was
received is nunbered, then the Address Type MJST be set to | Pv4
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Nurmbered or | Pv6 Nunmbered, the | P Address MJST be set to either
the LSR s Router ID or the interface address, and the Interface
MUST be set to the interface address.

If the interface i s unnunbered, the Address Type MJUST be either
| Pv4 Unnunbered or | Pv6 Unnunbered, the | P Address MJST be the
LSR s Router ID, and the Interface MJST be set to the index
assigned to the interface.

Not e: Usage of |Pv6 Unnunbered has the sane issue as [ RFC8029],
which is described in Section 3.4.2 of [RFC7439]. A solution
shoul d be considered and applied to both [ RFC8029] and this
docunent .

10.1. Sub-TLVs

This section defines the sub-TLVs that MAY be included as part of the
Detailed Interface and Label Stack TLV. Two sub-TLVs are defi ned:

1 I ncom ng Label Stack
2 I ncomng Interface | ndex

10.1.1. Inconing Label Stack Sub-TLV

The I ncom ng Label Stack Sub-TLV contains the | abel stack as received
by an LSR. If any TTL val ues have been changed by this LSR, they
SHOULD be rest ored.

I ncom ng Label Stack Sub-TLV Type is 1. Length is variable, and its
format is as bel ow

0 1 2 3

01234567890123456789012345678901
T TS S S S A SR WA S S WS
| Type | Length |
T i i I T T o s S O o o il S S S
| Label | TC |9 TTL |
I i S T i i S e e S i e o

i S T S S e e e T A I S s Sl i e o
Label | TC |9 TTL
i S S T i S S e T S ATt S A A S S S S S

Figure 8: Inconming Label Stack Sub-TLV
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10.1.2. Inconming Interface Index Sub-TLV

The Incomng Interface I ndex Sub-TLV MAY be included in a Detailed
Interface and Label Stack TLV. The Incom ng Interface Index Sub-TLV
describes the index assigned by a local LSRto the interface that
received the MPLS echo request nessage.

Incoming Interface I ndex Sub-TLV Type is 2. Length is 8, and its
format is as bel ow

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Lengt h |
B i s T T i i o S o T Ji I
| Interface | ndex Flags | Reserved (Miust Be Zero) |

R e s T o T S R El ok i R e e S S e o o s
| I ncom ng Interface |ndex |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 9: Incomng Interface |Index Sub-TLV
Interface Index Flags

The Interface Index Flags field is a bit vector with follow ng
format.

0 1

0123456789012345
R T i T i e s ik T e R T
| Reserved (Mist Be Zero) M
il s ST I S S I S T T S

One flag is defined: M The remaining flags MJST be set to zero
when sendi ng and i gnored on receipt.

Flag Nane and Meani ng

M LAG Menber Link I|ndicator

When this flag is set, the interface index described in this
sub-TLV is a nmenber of a LAG

Incomng Interface | ndex

An I ndex assigned by the LSRto this interface. It's normally an
unsi gned integer and in network byte order.
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11. Rate-Limiting on Echo Request/Reply Messages

An LSP may be over several LAGs. Each LAG may have many mnenber

links. To exercise all the links, many echo request/reply nessages
will be sent in a short period. |It’'s possible that those nessages
may traverse a comon path as a burst. Under sone circumnstances,
this m ght cause congestion at the conmon path. To avoid potenti al
congestion, it is RECOVWENDED that inplenentations randonliy delay the
echo request and reply messages at the initiator LSRs and responder
LSRs. Rate-limting of ping traffic is further specified in

Section 5 of [RFC8029] and Section 4.1 of [RFC6425], which apply to
thi s docunent as well.

12. Security Considerations

Thi s docunent extends the LSP Traceroute nmechani sm [ RFC8029] to

di scover and exercise L2 ECVMP paths to deternine probl ematic nenber
link(s) of a LAG These on-denmand di agnostic nechani sns are used by
an operator within an MPLS control donmain.

[ RFC8029] reviews the possible attacks and approaches to mitigate
possi bl e threats when using these nechani sns.

To prevent | eakage of vital information to untrusted users, a
responder LSR MJUST only accept MPLS echo request nessages from
designated trusted sources via filtering the source |IP address field
of received MPLS echo request nessages. As noted in [ RFC8029],
spoofing attacks only have a snall w ndow of opportunity. If an

i ntermedi ate node hijacks these nessages (i.e., causes non-delivery),
the use of these nechanisns will determ ne the data plane is not
working as it should. Hijacking of a responder node such that it
provides a legitimate reply would invol ve conprom sing the node
itself and the MPLS control domain. [RFC5920] provides additiona
MPLS net wor k-wi de operation recommendations to avoid attacks. Please
note that source IP address filtering provides only a weak form of
access control and is not, in general, a reliable security mechani sm
Nonet hel ess, it is required here in the absence of any nore robust
mechani sms that mi ght be used.
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13. | ANA Consi derations
13.1. LSR Capability TLV

| ANA has assigned value 4 (fromthe range 0-16383) for the LSR
Capability TLV fromthe "TLVsS" registry under the "Miltiprotocol
Label Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters"
registry [1 ANA- MPLS- LSP- PI NG .

Type TLV Nane Ref erence
4 LSR Capability RFC 8611
13.1.1. LSR Capability Fl ags

| ANA has created a new "LSR Capability Flags" registry. The initial
contents are as foll ows:

Val ue Meani ng Ref er ence
31 D: Downstream LAG I nfo Accommopdati on RFC 8611
30 U Upstream LAG I nfo Accommbdati on RFC 8611

0-29 Unassi gned

Assignnents of LSR Capability Flags are via Standards Action
[ RFC8126] .

13.2. Local Interface |Index Sub-TLV

| ANA has assigned value 4 (fromthe range 0-16383) for the Local
Interface | ndex Sub-TLV fromthe "Sub-TLVs for TLV Type 20"
subregistry of the "TLVsS" registry in the "Miltiprotocol Label
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters”
registry [1 ANA- MPLS- LSP- PI NG .

Sub- Type Sub- TLV Nane Ref erence
4 Local Interface |Index RFC 8611
13.2.1. Interface I ndex Flags

| ANA has created a new "Interface Index Flags" registry. The initial
contents are as foll ows:

Bit Number Nane Ref er ence

15 M LAG Menber Link I|ndicator RFC 8611
0-14 Unassi gned
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Assignnents of Interface Index Flags are via Standards Action
[ RFC8126] .

Note that this registry is used by the Interface Index Flags field of
the follow ng sub-TLVs:

0 The Local Interface Index Sub-TLV, which may be present in the
Downst ream Det ai | ed Mappi ng TLV.

0 The Renote Interface |Index Sub-TLV, which may be present in the
Downst r eam Det ai | ed Mappi ng TLV.

0 The Inconming Interface Index Sub-TLV, which may be present in the
Detail ed Interface and Label Stack TLV.

13.3. Rempte Interface | ndex Sub-TLV

| ANA has assigned value 5 (fromthe range 0-16383) for the Renpte
Interface | ndex Sub-TLV fromthe "Sub-TLVs for TLV Type 20"
subregistry of the "TLVsS" registry in the "Miltiprotocol Label
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters"”
registry [1 ANA- MPLS- LSP- PI NG .

Sub- Type Sub- TLV Nane Ref erence

5 Renpte Interface | ndex RFC 8611
13.4. Detailed Interface and Label Stack TLV

I ANA has assigned value 6 (fromthe range 0-16383) for the Detailed
Interface and Label Stack TLV fromthe "TLVs" registry in the

"Mul tiprotocol Label Switching (MPLS) Label Switched Paths (LSPs)
Ping Parameters” registry [l ANA- MPLS- LSP- PI NG .

Type TLV Nane Ref erence

6 Detailed Interface and Label Stack RFC 8611

13.4.1. Sub-TLVs for TLV Type 6

RFC 8029 changed the registration procedures for TLV and sub-TLV
registries for LSP Ping.

| ANA has created a new "Sub-TLVs for TLV Type 6" subregistry under
the "TLVs" registry of the "Miltiprotocol Label Sw tching (MPLS)
Label Switched Paths (LSPs) Ping Parameters" registry

[ 1 ANA- MPLS- LSP- PI NG .
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This registry confornms with RFC 8029
The registration procedures for this sub-TLV registry are:

Range Regi stration Procedure Not e

0- 16383 St andards Action This range is for mandatory
TLVs or for optional TLVs that
require an error nessage if
not recogni zed.

16384- 31743 RFC Required This range is for mandatory
TLVs or for optional TLVs that
require an error nessage if
not recogni zed.

31744- 32767 Private Use Not to be assigned

32768- 49161 Standards Action This range is for optional TLVs
that can be silently dropped if
not recogni zed.

49162- 64511 RFC Required This range is for optional TLVs
that can be silently dropped if
not recogni zed.

64512- 65535 Private Use Not to be assigned

The initial allocations for this registry are:

Sub- Type Sub- TLV Nane Ref erence Coment

0 Reserved RFC 8611

1 I ncom ng Label Stack RFC 8611

2 Incom ng Interface I ndex RFC 8611

3-31743 Unassi gned

31744- 32767 RFC 8611 Reserved for
Private Use

32768- 64511 Unassi gned

64512- 65535 RFC 8611 Reserved for
Private Use

Note: | ETF does not prescribe how the Private Use sub-TLVs are

handl ed; however, if a packet containing a sub-TLV froma Private Use
ranges is received by an LSR that does not recognize the sub-TLV, an
error nessage MAY be returned if the sub-TLV is fromthe range
31744-32767, and the packet SHOULD be silently dropped if it is from
the range 64511-65535.
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13.4.2. Interface and Label Stack Address Types

The Detailed Interface and Label Stack TLV shares the Interface and
Label Stack Address Types with the Interface and Label Stack TLV. To
reflect this, | ANA has updated the nane of the registry from
"Interface and Label Stack Address Types" to "Interface and Label
Stack and Detailed Interface and Label Stack Address Types".

13.5. DS Fl ags

| ANA has assigned a new bit nunber fromthe "DS Fl ags" subregistry of
the "Miul tiprotocol Label Switching (MPLS) Label Switched Paths (LSPs)
Ping Parameters” registry [| ANA- MPLS- LSP- Pl NG .

Note: the "DS Fl ags" subregistry was created by [ RFC3029].

Bit nunber Nane Ref er ence

3 G LAG Description Indicator RFC 8611
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App

A 1.

A 2.

A 3.

AKi

endix A LAGwith Internmediate L2 Switch | ssues

Several flavors of provisioning nodels that use a "LAGwith L2
switch" and the correspondi ng MPLS dat a- pl ane ECVP traversal
val idation issues are described in this appendi x.

Equal Nunbers of LAG Menbers
Rl ==== S]1 ====

The issue with this LAG provisioning nodel is that packets traversing
a LAG nenber from Router 1 (Rl) to internediate L2 switch (S1) can
get | oad-bal anced by S1 towards Router 2 (R2). Therefore, MPLS echo
request messages traversing a specific LAG nenmber fromRl to S1 can
actually reach R2 via any of the LAG nenbers, and the sender of the
MPLS echo request nessages has no know edge of this nor any way to
control this traversal. 1In the worst case, MPLS echo request
messages with specific entropies will exercise every LAG nenber |ink
fromRl to S1 and can all reach R2 via the sane LAG nenber 1ink

Thus, it is inpossible for the MPLS echo request sender to verify
that packets intended to traverse a specific LAG nmenmber link fromRl
to S1 did actually traverse that LAG nenber link and to
determnistically exercise "receive" processing of every LAG nenber
link on R2. (Note: As far as we can tell, there’s not a better
option than "try a bunch of entropy |abels and see what responses you
can get back", and that’'s the sane renedy in all the described

t opol ogi es.)

Devi ati ng Numbers of LAG Menbers

Rl ==== S]1 ====

There are deviating nunbers of LAG nenbers on the two sides of the L2
switch. The issue with this LAG provisioning nodel is the sane as
with the previous nodel: the sender of MPLS echo request nessages has
no know edge of the L2 | oad-bal anci ng al gorithm nor entropy values to
control the traversal

LAG Only on Ri ght

RL ---- S1 ====

The issue with this LAG provisioning nodel is that there is no way
for an MPLS echo request sender to deterministically exercise both

LAG nenber links fromSl to R2.  And wi thout such, "receive"
processing of R2 on each LAG nenber cannot be verified.
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A 4. LAG Only on Left

The MPLS echo request sender has know edge of how to traverse both
LAG nenbers fromRl to S1. However, both types of packets will
ternminate on the non-LAG interface at R2. |t becomes inpossible for
the MPLS echo request sender to know that MPLS echo request nessages
intended to traverse a specific LAG nenber fromRl to S1 did indeed
traverse that LAG nenber.
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