I nternet Engi neering Task Force (IETF) H. Birkhol z

Request for Comments: 8610 Fraunhofer SIT
Cat egory: Standards Track C. Vigano
| SSN. 2070-1721 Uni versitaet Brenen

C. Bor mann
Uni ver si taet Bremen TZI
June 2019

Conci se Data Definition Language (CDDL): A Notational Convention
to Express Concise Binary Object Representation (CBOR)
and JSON Data Structures

Abst r act

Thi s docunent proposes a notational convention to express Concise

Bi nary Object Representation (CBOR) data structures (RFC 7049). |Its
mai n goal is to provide an easy and unanbi guous way to express
structures for protocol nessages and data formats that use CBOR or
JSON.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8610.
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1.

I nt roducti on

In this docunment, a notational convention to express Conci se Binary
bj ect Representation (CBOR) data structures [RFC7049] is defined.

The main goal for the convention is to provide a unified notation
that can be used when defining protocols that use CBOR W termthe
convention "Conci se Data Definition Language", or CDDL

The CBOR notational convention has the foll ow ng goals:

(Gl) Provide an unanbi guous description of the overall structure of
a CBOR data item

(&) Be flexible in expressing the nultiple ways in which data can
be represented in the CBOR data fornmat.

(G3) Be able to express commpn CBOR dat atypes and structures.

(A) Provide a single format that is both readable and editable for
humans and processabl e by a machi ne.

(&) Enable automatic checking of CBOR data itens for data fornmat
conpl i ance.

(G6) Enable extraction of specific elements from CBOR data for
further processing.

Not an original goal per se, but a convenient side effect of the JSON
generic data nodel being a subset of the CBOR generic data nodel, is
the fact that CDDL can al so be used for describing JSON data
structures (see Appendix E)

Thi s docunent has the follow ng structure

The syntax of CDDL is defined in Section 3. Exanples of CDDL and a
rel ated CBOR data item ("instance"), some of which use the JSON form
are described in Appendix H  Section 4 discusses usage of CDDL
Exanpl es are provided throughout the text to better illustrate
concept definitions. A formal definition of CDDL usi ng ABNF granmar
[ RFC5234] is provided in Appendix B. Finally, a _prelude_ of
standard CDDL definitions that is automatically prepended to, and
thus available in, every CDDL specification is listed in Appendix D
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1.1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Term nol ogy

New terns are introduced in _cursive , which is rendered in plain
text as the new term surrounded by underscores. CDDL text in the
running text is in "typewiter", which is rendered in plain text as
the CDDL text in double quotes (double quotes are also used in the
usual English sense; the reader is expected to di sanbiguate this by
cont ext).

In this specification, the term"byte" is used in its now custonmary
sense as a synonymfor "octet".

2. The Style of Data Structure Specification

CDDL focuses on styles of specification that are in use in the
community enploying the data nodel as pioneered by JSON and now
refined in CBOR

There are a nunber of nore or less atomc elenents of a CBOR data
nodel , such as nunbers, sinple values (false, true, nil), text
strings, and byte strings; CDDL does not focus on specifying their
structure. CDDL of course also allows adding a CBOR tag to a
data item

Beyond those atomic el enents, further components of a data structure
definition | anguage are the datatypes used for conposition: arrays
and maps in CBOR (called "arrays" and "objects" in JSON). Wile
these are only two representation formats, they are used to specify
four | oosely distinguishable styles of conposition:

0 A _vector_: an array of elenents that are nostly of the sane
semantics. The set of signatures associated with a signed data
itemis a typical application of a vector

o0 A _record_: an array the elenments of which have different,
positionally defined semantics, as detailed in the data structure
definition. A 2D point, specified as an array of an x coordi nate
(which cones first) and a y coordinate (conming second), is an
exanple of a record, as is the pair of exponent (first) and
manti ssa (second) in a CBOR decimal fraction.
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o A table : a map froma domain of map keys to a donmain of nap
val ues, that are mostly of the same semantics. A set of |anguage
tags, each mapped to a text string translated to that specific
| anguage, is an exanple of a table. The key dommin is usually not
limted to a specific set by the specification but is open for the

application, e.g., in a table nmapping |IP addresses to Media Access
Control (MAC) addresses, the specification does not attenpt to
foresee all possible IP addresses. |In a |anguage such as

JavaScript, a "Map" (as opposed to a plain "Cbject”) would often
be enpl oyed to achieve the generality of the key domain.

0 A struct_: a nmap froma donmain of map keys as defined by the
specification to a domain of map values the semantics of each of
which is bound to a specific map key. This is what many peopl e
have in mnd when they think about JSON objects; CBOR adds the
ability to use map keys that are not just text strings. Structs
can be used to solve problens simlar to those records are used
for; the use of explicit map keys facilitates optionality and
extensibility.

Two i nportant concepts provide the foundation for CDDL

1. Instead of defining all four types of conposition in CDDL
separately, or even defining one kind for arrays (vectors and
records) and one kind for maps (tables and structs), there is
only one kind of conposition in CDDL: the _group_ (Section 2.1).

2. The other inportant concept is that of a type . The entire CDDL
specification defines a type (the one defined by its first
~rule ), which fornmally is the set of CBOR data itens that are
acceptabl e as "instances" for this specification. CDDL
predefines a nunber of basic types such as "uint" (unsigned
integer) or "tstr" (text string), often making use of a sinple
formal notation for CBOR data itens. Each value that can be
expressed as a CBOR data itemis also a type in its own right,
e.g., "1". A type can be built as a _choice_ of other types,
e.g., an "int" is either a "uint" or a "nint" (negative integer).
Finally, a type can be built as an array or a map froma group

The rest of this section introduces a nunber of basic concepts of

CDDL, and Section 3 defines additional syntax. Appendix C gives a
conci se summary of the semantics of CDDL
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2.1. Goups and Conposition in CDDL

CDDL groups are lists of group _entries_, each of which can be a
nane/val ue pair or a nore conplex group expression (which then in
turn stands for a sequence of nane/value pairs). A CDDL group is a
production in a grammar that matches certain sequences of nane/val ue
pairs but not others. The grammar is based on the concepts of
Par si ng Expression Grammars (PEGs) (see Appendi x A).

In an array context, only the value of the name/value pair is
represented; the nanme is annotation only (and can be left off from
the group specification if not needed). 1In a map context, the nanes
becone the map keys ("nmenber keys").

In an array context, the actual sequence of elenents in the group is
important, as that sequence is the information that all ows

associating actual array elenments with entries in the group. 1In a
map context, the sequence of entries in a group is not relevant (but
there is still a need to wite down group entries in a sequence).

An array matches a specification given as a group when the group
mat ches a sequence of nane/val ue pairs the value parts of which
exactly match the elenents of the array in order

A map matches a specification given as a group when the group mat ches
a sequence of nanme/val ue pairs such that all of these nane/val ue
pairs are present in the map and the map has no nane/val ue pair that
is not covered by the group

A sinple exanple of using a group directly in a map definition is:

person = {
age: int,
name: tstr,
enpl oyer: tstr,
}

Figure 1: Using a Goup Directly in a Map
The three entries of the group are witten between the curly braces
that create the nap: here, "age", "nane", and "enployer" are the

nanes that turn into the map key text strings, and "int" and "tstr"
(text string) are the types of the map val ues under these keys.
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A group by itself (without creating a map around it) can be placed in
(round) parentheses and given a name by using it in a rule:

pii = (
age: int,
name: tstr,
enpl oyer: tstr,
)

Figure 2: A Basic G oup

This separate, naned group definition allows us to rephrase
Figure 1 as:

person = {
pii
}
Figure 3: Using a G oup by Nane

Note that the (curly) braces signify the creation of a map; the
groups thenselves are neutral as to whether they will be used in a
map or an array.

As shown in Figure 1, the parentheses for groups are optional when
there is sone other set of brackets present. Note that they can
still be used, leading to this not-so-realistic, but perfectly valid,
exanpl e:

person = {(
age: int,
name: tstr,
enpl oyer: tstr,
)}

Figure 4: Using a Parenthesized Goup in a Map
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Groups can be used to factor out comon parts of structs, e.g.,
instead of witing specifications in copy/paste style, such as in
Figure 5, one can factor out the common subgroup, choose a nane for
it, and wite only the specific parts into the individual naps
(Figure 6).

person = {
age: int,
name: tstr,
enpl oyer: tstr,
}

dog = {
age: int,
name: tstr,
| eash-1ength: float,

}
Fi gure 5: Maps with Copy/ Paste

person = {
identity,
enpl oyer: tstr,

dog = {
identity,
| eash-1ength: float,

}

identity = (
age: int,
name: tstr,

)

Figure 6: Using a Goup for Factorization

Note that the lists inside the braces in the above definitions
constitute (anonynous) groups, while "identity" is a named group,
whi ch can then be included as part of other groups (anonynous as in
the exanpl e, or thensel ves naned).
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2.1.1. Usage

G oups are the instrument used in conposing data structures with
CDDL. It is a nmatter of style in defining those structures whether
to define groups (anonynously) right in their contexts or whether to
define themin a separate rule and to reference themw th their
respective name (possibly nore than once).

Wth this, one is allowed to define all small parts of their data
structures and conpose bi gger protocol data units with those or to
have only one big protocol data unit that has all definitions ad hoc
wher e needed.

2.1.2. Syntax
The conposition syntax is intended to be concise and easy to read:
o The start and end of a group can be marked by "(" and ")".

o Definitions of entries inside of a group are noted as foll ows:
_keytype => val uetype, _ (read "keytype maps to val uetype"). The
comma is actually optional (not just in the final entry), but it
is considered good style to set it. The double arrow can be
replaced by a colon in the conmon case of directly using a text
string or integer literal as a key; see Section 3.5.1. This is
al so the common way of naning elements of an array just for
docunent ati on; see Section 3.4.

A basic entry consists of a _keytype and a _valuetype , both of
which are types (Section 2.2); this entry matches any nane/val ue pair
the nane of which is in the keytype and the value of which is in the
val uet ype

A group defined as a sequence of group entries matches any sequence
of nane/value pairs that is conposed by concatenation in order of
what the entries match.

A group definition can al so contain choi ces between groups; see
Section 2.2.2.
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2.2. Types
2.2.1. Val ues

Val ues such as nunbers and strings can be used in place of a type.
(For instance, this is a very common thing to do for a key type,
common enough that CDDL provi des additional conveni ence syntax
for this.)

The val ue notation is based on the C | anguage, but does not offer al
the syntactic variations (see Appendix B for details). The val ue
notation for nunbers inherits fromC the distinction between integer

val ues (no fractional part or exponent given -- NRL [|S06093];
"NR' stands for "nunerical representation") and fl oating-point val ues
(where a fractional part, an exponent, or both are present -- NR2 or

NR3), so the type "1" does not include any floating-point nunbers
while the types "1e3" and "1.5" are both floating-point nunbers and
do not include any integer nunbers.

2.2.2. Choices

Many pl aces that allow a type also allow a choi ce between types,
delinmted by a "/" (slash). The entire choice construct can be put
into parentheses if this is required to make the construction

unanbi guous (pl ease see Appendix B for details of the CDDL granmar).

Choi ces of val ues can be used to express enunerations:

attire = "bowtie" / "necktie" / "Internet attire"
protocol =6/ 17

Anal ogous to types, CDDL al so all ows choi ces between groups,
delimted by a "//" (double slash). Note that the "//" operator

bi nds much nore weakly than the other CDDL operators, so each |ine
within "delivery" in the following exanple is its own alternative in
the group choice:

address = { delivery }

delivery = (

street: tstr, ? nunber: uint, city //
po-box: uint, city //

per - pi ckup: true )

city = (
nane: tstr, zip-code: uint
)

Bi rkhol z, et al. St andards Track [ Page 11]



RFC 8610 CDDL June 2019

A group choice matches the union of the sets of nane/val ue pair
sequences that the alternatives in the choice can

For both type choices and group choices, additional alternatives can
be added to a rule later in separate rules by using "/=" and "//=",
respectively, instead of "

attire /= "sw mwear"”

delivery /1= (
lat: float, long: float, drone-type: tstr

)
It is not an error if a name is first used with a "/=" or "//="
(there is no need to "create it" with "=").

2.2.2.1. Ranges

Instead of naming all the values that rmake up a choice, CDDL all ows
building a _range_ out of two values that are in an ordering

rel ati onship: a | ower bound (first value) and an upper bound (second
value). A range can be inclusive of both bounds given (denoted by
joining two values by ".."), or it can include the | ower bound and
excl ude the upper bound (denoted by instead using "..."). If the

| ower bound exceeds the upper bound, the resulting type is the enpty
set (this behavior can be desirable when generics (Section 3.10) are
bei ng used).

devi ce-address = byte

max- byte = 255

byte = 0..max-byte ; inclusive range

first-non-byte = 256

bytel = 0...first-non-byte ; bytel is equivalent to byte

CDDL currently only allows ranges between integers (matching integer
val ues) or between floating-point values (matching floating-point
values). |If both are needed in a type, a type choice between the two
ki nds of ranges can be (clunsily) used:

int-range = 0..10 ; only integers match
float-range = 0.0..10.0 ; only floats match
BAD-rangel = 0..10.0 ; NOT DEFI NED
BAD-range2 = 0.0..10 ; NOT DEFI NED
nuneric-range = int-range / fl oat-range

(See also the control operators .lIt/.ge and .le/.gt in
Section 3.8.6.)
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Note that the dot is a valid name continuation character in CDDL, so

m n. . max

is not a range expression but a single nane. Wen using a nane as
the left-hand side of a range operator, use spacing as in

mn .. nmax
to separate off the range operator
2.2.2.2. Turning a Goup into a Choice

Sone choices are built out of |arge nunbers of values, often

i ntegers, each of which is best given a semantic nanme in the
specification. Instead of nam ng each of these integers and then
accunul ating theminto a choice, CDDL allows building a choice froma
group by prefixing it with an "&" character

term nal -col or = &basecol ors
basecol ors = (
black: 0, red: 1, green: 2, vyellow 3,
blue: 4, nmagenta: 5, ~cyan: 6, white: 7,
)
ext ended- col or = &(
basecol ors,
orange: 8, pink: 9, purple: 10, brown: 11
)

As with the use of groups in arrays (Section 3.4), the nenber nanes
have only documentary value (in particular, they m ght be used by a
tool when displaying integers that are taken fromthat choice).

2.2.3. Representation Types

CDDL all ows the specification of a data itemtype by referring to the
CBOR representation (specifically, to major types and additiona

i nformation; see Section 2 of [RFC7049]). How this is used should be
evident fromthe prelude (Appendix D): a hash mark ("#") optionally
followed by a nunber fromO to 7 identifying the major type, which
then can be followed by a dot and a nunber specifying the additiona
information. This construction specifies the set of values that can
be serialized in CBOR (i.e., "any"), by the given najor type if one
is given, or by the given mgjor type with the additional information
if both are given. \Were a major type of 6 (Tag) is used, the type
of the tagged item can be specified by appending it in parentheses.
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2

2

Note that although this notation is based on the CBOR serialization,
it is about a set of values at the data nodel |evel, e.g., "#7.25"
specifies the set of values that can be represented as hal f-precision
floats; it does not mandate that these values also do have to be
serialized as hal f-precision floats: CDDL does not provide any

| anguage neans to restrict the choice of serialization variants.

This al so enables the use of CDDL with JSON, which uses a
fundanmentally different way of serializing (some of) the sanme val ues.

It may be necessary to nake use of representation types outside the
prelude, e.g., a specification could start by naking use of an
existing tag in a nore specific way or could define a new tag not
defined in the prelude:

my_breakfast = #6.55799( br eakf ast) ; cbor-any is too general

breakfast = cereal / porridge

cereal = #6.998(tstr)

porridge = #6.999([liquid, solid])

liquid = mlk / water

mlk =0

wat er
solid

1
tstr
4. Root Type

There is no special syntax to identify the root of a CDDL data
structure definition: that role is sinply taken by the first rule
defined in the file.

This is notivated by the usual top-down approach for defining data
structures, deconposing a big data structure unit into smaller parts;
however, except for the root type, there is no need to strictly
follow this sequence

(Note that there is no way to use a group as a root -- it nust be
a type.)
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3.

Synt ax

In this section, the overall syntax of CDDL is shown, al ongside some
exanples just illustrating syntax. (The definition does not attenpt
to be overly formal; refer to Appendix B for details.)

3. 1

Ceneral Conventi ons

The basic syntax is inspired by ABNF [ RFC5234], with the foll ow ng:

(o]

Rul es, whether they define groups or types, are defined with a
nane, followed by an equals sign "=" and the actual definition
according to the respective syntactic rules of that definition.

A name can consist of any of the characters fromthe set {"A" to
" le, " a" tO "Z", " Oll tO " 9", Il_ll, Il_ll, Il@, Il. Il, " $Il}, St art I ng
with an al phabetic character (including "@, " ", "$") and ending
in such a character or a digit.

* Names are case sensitive
* |t is preferred style to start a name with a | owercase letter

* The hyphen is preferred over the underscore (except in a
"bareword" (Section 3.5.1), where the semantics may actually
require an underscore).

* The period may be useful for larger specifications, to express
sonme nodul e structure (as in "tcp.throughput" vs.
"udp. t hr oughput ").

* A nunber of names are predefined in the CDDL prelude, as listed
in Appendi x D.

* Rule nanes (types or groups) do not appear in the actual CBOR
encodi ng, but nanmes used as "barewords" in nenber keys do.
Conmments are started by a ";" (sem colon) character and finish at

the end of a line (LF or CRLF).

Except within strings, whitespace (spaces, newines, and coments)
is used to separate syntactic elenents for readability (and to
separate identifiers, range operators, or numbers that follow each
other); it is otherw se conpletely optional

Hexadeci mal nunbers are preceded by "0x" (w thout quotes) and are
case insensitive. Simlarly, binary nunbers are preceded by "O0Ob"
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0 Text strings are encl osed by double quotation '"’' characters.
They follow the conventions for strings as defined in Section 7 of
[ RFC8259]. (ABNF users may want to note that there is no support
in CDDL for the concept of case insensitivity in text strings; if
necessary, regular expressions can be used (Section 3.8.3).)

0 Byte strings are enclosed by single quotation "'" characters and
may be prefixed by "h" or "b64". |If unprefixed, the string is
interpreted as with a text string, except that single quotes nust
be escaped and that the resulting UTF-8 bytes are narked as a byte
string (major type 2). |If prefixed as "h" or "b64", the string is
interpreted as a sequence of pairs of hex digits (basel6; see
Section 8 of [RFC4648]) or a base64(url) string (Section 4 or
Section 5 of [RFCA4648]), respectively (as with the diagnostic
notation in Section 6 of [RFC7049]; cf. Appendix G 2); any
whi t espace present within the string (including coments) is
ignored in the prefixed case.

o CDDL uses UTF-8 [RFC3629] for its encoding. Processing of CDDL
does not invol ve Unicode normalization processes.

Exanpl e:

; This is a comrent
person = { g }

g = (

"name": tstr

age: int, ; "age" is a bareword
)

3. 2. Cccurrence

An optional _occurrence_ indicator can be given in front of a group
entry. It is either (1) one of the characters "?" (optional), "*"
(zero or nore), or "+" (one or nore) or (2) of the formn*m where n
and m are optional unsigned integers and n is the lower limt
(default 0) and mis the upper limt (default no limt) of
occurrences.

If no occurrence indicator is specified, the group entry is to occur
exactly once (as if 1*1 were specified). A group entry with an
occurrence indicator matches sequences of name/value pairs that are
composed by concatenating a nunber of sequences that the basic group
entry matches, where the nunber needs to be all owed by the occurrence
i ndi cat or.
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Note that CDDL, outside any directives/annotations that could

possi bly be defined, does not make any prescription as to whether
arrays or maps use definite-length or indefinite-Iength encoding.

That is, there is no correlation between | eaving the size of an array
"open" in the spec and the fact that it is then interchanged with
definite or indefinite |ength.

Pl ease al so note that CDDL can describe flexibility that the data
nmodel of the target representation does not have. This is rather
obvi ous for JSON but is also relevant for CBOR
apartnment = {
ki tchen: size,
* bedroom si ze,
size = float ; in nR
The previous specification does not mean that CBOR is changed to
al l ow using the key "bedroonm nore than once. |In other words, due to
the restrictions inposed by the data nodel, the third line pretty
much turns into:
? bedroom si ze,

(Cccurrence indicators beyond one are still useful in maps for groups
that allow a variety of keys.)

3.3. Predefined Nanes for Types

CDDL predefines a nunber of nanes. This subsection sunmarizes these
nanes, but please see Appendix D for the exact definitions.

The foll owi ng keywords for primtive datatypes are defined:

"bool" Bool ean value (nmajor type 7, additional infornmation 20
or 21).

"uint" An unsigned integer (mjor type 0).
"nint" A negative integer (mmjor type 1)
"int" An unsigned integer or a negative integer

"float16" A number representable as a half-precision float [|EEE754]
(maj or type 7, additional information 25).

"fl oat 32" A nunber representable as a single-precision float
[1 EEE754] (mejor type 7, additional information 26).
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"fl oat 64" A number representable as a doubl e-precision float
[ EEE754] (major type 7, additional information 27).
"float" One of floatl6, float32, or float64.
"bstr" or "bytes" A byte string (mjor type 2).
"tstr" or "text" Text string (mjor type 3).

(Note that there are no predefined nanes for arrays or maps; these
are defined with the syntax given bel ow.)

In addition, a nunber of types are defined in the prelude that are
associated with CBOR tags, such as "tdate", "bigint", "regexp", etc.

3.4. Arrays
Array definitions surround a group with square brackets.

For each entry, an occurrence indicator as specified in Section 3.2
is permtted.

For exanpl e:
unlimted-people = [* person]

one- or -two- peopl e = [1*2 person]
at -1 east -t wo- people = [2* person]

person = (
name: tstr,
age: uint,
)

The group "person” is defined in such a way that repeating it in the
array each tinme generates alternating nanes and ages, so these are
four valid values for a data item of type "unlimted-people":

["roundl et", 1047, "psychurgy", 2204, "extrarhythmcal", 2231]

[]

["al um nize", 212, "clinmograph", 4124]

["penintinme", 1513, "endocarditis", 4084, "inperneator", 1669,
"coext ensi on", 865]
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3.5. Maps

The syntax for specifying maps merits special attention, as well as a
nunber of optim zations and conveniences, as it is likely to be the
focal point of many specifications enploying CODL. While the syntax
does not strictly distinguish struct and tabl e usage of maps, it
caters specifically to each of them

But first, let’s reiterate a feature of CBOR that it has inherited
fromJSON: the key/value pairs in CBOR maps have no fixed ordering.
(One coul d inmagine situations where fixing the ordering may be of
use. For example, a decoder could look for values related with
integer keys 1, 3, and 7. If the order were fixed and the decoder
encounters the key 4 wi thout having encountered key 3, it could
conclude that key 3 is not available w thout doing nore conplicated
bookkeepi ng. Unfortunately, neither JSON nor CBOR supports this, so
no attenpt was nade to support this in CDDL either.)

3.5.1. Structs

The "struct” usage of maps is simlar to the way JSON objects are
used in many JSON applications.

A map is defined in the sane way as that for defining an array (see
Section 3.4), except for using curly braces "{}" instead of square
brackets "[]".

An occurrence indicator as specified in Section 3.2 is pernmtted for
each group entry.

The following is an exanple of a record with a structure enbedded:

Geography = [

city ;o tstr,

gpsCoordi nates : GpsCoor di nat es,
]

GosCoordi nates = {
| ongi t ude ©uint, ; degrees, scaled by 1077
| atitude : uint, ; degrees, scaled by 1077

}

When encodi ng, the Geography record is encoded using a CBOR array
with two menbers (the keys for the group entries are ignored),
wher eas the GpsCoordi nates structure is encoded as a CBOR nap with
two key/val ue pairs.
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Types used in a structure can be defined in separate rules or just in
pl ace (potentially placed inside parentheses, such as for choices).
For exanpl e:

| ocat ed-sanpl es = {
sanpl e-point: int,
sanples: [+ float],

where "l ocated-sanples"” is the datatype to be used when referring to
the struct, and "sanpl e-point" and "sanpl es" are the keys to be used.
This is actually a conplete exanple: an identifier that is followed
by a colon can be directly used as the text string for a nmenber key
(we speak of a "bareword" menber key), as can a doubl e-quoted string
or a nunber. (Wen other types -- in particular, types that contain
nore than one value -- are used as the types of keys, they are

foll owed by a double arrow, see bel ow.)

If a text string key does not match the syntax for an identifier (or
if the specifier just happens to prefer using double quotes), the
text string syntax can al so be used in the nmenber key position,
followed by a colon. The above exanple coul d therefore have been
witten with quoted strings in the nmenber key positions.

More generally, types specified in ways other than those listed for
the cases descri bed above can be used in a key-type position by
following themw th a double arrow -- in particular, the double arrow
is necessary if a type is naned by an identifier (which, when
followed by a colon, would be interpreted as a "bareword" and turned
into a text string). Aliteral text string also gives rise to a type
(which contains a single value only -- the given string), so another
formfor this example is:

| ocat ed-sanpl es = {
"sanpl e-point" => int,
"sanples" => [+ float],

}
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See Section 3.5.4 below for how the colon (":") shortcut described
here al so adds sone inplied semanti cs.

A better way to denpnstrate the use of the double arrow nmay be:

| ocat ed-sanpl es = {
sampl e-point: int,
samples: [+ float],
* equi pnent-type => equi prment -t ol erances,

equi pnent-type = [name: tstr, nmanufacturer: tstr]
equi pnent-tolerances = [+ [float, float]]

The exanpl e bel ow defines a struct with optional entries: display
nane (as a text string), the name conponents first name and famly
nane (as text strings), and age information (as an unsigned integer).

Per sonal Data = {
? displayNane: tstr,
NameConponent s,
? age: uint,

}

NaneConponents = (
? firstName: tstr,
? fam | yName: tstr,

)

Note that the group definition for NameConponents does not generate

anot her map; instead, all four keys are directly in the struct built
by Personal Dat a.

In this example, all key/value pairs are optional fromthe

perspective of CDDL. Wth no occurrence indicator, an entry is
mandat ory.
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If the addition of nmore entries not specified by the current
specification is desired, one can add this possibility explicitly:

Per sonal Data = {
? di spl ayNane: tstr
NameConponent s,
? age: uint,
* tstr => any

}

NaneConponents = (
? firstNane: tstr
? fam | yNane: tstr,

)
Figure 7: Personal Data: Exanple for Extensibility

The CDDL tool described in Appendix F generated the follow ng as one
acceptabl e instance for this specification:

{"fam | yNanme": "agust", "antiforeignisnm: "pretzel",
"springbuck”: "illum natingly", "exuviae": "epheneris",
"Kkilonmetrage": "frogfish"}

(See Section 3.9 for one way to explicitly identify an extension
poi nt.)

3.5.2. Tables

A table can be specified by defining a map with entries where the
key type allows nore than just a single value; for exanple:

square-roots = {* x => y}
X i nt
y fl oat

Here, the key in each key/value pair has datatype x (defined as int),
and the value has datatype y (defined as float).

If the specification does not need to restrict one of x or y (i.e.,

the application is free to choose per entry), it can be replaced by
the predefined nane "any".
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As anot her exanple, the followi ng could be used as a conversion table
converting froman integer or float to a string:

tostring
mynunber

{* nynunber => tstr}
int / float

3.5.3. Non-determnistic O der

VWhile the way arrays are matched is fully determ ned by the PEG
formalism (see Appendix A), matching is nore conplicated for maps, as
maps do not have an inherent order. For each candi date nane/val ue
pair that the PEG algorithmwould try, a matching nenber is picked
out of the entire map. For certain group expressions, nore than one
menber in the map may match. Mst often, this is inconsequential, as
the group expression tends to consume all nmatches:

| abel ed-val ues = {
? fritz: nunber,
* | abel => val ue
| abel
val ue

t ext
nunber

Here, if any nenber with the key "fritz" is present, this will be
pi cked by the first entry of the group; all remaining text/nunber
menbers will be picked by the second entry (and if anything remains
unpi cked, the map does not match).

However, it is possible to construct group expressions where what is
actually picked is indeterm nate, but does natter:

do-not-do-this = {
int =>int,
int => 6,

}

When this expression is matched against "{3: 5, 4: 6}", the first
group entry nmight pick off the "3: 5", leaving "4: 6" for matching
the second one. O it mght pick off "4: 6", |eaving nothing for the
second entry. This pathological non-determnismis caused by
specifying "nore general" before "nore specific" and by having a
general rule that only consunmes a subset of the nap key/value pairs
that it is able to match -- both tend not to occur in real-world
specifications of maps. At the time of witing, CDDL tools cannot
detect such cases automatically, and for the present version of the
CDDL specification, the specification witer is sinply urged to not
wite pathologically non-determnistic specifications.
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(The astute reader will be reninded of what was call ed "anbi guous
content nodels" in the Standard Generalized Markup Language (SGW)
and "non-determ nistic content nodels" in XM.. That problemis
related to the one described here, but the problemhere is
specifically caused by the |ack of order in maps, sonething that the
XM. schema | anguages do not have to contend with. Note that

RELAX NG s "interleave" pattern handles |ack of order explicitly on
the specification side, while the instances in XM al ways have
determ nate order.)

3.5.4. Cuts in Mps
The extensibility idi omdiscussed above for structs has one probl em

ext ensi bl e- map-exanple = {
? "optional -key" => int,
* tstr => any

}

In this example, there is one optional key "optional-key", which,
when present, maps to an integer. There is also a wildcard for any
future additions.

Unfortunately, the data item
{ "optional -key": "nonsense" }

does match this specification: while the first entry of the group
does not nmatch, the second one (the wildcard) does. This may very
wel |l be desirable (e.g., if a future extension is to be allowed to
extend the type of "optional-key"), but in nany cases it isn't.

In anticipation of a nore general potential feature called "cuts”,
CDDL allows inserting a cut "~" into the definition of the map entry:

ext ensi bl e- map-exanpl e = {
? "optional -key" ~ => int,
* tstr => any

}

A cut in this position neans that once the nenber key matches the
nane part of an entry that carries a cut, other potential matches for
the key of the member that occur in later entries in the group of the

map are no longer allowed. In other words, when a group entry woul d
pi ck a key/val ue pair based on just a matching key, it "locks in" the
pick -- this rule applies, independently of whether the value natches
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as well, so when it does not, the entire map fails to match. 1In
summary, the exanpl e above no | onger matches the specification as
nodified with the cut.

Since the desire for this kind of exclusive matching is so frequent,
the ":" shortcut is actually defined to include the cut senantics.
So, the preceding example (including the cut) can be witten nore
simply as:

ext ensi bl e- map-exanple = {
? "optional -key": int,
* tstr => any

}

or even shorter, using a bareword for the key:

ext ensi bl e- map-exanple = {
? optional -key: int,
* tstr => any

}
3.6. Tags

A type can nake use of a CBOR tag (mmjor type 6) by using the
representation type notation, giving #6.nnn(type) where nnn is an
unsi gned integer giving the tag nunmber and "type" is the type of the
data item bei ng tagged

For exanple, the following line fromthe CDDL prelude (Appendix D)
defines "biguint" as a type nane for an unsigned bi gnum N

bi guint = #6. 2(bstr)
The tags defined by [ RFC7049] are included in the prel ude.
Addi tional tags registered since [RFC7049] was witten need to be
added to a CDDL specification as needed; e.g., a binary Universally
Uni que lIdentifier (UU D) tag could be referenced as "buuid" in a
specification after defining

buuid = #6.37(bstr)
In the foll owi ng exanple, usage of tag 32 for URIs is optional

my_uri = #6.32(tstr) / tstr
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3.7. Unw apping

The group that is used to define a map or an array can often be
reused in the definition of another map or array. Similarly, a type
defined as a tag carries an internal data itemthat one would like to

refer to. |In these cases, it is expedient to sinply use the nane of
the map, array, or tag type as a handle for the group or type defined
inside it.

The "unwrap" operator (witten by preceding a nane by a tilde
character "~") can be used to strip the type defined for a nane by
one | ayer, exposing the underlying group (for maps and arrays) or
type (for tags).

For exanple, an application mght want to define a basic header and
an advanced header. Wthout unw apping, this mght be done as
fol |l ows:

basi c- header-group = (
fieldl: int,
field2: text,

)

basi c- header = [ basi c- header-group ]

advanced- header = |

basi c- header - gr oup,

field3: bytes,

field4: nunmber, ; as in the tagged type "tine
]

Unw apping sinplifies this to:

basi c- header = |
fieldl: int,
field2: text,
]

advanced- header = |
~basi c- header,
field3: bytes,
field4: ~tine,

]

(Note that |leaving out the first unwap operator in the latter
exanple would | ead to nesting the basic-header inits own array

i nsi de the advanced- header, while, with the unw apped basi c-header,
the definition of the group inside basic-header is essentially
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repeated inside advanced-header, leading to a single array. This can
be used for various applications often solved by inheritance in
progranmm ng | anguages. The effect of unw apping can al so be
described as "threading in" the group or type inside the referenced
type, which suggested the thread-1ike "~" character.)

3.8. Controls

A control _ allows relating a _target_ type with a _controller_ type
via a _control operator .

The syntax for a control type is "target .control-operator
controller", where control operators are special identifiers prefixed
by a dot. (Note that _target_ or _controller_ mght need to be

par ent hesi zed.)

A nunber of control operators are defined at this point. Further
control operators may be defined by new versions of this
specification or by registering themaccording to the procedures in
Section 6.1.

3.8.1. Control Operator .size

A ".size" control controls the size of the target in bytes by the
control type. The control is defined for text and byte strings,
where it directly controls the nunber of bytes in the string. It is
al so defined for unsigned integers (see below). Figure 8 shows
exanpl e usage for byte strings.

full-address = [[+ | abel], ip4, ip6]
ip4d = bstr .size 4

ip6 = bstr .size 16

| abel = bstr .size (1..63)

Figure 8. Control for Size in Bytes
When applied to an unsigned integer, the ".size" control restricts
the range of that integer by giving a maxi num nunber of bytes that
shoul d be needed in a conputer representation of that unsigned
integer. In other words, "uint .size N' is equivalent to
"0...BYTES_N', where BYTES_N == 256**N
audi o_sanple = uint .size 3 ; 24-bit, equivalent to 0...16777216

Figure 9: Control for Integer Size in Bytes
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Note that, as with value restrictions in CDDL, this control is not a
representation constraint; a nunber that fits into fewer bytes can
still be represented in that form and an inefficient inplementation
could use a longer form(unless that is restricted by sone format
constraints outside of CDDL, such as the rules in Section 3.9 of

[ RFC7049]) .

3.8.2. Control Operator .bits

A ".bits" control on a byte string indicates that, in the target,
only the bits nunbered by a nunber in the control type are allowed to
be set. (Bits are counted the usual way, bit nunmber "n" being set in
"str" neaning that "(str[n >> 3] & (1 << (n & 7))) !'=0".)

Simlarly, a ".bits" control on an unsigned integer "i" indicates
that for all unsigned integers "n" where "(i & (1 << n)) !'=20", "n"
must be in the control type.

tcpfl agbytes = bstr .bits flags

flags = &
fin: 8,
syn: 9,
rst: 10,
psh: 11,
ack: 12,
urg: 13,
ece: 14,
cw: 15,
ns: O,

) / (4..7) ; data offset bits

rwxbits = uint .bits rw
rwx = &r: 2, w 1, x: 0)

Figure 10: Control for Wat Bits Can Be Set

The CDDL tool described in Appendix F generates the follow ng ten
exampl e instances for "tcpflagbytes":

h’ 906d” h’ 01fc’ h’ 8145 h’ 01b7’ h’013d" h’ 409f’ h’ 018e’ h’ cO5f’
h’ 0lfa’ h’'0lfe’

These exanples do not illustrate that the above CDDL specification
does not explicitly specify a size of two bytes: a valid all-clear
instance of flag bytes could be "h’’" or "h’00"" or even "h’ 000000 "
as wel | .
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3.8.3. Control Operator .regexp

A ".regexp" control indicates that the text string given as a target
needs to match the XM. Scherma Definition (XSD) regul ar expression
given as a value in the control type. XSD regular expressions are
defined in Appendix F of [WBC. REC-xm schema-2-20041028].

nai = tstr .regexp "[A-Za-z0-9]+@A-Za-z0-9] +(\\.[ A-Za-z0-9] +) +"
Figure 11: Control with an XSD regexp
An exampl e matching this regul ar expression
"NL@H57HF. 4Znqe0. dYJRN. i gj f "
3.8.3.1. Usage Consi derations

Not e that XSD regul ar expressions do not support the usual \x or \u
escapes for hexadeci mal expression of bytes or Uni code code points.
However, in CDDL the XSD regul ar expressions are contained in text
strings, the literal notation for which provides \u escapes; this
shoul d suffice for nost applications that use regul ar expressions for
text strings. (Note that this also neans that there is one | evel of
string escaping before the XSD escaping rules are applied.)

XSD regul ar expressions support character class subtraction, a
feature often not found in regular expression |libraries;
specification witers nay want to use this feature sparingly.
Sim | ar considerations apply to Uni code character classes; where
these are used, the specification that enploys CDDL SHOULD i dentify
whi ch Uni code versions are addressed.

O her surprises for infrequent users of XSD regul ar expressions nay
i nclude the follow ng:

0 No direct support for case insensitivity. Wile case
insensitivity has gone nostly out of fashion in protocol design,
it is sometines needed and then needs to be expressed manual ly as
in"[Cc][Aa][Ss][Ee]".

0 The support for popular character classes such as \wand \d is
based on Uni code character properties; this is often not what is
desired in an ASClI|-based protocol and thus might lead to
surprises. (\s and \'S do have their nore conventional meanings,
and "." matches any character but the line-ending characters \r
or \n.)
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3.8.3.2. Discussion

There are many flavors of regular expression in use in the
programm ng comunity. For instance, Perl-Conpatible Regul ar
Expressions (PCREs) are widely used and probably are nore useful than
XSD regul ar expressions. However, there is no nornative reference
for PCREs that could be used in the present docunment. |Instead, we
opt for XSD regul ar expressions for now. There is precedent for that
choice in the I ETF, e.g., in YANG [ RFC7950] .

Note that CDDL uses controls as its main extension point. This
creates the opportunity to add further regular expression formats in
addition to the one referenced here, if desired. As an exanple, a
proposal for a ".pcre" control is defined in [CDDL-Freezer].

3.8.4. Control Operators .cbor and .cborseq

A ".cbor" control on a byte string indicates that the byte string
carries a CBOR-encoded data item Decoded, the data item natches the
type given as the right-hand-side argument (typel in the foll ow ng
exanpl e).

"bytes .cbor typel"

Similarly, a ".cborseq" control on a byte string indicates that the
byte string carries a sequence of CBOR-encoded data itens. Wen the
data itens are taken as an array, the array matches the type given as
the right-hand-side argunent (type2 in the follow ng exanple).

"bytes .cborseq type2"

(The conversion of the encoded sequence to an array can be effected,
for instance, by wapping the byte string between the two bytes 0x9f
and Oxff and decoding the wapped byte string as a CBOR-encoded
data item)

3.8.5. Control Operators .within and . and
A ".and" control on a type indicates that the data item matches both
the left-hand-side type and the type given as the right-hand side.
(Formally, the resulting type is the intersection of the two types
gi ven.)

"typel .and type2"
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A variant of the ".and" control is the ".within" control, which
expresses an additional intent: the |left-hand-side type is neant to
be a subset of the right-hand-side type.

"typel .within type2"

Wil e both forns have the identical formal senmantics (intersection),

the intention of the ".within" formis that the right-hand side gives
gui dance to the types allowed on the | eft-hand side, which typically
is a socket (Section 3.9):

nessage = $nessage .w thin nessage-structure
message-structure = [nmessage_type, *nessage_opti on]
message_type = 0..255

message_option = any

$nessage /= [3, dough: text, topping: [* text]]
$nessage /= [4, noodles: text, sauce: text, parnmesan: bool]

For ".within", a tool might flag an error if typel allows data itens
that are not allowed by type2. 1In contrast, for ".and", there is no
expectation that typel is already a subset of type2

3.8.6. Control Operators .It, .le, .gt, .ge, .eq, .ne, and .default

The controls .It, .le, .gt, .ge, .eq, and .ne specify a constraint

on the left-hand-side type to be a value less than, |ess than or
equal to, greater than, greater than or equal to, equal to, or not
equal to a value given as a right-hand-side type (containing just
that single value). In the present specification, the first four
controls (.It, .le, .gt, and .ge) are defined only for nuneric types,
as these have a natural ordering rel ationship.

speed = nunber .ge 0 ; unit: nis

.ne and .eq are defined for both numeric values and val ues of other
types. |If one of the values is not of a nuneric type, equality is
determned as follows: text strings are equal (satisfy .eq / do not
satisfy .ne) if they are bytew se identical; the sane applies for
byte strings. Arrays are equal if they have the sane nunber of

el enents, all of which are equal pairwi se in order between the
arrays. Maps are equal if they have the sane nunber of key/val ue
pairs, and there is pairw se equality between the key/value pairs
between the two maps. Tagged val ues are equal if they both have the
same tag and the values are equal. Values of sinple types match if
they are the sanme values. Nuneric types that occur within arrays,
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maps, or tagged values are equal if their nunmeric value is equal and
they are both integers or both floating-point values. Al other
cases are not equal (e.g., conparing a text string with a byte
string).

A variant of the ".ne" control is the ".default" control, which
expresses an additional intent: the value specified by the

ri ght-hand-side type is intended as a default value for the

| eft-hand-side type given, and the inplied .ne control is there to
prevent this value frombeing sent over the wire. This control is
only neani ngful when the control type is used in an optional context;
ot herwi se, there would be no way to nmake use of the default val ue.

timer = {

time: uint,

? di splayed-step: (number .gt 0) .default 1
}

3.9. Socket/Pl ug

For both type choices and group choices, a nmechanismis defined that
facilitates starting out with enpty choices and assenbling them
|ater, potentially in separate files that are concatenated to build
the full specification

Per convention, CDDL extension points are nmarked with a | eading
dol lar sign (types) or two | eading dollar signs (groups). Tools
honor that convention by not raising an error if such a type or group
is not defined at all; the synbol is then taken to be an enpty type
choi ce (group choice), i.e., no choice is avail able.

tcp-header = {seq: uint, ack: uint, * $$tcp-option}

; later, inadifferent file

$$t cp-option //= (

sack: [+(left: uint, right: uint)]

; and, maybe in another file

$$t cp-option //= (
sack-permtted: true

)
Nanmes that start with a single "$" are "type sockets", starting out
as an enpty type, and intended to be extended via "/=". Nanmes that

start with a double "$$" are "group sockets", starting out as an
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enpty group choice, and intended to be extended via "//=". |In either
case, it is not an error if there is no definition for a socket at
all; this then means there is no way to satisfy the rule (i.e., the

choice is enpty)

As a convention, all definitions (plugs) for socket names nust be
augnentations, i.e., they nmust be using "/=" and "//=", respectively.

To pick up the exanple illustrated in Figure 7, the socket/plug
mechani sm coul d be used as shown in Figure 12

Per sonal Data = {
? displayNane: tstr
NameConponent s,
? age: uint,
* $$per sonal dat a- ext ensi ons

}

NanmeComponents = (
? firstName: tstr,
? fam | yName: tstr,

)

; The above al ready works as is.
; But then, we can add | ater

$$per sonal dat a- extensions //= (
favorite-salsa: tstr,

)

; and agai n, sonewhere el se:

$$per sonal dat a- extensions //= (
shoesi ze: uint,

)
Figure 12: Personal Data Exanple: Using Socket/Plug Extensibility

3.10. Cenerics

Usi ng angl e brackets, the left-hand side of a rule can add fornal
paraneters after the nane being defined, as in:

messages = nmessage<"reboot”, "now'> / nessage<"sleep”, 1..100>
message<t, v> = {type: t, value: v}

Bi rkhol z, et al. St andards Track [ Page 33]



RFC 8610 CDDL June 2019

When using a generic rule, the formal parameters are bound to the
actual argunents supplied (al so using angle brackets), within the
scope of the generic rule (as if there were a rule of the form
paraneter = argunent).

Generic rules can be used for establishing names for both types and
groups.

(At this time, there are sone limtations to the nesting of generics
in the CDDL tool described in Appendix F.)

3.11. Operator Precedence

As with any | anguage that has multiple syntactic features such as
prefix and infix operators, CDDL has operators that bind nore tightly
than others. This is becom ng nore conplicated than, say, in ABNF

as CDDL has both types and groups, with operators that are specific
to these concepts. Type operators (such as "/" for type choice)
operate on types, while group operators (such as "//" for group

choi ce) operate on groups. Types can sinply be used in groups, but
groups need to be bracketed (as arrays or maps) to becone types. So,
type operators naturally bind closer than group operators.

For instance, in

roup
= (

1o I

t =19
groupl / [l ¢ [ d)
a 1 c 3d=4

groupl is a group choice between the type choice of a and b and the
type choice of ¢ and d. This becones nore rel evant once nenber keys

and/ or occurrences are added in:

t = {group2}
group2 = (? ab: a/ b // cd: ¢/ d)
a=1b=2c = d =14

is a group choi ce between the optional menber "ab" of type a or b and
the menber "cd" of type c or d. Note that the optionality is
attached to the first choice ("ab"), not to the second choice.
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Similarly, in

t = [group3]
group3 = (+a/ b/ c)
a=1b=2c¢c=3

group3 is a repetition of a type choice between a, b, and c; if just
ais to be repeatable, a group choice is needed to focus the
occurrence:

t = [group
groupd = (
a=1»b=

4]
+all b/ c¢)
2c¢c =3

group4 is a group choice between a repeatable a and a single b or c.

A comment has been that the semantics of group3 could be
counterintuitive. |In general, as with many other |anguages with
operat or precedence rules, the specification witer is encouraged not
to rely on them but to insert parentheses liberally to guide readers
that are not famliar with CDDL precedence rules

t = [group4a]
groupda = ((+ a) // (b / ¢))
a=1b=2c¢c=3

The operator precedences, in sequence of |oose to tight binding, are

defined in Appendix B and summarized in Table 1. (Arities given are
1 for unary prefix operators and 2 for binary infix operators.)
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4.

4

4.

1.

2

| nane = type, name = group |
| name /= type |
| narme //= group |
| group // group |
| group, group |
| * group |
| n*m group |
| + group I
| ? group |
| type => type I
| name: type |
| type / type |
| type..type |
I I
I I
I I
I I

type...type
type .ctrl type

&gr oup
~type

~

I 1 I
I 1 I
I 1 I
I 2 I
I 3 I
| 4 |
I 4 I
I 4 I
I 4 I
I 5 I
I 5 I
| 6 |
I 7 I
I 7 I
I 7 I
I 8 I
I 8 I

Table 1. Summary of Qperator Precedences
Maki ng Use of CDDL
In this section, we discuss several potential ways to enpl oy CDDL
As a @Quide for a Human User

CDDL can be used to efficiently define the |ayout of CBOR data, such
that a human i npl ementer can easily see how data is supposed to be
encoded.

Since CDDL maps parts of the CBOR data to hunan-readabl e nanes, tools
could be built that use CDDL to provide a human-friendly
representation of the CBOR data and allow themto edit such data
whil e remaining conpliant with its CDDL definition

For Aut omat ed Checking of CBOR Data Structures

CDDL has been specified such that a nachi ne can handl e the CDDL
definition and rel ated CBOR data (and, thus, also JSON data). For
exanpl e, a machine could use CDDL to check whether or not CBOR data
is compliant with its definition
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The need for thoroughness of such conpliance checki ng depends on the
application. For exanple, an application my decide not to check the
data structure at all and use the CDDL definition solely as a means
to indicate the structure of the data to the programmer.

On the other hand, the application may al so inpl enent a checking
mechani smthat goes as far as checking that all mandatory map nenbers
are avail abl e.

The matter of how far the data description nust be enforced by an
application is left to the designers and inplenmenters of that
application, keeping in mnd related security considerations.

In no case is it intended that a CDDL tool would be "witing code”
for an inplenmentation.

4.3. For Data Analysis Tools

In the long run, it can be expected that nmore and nore data will be
stored using the CBOR data format.

Where there is data, there is data analysis and the need to process
such data automatically. CDDL can be used for such autonated data
processing, allowing tools to verify data, clean it, and extract
particular parts of interest fromit.

Since CBOR is designed with constrained devices in mnd, a likely use
of it would be small sensors. An interesting use would thus be
aut onat ed anal ysis of sensor data.

5. Security Considerations

Thi s docunent presents a content rules |anguage for expressing CBOR
data structures. As such, it does not bring any security issues on
itself, although specifications of protocols that use CBOR naturally
need security anal yses when defined. GCeneral guidelines for witing
security considerations are defined in [ RFC3552] (BCP 72).

Speci fications using CDDL to define CBOR structures in protocols need
to foll ow those guidelines. Additional topics that could be
considered in a security considerations section for a specification
that uses CDDL to define CBOR structures include the foll ow ng:

0 \Where could the | anguage maybe cause confusion in a way that wll
enabl e security issues?
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6

6

0 \Where a CDDL matcher is part of the inplenmentation of a system
the security of the system ought not depend on the correctness of
the CDDL specification or CDDL inplenmentation wthout any further
defenses in place.

o Where the CDDL specification includes extension points, the inpact
of extensions on the security of the systemneeds to be carefully
consi der ed.

Witers of CDDL specifications are strongly encouraged to val ue
clarity and transparency of the specification over its el egance.
Keep it as sinple as possible while still expressing the needed data
nodel .

A rel ated observati on about formal description techniques in genera
that is strongly recomended to be kept in mnd by witers of CDDL
specifications: just because CDDL nekes it easier to handle
complexity in a specification, that does not make that conplexity
somehow | ess bad (except nmaybe on the level of the humans having to
grasp the conplex structure while reading the spec).

I ANA Consi derations
1. CDDL Control Operators Registry

| ANA has created a registry for control operators (Section 3.8). The
"CDDL Control Operators" registry has been created within the
"Concise Data Definition Language (CDDL)" registry.

Each entry in the subregistry nust include the name of the contro
operator (by convention given with the |Ieading dot) and a reference
to its docunentation. Names nust be conposed of the |eading dot
followed by a text string conformng to the production "id" in
Appendi x B
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Initial entries in this registry are as foll ows:

TS T +
| Nane | Docunentation |
Focmmnaaann S I +
| .size | RFC 8610 |
| .bits | RFC 8610 |
| .regexp | RFC 8610 |
| .cbor | RFC 8610 |
| .cborseq | RFC 8610 |
| .within | RFC 8610 |
| .and | RFC 8610 |
| .1t | RFC 8610 |
| .le | RFC 8610 |
| .ot | RFC 8610 |
| .ge | RFC 8610 |
| .eq | RFC 8610 |
| .ne | RFC 8610 |
| .default | RFC 8610 |
Fomm oo - o m e e e oo - +

Al'l other control operator nanes are Unassi gned.

The 1 ANA policy for additions to this registry is "Specification
Requi red" as defined in [RFC8126] (which involves an Expert Review)
for nanes that do not include an internal dot and "I ETF Review' for
nanes that do include an internal dot. The expert reviewer is
specifically instructed that other Standards Devel opnent

Organi zations (SDOs) may want to define control operators that are
specific to their fields (e.g., based on a binary syntax already in
use at the SDO; the review process should strive to facilitate such
an undert aki ng.
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Appendi x A.  Parsing Expression G anmars (PEGs)
Thi s appendi x i s normative.

Since the 1950s, nany grammar notations are based on Backus-Naur Form
(BNF), a notation for context-free grammars (CFGs) within Chonmsky’s
generative systemof grammars. The Augnented Backus- Naur Form ( ABNF)
[ RFC5234], widely used in | ETF specifications and also inspiring the
syntax of CDDL, is an exanple of this.

Generative gramars can express anbiguity well, but this very
property may make them hard to use in recognition systens, spawning a
nunber of subdi al ects that pose constraints on generative grammars to
be used with parser generators; this scenario may be hard for the
specification witer to manage.

PEGs [ PEG provide an alternative formal foundation for describing
grammars that enphasi zes recognition over generation and resol ves
what woul d have been ambiguity in generative systenms by introducing
the concept of "prioritized choice"

The notation for PEGs is quite close to BNF, with the usual "Extended
BNF" features, such as repetition, added. However, where BNF uses
the unordered (symmetrical) choice operator "|" (incidentally notated
as "/" in ABNF), PEG provides a prioritized choice operator "/". The
two alternatives listed are to be tested in left-to-right order,
locking in the first successful match and di sregardi ng any further
potential matches within the choice (but not disabling alternatives
in choices containing this choice, as a cut (Section 3.5.4) would).

For exanple, the ABNF expressions
A="a" "b" [/ "a" (1)

and
A="a" [/ "a" "b" (2)

are equivalent in ABNF' s original generative franmework but are very
different in PEG in (2), the second alternative will never match, as
any input string starting with an "a" will already succeed in the
first alternative, locking in the match.

Simlarly, the occurrence indicators ("?", "*", "+") are "greedy" in
PEG i.e., they consune as nmuch input as they match (and, as a
consequence, "a* a" in PEG notation or "*a a" in CDDL syntax never
can match anything, as all input matching "a" is already consuned by
the initial "a*", leaving nothing to mtch the second "a").
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Incidentally, the granmar of CDDL itself, as witten in ABNF in
Appendi x B, can be interpreted both (1) in the generative franmework
on which RFC 5234 is based and (2) as a PEG This was nmade possible
by ordering the choices in the grammar such that a successful match
made on the |left-hand side of a "/" operator is always the intended
mat ch, instead of relying on the power of symmetrical choices (for
exanpl e, note the sequence of alternatives in the rule for "uint",
where the lone zero is behind the | onger match alternatives that
start with a zero).

The syntax used for expressing the PEG conponent of CDDL is based on
ABNF, interpreted in the obvious way with PEG senantics. The ABNF
convention of notating occurrence indicators before the controlled
primary, and of allow ng numeric values for mnimum and maxi mum
occurrence around a "*" sign, is copied. Wile PEGis only about
characters, CDDL has a richer set of elenents, such as types and
groups. Specifically, the follow ng constructs nap:

S S o m m e e e e e e e e e e e e e e eeee oo +
| CODL | PEG | Remark |
R, R, o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| =" | "<-" | /= and //= are abbreviations |
| " | prioritized choice |
| "/ | "/ | prioritized choice, linmted to types only

| "?" P| P "?" | zero or one |
| "*" P | P "*" | zero or nore |
| "+" P | P "+" | one or nore |
| AB | AB | sequence |
| AL B | AB | sequence, commua is decoration only |
Fomm o - Fomm o - o m e e e e e e e e e e e e e e e eeee e +

The literal notation and the use of square brackets, curly braces,

til des, ampersands, and hash nmarks are specific to CDDL and unrel at ed
to the conventional PEG notation. The DOT (".") fromPEG is replaced
by the unadorned "#" or its alias "any". Al so, CDDL does not provide
the syntactic predicate operators NOT ("!") or AND ("&") from PEG
reduci ng expressiveness as well as conplexity.

For nore details about PEG s theoretical foundation and interesting

properties of the operators such as associativity and distributivity,
the reader is referred to [ PEG.
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Thi s appendi x i s normative.

The following is a fornal
[ RFC5234]. Note that, as is defined in ABNF
strings below are case insensitive (while stri
case sensitive in CDDL).

definition of the CDDL syntax in ABNF

the quote-delinited
ng val ues and names are

cddl = S 1*(rule S)
rule = typename [genericparm S assignt S type
/ groupname [genericparm S assigng S grpent
typenane = id
groupname = id
assignt = "="/ "/="
assigng = "=" [ "I/=
genericparm= "<" Sid S *("," Sid S) ">"
genericarg = "<" S typel S *("," Stypel S) ">"

type = typel *(S "/"

S typel)

typel = type2 [S (rangeop / ctlop) S typeZ?]
space may be needed before the operator if type2 ends in a nane
type2 = val ue
/ typenane [genericarg]
[ "(" Stype S")"
/ II{II S group S II}II
[/ "[" S group S"]"
[ "~" S typenane [genericar(g]
[/ "& S "(" Sgroup S")"
[ "&" S groupnane [genericard]
[o# et ["." uint] "(" Stype S")"
[ "#" DIAT ["." uint] ; maj or/ai
[ "# any
rangeop = "
ctlop = id
group = grpchoice *(S "//" S grpchoice)

grpchoice = *(grpent optcom
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grpent = [occur S] [menberkey S] type
/ [occur S] groupnane [genericarg] ; preenpted by above
Il

occur §] "(" S group S ")"
menberkey = typel S [""" §] "=>"

/| bareword S ":"

/ value S ":"
bareword = id

optcom= S ["," G

occur = [uint] "*" [uint]
TR
/oo

ui nt DAT1L *DIAT

[/ "0x" 1*HEXDI G
/ "O0b" 1*BINDI G
/ n Oll

val ue = nunber
/| text
/ bytes

int =["-"] uint

; This is afloat if it has fraction or exponent; int otherw se

nunber = hexfloat / (int ["." fraction] ["e" exponent ])
hexfloat = ["-"] "Ox" 1*HEXDIG ["." 1*HEXDIG "p" exponent
fraction = 1*DIA T

exponent = ["+"/"-"] 1*DIGT

text = 922 *SCHAR %x22
SCHAR = 9%20-21 / %23-5B / 9%5D-7E /| 9%80- 10FFFD / SESC
SESC = "\" (%20-7E / 9%80- 10FFFD)

bytes = [bsqual] %27 *BCHAR %27
BCHAR = 9%%20-26 / 9%%28-5B / %5D- 10FFFD / SESC / CRLF
bsqual = "h" [/ "b64"
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id = EALPHA *(*("-" / ".") (EALPHA / DIAT))
ALPHA = 9%41-5A /| %61-7A

EALPHA = ALPHA / "@ [/ "_" | "$"

DAT = %30-39

DA Tl = %31-39

HEXDIG=DGQT/ "A"/ "B/ "C [ "D" [/ "E" /] "F"
BI NDI G = % 30-31

S=*Ws

W5 = SP / NL

SP = %20

NL = COMMENT / CRLF

COMMENT = ";" *PCHAR CRLF

PCHAR = %20-7E / %80- 10FFFD
CRLF = 9%O0A / 9%O0D. OA

Figure 13: CDDL ABNF

Note that this ABNF does not attenpt to reflect the detailed rules of
what can be in a prefixed byte string.

Appendi x C. Matching Rul es
Thi s appendi x i s normative.

In this appendi x, we go through the ABNF syntax rules defined in
Appendi x B and briefly describe the matching semantics of each
syntactic feature. 1In this context, an instance (data iten)

"mat ches" a CDDL specification if it is allowed by the CDDL
specification; this is then broken down into parts of specifications
(type and group expressions) and parts of instances (data itens).

cddl =S 1*(rule S)

A CDDL specification is a sequence of one or nore rules. Each rule
gives a nane to a right-hand-side expression, either a CDDL type or a
CDDL group. Rule nanes can be used in the rule itself and/or other
rules (and tools can output warnings if that is not the case). The
order of the rules is significant only in tw cases:

1. The first rule defines the semantics of the entire specification;
hence, there is no need to give that root rule a special nane or
special syntax in the |anguage (as, for exanple, with "start" in
RELAX NG ; its name can therefore be chosen to be descriptive.
(As with all other rule names, the name of the initial rule may
be used in itself or in other rules.)
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2. \Were arule contributes to a type or group choice (using "/=" or
"//="), that choice is populated in the order the rules are
gi ven; see bel ow.

rule = typename [genericparm S assignt S type
/ groupname [genericparm S assigng S grpent

typenane = id
groupname = id

A rule defines a nane for a type expression (production "type") or
for a group expression (production "grpent"), with the intention that
the semantics does not change when the nane is replaced by its
(parent hesi zed if needed) definition. Note that whether the name
defined by a rule stands for a type or a group isn’t always

determ ned by syntax alone: e.g., "a = b" can nake "a" a type if "b"
is atype, or agroup if "b" is a group. Morre subtly, in"a = (b)",
"a" may be used as a type if "b" is a type, or as a group both when
"b" is a group and when "b" is a type (a good convention to make the
latter case stand out to the human reader is to wite "a = (b,)").
(Note that the sane dual neaning of parentheses applies within an
expression but often can be resolved by the context of the

par ent hesi zed expression. On the nore general point, it may not be
clear imrediately either whether "b" stands for a group or a type --
this semantic processing may need to span several levels of rule
definitions before a determ nation can be made.)

assi gnt =t =
assi gng

I
I
~
~
~
I_

A plain equals sign defines the rule nanme as the equivalent of the
expression to the right; it is an error if the name was already
defined with a different expression. A "/=" or "//=" extends a naned
type or a group by additional choices; a nunber of these could be
repl aced by collecting all the right-hand sides and creating a single
rule with a type choice or a group choice built fromthe right-hand
sides in the order of the rules given. (It is not an error to extend
a rule nane that has not yet been defined; this nakes the right-hand
side the first entry in the choice being created.)

genericparm= "<" Sid S *("," SidS) ">"
genericarg = "<" S typel S *("," Stypel S) ">"

Rul e names can have generic parameters, which cause tenporary
assignnents within the right-hand sides to the paraneter nanes from
the argunents given when citing the rul e nane.

type = typel *(S "/" S typel)
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A type can be given as a choice between one or nore types. The
choice matches a data itemif the data item matches any one of the
types given in the choice. The choice uses PEG senmantics as

di scussed in Appendix A: the first choice that matches wins. (As a
result, the order of rules that contribute to a single rule nane can
very well matter.)

typel = type2 [S (rangeop / ctlop) S typeZ?]

Two types can be conbined with a range operator (see below) or a
control operator (see Section 3.8).

type2 = val ue

A type can be just a single value (such as 1 or "icecreant or
h’ 0815 ), which matches only a data itemwi th that specific value (no
conversi ons defined),

/ typenane [genericar(g]

or be defined by a rule giving a neaning to a nane (possibly after
suppl yi ng generic argunents as required by the generic paraneters),

[ "(" Stype S")"

or be defined in a parenthesized type expression (parentheses may be
necessary to override sonme operator precedence), or

[ "{" S group S "}"
a map expression, which matches a valid CBOR map the key/val ue pairs
of which can be ordered in such a way that the resulting sequence
mat ches the group expression, or

[ "[" S group S "]"
an array expression, which nmatches a CBOR array the el ements of which
-- when taken as val ues and conpl emented by a wildcard (nmatches
anyt hi ng) key each -- match the group, or

[ "~" S typenane [genericar(g]

an "unw apped" group (see Section 3.7), which matches the group
inside a type defined as a map or an array by wapping the group, or

[/ "& S "(" Sgroup S")"
[ "&" S groupnane [genericard]
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an enuneration expression, which matches any value that is within the
set of values that the values of the group given can take, or

[oU# e ["." uint] "(" Stype S*")"

a tagged data item tagged with the "uint" given and containing the
type given as the tagged val ue, or

[ "#" DT ["." uint] ; major/ai

a data itemof a najor type (given by the DIG@T), optionally
constrained to the additional information given by the uint, or

[ "# ;oany
any data item
rangeop = "..." [ ".."

A range operator can be used to join two type expressions that stand
for either two integer values or two floating-point values; it

mat ches any value that is between the two val ues, where the first

val ue is always included in the matching set and the second value is
included for ".." and excluded for

ctlop ="." id

A control operator ties a _target type to a _controller_ type as
defined in Section 3.8. Note that control operators are an extension
point for CDDL; additional docunents may want to define additiona
control operators

group = grpchoice *(S "//" S grpchoice)

A group matches any sequence of key/value pairs that natches any of
the choices given (again using PEG senantics).

grpchoi ce = *(grpent optcom

Each of the conponent groups is given as a sequence of group entries.
For a match, the sequence of key/value pairs given needs to natch the
sequence of group entries in the sequence given

grpent = [occur S] [menberkey S] type

A group entry can be given by a value type, which needs to be matched

by the value part of a single elenent; and, optionally, a nenberkey
type, which needs to be natched by the key part of the elenent, if
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the menberkey is given. |If the menberkey is not given, the entry can
only be used for matching arrays, not for maps. (See below for how
that is nodified by the occurrence indicator.)

/ [occur S] groupnane [genericarg] ; preenpted by above
A group entry can be built froma named group, or
/[ [occur S "(" S group S ")"

froma parenthesized group, again with a possible occurrence
i ndi cat or.

nmenberkey = typel S["”" § "=>"
/ bareword S ":"
/ value S ":"

Key types can be given by a type expression, a bareword (which stands
for a type that just contains a string value created fromthis
bareword), or a value (which stands for a type that just contains
this value). A key value matches its key type if the key value is a
menber of the key type, unless a cut preceding it in the group
applies (see Section 3.5.4 for how map matching is influenced by the
presence of the cuts denoted by """ or ":" in previous entries).

bareword = id

A bareword is an alternative way to wite a type with a single text
string value; it can only be used in the syntactic context given
above.

optcom= S ["," S
(Optional commas do not influence the matching.)

occur = [uint] "*" [uint]
/ n +II
/ n ?Il

An occurrence indicator nodifies the group given to its right by
requiring the group to natch the sequence to be matched exactly for a
certain nunber of times (see Section 3.2) in sequence, i.e., it acts
as a (possibly infinite) group choice that contains choices with the
group repeated each of the occurrences tines.
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The rest of the ABNF describes syntax for value notation that should
be famliar to readers from programm ng | anguages, with the possible
exception of h'..” and b64’ ..’ for byte strings, as well as syntactic
el ements such as comrents and |ine ends.

Appendi x D. Standard Prel ude
Thi s appendi x i s normative.
The following prelude is automatically added to each CDDL file.

(Note that technically, it is a postlude, as it does not disturb the
selection of the first rule as the root of the definition.)

any = #

uint = #0

nint = #1

int = uint / nint
bstr = #2

bytes = bstr

tstr = #3

text = tstr

tdate = #6.0(tstr)

time = #6. 1(nunber)

nunber = int / float

bi guint = #6. 2(bstr)

bi gnint = #6. 3(bstr)

bigint = biguint / bignint

integer = int / bigint

unsigned = uint / biguint

decfrac = #6.4([el0: int, m integer])
bigfloat = #6.5([e2: int, m integer])
eb64ur| = #6.21(any)

eb64l egacy = #6. 22(any)

eb1l6 = #6. 23(any)

encoded- cbor = #6. 24(bstr)

uri = #6.32(tstr)

b64url = #6.33(tstr)

b64l egacy = #6.34(tstr)

regexp = #6.35(tstr)

m nme- message = #6. 36(tstr)

cbor-any = #6.55799( any)

Bi rkhol z, et al. St andards Track [ Page 52]



RFC 8610 CDDL June 2019

floatl6 = #7.25

float32 = #7.26

float 64 = #7.27

float16-32 = floatl1l6 / fl oat32
float32-64 = float32 / float64
float = float16-32 / fl oatb64

false = #7. 20

true = #7.21

bool = false / true
nil = #7.22

null = nil

undefined = #7.23
Figure 14: CDDL Prel ude

Note that the prelude is deened to be fixed. This neans, for
i nstance, that additional tags beyond those defined in [ RFC7049], as
regi stered, need to be defined in each CDDL file that is using them

A common stunbling point is that the prelude does not define a type
"string". CBOR has byte strings ("bytes" in the prelude) and text
strings ("text"), so a type that is sinply called "string" would be
anbi guous.

Appendi x E.  Use with JSON
Thi s appendi x is normative.

The JSON generic data nodel (inplicit in [RFC8259]) is a subset of
the generic data nodel of CBOR  So, one can use CDDL with JSON by
limting oneself to what can be represented in JSON. Roughly
speaki ng, this means | eaving out byte strings, tags, and sinple
val ues other than "false", "true", and "null", leading to the
following limted prel ude:
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any = #

uint = #0

nint = #1

int = uint / nint

tstr = #3

text = tstr

nunber = int / float

floatl6 = #7.25

float32 = #7.26

float64 = #7.27

float16-32 = floatl1l6 / fl oat32
float32-64 = float32 / fl oat64

float = float16-32 / fl oat64

false = #7. 20

true = #7.21

bool = false / true
nil = #7.22

null = nil

Fi gure 15: JSON- Conpati bl e Subset of CDDL Prel ude

(The maj or types given here do not have a direct neaning in JSON, but
they can be interpreted as CBOR major types translated through
Section 4 of [RFC7049].)

There are a few fine points in using CODL with JSON. First, JSON
does not distinguish between integers and floating-point nunbers;
there is only one kind of nunber (which may happen to be integral).
In this context, specifying a type as "uint", "nint", or "int" then
becones a predicate that the nunber be integral. As an exanple, this
means that the following JSON nunmbers are all matching "uint":

10 10.0 1lel 1.0el 100e-1

(The fact that these are all integers nmay be surprising to users
accustonmed to the long tradition in programm ng | anguages of using
deci mal points or exponents in a number to indicate a floating-point
literal.)

CDDL di stingui shes the vari ous CBOR nunber types, but there is only

one nunber type in JSON. The effect of specifying a floating-point
precision (floatl6/float32/float64) is only to restrict the set of
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perm ssi bl e values to those expressible wth binaryl6/bi nary32/
bi nary64; this is unlikely to be very useful when using CDDL for
speci fying JSON data structures.

Fundanental |y, the nunber systemof JSON itself is based on deci nal
nunbers and decimal fractions and does not have linmits to its
precision or range. |In practice, JSON nunbers are often parsed into
a nunber type that is called "float64" here, creating a number of
limtations to the generic data nodel [RFC7493]. |In particular, this
means that integers can only be expressed with interoperable
exactness when they lie in the range [-(2**53)+1, (2**53)-1] -- a
smal | er range than that covered by CDDL "int".

JSON applications that want to stay conpatible with [-JSON ("I nternet
JSON'; see [RFC7493]) may therefore want to define integer types with
nmore limted ranges, such as in Figure 16. Note that the types given
here are not part of the prelude; they need to be copied into the
CDDL specification if needed.

ij-uint 0..9007199254740991
ij-nint -9007199254740991. . -1
ij-int = -9007199254740991. .9007199254740991

Figure 16: 1-JSON Types for CDDL (Not Part of Prel ude)

JSON applications that do not need to stay conpatible with |I-JSON and
that actually may need to go beyond the 64-bit unsigned and negative
i ntegers supported by "int" (= "uint"/"nint") may want to use the
followi ng additional types fromthe standard prelude, which are
expressed in terms of tags but can straightforwardly be nmapped into
JSON (but not 1-JSON) nunbers:

bi guint = #6. 2(bstr)

bi gnint = #6. 3(bstr)

bi gint = biguint / bignint
integer = int / bigint

unsigned = uint / biguint

CDDL at this point does not have a way to express the unlinmted
floating-point precision that is theoretically possible with JSON, at
the tinme of witing, this is rarely used in protocols in practice.

Note that a data nodel described in CDDL is always restricted by what
can be expressed in the serialization; e.g., floating-point values
such as NaN (not a nunmber) and the infinities cannot be represented
in JSON even if they are allowed in the CDDL generic data nodel.
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Appendix F. A CDDL Too
This appendix is for information only.

A rough CDDL tool is available. For CDDL specifications, it can
check the syntax, generate one or nore instances (expressed in CBOR
di agnostic notation or in pretty-printed JSON), and validate an

exi sting instance against the specification

Usage:

cddl spec.cddl generate [n]

cddl spec.cddl json-generate [n]

cddl spec.cddl validate instance.cbor
cddl spec.cddl validate instance.json

Figure 17: CDDL Tool Usage
Install on a systemw th a nodern Ruby vi a:
geminstall cddl
Figure 18: CDDL Tool Installation
The acconpanyi hg CBOR di agnhostic tools (which are automatically
installed by the above) are described in <https://github.conicabo/
cbor-di ag>;, they can be used to convert between binary CBOR a
pretty-printed hexadeci mal form of binary CBOR, CBOR diagnostic
notation, JSON, and YAM. [ YAM].
Appendi x G Extended Di agnostic Notation
Thi s appendi x i s normative.
Section 6 of [RFC7049] defines a "diagnostic notation" in order to be
abl e to converse about CBOR data itens without having to resort to
bi nary data. Diagnostic notation is based on JSON, with extensions
for representing CBOR constructs such as binary data and tags.
(Standardi zing this together with the actual interchange format does
not serve to create another interchange format but enabl es the use of
a shared diagnostic notation in tools for and docunents about CBOR.)
Thi s appendi x di scusses a few extensions to the diagnostic notation

that have turned out to be useful since RFC 7049 was witten. W
refer to the result as Extended Di agnostic Notation (EDN)
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G 1l. VWiitespace in Byte String Notation

Exanmpl es often benefit from some whitespace (spaces, |ine breaks) in
byte strings. 1In EDN, whitespace is ignored in prefixed byte
strings; for instance, the followi ng are equivalent:

h' 48656c6¢c6f 20776f 726c64
h’ 48 65 6¢c 6¢c 6f 20 77 6f 72 6¢C 64
h’4 86 56c 6c¢6f

20776 f726c64

G 2. Text in Byte String Notation

Di agnostic notation notates byte strings in one of the base encodings
per [ RFC4648], enclosed in single quotes, prefixed by >h< for basel6,
>h32< for base32, >h32< for base32hex, or >b64< for base64 or
base64url. Quite often, byte strings carry bytes that are

meani ngfully interpreted as UTF-8 text. EDN allows the use of single
quotes without a prefix to express byte strings with UTF-8 text; for
instance, the followi ng are equival ent:

"hello worl d’
h' 68656c6¢c6f 20776f 726¢c64

The escaping rules of JSON strings are applied equivalently for
text-based byte strings, e.g., "\" stands for a single backslash and
""" stands for a single quote. Whitespace is included literally,
i.e., the previous section does not apply to text-based byte strings.

G 3. Enbedded CBOR and CBOR Sequences in Byte Strings

Were a byte string is to carry an enbedded CBOR-encoded item or
nmore generally a sequence of zero or nore such itenms, the diagnostic
notation for these zero or nore CBOR data itens, separated by commas,
can be enclosed in << and >> to notate the byte string resulting from
encoding the data itens and concatenating the result. For instance,
each pair of colums in the foll owi ng are equival ent:

<<]1>> h' 01’

<1, 2>> h' 0102
<<"foo", null>> h’ 63666F6FF6’
<<>> h'’
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G 4. Concatenated Strings

VWhile the ability to include whitespace enabl es |ine-breaking of
encoded byte strings, a nechanismis needed to be able to include
text strings as well as byte strings in direct UTF-8 representation
into |ine-based docunents (such as RFCs and source code).

We extend the diagnostic notation by allowing rmultiple text strings
or multiple byte strings to be notated separated by whitespace; these
are then concatenated into a single text or byte string,

respectively. Text strings and byte strings do not nix within such a
concat enati on, except that byte string notation can be used inside a
sequence of concatenated text string notation to encode characters
that may be better represented in an encoded way. The follow ng four
val ues are equival ent:

"Hell o worl d"

"Hello " "world"

"Hell 0" h’20" "world"

"" h’ 48656c¢c6¢6f 20776f 726¢c64° "

Simlarly, the follow ng byte string values are equival ent:

"Hello worl d’

"Hello ' "world’

"Hello ' h 776f 726¢c64

"Hello’ h'20° 'worl d’

"’ h' 48656¢6¢6f 20776f 726¢c64" '’ b64’
h'4 86 56c¢c 6¢6f' h' 20776 f726¢c64

(Note that the approach of separating by whitespace, while famliar

fromthe C | anguage, requires sone attention -- a single coma nakes
a big difference here.)
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G 5.

G 6.

Bir

Hexadeci mal , Cctal, and Bi nary Numbers

In addition to JSON s deci mal nunbers, EDN provi des hexadeci nal ,
octal, and binary nunbers in the usual C | anguage notation (octa
with Oo prefix present only).

The foll owi ng are equival ent:

4711

0x1267

0ol1147
0b1001001100111

As are:

1.5
0x1. 8p0
0x18p- 4

Comrent s

Longer pieces of diagnostic notation may benefit fromcoments. JSON
famously does not provide for comments, and basic diagnostic notation
per RFC 7049 inherits this property.

In EDN, comrents can be included, delimted by slashes ("/"). Any
text within and including a pair of slashes is considered a coment.

Conments are consi dered whitespace. Hence, they are allowed in
prefixed byte strings; for instance, the foll owi ng are equival ent:

h’ 68656c6¢c6f 20776f 726¢c64

h’ 68 65 6¢ /doubled I!/ 6¢ 6f /hell o/
20 / space/
77 6f 72 6¢c 64’ /worl d/

This can be used to annotate a CBOR structure as in:

/ grasp-nmessage/ [/ M DI SCOVERY/ 1, /session-id/ 10584416
[ obj ectivel/ [/objective-nane/ "opsonize",
/D, N, S/ 7, [loop-count/ 105]]

(There are currently no end-of-line coments. If we want to add
them "//" sounds like a reasonable delinmter given that we already
use sl ashes for comrents, but we could also go, for exanple,

for "#".)
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Appendi x H  Exanpl es
This appendix is for information only.

Thi s appendi x contains a few exanples of structures defined
using CDDL. The theme for the exanples is taken from[RFC7071],
whi ch defines certain JSON structures in English. For a simlar
exanple, it may also be of interest to exam ne Appendi x A of

[ RFC8007], which contains a CDDL definition for a JSON structure
defined in the main body of that RFC

These exanpl es all happen to describe data that is interchanged in
JSON. Examples for CDDL definitions of data that is interchanged in
CBOR can be found in [RFC8152], [GRASP], and [ RFCB8428].

[ RFC7071] defines the "reputon" structure for JSON usi ng sonewhat
formalized English text. Here is a (sonewhat verbose) equival ent
definition using the same terms, but notated in CDDL

reput ati on-object = {
reput ati on-cont ext,
reputon-1ist

}

reputation-context = (
application: text

reputon-list = (
reputons: reputon-array

)
reputon-array = [* reputon]

reputon = {

rat er-val ue,

assertion-val ue,

r at ed- val ue,

rating-val ue,

? conf -val ue,
nor mal - val ue,
sanpl e- val ue,
gen-val ue,
expi re-val ue,
ext - val ue,

* ) D D )
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An equi val ent,

rat er-val ue

CDDL

= ( rater: text )

assertion-value = ( assertion: text )

rat ed-val ue
rating-val ue

conf -val ue

nor mal - val ue
sanpl e-val ue
gen-val ue

= ( rated: text )

( rating: floatl6 )
confidence: floatl6 )

( normal -rating: floatl6 )
( sanpl e-size: uint )

( generated: uint )

I imn—1

expire-value = ( expires: uint )

ext - val ue

nmore conpact form of this exanple would be

( text => any )

reput ati on-object = {
application: text
reputons: [* reputon]

reputon = {

rater: text
assertion: text
rated: text
rating: floatl6

}

?

) ) D ) -

confidence: floatl6
normal -rating: floatl6
sampl e-si ze: uint
gener at ed: uint
expires: uint

text => any

June 2019

Note how this rather clearly delineates the structure somewhat
shrouded by so many words in Section 6.2.2 of [RFC7071].

definition nakes it clear that severa
definition with different nenber nanes);

Al so, this

ext-val ues are allowed (by
RFC 7071 could be read to

forbid the repetition of ext-value ("A specific reputon-el enent
MUST NOT appear nore than once" is anbi guous).

Bi r khol z,
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The CDDL tool described in Appendi x F generates as one exanpl e:

"application": "conchonetry",
"reputons": [

"rater": "Ephthianura",
"assertion": "codding",
"rated": "sphaerolitic",

"rating": 0.34133473256800795,
"confidence": 0.9481983064298332,
"expires": 1568,

"unpl aster": "grassy"

b

{
"rater": "nonchargeabl e",
"assertion": "raglan",
"rated": "alienage",
"rating": 0.5724646875815566,
"sanpl e-si ze": 3514,
" Al debaran": "unchurched",
"purul oi d": "inpersonabl e",
"uni nfracted": "pericarpoidal",
"schorl": "Caro"

b

{
"rater”: "precollectable",
"assertion": "Merat",
"rated": "thernonatrite",
"rating": 0.19164006323936977,
"confidence": 0.6065252103391268,
"normal -rating": 0.5187773690879303,
"generated": 899,
"speedy": "solidungular",
"novi ceshi p": "medicine",
"checkrow': "epidictic"

}
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