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Abstract

Thi s docunent specifies the algorithmnms, algorithm paraneters,
asymetric key formats, asymetric key sizes, and signhature formats
used in BGPsec (Border Gateway Protocol Security). This docunent
updates RFC 7935 ("The Profile for Algorithns and Key Sizes for Use
in the Resource Public Key Infrastructure") and obsol etes RFC 8208
("BGPsec Algorithns, Key Formats, and Signature Formats") by adding
Docunent ati on and Experimentation Al gorithmI|Ds, correcting the range
of unassigned algorithns IDs to fill the conplete range, and
restructuring the docunent for better reading.

Thi s docunent al so includes exanpl e BGPsec UPDATE nessages as well as
the private keys used to generate the nessages and the certificates
necessary to validate those signatures.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8608
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1. Introduction
Thi s docunent specifies the foll ow ng:
o the digital signature algorithm and paraneters,
o the hash al gorithm and paraneters,
o the algorithmidentifier assignment and cl assification,
o the public and private key formats, and
o the signature formats

used by Resource Public Key Infrastructure (RPKI) Certification

Aut horities (CAs) and BGPsec (Border Gateway Protocol Security)
speakers (i.e., routers). CAs use these algorithns when processing
requests for BGPsec Router Certificates [RFC8209]. Exanples of when
BGPsec routers use these algorithms include requesting BGPsec
certificates [RFC8209], signing BGPsec UPDATE nmessages [ RFC38205], and
verifying signatures on BGPsec UPDATE messages [ RFC8205].

Thi s docunent updates [ RFC7935] to add support for a) a different

al gorithm for BGPsec certificate requests, which are issued only by
BGPsec speakers; b) a different Subject Public Key Info format for
BGPsec certificates, which is needed for the specified BGPsec
signature algorithm and c) different signature formats for BGPsec
signatures, which are needed for the specified BGPsec signature
algorithm The BGPsec certificates are differentiated from other
RPKI certificates by the use of the BGPsec Extended Key Usage as
defined in [ RFC8209]. BGPsec uses a different al gorithm [ RFC6090]
[DSS] fromthe rest of the RPKI to provide simlar security with
smal | er keys, nmaking the certificates smaller; these algorithns al so
result in smaller signatures, which nake the PDUs snall er

Appendi x A (non-nornative) contains exanpl e BGPsec UPDATE nessages as
well as the private keys used to generate the nmessages and the
certificates necessary to validate the signatures

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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1.2. Changes from RFC 8208

This section describes the significant changes between [ RFC3208] and
t hi s docunent.

0 Added Section 2.1 containing AlgorithmID types. Also, the
interpretation of these IDs is described.

0 Restructured Sections 2 and 3 to align with the correspondi ng
algorithmsuite identifier value.

0 Corrected the range for unassigned algorithmsuite identifier
val ues.

0 Added Docunentation algorithmsuite identifier values.
0 Added Experinmentation algorithmsuite identifier val ues.

0 Changed the next-hop IP in Appendix A's |IPv6 exanple to use a
private usage | Pv6 address.

2. Agorithns

The al gorithns used to conpute signatures on CA certificates, BGPsec
Router Certificates, and Certificate Revocation Lists (CRLs) are as
specified in Section 2 of [RFC7935]. This section addresses

al gorithms used by BGPsec [RFC8205] [DSS]. For exanple, these

al gorithms are used by BGPsec routers to sign and verify BGPsec
UPDATE nessages. To identify which algorithmis used, the BGPsec
UPDATE nessage contains the corresponding algorithmID in each

Si gnature_Bl ock of the BGPsec UPDATE nessage

2.1. AgorithmID Types
Al gorithns in BGPsec UPDATE nessages are identified by the Al gorithm
Suite ldentifier field (algorithmID) within the Signature Bl ock (see
Section 3.2 of [RFC8205]).
Thi s docunent specifies five types of AlgorithmlDs:
0 Reserved AlgorithmID
Reserved algorithm I Ds are the val ues 0x00 (0) and OxFF (255).
These | Ds MUST NOT be used in a Signature_Block, and if

encountered, the router MJST treat BGPsec UPDATE nmessages as
mal f ormed [ RFC4271] .
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o Signature AlgorithmID

Signature algorithns are defined in Section 2.2 of this docunent.
Processi ng of BGPsec UPDATE signing and validation using signature
algorithms is described at length in Sections 4.2 and 5.2 of

[ RFC8205] .

0 Unassigned AlgorithmID

This type of AlgorithmID is free for future assignnents and MJUST
NOT be used until an algorithmis officially assigned (see
Section 7). |In case a router encounters an unassigned al gorithm
IDin one of the Signature_Bl ocks of a BGPsec UPDATE nessage, the
router SHOULD process the Signature_Bl ock as an unsupported

al gorithm as specified in Section 5.2 of [RFC8205].

0 Experinentation AlgorithmID

Experinmentation algorithm|Ds span from OxF7 (247) to OxFA (250).
To all ow experimentation to accurately describe depl oynent
exanpl es, the use of publicly assigned algorithmIDs is

i nappropriate, and a reserved bl ock of Experinentation algorithm
IDs is required. This ensures that experinentation does not clash
with assigned algorithmIDs in deployed networks and nitigates the
risks to operational integrity of the network through

i nappropriate use of experinmentation to performlitera
configuration of routing elements on production systens. A router
that encounters an algorithmID of this type outside of an
experinental network SHOULD treat it the sane as an unsupported

al gorithmas specified in Section 5.2 of [RFC8205].

o Documentation AlgorithmID

Docunentation algorithmIDs span from OxFB (251) to OXFE (254).

To al |l ow docunentation to accurately describe depl oynent exanpl es,
the use of publicly assigned algorithmIDs is inappropriate, and a
reserved bl ock of Documentation algorithmIDs is required. This
ensures that docunentati on does not clash with assigned al gorithm
IDs in deployed networks and mtigates the risks to operationa
integrity of the network through inappropriate use of
docunentation to performliteral configuration of routing el enents
on production systens. A router that encounters an algorithmID
of this type SHOULD treat it the sane as an unsupported al gorithm
as specified in Section 5.2 of [RFC8205].
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2.2. Signature Al gorithmns
2.2.1. AgorithmID 0x01 (1) - (ECDSA P-256)

o0 The signature algorithmused MJUST be the Elliptic Curve Digital
Signature Algorithm (ECDSA) with curve P-256 [ RFC6090] [ DSS].

o The hash al gorithmused MJUST be SHA-256 [ SHS].

Hash al gorithns are not identified by thenselves in certificates or
BGPsec UPDATE nessages. They are represented by an O D that conbines
the hash algorithmwith the digital signature algorithmas foll ows:

0 The ecdsa-w th-SHA256 O D [ RFC5480] MJST appear in the Public-Key
Crypt ography Standards #10 (PKCS #10) signatureAlgorithmfield
[ RFC2986] or in the Certificate Request Message Format (CRMF)
POPGCSI gni ngKey algorithmfield [ RFC4211]; where the O D is placed
depends on the certificate request fornmat generated.

o0 | n BGPsec UPDATE nessages, the ECDSA with SHA-256 algorithmsuite
identifier value 0x01 (1) (see Section 7) is included in the
Signature Block List’s Algorithm Suite ldentifier field.

3. Asymetric Key Pair Formats

The key formats used to conpute signatures on CA certificates, BGPsec
Router Certificates, and CRLs are as specified in Section 3 of

[ RFC7935]. This section addresses key formats found in the BGPsec
Router Certificate requests and in BGPsec Router Certificates.

3.1. Asymetric Key Pair for AlgorithmI|D 0x01 (1) - (ECDSA P-256)

The ECDSA private keys used to conmpute signatures for certificate
requests and BGPsec UPDATE nessages MJST be associated with the P-256
elliptic curve donain paraneters [ RFC5480]. The public key pair MJST
use the unconpressed form

3.1.1. Public Key Fornmat

The Subject’s public key is included in subjectPublicKeylnfo
[ RFC5280]. It has two sub-fields: algorithm and subjectPublicKey.
The values for the structures and their sub-structures follow

o algorithm (an Algorithm dentifier type): The id-ecPublickKey O D
MJST be used in the algorithmfield, as specified in Section 2.1.1
of [RFC5480]. The value for the associated paraneters MJST be
secp256rl, as specified in Section 2.1.1.1 of [RFC5480].
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3.

4.

0 subject PublicKey: ECPoint MJST be used to encode the certificate’'s
subj ect PublicKey field, as specified in Section 2.2 of [RFC5480].

1.2. Private Key Format
Local policy determ nes private key fornmat.
Si gnature Formats

The structure for the certificate’s and CRL's signature field MJST be
as specified in Section 4 of [RFC7935]; this is the same format used
by other RPKI certificates. The structure for the certification
request’s and BGPsec UPDATE nessage’s signature field MIST be as
specified in Section 2.2.3 of [RFC3279].

Addi tional Requirenents

It is anticipated that BGPsec will require the adoption of updated
key sizes and a different set of signature and hash al gorithns over
time, in order to maintain an acceptable |evel of cryptographic
security. This profile should be updated to specify such future
requi renents, when appropri ate.

The recomended procedures to inplenent such a transition of key
sizes and algorithns are specified in [ RFC6916] .

Security Considerations

The security considerations of [RFC3279], [RFC5480], [ RFC6090],

[ RFC7935], and [ RFC8209] apply to certificates. The security

consi derations of [RFC3279], [RFC6090], [RFC7935], and [ RFC8209]
apply to certification requests. The security considerations of

[ RFC3279], [RFC6090], and [ RFC8205] apply to BGPsec UPDATE nessages.
No new security considerations are introduced as a result of this
speci fication.

| ANA Consi der ati ons

The I nternet Assigned Nunbers Authority (1ANA) has created the
"BGPsec Algorithm Suites" registry in the Resource Public Key
Infrastructure (RPKI) group. The one-octet algorithmsuite
identifiers assigned by I ANA identify the digest algorithm and
signature algorithmused in the BGPsec Signature_Block List’s
Algorithm Suite Identifier field.

Per [ RFCB208], | ANA registered a single algorithmsuite identifier
for the digest algorithm SHA-256 [SHS] and for the signature
al gorithm ECDSA on the P-256 curve [ RFC6090] [DSS]. This identifier
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valid, and | ANA has updated the registration to refer to

I ANA has nodified the range of the "Unassi gned" address space from

"0x2- OXEF" to "0x02-0xF6":

Al gorithm Digest Si gnature Speci fication

Suite Al gorithm Al gorithm Poi nt er

I dentifier
R S R o e e e e e e oo +
| Ox02-0xF6 | Unassigned | Unassi gned |
- . . . +
In addition, | ANA has registered the foll owi ng address spaces for
"Experimentation” and "Docunentation":

Al gorithm Digest Si gnature Speci fication

Suite Al gorithm Al gorithm Poi nt er

I dentifier
Fomm e oo - o e e e e oo - o e e e e oo - Fom e e e oo +
| OxF7-O0xFA | Experinentation | Experinentation | This docunent |
R o e e e e oo o e e e e oo o e e e e oo oo +
| OxFB-OxFE | Docunentation | Documentation | This docunent |
- R R e +

The "BGPsec Algorithm Suites"” registry in the RPKI

the foll owi ng val ues:

Al gorithm Digest

Suite Al gorithm

Identifier
Fomm e oo - o e e e e oo -
| 0x00 | Reserved |
R o e e e e oo
| 0x01 | SHA- 256 |
I I I
I I I
Fomm e oo - o e e e e oo -
| Ox02-0xF6 | Unassigned |
R o e e e e oo
| OxF7-0xFA | Experinentation |
Fom e e o - o e e oo
| OxFB-OxFE | Documentation |
Fomm e oo - o e e e e oo -
| OxFF | Reserved |
R o e e e e oo

Turner & Borchert
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group now cont ai ns

Si gnature Speci fication
Al gorithm Poi nt er
----------------- o e e e oo+
Reserved | This docunent |
----------------- S
ECDSA P- 256 | [SHS] [DSS] |
| [ RFC6090] |
| This docunent |
----------------- o e e e oo+
Unassi gned | |
----------------- S
Experinmentation | This docunent |
----------------- e
Docunent ati on | This docunent |
----------------- o e e e oo+
Reserved | This docunent |
----------------- S
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gnhments are to be made using the Standards Action process
[ RFC8126]. Assignnents consist of the one-octet algorithm
ifier value and the associ ated di gest al gorithm name and

signature al gorithm nane.
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Appendi x A.  Exanpl es
A.1. Topol ogy and Experiment Description
Topol ogy:
AS(64496) - - - - AS(65536) - - - - AS(65537)
Prefix Announcenent: AS(64496), 192.0.2.0/24, 2001:db8::/32

The signature algorithmused in this exanple is ECDSA P-256, using
the algorithmsuite identifier ID Ox01 (1) as specified in Section 7
of this docunent.

A 2. Keys

For this exanple, the ECDSA algorithmwas provided with a static k to
make the result determnistic.

The k used for all signature operations was taken from|[RFC6979],
Appendi x A 2.5, "Signatures Wth SHA-256, nessage = 'sanple’”

Not e: Even though the certificates bel ow are expired, they are stil
useful within the constraint of this docunent.

k = AGE3C57DD01ABE90086538398355DD4C
3B17AA873382B0F24D6129493D8AAD60

Keys of AS64496:

ski: AB4D910F55CAE71A215EF3CAFE3ACCA5B5EEC154

private key:
x = DBAAADFBE2478F86E88A7451BF075565
709C575AC1C136D081C540254CA440B9

public key:

Ux = 7391BABB92A0CB3BE1OE59B19EBFFB21
4E04A91E0CBA1B139A7D38D90F77E55A
AO5B8E695678E0FA16904B55D9D4F5C0
DFC58895EE50BCAF75D205A25BD36FF5
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Router Key Certificate exanple using QpenSSL 1.0.1le-fips 11 Feb 2013
Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 38655612 (0x24dd67c)
Signature Al gorithm ecdsa-w th-SHA256
| ssuer: CN=ROUTER- 0000FBFO
Validity
Not Before: Jan 1 05:00:00 2017 GV
Not After : Jul 1 05:00:00 2018 GVI
Subj ect: CN=ROUTER- 0000FBFO
Subj ect Public Key Info:
Public Key Algorithm id-ecPublicKey
Publ i c-Key: (256 bit)
pub:
04: 73: 91: ba: bb: 92: a0: cb: 3b: el: Oe: 59: bl: 9e: bf:
fb:21: 4e:04: a9: 1e: Oc: ba: 1b: 13: 9a: 7d: 38: d9: Of :
77:e5: 5a: a0: 5b: 8e: 69: 56: 78: e0: f a: 16: 90: 4b: 55:
d9: d4: f5:c0: df: c5: 88: 95: ee: 50: bc: 4f: 75: d2: 05
a2:5b:d3:6f:f5
ASN1 O D: prine256vl
X509v3 ext ensi ons:
X509v3 Key Usage:
Digital Signature
X509v3 Subj ect Key Ildentifier:
AB: 4D: 91: OF: 55: CA: E7: 1A: 21: 5E
F3: CA: FE: 3A: CC. 45: B5: EE: C1: 54
X509v3 Ext ended Key Usage:
1.3.6.1.5.5.7.3.30
sbgp- aut onomousSysNum critica
Aut ononobus Syst em Number s:
64496
Routing Domain Identifiers
i nherit

Signature Al gorithm ecdsa-w th-SHA256
30: 44: 02: 20: 07: b7: b4: 6a: 5f: a4: f1: cc: 68: 36: 39: 03: a4: 83:
ec: 7c: 80:02: d2: f6: 08: 9d: 46: b2: ec: 2a: 7b: €6: 92: b3: 6f: bl
02: 20: 00: 91: 05: 4a: al: f5: b0: 18: 9d: 27: 24: e8: b4: 22: fd: d1
1c: f0:3d: bl: 38: 24: 5d: 64: 29: 35: 28: 8d: ee: 0Oc: 38: 29
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----- BEG N CERTI FI CATE- - - - -

M | Bi DCCAS+gAW BAgl EAk3W DAKBggghkj OPQQDA] AaMRgwig YDVQQDDA9ST1VU
RVI t MDAWIVEZCRj AwHh ¢ NMT ¢ wiviT Ax MDUWIVDAWM ¢ NMT gwiNz Ax MDUWIVDAWWY AaVRgw
Fg YDVQRDDA9ST1VURVI t MDAWVEZCR) AWM ATBgcghkj OPQ BBggghkj OPQVBBWNC
AARzkbq7kgDLO+EONCGev/ shTgSpHgy6GxCaf Tj ZD3f | WjBbj ml WeOD6FpBLVdnU
9cDf xVYi V71 C8T3XSBaJb02/ 102MwWYTALBgNVH@BEBAMCB4 AWMHQYDVROOBBYEFKt N
k@Wucal V7zyv46z EWL7s FUVBMGAL Ud J QQVIVAOC GCCs GAQUFBwive MB4 GCCs GAQUF
BwEl AQH BA8wDa AHVAUCAWD7 8KECBQAWCG Yl KoZIl zj OEAM DRwWAWRAI gB7e0al +k
8cxoN kDpl Psf I ACOvYI nUay7Cp75pKzb7ECI ACRBUgh9bAYNnSck6LQ / dEc8D2x
OCRdZCk 1KI 3uDbgp

————— END CERTI FI CATE- - - - -

Keys of AS(65536):

ski: 47F23BF1AB2F8A9D26864EBBD8DF2711C74406EC

private key:
X = 6CB2E931B112F24554BCDCAAFDO553A9
519A9AF33C023B60846A21FC95583172

public key:
Ux = 28FC5FE9AFCF5F4CAB3F5F85CB212FCl
E9DOEODBEAEE425BD2F0D3175AA0E989
Uy = EA9B603E38F35FB329DF495641F2BA04

OF1C3AC6138307F257CBA6B8B588F41F

Router Key Certificate exanple using QpenSSL 1.0.1le-fips 11 Feb 2013
Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 3752143940 (0Oxdfa52c44)
Signature Algorithm ecdsa-w th-SHA256
| ssuer: CN=ROUTER- 00010000
Validity
Not Before: Jan 1 05:00:00 2017 Gvr
Not After : Jul 1 05:00:00 2018 GwvIr
Subj ect: CN=ROUTER- 00010000
Subj ect Public Key Info:
Public Key Al gorithm id-ecPublicKey
Publ i c-Key: (256 bit)
pub:
04:28:fc:5f:e9:af:cf:5f:4c: ab: 3f: 5f:85:ch: 21:
2f:cl: e9: d0: e0: db: ea: ee: 42: 5b: d2: f0: d3: 17: 5a:
a0: e9: 89: ea: 9b: 60: 3e: 38: f3: 5f: b3: 29: df : 49: 56
41:f2:ba: 04: 0f : 1c: 3a: ¢6: 13: 83: 07: f2: 57: cbh: a6
b8: b5: 88: f 4: 1f
ASN1 O D: prine256vl
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X509v3 ext ensi ons:
X509v3 Key Usage:
Digital Signature
X509v3 Subj ect Key Identifier:
47: F2: 3B: F1: AB: 2F: 8A: 9D: 26: 86:
4E: BB: D8: DF: 27: 11: C7: 44: 06: EC
X509v3 Extended Key Usage:
1.3.6.1.5.5.7.3.30
sbgp- aut onombusSysNum criti cal
Aut ononous Syst em Nunbers:
65536
Routing Domain Identifiers:
i nherit

Signature Algorithm ecdsa-w th-SHA256
30: 45: 02: 21: 00: 8c: d9: f8: 12: 96: 88: 82: 74: 03: al: 82: 82: 18:
c5:31: 00: ee: 35: 38: e8:fa: ae: 72: 09: fe: 98: 67: 01: 78: 69: 77
8c: 02: 20: 5f: ee: 3a: bf: 10: 66: be: 28: d3: b3: 16: al: 6b: db: 66
21:99: ed: a6: e4: ad: 64: 3c: ba: bf: 44: fb: cb: b7: 50: 91: 74

————— BEG N CERTI FI CATE- - - - -

M | Bi j CCATCgAWM BAgl FAN+I LEQAMCgYI KoZl zj OEAM WG EYMBYGALUEAWMAMPUK 9V
VEVSL TAMVDEMVDAWMVBA XDT E3 MDEWMT A1 MDAWVF0 XDT E4 MDc WMT A1 MDAWMVFoWG EY
MBYGAL UEAWMWPUK 9VWEVSL TAWVDEWMVDAWMFK WEWYHKOZI zj 0CAQYI KoZl zj 0DAQCD
QUAEKPxf 6a/ PX0yr P1+FyyEvwenNvq7kJbOvDTF1qg6Yngnm2A+OPNf synf SVZB
8r oEDxw6xhODB/ J Xy 6a4t Yj OHE6N, MEEWCWYDVROPBAQDAge AVMB0OGAL Ud Dg QNBBRH
8j vxqgy+KnSaGTr vY3ycRx0QG/ DATBgNVHSUEDDAKBggr BgEFBQc DHj AeBggr BgEF
BQc BCAEB/ wQPMA2gBz AFAgMBAACHh Ag UAMAO GCCq GSMA9BAMCAOgAVEUCT QCMVRf gS
| oi CdAChgol YXTEA7] U46Pqucgn+nizcBed 3j Al gX+46vxBnvi j Tsxaha9t m Znt
puSt ZDy6vOT7y7dQkXQ=

----- END CERTI FI CATE- - - - -
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A 3.

BGPsec | Pv4

BGPsec Al gs,

Key & Signature Fornmats

BGPsec | Pv4 UPDATE from AS(65536) to AS(65537):

Bi nary Form of

FF
01
00
00
00
86
21
81
37
3B
8C
CA
EF
9D
02
9D
05

FF
03
00
02
00
4E
00
D6
16
D5
83
FE
D4
2C
21
3A
5E

FF
02
80
90
FB
BB
EF
9D
02
55
FA
3A
8B
87
00
D4
CA

FF
00
OE
1E
FO
D8
D4
2C
21
A8
Cc3
cc
2A
7B
8E
37

BGPsec UPDATE ( TCP- DUWMP) :

FF
00
00
cD
BF
27
2A
7B
90
B2
AB
B5
B6
AA
F6
85

FF
EC
01
00
01
11
AC
56
F2
B7
4D
EE
A8
F9
OE
A2

FF
40
01
OE
47
c7
B6
AA
cl
33
91
c1
FD
91
44
D7

FF
01
04
01
F2
44
A8
F9
29
3B
OF
54
11
C3
C6
28

FF
01
C6
00
3B
06
FD
91
AB
7B
55
00
40
4D
06
EE

FF
02
33
00
F1
EC
11
C3
B2
91
CA
48
DD
=
6C
AD

FF
80
64
01
AB
00
40
4D
F3
F1
E7
30
9C
A8
8B
07

FF
04
64
00
2F
48
DD
=
9B
66
1A
46
D4
4E
8A
Al

Signature from AS(64496) to AS(65536):

Si gnat ur e:

21 33 E5
9F 20 F8
30 46 02
9C D4 5E
A8 4E AF
8B 8A 95
07 Al 7E

81
37
A3

F5
21

D7

Si gnat ur e:

01 4F 24
22 3E 93
30 46 02
9C D4 5E
A8 4E AF
6A 07 96
8F D8 61

The human-readabl e out put

Turner & Borchert

A5 21 90
1D 3D 82
EF D4 8B
9D 2C 87
02 21 00
55 A8 7A
FA C3 F1

9C
00
AC
56
21
95

80
EC
AC
56
F2
B7

1B
9F
B6

F6
85

5C
26
B6
AA
C1
33

4E
60
A8
F9
OE

60
36
A8
F9
29
3B

FE
47
FD
91
44
D7

5D
52
FD
91
AB
7B

11

& 88

BO
oC
11
O]
B2
91

i s produced using bgpsec-io,
traffic generator that uses a Wreshark-like printout.

St andards Track

B9
81
40
4D
06

63
5F
40
4D
F3
F1

77
54

OE
6C

54
84
DD
OE
9B
66

June 2019

a BGPsec
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Send UPDATE Message
+- - mar ker: FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
+--length: 259
+--type: 2 (UPDATE)
+--withdrawn_routes |l ength: O
+--total _path_attr _length: 236
+--ORIA N: | NCOWPLETE (4 bytes)
+--Fl ags: 0x40 (Well-Known, Transitive, Comnplete)
+--Type Code: ORIG N (1)
+--Length: 1 byte
+--Origin: | NCOWPLETE (1)
--MJLTI _EXIT_DI SC (7 bytes)
+--Flags: 0x80 (Optional, Non-transitive, Conplete)
+--Type Code: MULTI _EXIT_DI SC (4)
+--Length: 4 bytes
+--data: 00 00 00 00
--MP_REACH_NLRI (16 bytes)
+--Flags: 0x80 (Optional, Non-transitive, Conplete)
+--Type Code: MP_REACH NLRI (14)
+--Length: 13 bytes
+--Address famly: IPv4 (1)
+- - Subsequent address famly identifier: Unicast (1)
+--Next hop network address: (4 bytes)
| +--Next hop: 198.51.100.100
+- - Subnetwork points of attachnent: O
+--Network |ayer reachability information: (4 bytes)
+--192.0.2.0/ 24
+--MP Reach NLRI prefix length: 24
+--MP Reach NLRI [Pv4 prefix: 192.0.2.0
--BGPSEC Path Attribute (209 bytes)
+--Fl ags: 0x90 (Optional, Conplete, Extended Length)
+--Type Code: BGPSEC Path Attribute (30)
+--Lengt h: 205 bytes
+--Secure Path (14 bytes)
| +--Length: 14 bytes
| +--Secure Path Segnent: (6 bytes)
| | +--pCount: 1
| | +--Flags: O
| | +--AS nunber: 65536 (1.0)
| +--Secure Path Segnment: (6 bytes)
I
I
I

+-- """ " """ "/ ¥+

+--pCount: 1
+--Flags: O
+- - AS nunber: 64496 (0.64496)
+--Signature Bl ock (191 bytes)
+--Length: 191 bytes
+--Algo ID 1

Turner & Borchert St andards Track [ Page 17]
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47F23BF1AB2F8A9D26864EBBD8DF2711C74406EC

2AACB6ASFD1140DD
7B56AAF991C34D0E
90F2C129ABB2F39B
B2B7333B7B91F166

AB4D910F55CAE71A215EF3CAFESACCASB5EECL54

2AACB6A8FD1140DD
7B56AAF991C34D0E
8E21F60E44C6066C
379585A2D728EEAD

RFC 8608 BGPsec Al gs, Key & Signature Fornmats
+--Signature Segnent: (94 bytes)
| +--SKi:
| +--Length: 72 bytes
| +--Signature: 3046022100EFD48B
| 9CD45E81D69D2C87
| A84EAF3716022100
| 6A07963BD555A87A
| 8FD8618C83FAC3F1
+--Signature Segnent: (94 bytes)
+- - SKI :
+--Length: 72 bytes
+--Signature: 3046022100EFD48B
9CD45E81D69D2C87
AB4EAF3716022100
8BB8A95A3C09D3AD4
07A17ED7AAQ55ECA
A 4. BGPsec | Pv6

BGPsec | Pv6 UPDATE from AS(65536) to AS(65537):

Bi nary Form of

FF
01
00
00
1E
FO
D8
D4
2C
21
7C
06
cc
2A
7B
E2
19

FF
10
00
00
00
00
DF
8B
87
00
5
26
45
AC
56
AO
79

FF
02
80
00
cD
BF
27
2A
7B
D1
BC
AB
B5
B6
AA
2C
20

FF
00
OE
00
00
01
11
AC
56
B9
D6
4D
EE
A8
F9
68
e

FF
00
1A
00
OE
47
c7
B6
AA
4F
74
91
c1
FD
91
FE
91

Turner & Borchert

BGP/ BGPsec UPDATE ( TCP- DUMP) :

FF
00
00
C6
01
F2
44
A8
F9
62
D9
OF
54
11
c3
53
56

FF
F9
02
33
00
3B
06
FD
91
51
7D
55
00
40
4D
CB
ED

FF
40
01
64
00
F1
EC
11
c3
04
28
CA
48
DD
OE
96
F8

FF
01
10
64
01
AB
00
40
4D
6D
E6
E7
30
9C
A8
93
55

FF
01
FD
00
00
2F
48
DD
OE
21
1B
1A
46
D4
4E
4C
05

FF
02
00
20
00
8A
30
9C
A8
36
8F
21
02
5E
AF
78
8E

FF
80
00
20
01
9D
46
D4
4E
AL
43
5E
21
81
37
1F
80

FF
04
00
01
00
26
02
5E
AF
05
BD
F3
00
D6
16
5A
53

FF
04
00
oD
00
86
21
81
37
BO
DE
CA
EF
9D
02
14
F4

St andards Track
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Signature from AS(64496) to AS(65536):

Di gest: 8A 0C D3 E9 8E 55 10 45 82 1D 80 46 01 D6 55 FC
52 11 89 DF 4D B0 28 7D 84 AC FC 77 55 6D 06 C7

Signature: 30 46 02 21 00 EF D4 8B 2A AC B6 A8 FD 11 40 DD
9C D4 5E 81 D6 9D 2C 87 7B 56 AA F9 91 C3 4D OE
A8 4E AF 37 16 02 21 00 E2 A0 2C 68 FE 53 CB 96
93 4C 78 1F 5A 14 A2 97 19 79 20 0C 91 56 ED F8
55 05 8E 80 53 F4 AC D3

Signature from AS(65536) to AS(65537):

Di gest: 44 49 EC 70 8D EC 5C 85 00 C2 17 8C 72 FE 4C 79
FF A9 3C 95 31 61 01 2D EE 7E EE 05 46 AF 5F DO

Signature: 30 46 02 21 00 EF D4 8B 2A AC B6 A8 FD 11 40 DD
9C D4 5E 81 D6 9D 2C 87 7B 56 AA F9 91 C3 4D OE
A8 4E AF 37 16 02 21 00 D1 B9 4F 62 51 04 6D 21
36 A1 05 BO F4 72 7C C5 BC D6 74 D9 7D 28 E6 1B
8F 43 BD DE 91 C3 06 26

The human-readabl e output is produced using bgpsec-io, a BGPsec
traffic generator that uses a Wreshark-like printout.

Send UPDATE Message

+- - mar ker : FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

+--length: 272

+--type: 2 (UPDATE)

+--withdrawn_routes length: 0

+--total _path_attr_length: 249

+--ORIA N: | NCOWPLETE (4 bytes)

+--Flags: 0x40 (Well-Known, Transitive, Conplete)
+--Type Code: ORIG N (1)
+--Length: 1 byte
+--Origin: | NCOWLETE (1)
MULTI _EXI T_DI SC (7 bytes)
+--Flags: 0x80 (Optional, Non-transitive, Conplete)
+--Type Code: MILTI_EXIT_DI SC (4)
+--Length: 4 bytes
+--data: 00 00 00 00
MP_REACH_NLRI (29 bytes)
+--Flags: 0x80 (Optional, Non-transitive, Conplete)
+--Type Code: MP_REACH NLRI (14)
+--Length: 26 bytes
+--Address famly: 1Pv6 (2)
+- - Subsequent address famly identifier: Unicast (1)
+--Next hop network address: (16 bytes)
| +--Next hop: fd00: 0000: 0000: 0000: 0000: 0000: c633: 6464
+- - Subnetwork points of attachnent: O

—_——— e —— _I'_ —_—
1
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| +--Network layer reachability information:
| +--2001: db8::/32
| +--MP Reach NLRI prefix length: 32
| +--MP Reach NLRI |Pv6 prefix: 2001: db8:
+--BGPSEC Path Attribute (209 bytes)

+--Fl ags: 0x90 (Optional, Conplete, Extended Length)

+--Type Code: BGPSEC Path Attribute (30)

+--Lengt h: 205 bytes

(5 bytes)

+--Secure Path (14 bytes)

|-
|
|
|

I
I
I
I
I
I
I
I
+

+- -

Lengt h:

+--pCount: 1
+--Flags: O
+- - AS nunber:

+--Secure Path Segnent:

+--pCount: 1
+--Flags: O
+- - AS nunber:

Lengt h:

+--Algo ID 1

+--Si gnature Segnent:
47F23BF1AB2F8A9D26864EBBD8DF2711C74406EC

I
I
I
I
I
I
+

Turner & Borchert

14 bytes
+--Secure Path Segnent:

(6 bytes)

65536 (1.0)
(6 bytes)

64496 (0.64496)

--Signature Block (191 bytes)
191 bytes

(94 bytes)

+--SKI:

+--Length: 72 bytes

+--Signature: 3046022100EFD48B
9CD45E81D69D2C87
AB4EAF3716022100
36A105BOF4727CC5
8F43BDDE91C30626

--Si gnature Segnent:
AB4D910F55CAE71A215EF3CAFE3ACCA5B5EECL54

(94 bytes)

+--SKI:

+--Length: 72 bytes

+--Si gnature: 3046022100EFD48B
9CD45E81D69D2C87
AB4EAF3716022100
934C781F5A14A297
55058E8053F4ACD3

St andards Track

2AACB6A8FD1140DD
7B56AAF991C34D0E
D1B94F6251046D21
BCD674D97D28E61B

2AACB6ASFD1140DD
7B56 AAF991C34D0E
E2A02C68FE53CB96
1979200C9156EDF8
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