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1. Introduction

Thi s docunent defines an architecture, i.e., "XMPP-Gid", as a nethod
for using the Extensible Messagi ng and Presence Protocol (XMPP)

[ RFC6120] to collect and distribute security incident reports and
other security-relevant information among network platforns,

endpoi nts, and any other network-connected device, primarily for the
pur pose of comruni cati on anong Conputer Security Incident Response
Teans and associated entities. In effect, this docunent specifies an
Applicability Statenent ([RFC2026], Section 3.2) that defines howto
use XMPP for the exchange of security notifications on a controll ed-
access network anong authorized entities.

Among ot her things, XMPP provides a publish-subscribe service

[ XEP- 0060] that acts as a broker, enabling control-plane functions by
which entities can discover available information to be published or
consuned. Al though such information can take the form of any
structured data (XM., JSON, etc.), this docunent illustrates the
principles of XMPP-Gid with exanples that use the Incident bject
Descripti on Exchange Format (1 ODEF) [ RFC7970]. That is, while other
security information formats can be shared using XMPP, this docunent
uses | ODEF as one such exanple format that can be published and
consuned usi ng XMPP

2. Term nol ogy

Thi s docunent uses XMPP term nol ogy defined in [RFC6120] and

[ XEP- 0060] . Because the intended audience for this docunent is those
who i npl enment and depl oy security reporting systenms, nappings are
provi ded for the benefit of XMPP devel opers and operators.

Broker: A specific type of controller containing control-plane
functions; as used here, the termrefers to an XMPP publi sh-
subscri be servi ce.

Broker Flow. A method by which security incident reports and other
security-relevant information are published and consuned in a
medi at ed fashion through a Broker. In this flow, the Broker
handl es aut horization of Consumers and Providers to Topi cs,
recei ves nessages from Providers, and delivers published nessages
to Consuners.

Consuner: An entity that contains functions to receive information

from ot her conponents; as used here, the termrefers to an XWPP
publ i sh-subscri be Subscri ber
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Controller: A conponent containing control-plane functions that
manage and facilitate information sharing or execute on security
functions; as used here, the termrefers to an XMPP server, which
provi des core nessage delivery [RFC6120] used by publish-subscribe
entities.

Node: The XMPP term for a Topic.

Platform Any entity that connects to the XMPP-G'id in order to
publish or consune security-relevant information

Provider: An entity that contains functions to provide information
to other conponents; as used here, the termrefers to an XWPP
publ i sh-subscri be Publi sher.

Topic: A contextual information channel created on a Broker on which
messages generated by a Provider are propagated in real tine to
one or nmore Consuners. Each Topic is limted to a specific type
and format of security data (e.g., | ODEF nanespace) and provides
an XMPP interface by which the data can be obtai ned.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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3. Architecture

The following figure illustrates the architecture of XMPP-Gid.
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Figure 1: XMPP-Gid Architecture

Pl atforms connect to the Controller (XMPP server) to authenticate and
then establish appropriate authorizations to be a Provider or
Consuner of topics of interest at the Broker. The control-plane
messaging i s established through XMPP and is shown as "A" (control -
plane interface) in Figure 1. Authorized Platforns can then share
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data either through the Broker (shown as "B" in Figure 1) or, in some
cases, directly (shown as "C' in Figure 1). This document focuses
primarily on the Broker Flow for information sharing ("direct flow'
interactions can be used for specialized purposes, such as bul k data
transfer, but nmethods for doing so are outside the scope of this
document) .

4. Workfl ow
I mpl enent ati ons of XMPP-Gid adhere to the foll ow ng workfl ow

a. APlatformwith a source of security data requests connection to
the XMPP-Grid via a Controller.

b. The Controller authenticates the Platform

c. The Platformestablishes authorized privileges (e.g., privilege
to publish and/or subscribe to one or nore Topics) with a Broker.

d. The Platform can publish security incident reports and ot her
security-relevant information to a Topic, subscribe to a Topic,
query a Topic, or performany conbination of these operations.

e. A Provider unicasts its Topic updates to the Giid in real tine
through a Broker. The Broker handl es replication and
distribution of the Topic to Consumers. A Provider can publish
the sane or different data to multiple Topics.

f. Any Platformon the Grid can subscribe to any Topic published to
the Gid (as permtted by the authorization policy) and (as
Consuners) will then receive a continual, real-tine stream of
updates fromthe Topics to which it is subscribed.

The general workflow is summarized in the figure bel ow
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Fi gure 2: | ODEF Exanpl e Workfl ow
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XMPP-Gid inplementations MIUST adhere to the nandatory-to-inpl enent
and mandatory-to-negotiate features as defined in [ RFC6120].
Simlarly, inplementations MJST inplenment the publish-subscribe
extension [ XEP-0060] to facilitate the asynchronous sharing of
information. |nplenentations SHOULD i npl enent Service Discovery as
defined in [ XEP-0030] to facilitate the nmeans to dynamically discover
the avail abl e i nformati on and nanespaces (Topics) to be published or
consunmed. Care should be taken with inplenmentations if their

depl oynents allow for a | arge nunber of Topics. The result set
managenent as defined in [ XEP-0059] SHOULD be used to allow the
requesting entity to explicitly request Service Discovery result sets
to be returned in pages or a limted size, if the discovery results
are larger in size. Note that the control plane may optionally also
i mpl ement [ XEP-0203] to facilitate del ayed delivery of messages to
the connected consuner as described in [ XEP-0060]. Since information
may be tinely and sensitive, capability providers should conmunicate
to the Controller whether its nmessages can be cached for del ayed
delivery during configuration; such a function is out of scope for
thi s docunent.

The foll owi ng sections provide protocol exanples for the service
di scovery and publish-subscribe parts of the workfl ow.

5. Service Discovery

Usi ng the XMPP service discovery extension [ XEP-0030], a Controller
enables Platforms to discover what information can be consuned
through the Broker and at which Topics. Platforns could use

[ XEP-0059] to restrict the size of the result sets the Controller
returns in a Service Discovery response. As an exanple, the
Controller at 'security-grid.exanple mght provide a Broker at
"broker.security-grid.exanple’ , which hosts a number of Topics. A
Platformat "xmpp-grid-client@rle-host.exanple would query the

Br oker about its avail able Topics by sending an XMPP "di sco#itens"”
request to the Broker

<iq type= get
from=’ xnmpp-grid-client@rile-host.exanpl e/ 2EBE702A97D6
to=" broker.security-grid. exanpl e’
i d=" B3C17F7B- BOEF- 4ABA- BO8D- 805DA9F34626" >
<query xm ns="http://jabber.org/protocol/di sco#itens'/>
<lig>
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The Broker responds with the Topics it hosts:

<iqg type='result’
from=" broker.security-grid. exanpl e’
to=" xnpp-grid-client@nle-host.exanpl e/ 2EBE702A97D6’
i d=" B3C17F7B- BOEF- 4ABA- BO8BD- 805DA9F34626" >
<query xm ns="http://jabber.org/protocol/di sco#itens’ >
<i tem node=" NEALl’
nanme=" Endpoi nt Posture I nformation
jid="broker.security-grid.exanple' />
<i tem node=" M LEHost
nanme="M LE Host Data
jid="broker.security-grid.exanple’ />
</ query>
</ig>

In order to determne the exact nature of each Topic (i.e., in order
to find Topics that publish incidents in the |ODEF format), a
Pl at f orm woul d send an XMPP "di sco#i nfo" request to each Topi c:

<iq type= get
from=’ xnpp-grid-client@rile-host.exanpl e/ 2EBE702A97D6’
t o=" broker. security-grid. exanpl e’
i d=" D367D4ED- 2795- 489C- AB3E- EAAFA07A0356’ >
<query xm ns="http://jabber.org/protocol/di sco#i nfo’
node=" M LEHost "’ / >
</ig>
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The Broker responds with the "di sco#i nfo" description, which MJST
include an XMPP data form [ XEP-0004] with a ' pubsub#type’ field that
specifies the supported nanmespace (in this exanple, the | CDEF
nanespace defined in [RFC7970]):

<iq type='result’
from=’ broker. security-grid. exanpl e’
to=" xnpp-grid-client@nle-host. exanpl e/ 2EBE702A97D6
i d=" D367D4ED- 2795- 489C- AB3E- EAAFA07A0356" >
<query xm ns="http://jabber.org/ protocol/di sco#i nfo’
node=" M LEHost’ >
<identity category="pubsub’ type='leaf’/>
<feature var="http://jabber.org/protocol/pubsub’ />
<x xm ns='j abber:x:data’ type='result’ >
<field var=" FORM TYPE type='hi dden’ >
<val ue>http://jabber. org/ prot ocol / pubsub#net a- dat a</ val ue>
</field>
<field var="pubsub#type' | abel =" Payl oad type' type='text-single >
<val ue>urn:ietf:paramnms: xm : ns:iodef-2.0</val ue>
</field>
</ x>
</ query>
<lig>

The Pl atform di scovers the Topics by obtaining the Broker’'s response
and obtai ning the namespaces returned in the "pubsub#type" field (in
the foregoi ng exanmple, |1ODEF 2.0).

6. Publish-Subscribe

Usi ng the XMPP publi sh-subscribe extension [ XEP-0060], a Consumer
subscribes to a Topic, and a Provider publishes information to that
Topi ¢, which the Broker then distributes to all subscribed Consuners.

First, a Provider would create a Topic as foll ows:

<iq type= set
from=’ dat asour ce@r ovi der. exanpl e/ F12C2EFCO9BB0’
to=" broker.security-grid. exanpl e’
i d=" A67507DF- 2F22- 4937- 8D30- 88D2F7DBA279’ >
<pubsub xm ns="http://jabber. org/ protocol/pubsub’ >
<create node=" M LEHost’ />
</ pubsub>
</ig>

Not e: The foregoing exanple is the mninum protocol needed to create

a Topic with the default node configuration on the XMPP publish-
subscri be service specified in the 'to’ address of the creation
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request stanza. Depending on security requirenents, the Provider

m ght need to request a non-default configuration for the node; see

[ XEP- 0060] for detailed examples. To also help with the Topic
configuration, the Provider may al so optionally include configuration
parameters such as:

<confi gure>
<x xm ns=’'j abber:x:data’ type='subnit’>
<field var=" FORM TYPE type='hi dden’ >
<val ue>http://j abber. org/ prot ocol / pubsub#node_confi g</val ue>
</field>
<field var="pubsub#access_nodel ' ><val ue>aut hori ze</ val ue></fi el d>
<field var="pubsub#persi st _itens’ ><val ue>1l</val ue></fiel d>
<field var="pubsub#send_| ast _published_item >
<val ue>never </ val ue>
</field>
</ x>
</ confi gure>

The above configuration indicates the Topic is configured so that the
Broker will a) explicitly approve subscription requests, b)
persistently store all nessages posted to the Topic, and c) not
deliver the nost recently published when an entity initially
subscribes to the Topic. Please refer to [ XEP-0060] for a nore
detail ed description of this configuration and other avail able
configuration options.

Unl ess an error occurs (see [ XEP-0060] for various error flows), the
Br oker responds with success:

<iqg type='result’
from=’ broker. security-grid. exanpl e’
t o=" dat asour ce@r ovi der . exanpl e/ F12C2EFC9BB0’
i d=" A67507DF- 2F22- 4937- 8D30- 88D2F7DBA279’ / >

Second, a Consuner woul d subscribe as foll ows:

<iqg type= set’
from=" xnmpp-grid-client@rle-host.exanpl e/ 2EBE702A97D6
to=" broker.security-grid. exanpl e’
i d=" 9C6EEE9E- FO9A- 4418- 8D68- 3BA6AF852522" >
<pubsub xm ns="http://jabber. org/ protocol/pubsub’ >
<subscri be node=" M LEHost"’
jid="xmpp-grid-client@nle-host.exanple />
</ pubsub>
<lig>
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Unl ess an error occurs (see [ XEP-0060] for various error flows), the
Br oker makes an appropriate authorization decision. |f access is
granted, it responds with success:

<iq type='result’
from=’ broker. security-grid. exanpl e’
to=" xnpp-grid-client@n | e-host.exanpl e/ 2EBE702A97D6’
i d=" 9C6EEEQE- FO9A- 4418- 8D68- 3BA6AF852522" >
<pubsub xm ns="http://jabber. org/ protocol /pubsub’ >
<subscri ption
node="M LEHost"’
jid="xnmpp-grid-client@rle-host.exanple
subscri ption="subscri bed’ />
</ pubsub>
</ig>

Third, a Provider would publish an incident to the Broker using the
M LEHost Topic as foll ows:

<iqg type= set’
fron=’ dat asour ce@r ovi der. exanpl e/ F12C2EFCO9BBO0’
to=" broker.security-grid. exanpl e’
i d=" 2A17D283- 0DAE- 4A6C- 85A9- C10B1B40928C >
<pubsub xm ns="http://jabber. org/ protocol/pubsub’ >
<publ i sh node=" M LEHost ' >
<itemid="8bhlg27skbgad7f howk7’ >
<| ODEF- Docunent versi on="2.00" xm :|ang="en"
xm ns="urn:ietf:parans: xm :ns:iodef-2.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
Xsi : schemalLocat i on=
"http://ww.iana. org/assi gnnents/xm-registry/
schema/ i odef - 2. 0. xsd" >
<l nci dent purpose="reporting” restriction="private">
<l nci dent| D nane="csirt.exanpl e. cont >492382</ | nci dent | D>
<Gener ati onTi me>2015- 07- 18T09: 00: 00- 05: 00</ Gener ati onTi ne>
<Cont act type="organi zation" role="creator">
<Enai | >
<Emai | To>cont act @sirt. exanpl e. conx/ Emai | To>
</ Emai | >
</ Cont act >
</ I nci dent >
</ | ODEF- Docunent >
</itenp
</ publ i sh>
</ pubsub>
<lig>
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(The payload in the foregoing exanple is from[RFC7970]; payl oads for
addi tional use cases can be found in [ RFC38274].)

The Broker would then deliver that incident report to all Consuners
who are subscribed to the Topic:

<message
from=’ broker. security-grid. exanpl e’
to=" xnpp-grid-client@nle-host. exanpl e/ 2EBE702A97D6
i d=" 37B3921D 4F7F- 450F- A589- 56119A88BC2E’ >
<event xm ns='http://jabber.org/protocol/pubsub#event’ >
<items node="M LEHost’ >
<itemid="iah37s61s964gquqy47aksbx9453ks77’ >
<| ODEF- Docunent versi on="2.00" xm :|ang="en"
xm ns="urn:ietf:parans: xm : ns:iodef-2.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocat i on=
"http://ww.iana.org/assignnents/xm-registry/
schena/ i odef - 2. 0. xsd" >
<l nci dent purpose="reporting" restriction="private">
<l nci dent | D name="csirt.exanpl e. com >492382</ | nci dent | D>
<CGener ati onTi me>2015- 07- 18T09: 00: 00- 05: 00</ Gener ati onTi ne>
<Cont act type="organi zation" role="creator">
<Enai | >
<Emai | To>cont act @sirt. exanpl e. conx/ Enai | To>
</ Emai | >
</ Cont act >
</ I nci dent >
</ | ODEF- Docunent >
</itenp
</items>
</ event >
</ message>

Not e that [ XEP-0060] uses the XMPP "<message />" stanza for delivery
of content. To ensure that nmessages are delivered to the Consumner
even if the Consumer is not online at the same time that the
Publ i sher generates the nmessage, an XMPP-Gid Controller MJST support
"of fl i ne nessagi ng" delivery semantics as specified in [ RFC6121], the
best practices of which are further explained in [ XEP-0160].

7. | ANA Consi derations

Thi s docunent has no actions for | ANA
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8.

8.

8.

Security Considerations

An XMPP-Gid Controller serves as a controlling broker for XMPP-G'i d
Pl atfornms such as enforcenment points, policy servers, Configuration
Managenent Dat abases (CMDBs), and sensors, using a publish-subscribe-
search nmodel of information exchange and | ookup. By increasing the
ability of XMPP-Gid Platfornms to | earn about and respond to security
incident reports and other security-relevant information, XMPP-Gid
can inprove the tineliness and utility of the security system
However, this integrated security systemcan al so be exploited by
attackers if they can conprom se it. Therefore, strong security
protections for XMPP-Grid are essenti al

As XMPP is the core of this docunent, the security considerations of
[ RFC6120] apply. In addition, as XMPP-Gid defines a specific
instance, this section provides a security analysis of the XMPP-G'id
data transfer protocol and the architectural elenents that enploy it,
specifically with respect to their use of this protocol. Three
subsections define the trust nodel (which elenments are trusted to do
what), the threat nodel (attacks that can be nobunted on the system,
and the countermeasures (ways to address or mitigate the threats
previously identified).

1. Trust Model

The first step in analyzing the security of the XMPP-Grid transport
protocol is to describe the trust nodel and |ist what each
architectural elenment is trusted to do. The itens |isted here are
assunptions, but provisions are nade in "Threat Mdel" (Section 8.2)

and " Count er measures" (Section 8.3) for elenents that fail to perform
as they were trusted to do.

1.1. Net wor k

The network used to carry XMPP-Grid nmessages (i.e., the underlying
network transport |ayer over which XMPP runs) is trusted to:

o0 Performbest-effort delivery of network traffic

The network used to carry XMPP-Grid nessages i s not expected
(trusted) to:

o0 Provide confidentiality or integrity protection for nmessages sent
over it

o Provide tinely or reliable service
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8.1.2. XWMPP-Gid Platforns
Aut hori zed XMPP-G'id Platforns are trusted to:

0 Preserve the confidentiality of sensitive data retrieved via the
XMPP-Grid Controller

8.1.3. XMPP-Gid Controller

The XMPP-Grid Controller (including its associated Broker) is trusted
to:

0 Broker requests for data and enforce authorization of access to
this data throughout its lifecycle

o0 Performservice requests in a tinely and accurate nmanner
0 Create and naintain accurate operational attributes

0 Only reveal data to and accept service requests from authorized
parties

0 Preserve the integrity (and confidentiality against unauthorized
parties) of the data flowing through it.

The XMPP-Gid Controller is not expected (trusted) to:
o0 Verify the truth (correctness) of data

8.1.4. Certification Authority
To allow XMPP-Gid Platfornms to nutually authenticate with XMPP-Gid
Controllers, it is expected that a Certification Authority (CA) is
enpl oyed to issue certificates. Such a CA (or each CA if there are

several) is trusted to:

0 Ensure that only proper certificates are issued and that all
certificates are issued in accordance with the CA's policies

0 Revoke certificates previously issued when necessary

0 Regularly and securely distribute certificate revocation
i nformation

o Pronptly detect and report any violations of this trust so that
they can be handl ed
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The CA is not expected (trusted) to:

0 |Issue certificates that go beyond the XMPP-Gid needs or other
constraints inposed by a relying party.

8.2. Threat Mbdel

To secure the XMPP-G'id data transfer protocol and the architectura
el ements that inmplenent it, this section identifies the attacks that
can be nounted agai nst the protocol and el enents.

8.2.1. Network Attacks

A variety of attacks can be nounted using the network. For the

pur poses of this subsection, the phrase "network traffic" can be
taken to nmean nessages and/or parts of nessages. Any of these
attacks can be mounted by network el enents, by parties who contro
network el enments, and (in many cases) by parties who control network-
attached devi ces.

o0 Network traffic can be passively monitored to glean information
fromany unencrypted traffic

o Even if all traffic is encrypted, valuable information can be
gained by traffic analysis (volune, tinming, source and destination
addresses, etc.)

0 Network traffic can be nodified in transit

o0 Previously transmtted network traffic can be replayed

0o New network traffic can be added

o Network traffic can be bl ocked, perhaps sel ectively

0 Aman-in-the-mddle (MTM attack can be mounted where an attacker
i nterposes itself between two comunicating parties and

i npersonates the other end to either or both parties

0 Undesired network traffic can be sent in an effort to overload an
architectural conponent, thus nounting a denial -of-service attack

8.2.2. XWPP-Gid Platforns
An unaut horized XMPP-G'id Platform (one that is not recognized by the
XMPP-Grid Controller or is recognized but not authorized to perform

any actions) cannot nount any attacks other than those listed in
"Network Attacks" (Section 8.2.1).
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An aut horized XMPP-Grid Platform on the other hand, can nount many
attacks. These attacks m ght occur because the XMPP-Gid Platformis
controlled by a malicious, careless, or inconmpetent party (whether
because its owner is nmlicious, careless, or inconpetent or because
the XMPP-Grid Pl atform has been conprom sed and is now controlled by
a party other than its owner). They might al so occur because the
XMPP-Gid Platformis running nalicious software, the XMPP-Gid
Platformis running buggy software (which can fail in a state that
floods the network with traffic), or the XMPP-Grid Pl atform has been
configured inproperly. Froma security standpoint, it generally
makes no difference why an attack is initiated. The sane

count ermeasures can be enployed in any case.

Here is a list of attacks that can be nmounted by an authorized XMPP-
Gid Platform

0 Cause nany false alarns or otherw se overload the XMPP-G'id
Controller or other elenents in the network security system
(including human adm nistrators), |leading to a denial of service
or parts of the network security system bei ng di sabl ed.

0o Onmt inportant actions (such as posting incrimnating data),
resulting in incorrect access.

0 Use confidential information obtained fromthe XMPP-Gid
Controller to enable further attacks (such as using endpoint
heal th check results to exploit vul nerabl e endpoints).

0 Advertise data crafted to exploit vulnerabilities in the XMPP-Gi d
Controller or in other XMPP-G'id Platfornms with the goal of
conprom si ng those systens.

0 |Issue a search request or set up a subscription that matches an
enornous result, leading to resource exhaustion on the XMPP-Gid
Controller, the publishing XMPP-Gid Platform and/or the network.

o Establish a comunication channel using another XMPP-Gid
Platform s session-id.

0 Advertise false data that leads to incorrect (e.g., potentially
attacker-controlled or -induced) behavior of XMPP-Gid Platforns
by virtue of applying correct procedures to the falsified input.

Dependenci es or vulnerabilities of authorized XMPP-Gid Platforns can
be exploited to effect these attacks. Another way to effect these
attacks is to gain the ability to inpersonate an XMPP-Grid Platform
(through theft of the XMPP-Gid Platfornms identity credentials or
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through other nmeans). Even a clock skew between the XMPP-Gid
Platformand XMPP-Gid Controller can cause problens if the XMPP-G'id
Pl atf orm assunes that old XMPP-Gid Platformdata should be ignored.

8.2.3. XWPP-Gid Controllers

An unaut horized XMPP-Gid Controller (one that is not trusted by
XMPP-Gid Platforns) cannot mount any attacks other than those |isted
in "Network Attacks" (Section 8.2.1).

An aut horized XMPP-Grid Controller can nount nany attacks. Simlar
to the XMPP-Grid Pl atform case descri bed above, these attacks night
occur because the XMPP-Grid Controller is controlled by a malicious,
carel ess, or inconpetent party (either an XMPP-Gid Controller

adm nistrator or an attacker who has seized control of the XMPP-Gid
Controller). They might also occur because the XMPP-Gid Controller
is running nalicious software, the XMPP-Gid Controller is running
buggy software (which can fail in a state that corrupts data or
floods the network with traffic), or the XMPP-Grid Controller has
been configured inproperly.

Al of the attacks listed for XMPP-Grid Pl atform above can be nount ed
by the XMPP-Grid Controller. Detection of these attacks will be nore
difficult since the XMPP-Grid Controller can create fal se operational
attributes and/or logs that inply some other party created any bad
dat a.

Addi ti onal XMPP-Gid Controller attacks can incl ude:

0 Exposing different data to different XMPP-Gid Platfornms to
m sl ead i nvestigators or cause inconsistent behavior.

o Munting an even nore effective denial-of-service attack than a
single XMPP-Gid Platformcould; sone nechani sns include inducing
many platforns to performthe sane operation in an anplification-
style attack, conpletely refusing to pass any traffic at all, or
sendi ng floods of traffic to (certain) platforns or other targets.

o Obtaining and caching XMPP-G'id Platformcredentials so they can
be used to inpersonate XMPP-Gid Platforns even after a breach of
the XMPP-Grid Controller is repaired. Sone Sinple Authentication
and Security Layer (SASL) nechanisns (including the mandatory-to-
i mpl ement SCRAM and EXTERNAL with TLS mutual certificate-based
aut hentication) do not adnmit this class of attack, but others
(such as PLAIN) are susceptible.
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ot ai ni ng and caching XMPP-Gid Controller adm nistrator
credentials so they can be used to regain control of the XMPP-G'id
Controller after the breach of the XMPP-Gid Controller is
repaired.

Eavesdr opping, injecting, or nodifying the data being transferred
bet ween Provi der and Consuner.

Dependenci es or vulnerabilities of the XMPP-Grid Controller can be
exploited to obtain control of the XMPP-Gid Controller and effect
t hese attacks.

8. 2.

Certification Authority

A Certification Authority trusted to issue certificates for the XMPP-
Gid Controller and/or XMPP-G'id Platforns can nount several attacks:

(o]

I ssue certificates for unauthorized parties, enabling themto

i nper sonate authorized parties such as the XMPP-G'id Controller or
an XMPP-Gid Platform This can lead to all the threats that can
be nmounted by the certificate s subject.

I ssue certificates without following all of the CA s policies.
Because this can result in issuing certificates that can be used
to inmpersonate authorized parties, this can lead to all the
threats that can be nounted by the certificate s subject.

Fail to revoke previously issued certificates that need to be
revoked. This can |lead to undetected inpersonation of the
certificate's subject or failure to revoke authorization of the
subj ect and therefore can lead to all of the threats that can be
mount ed by that subject.

Fail to regularly and securely distribute certificate revocation
information. This can cause a relying party to accept a revoked
certificate, leading to undetected inpersonation of the
certificate's subject or failure to revoke authorization of the
subj ect and therefore can lead to all of the threats that can be
mounted by that subject. It can also cause a relying party to
refuse to proceed with a transaction because tinely revocation
information is not avail able, even though the transaction should
be permitted to proceed.

Allow the CA's private key to be reveal ed to an unauthori zed
party. This can lead to all the threats above. Even worse, the
actions taken with the private key will not be known to the CA
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o Fail to pronptly detect and report errors and viol ations of trust
so that relying parties can be pronptly notified. This can cause
the threats listed earlier in this section to persist |onger than
necessary, |eading to many knock-on effects.

8.3. Count ermneasures

Bel ow are countermeasures for specific attack scenarios to the XMPP-
Gid infrastructure.

8.3.1. Securing the XMPP-Gid Data Transfer Protocol

To address network attacks, the XMPP-Gid data transfer protocol
described in this docunent requires that the XMPP-Gid nmessages MJST
be carried over TLS (minimally TLS 1.2 and preferably TLS 1.3

[ RFC8446]) as described in [RFC6120] and updated by [ RFC7590]. The
XMPP-Gid Controller and XMPP-Grid Platfornms SHOULD nutual |y
authenticate. The XMPP-Gid Platform MUST verify the XMPP-Gid
Controller’s certificate and determi ne whether the XMPP-Gid
Controller is trusted by this XMPP-Gid Platform before conpleting
the TLS handshake. To ensure interoperability, inplenentations MJST
i npl ement at | east either the SASL EXTERNAL nechani sm [ RFC4422] or
the SASL SCRAM nechani sm  Wen using the SASL SCRAM nechani sm the
SCRAM SHA- 256- PLUS vari ant SHOULD be preferred over the SCRAM SHA- 256
variant, and SHA-256 variants [RFC7677] SHOULD be preferred over
SHA-1 variants [ RFC5802]). XWMPP-Gid Platfornms and XMPP-Gi d
Controllers using certificate-based authenticati on SHOULD each verify
the revocation status of the other party’'s certificate. The

sel ection of the XMPP-Grid Platform authentication technique to use
in any particular deployment is left to the adm nistrator.

These protocol security measures provide protection against all the
network attacks listed in Section 8.2 except denial -of -service

attacks. |If protection against these denial-of-service attacks is
desired, ingress filtering, rate linmting per source |IP address, and
ot her denial -of-service nitigation measures can be enployed. In

addition, an XMPP-Gid Control ler MAY automatically disable a
m sbehaving XMPP-Gid Pl atform

8.3.2. Securing XMPP-Gid Platforns

XMPP-Gid Platforns can be deployed in locations that are susceptible
to physical attacks. Physical security measures can be taken to

avoi d conproni se of XMPP-Gid Platforms, but these are not always
practical or conpletely effective. An alternative neasure is to
configure the XMPP-Gid Controller to provide read-only access for
such systens. The XMPP-Gid Controller SHOULD al so include a full

aut hori zation nodel so that individual XMPP-Gid Platfornms can be
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configured to have only the privileges that they need. The XWPP-Gid
Control |l er MAY provide functional tenplates so that the adm nistrator
can configure a specific XMPP-Gid Platformas a DHCP [ RFC2131]
server and authorize only the operations and netadata types needed by
a DHCP server to be permitted for that XMPP-Grid Platform These
techni ques can reduce the negative inpacts of a conprom sed XMPP-G'id
Platformw thout dimnishing the utility of the overall system

To handl e attacks within the bounds of this authorization nodel, the
XMPP-Gid Controller MAY also include rate limts and alerts for
unusual XMPP-Gid Platformbehavior. XMPP-Gid Controllers SHOULD
make it easy to revoke an XMPP-Gid Platform s authorization when
necessary. The XMPP-Gid Controller SHOULD include auditable |ogs of
XVMPP-Gid Platformactivities.

To avoid conprom se of XMPP-Grid Platforns, they SHOULD be hardened
agai nst attack and mnimzed to reduce their attack surface. They
shoul d be well managed to mnim ze vulnerabilities in the underlying
platformand in systens upon which the XMPP-Gid Pl atform depends.
Personnel with administrative access should be carefully screened and
moni tored to detect problens as soon as possi bl e.

8.3.3. Securing XMPP-Gid Controllers

Because of the serious consequences of XMPP-Gid Controller

comprom se, XMPP-Gid Controllers need to be especially well hardened
agai nst attack and mnimzed to reduce their attack surface. They
need to be well nmanaged to minimze vulnerabilities in the underlying
platformand in systens upon which the XMPP-Grid Controll er depends.
Net work security nmeasures such as firewalls or intrusion detection
systens can be used to nmonitor and limt traffic to and fromthe
XMPP-Gid Controller. Personnel with adm nistrative access ought to
be carefully screened and nmonitored to detect problems as soon as
possi ble. Adm nistrators SHOULD NOT use password-based

aut henti cati on but SHOULD instead use non-reusable credentials and
mul ti-factor authentication (where available). Physical security
measures ought to be enployed to prevent physical attacks on XWMPP-
Gid Controllers.

To ease detection of XMPP-Gid Controller conpronm se should it occur,
XMPP-Gid Controller behavior should be nonitored to detect unusual
behavi or (such as a reboot, a large increase in traffic, or different
views of an information repository for simlar XMPP-Gid Pl atforns).
It is a matter of local policy whether XMPP-G'id Platforms | og and/or
notify adm ni strators when peculiar XMPP-Gid Controller behavior is
detected and whether read-only audit |ogs of security-rel evant
informati on (especially adm nistrative actions) are maintained;
however, such behavior is encouraged to aid in forensic anal ysis.

Cam W nget, et al. St andards Track [ Page 21]



RFC 8600 XWPP Gid June 2019

Furthernmore, if conpromnmise of an XMPP-Gid Controller is detected, a
careful analysis should be performed, and any reusable credentials
that coul d have been conpron sed shoul d be reissued.

To address the potential for the XMPP-Grid Controller to eavesdrop,
nmodi fy or inject data, it would be desirable to deploy end-to-end
encryption between the Provider and the Consuner(s). Unfortunately,
because there is no standardi zed nethod for encryption of one-to-mnmany
messages within XMPP, techniques for enforcing end-to-end encryption
are out of scope for this specification.

8.3.4. Broker Access Mdels for Topics

The XMPP publish-subscribe specification [ XEP-0060] defines five
access nodel s for subscribing to Topics at a Broker: open, presence,
roster, authorize, and whitelist. The first nodel allows
uncontrol | ed access, and the next two nodels are appropriate only in
i nstant - messagi ng applications. Therefore, a Broker SHOULD support
only the authorize nmodel (under which the Topic owner needs to
approve all subscription requests and only subscribers can retrieve
data itenms) and the whitelist nodel (under which only preconfigured
Pl atforns can subscribe or retrieve data itens). |n order to ease

t he depl oyment burden, subscription approvals and whitelist
managenent can be automated (e.g., the Topic "owner" can be a policy
server). The choice between "authorize" and "whitelist" as the
default access model is a matter for local service policy.

8.3.5. Limt on Search Result Size

While XMPP-Grid is designed for high scalability to hundreds of

t housands of Platforms, an XMPP-Gid Controller MAY establish a linit
to the anount of data it is willing to return in search or
subscription results. Platforns could use [ XEP-0059] to restrict the
size of the result sets the Controller returns in search or
subscription results or topics’' service discovery. This nmitigates
the threat of an XMPP-Grid Pl atform causing resource exhaustion by

i ssuing a search or subscription that |eads to an enornous result.

8.3.6. Securing the Certification Authority

As not ed above, conprom se of a Certification Authority (CA) trusted
to issue certificates for the XMPP-Gid Controller and/or XMPP-G'id
Platforms is a major security breach. Many guidelines for proper CA
security have been devel oped: the CA/Browser Forum s Baseline
Requirenments, the American Institute of Certified Public Accountants
(AICPA) / Canadian Institute of Chartered Accountants (CI CA) Trust
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Service Principles, the |ETF s Certificate Transparency [ RFC6962],
etc. The CA operator and relying parties should agree on
appropriately rigorous security practices to be used.

Even with the nost rigorous security practices, a CA can be

conmprom sed. |If this conpromi se is detected quickly, relying parties
can renove the CA fromtheir list of trusted CAs, and other CAs can
revoke any certificates issued to the CA. However, CA conprom se may
go undetected for some tinme, and there’s always the possibility that
a CAis being operated inproperly or in a manner that is not in the
interests of the relying parties. For this reason, relying parties
may wish to "pin" a small nunber of particularly critica

certificates (such as the certificate for the XMPP-Gid Controller).
Once a certificate has been pinned, the relying party will not accept
another certificate in its place unless the Adm nistrator explicitly
commands it to do so. This does not nean that the relying party wll
not check the revocation status of pinned certificates. However, the
Admi nistrator can still be consulted if a pinned certificate is
revoked, since the CA and revocation process are not conpletely
trusted. By "pinning" one or a small set of certificates, the
relying party has identified the effective XMPP-Gid Controller(s)
aut hori zed for connecti on.

8.3.7. End-to-End Encryption of Messages

Because it is expected that there will be a relatively |arge number
of Consuners for every Topic, for the purposes of content discovery
and scaling, this docunent specifies a "one-to-many" comuni cations
pattern using the XMPP Publish-Subscribe extension. Unfortunately,
there is no standardized technol ogy for end-to-end encryption of one-
to-many nessages in XMPP. This inplies that nessages can be subject
to eavesdropping, data injection, and data nodification attacks
within a Broker or Controller. |If it is necessary to mtigate

agai nst such attacks, inplenenters would need to sel ect a nessaging
pattern other than [ XEP-0060], nost likely the basic "instant
messagi ng" pattern specified in [RFC6121] with a suitable XWMPP
extension for end-to-end encryption. The description of such an
approach is out of scope for this docunent.

8.4. Summary

XMPP-Gi d’ s considerabl e value as a broker for security-sensitive
data exchange distribution al so makes the protocol and the network
security elenents that inplement it a target for attack. Therefore,
strong security has been included as a basic design principle within
the XMPP-Gid design process.
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The XMPP-Grid data transfer protocol provides strong protection
against a variety of different attacks. 1In the event that an XMPP-
Gid Platformor XMPP-Gid Controller is conprom sed, the effects of
this conpronise are reduced and limted with the recommended rol e-
based aut horization nbdel and other provisions, and best practices
for managi ng and protecting XMPP-Gid systens have been descri bed.
Taken together, these neasures shoul d provide protection comrensurate
with the threat to XMPP-Gid systens, thus ensuring that they fulfill
their prom se as a network security clearinghouse

9. Privacy Considerations

XMPP-Gid Platforms can publish information about endpoint health,
networ k access, events (which can include information about which
services an endpoint is accessing), roles and capabilities, and the
identity of the end user operating the endpoint. Any of this
publ i shed infornmati on can be queried by other XMPP-Gid Platforns and
could potentially be used to correlate network activity to a
particul ar end user.

Dynami c and static information brokered by an XMPP-Gid Controller,
ostensibly for the purposes of correlation by XMPP-Gid Platforns for
intrusion detection, could be m sused by a broader set of XMPP-Gid
Platforms that hitherto have been perform ng specific roles with a
strict, well-defined separation of duties.

Care needs to be taken by deployers of XMPP-G'id to ensure that the

i nformati on published by XMPP-Gid Platforns does not violate
agreenents with end users or local and regional |aws and regul ati ons.
Thi s can be acconplished either by configuring XMPP-Gid Platforns to
not publish certain information or by restricting access to sensitive
data to trusted XMPP-Gid Platforns. That is, the easiest neans to
ensure privacy or protect sensitive data is to omit or not share it
at all.

Simlarly, care nmust be taken by deployers and XMPP-Gid Controller

i npl ementations as they inplenment the appropriate auditing tools. In
particular, any information, such as |ogs, nust be sensitive to the
type of information stored to ensure that the informati on does not
violate privacy and agreenents with end users or |ocal and regiona

| aws and regul ati ons.

Anot her consi deration for deployers is to enable end-to-end
encryption to ensure the data is protected while in transit between
data layers and thus protected fromthe transport |ayer. The means
to achieve end-to-end encryption is beyond the scope of this
docunent .
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10.

11.

11.

Oper ations and Managenment Consi derations

In order to facilitate the managenent of Providers and the onboarding

of

(o]

Consuners, it is helpful to generate the followi ng ahead of tine:

Agreenent between the operators of Provider services and the

i mpl ementers of Consumer software regarding identifiers for common
Topics (e.g., these could be registered with the XMPP Software
Foundation’s registry of well-known nodes for service discovery
and publish-subscribe, |ocated at <https://xnpp.org/registrar/
nodes. htm >) .

Security certificates (including appropriate certificate chains)
for Controllers, including identification of any Providers
associated with the Controllers (which mght be |ocated at
subdonai ns).

Consi stent and secure access control policies for publishing and
subscri bing to Topi cs.

These matters are out of scope for this docunment but ought to be
addressed by the XMPP-Grid comunity.
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