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Abst ract

Thi s docunent defines two Configuration Payload Attribute Types

(I NTERNAL_DNS DOVAI N and | NTERNAL_DNSSEC TA) for the Internet Key
Exchange Protocol version 2 (I1KEv2). These payl oads add support for
private (internal-only) DNS donains. These donmins are intended to
be resol ved using non-public DNS servers that are only reachabl e
through the | Psec connection. DNS resolution for other domains
remai ns unchanged. These Configuration Payloads only apply to split-
tunnel configurations.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8598
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1.

I nt roducti on

Split-tunnel Virtual Private Network (VPN) configurations only send
packets with a specific destination |IP range, usually chosen from

[ RFC1918], via the VPN. Al other traffic is not sent via the VPN
This allows an enterprise deploynent to offer renpte access VPN
services without needing to accept and forward all the non-
enterprise-related network traffic generated by their renote users.
Resources within the enterprise can be accessed by the user via the
VPN, while all other traffic generated by the user is not sent over
t he VPN.

These internal resources tend to only have internal-only DNS nanes
and require the use of special internal-only DNS servers to get
resolved. Split DNS [RFC2775] is conmonly configured as part of
split-tunnel VPN configurations to allow renpte access users to use
special internal-only domai n nanes.

The | KEv2 protocol [RFC7296] negotiates configuration paraneters
usi ng Configuration Payload Attribute Types. This docunment defines
two Configuration Payload Attribute Types that add support for
trusted Split DNS donmi ns.

The I NTERNAL DNS DOVAIN attribute type is used to convey that the
speci fied DNS domai n MUST be resol ved using the provi ded DNS
naneserver | P addresses as specified in the | NTERNAL | P4 _DNS and

I NTERNAL | P6_DNS Confi gurati on Payl oads, causing these requests to
use the | Psec connection

The | NTERNAL DNSSEC TA attribute type is used to convey a DNSSEC
trust anchor for such a domain. This is required if the externa

vi ew uses DNSSEC, which would prove the internal view does not exist
or woul d expect a different DNSSEC key on the different versions
(internal and external) of the enterprise donmain.

If an | NTERNAL_DNS DOMAI N is sent by the responder, the responder
MUST al so include one or nmore | NTERNAL_I P4_DNS or | NTERNAL_I P6_DNS
attributes that contain the I1Pv4 or | Pv6 address of the internal DNS
server.

For the purposes of this docunment, DNS resol ution servers accessible
through an | Psec connection will be referred to as "internal DNS
servers", and other DNS servers will be referred to as "external DNS
servers".

O her tunnel -establishnent protocols already support the assignnent
of Split DNS dommins. For exanple, there are proprietary extensions
to IKEvl that allow a server to assign Split DNS donmains to a client.
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However, the | KEv2 standard does not include a nethod to configure
this option. This docurment defines a standard way to negotiate this
option for |KEv2.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Applicability

If the negotiated | Psec connection is not a split-tunne
configuration, the | NTERNAL _DNS DOVAI N and | NTERNAL DNSSEC TA
Configuration Payl oads MJUST be ignored. This prevents generic (nhon-
enterprise) VPN services fromoverriding the public DNS hierarchy,
whi ch could lead to malicious overrides of DNS and DNSSEC

Such configurations SHOULD i nstead use only the I NTERNAL_I P4_DNS and
I NTERNAL | P6_DNS Confi gurati on Payl oads to ensure all of the user’'s
DNS traffic is sent through the | Psec connection and does not | eak
unencrypted information onto the |ocal network, as the |ocal network
is often explicitly exenpted from | Psec encryption

For split-tunnel configurations, an enterprise can require one or
nmore DNS donmains to be resolved via internal DNS servers. This can
be a special donmain, such as "corp.exanple.com for an enterprise
that is publicly known to use "exanple.conf. In this case, the
renote user needs to be informed what the internal-only domai n nanes
are and what the | P addresses of the internal DNS servers are. An
enterprise can also run a different version of its public domain on
its internal network. In that case, the VPN client is instructed to
send DNS queries for the enterprise public domain (e.g.,
"exanple.com') to the internal DNS servers. A configuration for this
depl oynent scenario is referred to as a Split DNS configuration.

Split DNS configurations are often preferable to sending all DNS
queries to the enterprise. This allows the renpte user to only send
DNS queries for the enterprise to the internal DNS servers. The
enterprise remains unaware of all non-enterprise (DNS) activity of
the user. It also allows the enterprise DNS servers to only be
configured for the enterprise DNS domai ns, which renmoves the | ega
and technical responsibility of the enterprise to resolve every DNS
dommi n potentially asked for by the renote user
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A client using these Configuration Payloads will be able to request
and receive Split DNS configurations using the | NTERNAL_DNS DOVAI N
and | NTERNAL_DNSSEC TA configuration attributes. These attributes
MUST be acconpani ed by one or nore | NTERNAL | P4 _DNS or

| NTERNAL | P6_DNS configuration attributes. The client device can
then use the internal DNS server(s) for any DNS queries within the
assigned domains. DNS queries for other donains SHOULD be sent to
the regular DNS service of the client unless it prefers to use the

I Psec tunnel for all its DNS queries. For exanple, the client could
trust the | Psec-provided DNS servers nore than the | ocally provided
DNS servers, especially in the case of connecting to unknown or
untrusted networks (e.g., coffee shops or hotel networks). O the
client could prefer the | Psec-based DNS servers because they provide
additional features conpared to the | ocal DNS servers

3. Protocol Exchange

In order to negotiate which dormains are considered internal to an

| KEv2 tunnel, initiators indicate support for Split DNS in their
CFG_REQUEST payl oads, and responders assign internal domains (and
DNSSEC trust anchors) in their CFG REPLY payl oads. When Split DNS
has been negotiated, the I NTERNAL | P4 DNS and | NTERNAL | P6_DNS DNS
server configuration attributes will be interpreted as internal DNS
servers that can resol ve hostnames within the internal donains.

3.1. Configuration Request

To indicate support for Split DNS, an initiator includes one or nore
| NTERNAL _DNS DOVAI N attributes as defined in Section 4 as part of the
CFG REQUEST payload. [|f an I NTERNAL DNS DOVAIN attribute is included
in the CFG REQUEST, the initiator MJST al so include one or nore

| NTERNAL | P4_DNS or | NTERNAL | P6_DNS attributes in the CFG REQUEST.

The | NTERNAL DNS DOVAI N attribute sent by the initiator is usually
enpty but MAY contain a suggested domai n nane.

The absence of | NTERNAL_DNS DOMAIN attributes in the CFG REQUEST
payl oad indicates that the initiator does not support or is unwilling
to accept a Split DNS configuration.

To indicate support for receiving DNSSEC trust anchors for Split DNS
domains, an initiator includes one or nore | NTERNAL_DNSSEC TA
attributes as defined in Section 4 as part of the CFG REQUEST

payl oad. If an | NTERNAL_DNSSEC TA attribute is included in the

CFG REQUEST, the initiator MJST also include one or nore

| NTERNAL _DNS DOVAI N attributes in the CFG REQUEST. |If the initiator
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i ncludes an | NTERNAL_DNSSEC TA attribute but does not include an
| NTERNAL_DNS DOVAI N attribute, the responder MAY still respond wth
bot h | NTERNAL_DNSSEC TA and | NTERNAL_DNS_DOVAI N attri but es.

An initiator MAY convey its current DNSSEC trust anchors for the
domai n specified in the | NTERNAL_DNS DOVAIN attribute. A responder
can use this information to determine that it does not need to send a
different trust anchor. |If the initiator does not wish to convey
this information, it MJST use a length of O.

The absence of | NTERNAL DNSSEC TA attributes in the CFG REQUEST
payl oad indicates that the initiator does not support or is unwilling
to accept the DNSSEC trust anchor configuration.

3.2. Configuration Reply

Responders MAY send one or nore | NTERNAL _DNS DOVAIN attributes in
their CFG_ REPLY payload. |f an |INTERNAL_DNS DOVAIN attribute is
included in the CFG REPLY, the responder MJST al so include one or
both of the INTERNAL | P4 DNS and | NTERNAL I P6 DNS attributes in the
CFG REPLY. These DNS server configurations are necessary to define
whi ch servers can receive queries for hostnanmes in internal donmins.
If the CFG REQUEST included an | NTERNAL DNS DOVAI N attribute but the
CFG _REPLY does not include an | NTERNAL_DNS DOVAIN attribute, the
initiator MJUST behave as if Split DNS configurations are not
supported by the server, unless the initiator has been configured
with local policy to define a set of Split DNS domains to use by
def aul t.

Each | NTERNAL_DNS DOVAI N represents a donmain that the DNS server
addresses listed in | NTERNAL_I PA_DNS and | NTERNAL_I P6_DNS can
resol ve.

If the CFG REQUEST included | NTERNAL _DNS DOVAIN attributes with non-
zero lengths, the content MAY be ignhored or be interpreted as a
suggesti on by the responder.

For each DNS domain specified in an | NTERNAL_DNS DOVAI N attri bute,
one or more | NTERNAL _DNSSEC TA attri butes MAY be included by the
responder. This attribute lists the correspondi ng internal DNSSEC
trust anchor information of a DS record (see [ RFC4034]). The

| NTERNAL_DNSSEC TA attribute MJUST i medi ately foll ow the

| NTERNAL_DNS_DOVAI N attribute that it applies to.
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3.3. Mapping DNS Servers to Domai ns

Al'l DNS servers provided in the CFG REPLY MJUST support resolving
hostnanmes within all | NTERNAL _DNS DOVAI N dormai ns. | n other words,
the | NTERNAL _DNS DOVAIN attributes in a CFG REPLY payl oad form a
single list of Split DNS domains that applies to the entire list of
| NTERNAL_| P4_DNS and | NTERNAL_I| P6_DNS attri but es.

3.4. Exanpl e Exchanges
3.4.1. Sinple Case

In this exanpl e exchange, the initiator requests | NTERNAL | P4_DNS,

| NTERNAL | P6_DNS, and | NTERNAL_DNS DOMAIN attributes in the
CFG_REQUEST but does not specify any value for either. This
indicates that it supports Split DNS but has no preference for which
DNS requests will be routed through the tunnel.

The responder replies with two DNS server addresses and two internal
domai ns, "exanple.conm and "city.other.test".

Any subsequent DNS queries fromthe initiator for domai ns such as
"www. exanpl e. cont SHOULD use 198.51.100.2 or 198.51.100.4 to resol ve.

CP( CFG_REQUEST) =
| NTERNAL_| P4_ADDRESS( )
| NTERNAL_| P4_DNS()
| NTERNAL_| P6_ADDRESS( )
| NTERNAL_| P6_DNS()
| NTERNAL_DNS_DOVAI N()

CP(CFG_REPLY) =
| NTERNAL _| P4_ADDRESS(198. 51. 100. 234)
| NTERNAL _| P4_DNS(198. 51. 100. 2)
| NTERNAL_| P4_DNS(198. 51. 100. 4)
| NTERNAL _| P6_ADDRESS(2001: DB8: 0: 1: 2: 3: 4: 5/ 64)
| NTERNAL_| P6_DNS(2001: DB8: 99: 88: 77: 66: 55: 44)
| NTERNAL _DNS DOVAI N( exanpl e. com
| NTERNAL_DNS DOVAI N(city. ot her.test)

3.4.2. Requesting Dormai ns and DNSSEC Trust Anchors
In this exanpl e exchange, the initiator requests | NTERNAL | P4_DNS,

| NTERNAL | P6_DNS, | NTERNAL_DNS DOMAI N and | NTERNAL_DNSSEC TA
attributes in the CFG REQUEST.
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Any subsequent DNS queries fromthe initiator for domains such as
"www. exanpl e. com or "city.other.test” woul d be DNSSEC val i dat ed
usi ng the DNSSEC trust anchor received in the CFG REPLY.

In this exanple, the initiator has no existing DNSSEC trust anchors
for the requested donain. The "exanple.com' domain has DNSSEC trust
anchors that are returned, while the "other.test" domain has no
DNSSEC trust anchors.

CP( CFG_REQUEST) =
| NTERNAL_| P4_ADDRESS()
| NTERNAL_| P4_DNS()
| NTERNAL_| P6_ADDRESS( )
| NTERNAL_| P6_DNS( )
| NTERNAL_DNS_DOMAI N( )
| NTERNAL_DNSSEC TA()

CP(CFG_REPLY) =
| NTERNAL | P4_ADDRESS(198. 51. 100. 234)
I NTERNAL | P4_DNS(198. 51. 100. 2)
| NTERNAL | P4_DNS(198. 51. 100. 4)
| NTERNAL _| P6_ADDRESS(2001: DB8: 0: 1: 2: 3: 4: 5/ 64)
| NTERNAL | P6_DNS(2001: DB8: 99: 88: 77: 66: 55: 44)
| NTERNAL DNS DOVAI N( exanpl e. com)
| NTERNAL_DNSSEC TA( 43547, 8, 1, B6225AB2CC613E0DCA7962BDC2342EA4. . )
| NTERNAL_DNSSEC_TA( 31406, 8, 2, F78CF3344F72137235098ECBBD08947C. . . )
INTERNAL_DNS_DOMAIN(Clty ot her.test)

Pauly & Wuters St andards Track [ Page 8]



RFC 8598 Split DNS Configuration for | KEv2 May 2019

4.

4.

4.

Payl oad Formats

Al multi-octet fields representing integers are laid out in big-

e
b

1.

2.

ndi an order (al so known as "nobst significant byte first" or "network
yte order").

| NTERNAL_DNS DOVAI N Configuration Attribute Type Request and Reply

1 2 3
01234567890123456789012345678901

Reserved (1 bit) - Defined in | KEv2 RFC [ RFC7296] .

Attribute Type (15 bits) - set to value 25 for
| NTERNAL_DNS_DOVAI N.

Length (2 octets) - Length of domain nane.

Domain Nanme (O or nore octets) - A Fully Qualified Domai n Nane
used for Split DNS rules, such as "exanple.com', in DNS
presentation format and using an Internationalized Donmai n Nanmes
for Applications (IDNA) A-label [RFC5890]. |Inplenentors need to
be careful that this value is not null term nated.

| NTERNAL _DNSSEC TA Configuration Attribute

An | NTERNAL DNSSEC TA Configuration Attribute can either be enpty, or

t can contain one trust anchor by containing a non-zero Length with

a DNSKEY Key Tag, DNSKEY Al gorithm Digest Type and Di gest Data

f

i elds.
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An enpty | NTERNAL_DNSSEC TA CFG attri bute:

1 2 3
01234567890123456789012345678901
o e e e e e e aaao o o m e e e e e e e aaao o +
| R Attribute Type | Length (set to 0) |
T o m e e e e e e aaa oo +

0 Reserved (1 bit) - Defined in | KEv2 RFC [ RFC7296] .

0 Attribute Type (15 bits) - set to value 26 for | NTERNAL DNSSEC TA.

(]

Length (2 octets) - Set to O for an enpty attribute.

A non-enpty | NTERNAL_DNSSEC TA CFG attri bute:

1 2 3
01234567890123456789012345678901
oo e o +
| R Attribute Type | Lengt h |
T T T +
| DNSKEY Key Tag | DNSKEY Alg | Digest Type |
o m oo Fom e Fom e +
| _ |
~ Di gest Data ~
I I
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +

0 Reserved (1 bit) - Defined in I KEv2 RFC [ RFC7296] .
0 Attribute Type (15 bits) - set to value 26 for | NTERNAL_DNSSEC TA.

0 Length (2 octets) - Length of DNSSEC trust anchor data (4 octets
plus the length of the Digest Data).

0 DNSKEY Key Tag (2 octets) - Delegation Signer (DS) Key Tag as
specified in Section 5.1 of [RFC4034].

0 DNSKEY Al gorithm (1 octet) - DNSKEY al gorithm value fromthe | ANA
DNS Security Al gorithm Nurmbers Registry.

o Digest Type (1 octet) - DS algorithmvalue fromthe | ANA
Del egati on Signer (DS) Resource Record (RR) Type Digest Algorithns
Regi stry.

o Digest Data (1 or nore octets) - The DNSKEY digest as specified in
Section 5.1 of [RFC4034] in presentation format.
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Each | NTERNAL_DNSSEC TA attribute in the CFG REPLY payl oad MJST

i medi ately follow a correspondi ng | NTERNAL_DNS DOVAI N attribute. As
the | NTERNAL _DNSSEC TA format itself does not contain the domain
nane, it relies on the preceding | NTERNAL DNS DOVAI N to provide the
domain for which it specifies the trust anchor. Any

| NTERNAL DNSSEC TA attribute that is not inmediately preceded by an

| NTERNAL_DNS_DOVAI N or anot her | NTERNAL_DNSSEC TA attribute applying
to the same domai n nane MJST be ignored

5. | NTERNAL_DNS DOVAI N Usage Qui deli nes

If a CFG_REPLY payl oad contains no | NTERNAL_DNS_DOVAI N attri butes,
the client MAY use the provided | NTERNAL | P4 _DNS or | NTERNAL_I P6_DNS
servers as the default DNS server(s) for all queries.

If aclient is configured by local policy to only accept a linmted
set of | NTERNAL DNS DOMAI N val ues, the client MJST ignore any ot her
| NTERNAL_DNS_DOMAI N val ues.

For each | NTERNAL_DNS DOMAI N entry in a CFG REPLY payl oad that is not
prohi bited by local policy, the client MJST use the provided

I NTERNAL | P4 DNS or | NTERNAL | P6_DNS DNS servers as the only
resolvers for the listed donmains and its subdonmins, and it MJST NOT
attenpt to resolve the provided DNS donmains using its external DNS
servers. Oher domain names SHOULD be resol ved using sonme other
external DNS resolver(s) that are configured i ndependently from I KE
Queries for these other donains MAY be sent to the internal DNS
resolver(s) listed in that CFG REPLY nessage, but they have no
guarant ee of being answered. For exanple, if the | NTERNAL_DNS DOVAI N
attribute specifies "exanple.test", then "exanple.test",

"www. exanpl e.test", and "mail.eng. exanple.test" MJST be resol ved
using the internal DNS resol ver(s), but "otherexanple.test" and
"ple.test” MJST NOT be resolved using the internal resolver and MJST
use the systenmis external DNS resol ver(s)

The initiator SHOULD all ow the DNS dormains listed in the

| NTERNAL_DNS DOVAI N attributes to resolve to special |P address
ranges, such as those of [RFC1918], even if the initiator host is
ot herwi se configured to bl ock a DNS answer containi ng these speci al
| P addr ess ranges.

When an | KE Security Association (SA) is termi nated, the DNS
forwardi ng MUST be unconfigured. This includes deleting the DNS
forwarding rules; flushing all cached data for DNS domai ns provided
by the | NTERNAL_DNS DOVAI N attribute, including negative cache
entries; renoving any obtai ned DNSSEC trust anchors fromthe |ist of
trust anchors; and clearing the outstanding DNS request queue.
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| NTERNAL_DNS_DOVAI N attri butes SHOULD only be used on split-tunnel
configurations where only a subset of traffic is routed into a
private renote network using the | Psec connection. If all trafficis
routed over the | Psec connection, the existing globa

I NTERNAL | P4 DNS and | NTERNAL | P6_DNS can be used wi thout creating
specific DNS or DNSSEC exenpti ons.

6. | NTERNAL_DNSSEC TA Usage Cui delines

DNS records can be used to publish specific records containing trust
anchors for applications. The nost common record type is the TLSA
record specified in [RFC6698]. This DNS record type publishes which
Certification Authority (CA) certificate or End Entity (EE)
certificate to expect for a certain host nane. These records are
protected by DNSSEC and thus are trustable by the application

Whet her to trust TLSA records instead of the traditional Wb PK
depends on the local policy of the client. By accepting an

| NTERNAL_DNSSEC TA trust anchor via IKE fromthe renote | KE server
the IPsec client mght be allowing the renote | KE server to override
the trusted certificates for TLS. Simlar override concerns apply to
other public key or fingerprint-based DNS records, such as
OPENPGPKEY, SM MEA, or | PSECKEY records.

Thus, installing an | NTERNAL_DNSSEC TA trust anchor can be seen as
the equivalent of installing an Enterprise CA certificate. It allows
the renote | KE/ | Psec server to nodi fy DNS answers, including DNSSEC
crypt ographi ¢ signatures, by overriding existing DNS information with
a trust anchor conveyed via IKE and (tenporarily) installed on the
IKE client. O specific concernis the overriding of TLSA records
based on [ RFC6698], which represents a confirmation or override of an
existing Web PKI TLS certificate. Qher DNS record types that convey
cryptographic materials (public keys or fingerprints) are OPENPGPKEY,
SM MEA, SSHP, and | PSECKEY records.

IKE clients willing to accept | NTERNAL_DNSSEC TA attri butes MJST use
a whitelist of one or nore domains that can be updated out of band.
IKE clients with an enpty whitelist MJUST NOT use any

| NTERNAL DNSSEC TA attributes received over IKE. Such clients MAY
interpret receiving an | NTERNAL _DNSSEC TA attribute for a non-
whitelisted domain as an indication that their |local configuration
may need to be updated out of band.

I KE clients should take care to only whitelist domains that apply to
internal or nmanaged domains rather than to generic Internet traffic.
The DNS root zone (".") MJIST be ignored if it appears in a whitelist.
O her generic or public domains, such as Top-Level Donmins (TLDs),
simlarly MJST be ignored if they appear in a whitelist unless the
entity actually is the operator of the TLD. To determine this, an
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i mpl ementation MAY interactively ask the user when a VPN profile is
installed or activated to confirmthis. Alternatively, it MY
provi de a special override keyword in its provisioning configuration
to ensure non-interactive agreenent can be achieved only by the party
provisioning the VPN client, who presunably is a trusted entity by
the end user. Simlarly, an entity mght be using a special donain
name, such as ".internal", for its internal-only view and m ght w sh
to force its provisioning systemto accept such a domain in a Split
DNS confi gurati on.

Any updates to this whitelist of domain nanes MJST happen via
explicit human interaction or by a trusted automated provision system
to prevent nalicious invisible installation of trust anchors in case
of an | KE server conprom se

I KE clients SHOULD accept any | NTERNAL _DNSSEC TA updates for
subdonai n nanes of the whitelisted domain nanmes. For example, if
"exanple.net" is whitelisted, then | NTERNAL_DNSSEC TA received for
"antartica. exanpl e. net" SHOULD be accept ed.

I KE clients MJST ignore any received | NTERNAL_DNSSEC TA attri butes
for a Fully Qualified Domain Name (FQDN) for which it did not receive
and accept an | NTERNAL_DNS DOVAI N Confi gurati on Payl oad.

In nost depl oynent scenarios, the | KE client has an expectation that
it is connecting to a specific organization or enterprise using a
split-network setup. A recomended policy would be to only accept

| NTERNAL DNSSEC TA directives fromthat organi zation’s DNS nanes.
However, this might not be possible in all deploynent scenarios, such
as one where the I KE server is handing out a nunmber of donmins that
are not within one parent domain.

7. | ANA Consi derations
Thi s docunent defines two new | KEv2 Configuration Payload Attribute

Types, which are allocated fromthe "I KEv2 Configuration Payl oad
Attribute Types" nanespace.

Ml ti -
Val ue Attribute Type Val ued Length Ref erence
25 | NTERNAL_DNS_DOVAI N YES 0 or more RFC 8598
26 | NTERNAL _DNSSEC TA YES 0 or nore RFC 8598
Figure 1
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8.

Security Considerations

As stated in Section 2, if the negotiated | Psec connection is not a
split-tunnel configuration, the | NTERNAL _DNS DOVAI N and

| NTERNAL DNSSEC TA Confi gurati on Payl oads MJST be i gnored.

O herwi se, generic VPN service providers could nmaliciously override
DNSSEC- based trust anchors of public DNS domai ns.

An initiator MJST only accept | NTERNAL_DNSSEC TAs for which it has a
whitelist, since this mechanismallows the credential used to

aut henticate an | KEv2 association to be | everaged into authenticating
credentials for other connections. Initiators should ensure that
they have sufficient trust in the responder when using this
mechanism An initiator MAY treat a received | NTERNAL DNSSEC TA for
a non-whitelisted domain as a signal to update the whitelist via a
non- | KE provi sioning nechanism See Section 6 for additiona

security considerations for DNSSEC trust anchors.

The use of Split DNS configurations assigned by an | KEv2 responder is
predi cated on the trust established during | KE SA aut henticati on.
However, if IKEv2 is being negotiated with an anonynous or unknown
endpoi nt (such as for Cpportunistic Security [RFC7435]), the
initiator MUST ignore Split DNS configurations assigned by the
responder.

If a host connected to an authenticated | KE peer is connecting to
anot her I KE peer that attenpts to claimthe same domain via the

| NTERNAL DNS DOVAI N attribute, the | KE connection SHOULD only process
the DNS information if the two connections are part of the sane

| ogical entity. Oherwi se, the client SHOULD refuse the DNS
informati on and potentially warn the end user. For exanple, if a VPN
profile for "Exanple Corporation” is installed that provides two

| Psec connections, one covering 192.168. 100. 0/ 24 and one covering
10.13.14.0/24, it could be that both connections negotiate the sane

| NTERNAL DNS DOVAI N and | NTERNAL DNSSEC TA val ues. Since these are
part of the same renote organization (or provisioning profile), the
Confi guration Payl oads can be used. However, if a user installs two
VPN profiles fromtwo different unrel ated i ndependent entities, both
could be configured to use the same domain -- for exanple,
“.internal”. These two connections MJST NOT be allowed to be active
at the sane tine.

If the initiator is using DNSSEC validation for a domain inits
public DNS view and it requests and receives an | NTERNAL_DNS DOVAI N
attribute without an | NTERNAL_DNSSEC TA, it will need to reconfigure
its DNS resolver to allow for an insecure delegation. |t SHOULD NOT
accept insecure delegations for domains that are DNSSEC signed in the
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9.

9.

public DNS view for which it has not explicitly requested such
del egation, i.e., for which it has not used an | NTERNAL_DNS DOVAI N
request to specify the domain.

Depl oynents that configure | NTERNAL_DNS DOMAI N domai ns shoul d pay
close attention to their use of indirect reference RRtypes in their
internal -only domai n nanes. Exanples of such RREypes are NS, CNAME,
DNAME, MX, or SRV records. For exanple, if the MX record for
"internal . exanpl e.cont points to "nx.internal.exanple.net”, then both
"internal.exanpl e.con and "internal.exanple.net" should be sent

usi ng an | NTERNAL_DNS DOVAI N Confi guration Payl oad.

I KE clients MAY want to require whitelisted domains for Top-Level
Domai ns (TLDs) and Second-Level Domains (SLDs) to further prevent
mal i ci ous DNS redirections for well-known domains. This prevents
users from unknowi ngly giving DNS queries to third parties. This is
even nore inportant if those well-known domai ns are not depl oyi ng
DNSSEC, as the VPN service provider could then even nodify the DNS
answers w t hout detection.

The content of | NTERNAL_DNS DOVAI N and | NTERNAL_DNSSEC TA may be
passed to another (DNS) program for processing. As with any network
i nput, the content SHOULD be considered untrusted and handl ed
accordingly.
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