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Abst r act

Thi s docunent describes how to use a Service Function Forwarder (SFF)
Label (similar to a pseudowire |abel or VPN |abel) to indicate the
presence of a Service Function Chaining (SFC) Network Service Header
(NSH) between an MPLS | abel stack and the NSH origi nal packet/frame.
This all ows SFC packets using the NSH to be forwarded between SFFs
over an MPLS network. The label is also used to sel ect between
multiple SFFs in the destination MPLS node.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8596
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Copyri ght Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

L. I ntroduCti ON ... 2
1.1, Termnol 0gy . ..o 3
2. MPLS Encapsul ation Using an SFF Label ......... ... ... ... .. ....... 3
2.1. MPLS Label Stack Construction at the Sending Node .......... 4
2.2. SFF Label Processing at the Destination Node ............... 5
3. Equal -Cost Multipath (ECMP) Considerations ...................... 5
4. QOperations, Adnministration, and Mintenance (OAM
Considerati ONS .. ... 6
5. TANA Considerati OnS .. ... ... e e e e 6
6. Security Considerati ONS . ... ... ... 6
7. ReferenCes . ... . 7
7.1. Normative References ....... ... .. 7
7.2. Informative References ........... . . . .. 8
ACKNOW edgement S . ... 9
AUt hor s’ AdAr €SSES . . i i 9
1. Introduction

As di scussed in [ RFC8300], a nunmber of transport encapsul ations for
the Service Function Chaining (SFC) Network Service Header (NSH)
al ready exist, such as Ethernet, UDP, GRE, and others.

Thi s docunent describes an MPLS transport encapsul ation for the NSH
and how to use a Service Function Forwarder (SFF) [RFC7665] Label to
i ndi cate the presence of the NSH in the MPLS packet payload. This
al l ows SFC packets using the NSH to be forwarded between SFFs in an
MPLS transport network, where MPLS is used to interconnect the
networ k nodes that contain one or nmore SFFs. The label is al so used
to select between multiple SFFs in the destination MPLS node.
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From an SFC perspective, this encapsulation is equivalent to other
transport encapsul ati ons of packets using the NSH. This can be
illustrated by adding an additional line to the exanple of a next-hop
SPI / SI-to-network ("SPI" and "SI" stand for "Service Path
Identifier" and "Service Index") overlay network |ocator mapping in
Table 1 of [RFC8300]:

F-- - - - F-- - - - o e e e e e a e oo o e e e e e e e e aao- +
| SPL | SI | Next Hop(s) | Transport Encapsul ation |
[ [ o e e e m oo oo o e e e e e oo +
| 25 | 220 | Label 5467 | MPLS |
S R S R . T +

Table 1: Extension to Table 1 in RFC 8300

SFF Labels are simlar to other service labels at the bottom of an
MPLS | abel stack that denote the contents of the MPLS payl oad being
other than a normally routed | P packet, such as a Layer 2 pseudowire,
an | P packet that is routed in a VPN context with a private address,
or an Ethernet virtual private wire service

This informational docunent follows well-established MPLS procedures
and does not require any actions by | ANA or any new protocol
ext ensi ons.

Note that using the MPLS | abel stack as a repl acenent for the SFC
NSH, covering use cases that do not require per-packet netadata, is
described in [ RFC8595].

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. MPLS Encapsul ation Using an SFF Labe

The encapsul ation is a standard MPLS | abel stack [RFC3032] with an
SFF Label at the bottom of the stack, followed by an NSH as defi ned
by [ RFC8300] and the NSH origi nal packet/framne.

Much |i ke a pseudowire | abel, an SFF Label MJST be all ocated by the
downstreamrecei ver of the NSH fromits per-platformlabel space,
since the neaning of the label is identical, independent of which
incomng interface it is received from|[RFC3031].
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If a receiving node supports nmore than one SFF (i.e., nore than one
SFC forwardi ng i nstance), then the SFF Label can be used to sel ect
the proper SFF, by having the receiving node adverti se nore than one
SFF Label to its upstream sendi ng nodes as appropriate.

The nethod used by the downstream receiving node to advertise SFF
Label s to the upstream sendi ng node is out of scope for this
docunent. That said, a nunber of methods are possible, such as via a
prot ocol exchange, or via a controller that manages both the sender
and the receiver using the Network Configuration Protocol

(NETCONF) / YANG, BGP, the Path Conputation El ement Conmmuni cation
Protocol (PCEP), etc. One such BGP-based net hod has al ready been
defined and is docunented in [BGP-NSH SFC]. This does not constrain
the further definition of other such advertisement methods in the
future.

Wil e the SFF Label will usually be at the bottom of the |abel stack,
there may be cases where there are additional |abel stack entries
beneath it. For exanmple, when an Associ ated Channel Header (ACH) is
carried that applies to the SFF, a Generic Associ ated Channel Labe
(GAL) [RFC5586] will be in the | abel stack below the SFF. Simlarly,
an Entropy Label Indicator / Entropy Label (ELI/EL) [RFC6790] may be
carried below the SFF in the | abel stack. This is identical to the
situation with VPN | abel s.

Thi s docunent does not define the setting of the Traffic Oass (TQ
field [ RFC5462] (formerly known as the Experinental Use (EXP) bits
[ RFC3032]) in the SFF Label

2.1. MPLS Label Stack Construction at the Sendi ng Node

When one SFF wi shes to send an SFC packet with an NSH to anot her SFF
over an MPLS transport network, a |abel stack needs to be constructed
by the MPLS node that contains the sending SFF in order to transport
the packet to the destination MPLS node that contains the receiving
SFF. The | abel stack is constructed as foll ows:

1. Push zero or nore labels that are interpreted by the destination
MPLS node on to the packet, such as the GAL [ RFC5586] (see
Section 4). The TTL for these labels is set according to the
rel evant standards that define these |abels.

2. Push the SFF Label to identify the desired SFF in the receiving

MPLS node. The TTL for this MPLS | abel MJUST be set to 1 to avoid
m s-f orwar di ng.
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3. Push zero or nore additional |abels such that (a) the resulting
| abel stack will cause the packet to be transported to the
destination MPLS node, and (b) when the packet arrives at the
destination node, either:

* the SFF Label will be at the top of the | abel stack (this is
typically the case when penultimte hop popping is used at the
penul ti mate node), or

* as a part of normal MPLS processing, the SFF Label becones the
top label in the stack before the packet is forwarded to
anot her node and before the packet is dispatched to a higher
| ayer.

The TTL for these labels is set by configuration or set to the
defaults for normal MPLS operation in the network

2.2. SFF Label Processing at the Destination Node

The destinati on MPLS node perforns a | ookup on the SFF Label to
retrieve the next-hop context between the SFF and SF, e.g., to
retrieve the destination Media Access Control (MAC) address in the
case where native Ethernet encapsulation is used between the SFF and
SF. How the next-hop context is populated is out of scope for this
docunent .

The receiving SFF SHOULD check that the received SFF Label has a TTL
of 1 upon receipt. Any other values indicate a likely error
condition and SHOULD result in discarding the packet.

The receiving MPLS node then pops the SFF Label (and any | abels
beneath it) so that the destination SFF receives the SFC packet with
the NSH at the top of the packet.

3. Equal -Cost Multipath (ECMP) Considerations

As discussed in [ RFC4928] and [ RFC7325], there are ECWP
consi derations for payloads carried by MPLS

Many exi sting routers use deep packet inspection to exani ne the

payl oad of an MPLS packet. If the first nibble of the payload is
equal to Ox4 or 0x6, these routers (sonetinmes incorrectly, as

di scussed in [RFC4928]) assume that the payload is |IPv4 or |Pv6,
respectively and, as a result, perform ECVP | oad bal anci ng based on
(presunmed) information present in | P/ TCP/UDP payl oad headers or in a
conbi nation of MPLS | abel stack and (presuned) | P/ TCP/ UDP payl oad
headers in the packet.
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For SFC, ECMP may or nmay not be desirable. To prevent ECMP when it
is not desired, the NSH Base Header was carefully constructed so that
the NSH could not look like IPv4 or 1 Pv6 based on its first nibble.
See Section 2.2 of [RFC8300] for further details. Accordingly, the
default behavior for MPLS-encapsulated SFC is to not use ECVP ot her
than by using entropy derived fromthe MPLS | abel stack. This
results in all packets going to the sane SF taking the sane path
regardl ess of the use of ECMP in the network.

If ECVMP is desired when SFC is used with an MPLS transport network,
there are two possible options: entropy | abels [ RFC6790] and

fl owaware transport [RFC6391] |abels. A recommendation regarding
choosi ng between these options, and their proper placenent in the

| abel stack, is left for future study.

4. Operations, Administration, and Mai ntenance (OAM Consi derations

OAM at the SFC | ayer is handl ed by SFC defined nechani sns [ RFC8300] .
However, OAM nay be required at the MPLS transport layer. |If so,
then standard MPLS-Iayer QOAM nechani sns such as the GAL [ RFC5586] may
be used at the transport |abel |ayer

5. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
6. Security Considerations

Thi s docunent describes a nmethod for transporting SFC packets using
the NSH over an MPLS transport network. It follows well-established
MPLS procedures in w despread operational use. |t does not define
any new protocol elements or allocate any new code points, and it is
no nore or |ess secure than carrying any other protocol over MLS
To the MPLS network, the NSH and its contents are sinply an opaque
payl oad.

In addition, the security considerations in [ RFC8595] also apply to
this docunent.
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