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Abstract

Thi s docunent describes how Service Function Chaining (SFC) can be
achieved in an MPLS network by neans of a |ogical representation of
the Network Service Header (NSH) in an MPLS | abel stack. That is,
the NSH is not used, but the fields of the NSH are mapped to fields
in the MPLS | abel stack. This approach does not deprecate or repl ace
the NSH, but it acknow edges that there may be a need for an interim
depl oynent of SFC functionality in brownfield networks.
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(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.
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1.

I nt roducti on

Servi ce Function Chaining (SFC) is the process of directing packets
through a network so that they can be acted on by an ordered set of
abstract Service Functions (SFs) before being delivered to the

i ntended destination. An architecture for SFCis defined in

[ RFC7665] .

When applying a particular service function chain to the traffic

sel ected by a service classifier, the traffic needs to be steered
through an ordered set of SFs in the network. This ordered set of
SFs is termed a Service Function Path (SFP), and the traffic is
passed between Service Function Forwarders (SFFs) that are

responsi ble for delivering the packets to the SFs and for forwarding
them onward to the next SFF.

In order to steer the selected traffic between SFFs and to the
correct SFs, the service classifier needs to attach information to
each packet. This information indicates the SFP on which the packet
is being forwarded and hence the SFs to which it nust be delivered.
The information also indicates the progress the packet has already
made al ong the SFP

The Network Service Header (NSH) [ RFC8300] has been defined to carry
the necessary information for SFC in packets. The NSH can be
inserted into packets and contains various information, including a
Service Path ldentifier (SPI), a Service Index (SI), and a Tinme To
Live (TTL) counter

Mul tiprotocol Label Switching (MPLS) [RFC3031] is a wi dely depl oyed
forwardi ng technol ogy that uses | abels placed in a packet in a | abe
stack to identify the forwarding actions to be taken at each hop
through a network. Actions may include swapping or popping the

| abel s as well as using the |abels to determ ne the next hop for
forwardi ng the packet. Labels may al so be used to establish the
context under which the packet is forwarded. In nmany cases, MLS
will be used as a tunneling technology to carry packets through

net wor ks bet ween SFFs.

Thi s docunent describes how SFC can be achieved in an MPLS network by
means of a logical representation of the NSH in an MPLS | abel stack.
Thi s approach is applicable to all forns of MPLS forwardi ng (where

| abel s are | ooked up at each hop and are swapped or popped

[ RFC3031]). It does not deprecate or replace the NSH, but it

acknow edges that there may be a need for an interimdepl oynent of
SFC functionality in brownfield networks. The nechani sns descri bed
in this docunent are a conpronise between the full function that can
be achi eved using the NSH and the benefits of reusing the existing
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MPLS forwardi ng paradi gns (the approach defined here does not include
the Obit defined in [ RFC8300] and has sonme limtations to the use of
met adata as described in Section 12).

Section 4 provides a short overview of several use case scenario0s
that help to explain the relationship between the MPLS | abe
operations (swappi ng, popping, stacking) and the MPLS encodi ng of the
| ogi cal NSH described in this docunent.

It is assuned that the reader is fully famliar with the terns and
concepts introduced in [RFC7665] and [ RFC8300].

Note that one of the features of the SFC architecture described in

[ RFC7665] is the "SFC proxy", which exists to include | egacy SFs that
are not able to process NSH encapsul ated packets. This issue is
equal ly applicable to the use of MPLS-encapsul ated packets that
encode a logical representation of an NSH. It is discussed further
in Section 9.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Choice of Data-Plane SPI/SI Representation

Whi | e [ RFCB8300] defines the NSH that can be used in a nunber of
environments, this docunment provides a mechanismto handl e situations
in which the NSH is not ubiquitously deployed. |In this case, it is
possible to use an alternative data-plane representation of the
SPI/SI by carrying the identical semantics in MPLS | abels.

In order to correctly select the mechani smby which SFC information
is encoded and carried between SFFs, it may be necessary to configure
the capabilities and choices either within the whole Service Function
Overlay Network or on a hop-by-hop basis. It is a requirenment that
both ends of a tunnel over the underlay network (i.e., a pair of SFFs
adj acent in the SFP) know that the tunnel is used for SFC and know
what form of NSH representation is used. A control-plane signaling
approach to achi eve these objectives is provided using BGP in

[ BGP- NSH- SFC] .
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Note that the encoding of the SFC information is independent of the
choi ce of tunneling technol ogy used between SFFs. Thus, an MPLS
representation of the logical NSH (as defined in this docunment) nmay
be used even if the tunnel between a pair of SFFs is not an MPLS
tunnel. Conversely, MPLS tunnels nmay be used to carry other

encodi ngs of the logical NSH (specifically, the NSH itself).

4, Use Case Scenari os

There are five scenarios that can be considered for the use of an
MPLS encoding in support of SFC. These are set out in the follow ng
subsecti ons.

4.1. Label Swapping for Logical NSH

The primary use case for SFC is described in [ RFC7665] and delivered
usi ng the NSH, which, as described in [ RFC8300], uses an

encapsul ation with a position indicator that is nodified at each SFC
hop along the chain to indicate the next hop

The | abel - swappi ng use case scenario effectively replaces the NSH
with an MPLS encapsul ation as described in Section 6. The MPLS

| abel s encode the sane infornation as the NSH to form a | ogi cal NSH.
The | abels are nodified (swapped per [RFC3031]) at each SFC hop al ong
the chain to indicate the next hop. The processing and the
forwarding state for a chain (i.e., the actions to take on a received
| abel ) are programmed into the network using a control plane or
managenent pl ane.

4.2. Hierarchical Encapsulation

[ RFC8459] describes an architecture for hierarchical encapsul ation
using the NSH. It facilitates partitioning of SFC domains for

adm ni strative reasons and all ows concatenation of service function
chains under the control of a service classifier

The sane function can be achieved in an MPLS network using an MPLS
encodi ng of the logical NSH, and | abel stacking as defined in

[ RFC3031] and described in Section 7. In this nodel, swapping is
used per Section 4.1 to navigate one chain, and when the end of the
chain is reached, the final |abel is popped, revealing the |abel for
anot her chain. Thus, the primary node is swapping, but stacking is
used to enable the ingress classifier to control concatenation of
service function chains.
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4. 3. Fi ne Control of Service Function |nstances

It may be that a service function chain (as described in Section 4.1)
all ows sone | eeway in the choice of service function instances al ong
the chain. However, it nay be that a service classifier wishes to
constrain the choice and this can be achi eved using chain
concatenation so that the first chain ends at the point of choice,
the next | abel in the stack indicates the specific service function
instance to be executed, and the next label in the stack starts a new
chain. Thus, a mixture of |abel swapping and stacking is used.

4.4. Mcro Chains and Label Stacking

The scenario in Section 4.2 may be extended to its | ogical extrene by
maki ng each concatenated chain as short as it can be: one SF. Each

| abel in the stack indicates the next SF to be executed, and the
network i s programred through the control plane or nanagenent plane
to know how to route to the next (i.e., first) hop in each chain just
as it would be to support the scenarios in Sections 4.1 and 4. 2.

This scenario is functionally identical to the use of Segment Routing
(SR) in an MPLS network (known as SR-MPLS) for SFC, as described in
Section 4.5, and the discussion in that section applies to this
section as well.

4.5. SFC and Segnent Routing

SR- MPLS uses a stack of MPLS |abels to encode infornmation about the
pat h and network functions that a packet should traverse. SR-MPLS is
achi eved by applying control -pl ane and managenent - pl ane techni ques to
program the MPLS forwardi ng pl ane and by inposing |abels on packets
at the entrance to the SR-MPLS network. An inplenmentation proposa
for achieving SFC using SR-MPLS can be found in [SR-Srv-Prog] and is
not discussed further in this docunent.

5. Basic Unit of Representation

VWhen an MPLS | abel stack is used to carry a logical NSH, a basic unit
of representation is used. This unit conprises two MPLS | abels, as
shown below. The unit nmay be present one or nore tines in the | abe
stack as explained in subsequent sections.

In order to convey the sanme information as is present in the NSH two
MPLS | abel stack entries are used. One carries a |l abel to provide
context within the SFC scope (the SFC Context Label), and the other
carries a |label to show which SF is to be actioned (the SF Label).
This two-label unit is shown in Figure 1.
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Figure 1: The Basic Unit of MPLS Label Stack for SFC
The fields of these two | abel stack entries are encoded as foll ows:

Label : The Label fields contain the values of the SFC Context Labe
and the SF Label encoded as 20-bit integers. The precise
semantics of these Label fields are dependent on whether the | abe
stack entries are used for MPLS | abel swapping (see Section 6) or
MPLS | abel stacking (see Section 7).

TC. The TC bits have no nmeaning in this case. They SHOULD be set to
zero in both |abel stack entries when a packet is sent and MJST be
i gnored on receipt.

S: The "Bottom of Stack" bit has its usual neaning in MPLS. |t MJST
be clear in the SFC Context Label stack entry. |In the SF Labe
stack entry, it MJST be clear in all cases except when the |abe
is the bottomof the stack, when it MJST be set.

TTL: The TTL field in the SFC Context Label stack entry SHOULD be
set to 1. The TTL in the SF Label stack entry (called the SF TTL)
is set according to its use for MPLS | abel swapping (see
Section 6) or MPLS | abel stacking (see Section 7) and is used to
mtigate packet |oops.

The sections that follow show how this basic unit of MPLS | abel stack
may be used for SFC in the MPLS | abel - swappi ng case and in the MPLS
| abel -stacking case. For sinplicity, these sections do not describe
the use of netadata; that topic is covered separately in Section 12

6. MPLS Label Swapping

This section describes how the basic unit of MPLS | abel stack for SFC
(introduced in Section 5) is used when MPLS | abel swapping is in use.
The use case scenario for this approach is introduced in Section 4.1

As can be seen in Figure 2, the top of the | abel stack conprises the
| abel s necessary to deliver the packet over the MPLS tunnel between
SFFs. Any MPLS encapsul ati on may be used (i.e., MPLS, MPLS in UDP
MPLS in GRE, and MPLS in Virtual Extensible Local Area Networks
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(VXLANs) or the Generic Protocol Extension for VXLAN (GPE)); thus,
the tunnel technol ogy does not need to be MPLS, but MPLS is shown
here for simplicity.

An entropy | abel [RFC6790] may al so be present, as described in
Section 11.

Tunnel Labels ~

l

R +

~  Optional ~

~ Entropy Label -~
oo + - - -
| SPI Label |

e + Basic unit of MPLS | abel stack for SFC
| Sl Label |
oo + - - -
I I

~ Payl oad ~

I I

Figure 2: The MPLS SFC Label Stack

Under these labels (or other encapsul ation) conmes a single instance
of the basic unit of MPLS | abel stack for SFC. In addition to the
interpretation of the fields of these | abel stack entries (provided
in Section 5), the follow ng neanings are applied:

SPI Label: The Label field of the SFC Context Label stack entry
contains the value of the SPI encoded as a 20-bit integer. The
semantics of the SPI are exactly as defined in [RFC3300]. Note
that an SPI as defined by [ RFC8300] can be encoded in 3 octets
(i.e., 24 bits), but that the Label field allows for only 20 bits
and reserves the values 0 through 15 as "speci al - pur pose | abel s"
[ RFC7274]. Thus, a systemusing MPLS representation of the
| ogi cal NSH MUST NOT assign SPl val ues greater than 2720 - 1 or
| ess than 16.

SI Label: The Label field of the SF Label stack entry contains the
val ue of the SI exactly as defined in [RFC8300]. Since the S
requires only 8 bits, and to avoid overlap with the
speci al - purpose | abel range of 0 through 15 [RFC7274], the Sl is
carried in the top (nmost significant) 8 bits of the Label field
with the oworder 12 bits set to zero

TC. The TC fields are as described in Section 5.
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S: The S bits are as described in Section 5.

TTL: The TTL field in the SPI Label stack entry SHOULD be set to 1
as stated in Section 5. The TTL in the SF Label stack entry is
decrenented once for each forwarding hop in the SFP, i.e., for
each SFF transited, and so mirrors the TTL field in the NSH

The foll owi ng processing rules apply to the Label fields:

0 When a classifier inserts a packet onto an SFP, it sets the SP
Label to indicate the identity of the SFP and sets the SI Label to
indicate the first SF in the path.

o \When a conponent of the SFC system processes a packet, it uses the
SPI Label to identify the SFP and the SI Label to determ ne which
SFF or instance of an SF (an SFI) to deliver the packet to. Under
normal circunstances (with the exception of branching and
reclassification -- see [BG-NSH SFC]), the SPI Label value is
preserved on all packets. The Sl Label value is nodified by SFFs
and t hrough reclassification to indicate the next hop al ong
t he SFP.

The foll owi ng processing rules apply to the TTL field of the SF Labe
stack entry and are derived from Section 2.2 of [RFC8300]:

0 When a classifier places a packet onto an SFP, it MJST set the TTL
to a value between 1 and 255. It SHOULD set this according to the
expected length of the SFP (i.e., the nunber of SFs on the SFP),
but it MAY set it to a larger value according to |oca
configuration. The maxi mum TTL val ue supported in an NSH is 63,
and so the practical limt here may al so be 63.

o \When an SFF receives a packet from any conponent of the SFC system
(classifier, SFI, or another SFF), it MJST discard any packets
with TTL set to zero. It SHOULD | og such occurrences but MJST
apply rate limting to any such | ogs.

0 An SFF MJST decrenment the TTL by one each tinme it perforns a
| ookup to forward a packet to the next SFF

o |If an SFF decrenents the TTL to zero, it MJST NOT send the packet
and MJST discard the packet. It SHOULD | og such occurrences but
MUST apply rate limting to any such | ogs.

0 SFIs MIST ignore the TTL but MUST mirror it back to the SFF

unnodi fied along with the SI (which may have been changed by | oca
recl assification).
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o If aclassifier along the SFP nmakes any change to the intended
pat h of the packet, including for |ooping, junping, or branching
(see [BGP-NSH SFC]), it MJUST NOT change the SI TTL of the packet.
In particular, each conponent of the SFC system MJST NOT i ncrease
the SI TTL val ue; otherw se, |oops nmay go undet ect ed.

7. MPLS Label Stacking

This section describes how the basic unit of MPLS | abel stack for SFC
(introduced in Section 5) is used when MPLS | abel stacking is used to
carry information about the SFP and SFs to be executed. The use case
scenarios for this approach are introduced in Section 4.

As can be seen in Figure 3, the top of the | abel stack conprises the
| abel s necessary to deliver the packet over the MPLS tunnel between
SFFs. Any MPLS encapsul ati on may be used.

~ Tunnel Label s ~

o e e e e oo oo +

~ Opt i onal ~

~ Ent r opy Label ~

o e e o s + - - -

| SFC Context Label |

o - + Basic unit of MPLS | abel stack for SFC
| SF Label |

o e e e o + - - -

| SFC Context Label |

A LR + Basic unit of MPLS | abel stack for SFC
| SF Label |

o e e e oo + - - -

o e e e o + - - -

| SFC Context Label |

R e T R + Basic unit of MPLS | abel stack for SFC
| SF Label |

o e e e oo + - - -

I I

~ Payl oad ~

I I

Figure 3: The MPLS SFC Label Stack for Label Stacking

An entropy | abel [RFC6790] may al so be present, as described in
Section 11.
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Under these | abels comes one or nore instances of the basic unit of
MPLS | abel stack for SFC. In addition to the interpretation of the
fields of these |abel stack entries (provided in Section 5), the
fol |l owi ng meani ngs are appli ed:

SFC Context Label: The Label field of the SFC Context Label stack
entry contains a | abel that delivers SFC context. This |abe
contains the SPI, encoded as a 20-bit integer using the semantics
exactly as defined in [ RFC8300]. Note that in this case a system
usi ng MPLS representation of the |ogical NSH MJUST NOT assign SP
val ues greater than 2720 - 1 or less than 16. This |abel nay al so
be used to convey other SFC context-specific semantics, such as
i ndicating howto interpret the SF Label or how to forward the
packet to the node that offers the SF if so configured and
coordinated with the controller that prograns the |abels for
t he SFP.

SF Label: The Label field of the SF Label stack entry contains a
value that identifies the next SFI to be actioned for the packet.
This | abel may be scoped globally or within the context of the
precedi ng SFC Cont ext Label and comes fromthe range
16 ... 2220 - 1.

TC. The TC fields are as described in Section 5.
S: The S bits are as described in Section 5.

TTL: The TTL fields in the SFC Context Label stack entry and in the
SF Label stack entry SHOULD be set to 1 as stated in Section 5 but
MAY be set to larger values if the |label indicated a forwarding
operation towards the node that hosts the SF.

The foll owi ng processing rules apply to the Label fields:

0 Wien a classifier inserts a packet onto an SFP, it adds a stack
conprising one or nore instances of the basic unit of MPLS | abe
stack for SFC. Taken together, this stack defines the SFs to be
actioned and so defines the SFP that the packet will traverse.

0 \When a conponent of the SFC system processes a packet, it uses the
top basic unit of label stack for SFC to deternmine to which SFI to
next deliver the packet. When an SFF receives a packet, it
exanines the top basic unit of MPLS | abel stack for SFC to
determ ne where to send the packet next. |If the next recipient is
a local SFI, the SFF strips the basic unit of MPLS | abel stack for
SFC before forwardi ng the packet.
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8.

M xed- Mode Forwar di ng

The previous sections descri be honmbgeneous networks where SFC
forwarding is either all |abel swapping or all |abel popping
(stacking). This sinplification helps to clarify the explanation of
t he mechani sns.

However, as described in Section 4.2, some use cases may use | abe
swappi ng and stacking at the same time. Furthernore, it is also
possi ble that different parts of the network utilize swapping or
poppi ng such that an end-to-end service chain has to utilize a

conbi nation of both techniques. It is also worth noting that a
classifier my be content to use an SFP as installed in the network
by a control plane or managenent plane and so woul d use | abe
swappi ng, but that there may be a point in the SFP where a choice of
SFl's can be nmade (perhaps for |oad bal ancing) and where, in this
instance, the classifier wishes to exert control over that choice by
use of a specific entry on the |abel stack as described in

Section 4. 3.

VWhen an SFF receives a packet containing an MPLS | abel stack, it
checks fromthe context of the incomng interface, and fromthe SFP
i ndicated by the top | abel, whether it is processing an {SPI, SI}

| abel pair for |abel swapping or a {context |abel, SFlI index} |abe
pair for label stacking. It then selects the appropriate SFI to
which to send the packet. When it receives the packet back fromthe
SFI, it has four cases to consider

o |If the current hop requires an {SPI, SI} and the next hop requires
an {SPI, SI}, it sets the SPI Label according to the SFP to be
traversed, selects an instance of the SF to be executed at the
next hop, sets the SI Label to the SI value of the next hop, and
tunnel s the packet to the SFF for that SFI

o If the current hop requires an {SPI, SI} and the next hop requires
a {context |abel, SFI Label}, it pops the {SPI, SI} fromthe top
of the MPLS | abel stack and tunnels the packet to the SFF
i ndi cated by the context | abel
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9

o If the current hop requires a {context label, SFI Label}, it pops
the {context |abel, SFI Label} fromthe top of the MPLS | abe
st ack.

* |f the newtop of the MPLS | abel stack contains an {SPI, SI}
| abel pair, it selects an SFI to use at the next hop and
tunnel s the packet to the SFF for that SFI

* |f the newtop of the MPLS | abel stack contains a {context
| abel, SFI Label}, it tunnels the packet to the SFF indicated
by the context | abel

A Note on Service Function Capabilities and SFC Proxies

The concept of an "SFC proxy" is introduced in [RFC7665]. An SFC
proxy is logically |ocated between an SFF and an SFI that is not

"SFC aware". Such SFIs are not capable of handling the SFC
encapsul ati on (whether that be NSH or MPLS) and need the
encapsul ati on stripped fromthe packets they are to process. |n many
cases, legacy SFIs that were once deployed as "bunmps in the wire" fit
into this category until they have been upgraded to be SFC aware.

The job of an SFC proxy is to renove and then rei npose SFC

encapsul ation so that the SFF is able to process as though it was
conmuni cation with an SFC-aware SFI, and so that the SFI is unaware
of the SFC encapsulation. In this regard, the job of an SFC proxy is
no different when NSH encapsul ation is used and when MPLS

encapsul ation is used as described in this docunent, although (of
course) it is different encapsul ation bytes that nust be renpved and
r ei nposed.

It should be noted that the SFC proxy is a logical function. It
could be inplenented as a separate physical conponent on the path
fromthe SFF to the SFI, but it could be co-resident with the SFF or
it could be a conponent of the SFI. This is purely an inplenmentation
choi ce.

Note al so that the delivery of netadata (see Section 12) requires
specific processing if an SFC proxy is in use. This is also no

di fferent when NSH functionality or the MPLS encoding defined in this
docunent is in use, and howit is handled will depend on how (or if)
each non- SFC-aware SFI can receive metadata.
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10.

11.

Control - Pl ane Consi derati ons

In order that a packet may be forwarded al ong an SFP, severa
functional elements nust be executed.

o Discovery/advertisenent of SFIs.

o Conputation of the SFP

o Progranm ng of classifiers.

0 Advertisenent of forwarding instructions.

Vari ous approaches may be taken. These include a fully centralized
model where SFFs report to a central controller the SFIs that they
support, the central controller conputes the SFP and prograns the
classifiers, and (if the | abel -swappi ng approach is taken) the
central controller installs forwarding state in the SFFs that lie on
t he SFP.

Al ternatively, a dynam c control plane may be used, such as that
described in [BGP-NSH- SFC]. In this case, the SFFs use the contro
pl ane to advertise the SFls that they support, a central controller
conmputes the SFP and prograns the classifiers, and (if the

| abel - swappi ng approach is taken) the central controller uses the
control plane to advertise the SFPs so that SFFs that lie on the SFP
can install the necessary forwardi ng state.

Use of the Entropy Label

Entropy is used in ECVP situations to ensure that packets fromthe
same flow travel down the same path, thus avoiding jitter or
reordering issues within a fl ow

Entropy is often deternined by hashing on specific fields in a packet
header, such as the "five-tuple" in the IP and transport headers.
However, when an MPLS | abel stack is present, the depth of the stack
could be too large for sone processors to correctly determ ne the
entropy hash. This problemis addressed by the inclusion of an
entropy | abel as described in [ RFC6790].
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When entropy is desired for packets as they are carried in MPLS
tunnel s over the underlay network, it is RECOVWENDED that an entropy
| abel be included in the | abel stack inmrediately after the tunne

| abel s and before the SFC Labels, as shown in Figures 2 and 3.

If an entropy |label is present in an MPLS payload, it is RECOMVENDED
that the initial classifier use that value in an entropy | abe
inserted in the | abel stack when the packet is forwarded (on the
first tunnel) to the first SFF. In this case, it is not necessary to
renove the entropy |abel fromthe payl oad.

12. Metadata

Met adata is defined in [ RFC7665] as providing "the ability to
exchange context information between classifiers and SFs, and anong
SFs." [RFC8300] defines how this context information can be directly
encoded in fields that formpart of the NSH encapsul ati on

Sections 12.1 and 12.2 describe how nmetadata is associated with user
dat a packets, and how netadata may be exchanged between SFC nodes in
the network, when using an MPLS encoding of the |ogica
representation of the NSH

It should be noted that the MPLS encoding is |ess functional than the
direct use of the NSH  Both nmethods support netadata that is
"per-SFP" or "per-flow' (see [RFC3393] for definitions of these
terns), but "per-packet" netadata (where the netadata nust be carried
on each packet because it differs fromone packet to the next even on
the sane flow or SFP) is only supported using the NSH and not using

t he mechani sns defined in this docunent.
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12.

1. Indicating Metadata in User Data Packets

Met adata is achieved in the MPLS realization of the |ogical NSH by
the use of an SFC Met adata Label, which uses the extended

speci al - purpose | abel construct [RFC7274]. Thus, three | abel stack
entries are present, as shown in Figure 4:

0 The Extension Label (value 15).

0 An extended special -purpose | abel called the Metadata Label
I ndicator (M) (value 16).

0 The Metadata Label (M).

Figure 4. The MPLS SFC Met adat a Label

The Metadata Label value is an index into a table of netadata that is
programed into the network using in-band or out-of-band nechani sns.
Qut - of - band nechani sns potentially include managenent - pl ane and
control -plane solutions (such as [BGP-NSH-SFC]) but are out of scope
for this docunent. The in-band mechanismis described in

Section 12. 2.

The SFC Met adata Label (as a set of three labels as indicated in
Figure 4) may be present zero, one, or nore tinmes in an MPLS SFC
packet. For MPLS | abel swapping, the SFC Met adata Label s are placed
i medi ately after the basic unit of MPLS | abel stack for SFC, as
shown in Figure 5. For MPLS | abel stacking, the SFC Metadata Labels
are placed at the bottom of the |abel stack, as shown in Figure 6.

Farrel, et al. St andards Track [ Page 16]



RFC 8595 MPLS SFC June 2019

~ Tunnel Labels

l

o e +
~ Opt i onal ~
~ Entropy Label ~
o a o +
| SPI Label |
oo o - +
| Sl Label |
S +
| Extension = 15 |
o a o +
I MLI I
oo o - +
| Metadata Label |
S +
~ O her ~
Met adat a

| —
| —

Label Triples

— l— +

Figure 5: The MPLS SFC Label Stack for Label Swapping
with Metadata Label
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~ Tunnel Label s ~

o e e e o +
~ Opt i onal ~
~ Ent r opy Label ~
o e e oo s +
| SFC Context Label |
o e e e e oo oo +
| SF Label |
o e e e e oo +
o e e oo s +
| SFC Context Label |
o e e e e oo oo +
| SF Label |
o e e e e oo +
| Extension = 15 |
o e e oo s +
I MLI I
o e e e e oo oo +
| Metadata Label |
o e e e e oo +
~ O her ~

| Met adat a
~ Label Triples

| —

Figure 6: The MPLS SFC Label Stack for Label Stacking
with Metadata Label

12.2. I n-Band Progranmi ng of Metadata
A mechani sm for sending netadata associated with an SFP without a
payl oad packet is described in [RFC8393]. The sanme approach can be

used in an MPLS network where the NSH is logically represented by an
MPLS | abel stack.
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The packet header is forned exactly as previously described in this
docunent so that the packet will follow the SFP through the SFC
networ k. However, instead of payl oad data, netadata is included
after the bottom of the MPLS | abel stack. An extended
speci al - purpose |label is used to indicate that the netadata is
present. Thus, three | abel stack entries are present:

0 The Extension Label (value 15).

0 An extended special -purpose | abel called the Metadata Present
I ndicator (MPl) (value 17).

0 The Metadata Label (M) that is associated with this netadata on
this SFP and can be used to indicate the use of the netadata as
descri bed in Section 12.

The MPI, if present, is placed immediately after the |ast basic unit
of MPLS | abel stack for SFC. The resultant |abel stacks are shown in
Figure 7 for the MPLS | abel - swappi ng case and Figure 8 for the MPLS

| abel - st acki ng case.

~ Tunnel Labels ~

. +
~ Opt i onal ~
~ Entropy Label ~
T +
| SPI Label |
S I +
| Sl Label |
I IRy +
| Extension = 15|
T +
I MPI I
S I +
| Metadata Label |
I IRy +

Figure 7: The MPLS SFC Label Stack for Label Swapping
Carryi ng Met adat a
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~ Tunnel Label s

l

o e e e o +
~ Opt i onal ~
~ Ent r opy Label ~
o e e oo s +
| SFC Context Label |
o e e e e oo oo +
| SF Label |
o e e e e oo +
| SFC Context Label |
o e e oo s +
| SF Label |
o e e e e oo oo +
o e e e e oo +
| SFC Context Label |
o e e oo s +
| SF Label |
o e e e e oo oo +
| Extension = 15 |
o e e e e oo +
I W I
o e e oo s +
| Metadata Label |
o e e e e oo oo +

Figure 8 The MPLS SFC Label Stack for Label Stacking
Carryi ng Met adat a

In both cases, the netadata is formatted as a TLV, as shown in
Fi gure 9.

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Length | Met adata Type |
R i T I e T S S e S TR S T e i I S e S e e e e o o
~ Met adat a ~
i T s i o S i i S R I S I S S S M

Figure 9: The Metadata TLV
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12.

The fields of this TLV are interpreted as foll ows:

Length: The length of the metadata carried in the Metadata field in
octets, not including any padding.

Met adata Type: The type of the nmetadata present. Values for this
field are taken fromthe "NSH MD Types" registry maintained by
I ANA and defined in [ RFC8300] and encoded with the nost
significant bit first.

Met adata: The actual netadata formatted as described in whatever
docunent defines the netadata. This field is end-padded with zero
to 3 octets of zeroes to take it up to a 4-octet boundary.

2. 1. Loss of |n-Band Met adat a

Not e that in-band exchange of netadata is vul nerable to packet | oss.
This is both a risk arising fromnetwork faults and an attack
vul nerability.

If packets that arrive at an SFF use an M.l that does not have an
entry in the netadata table, an alarmcan be raised and the packet
can be discarded or processed wi thout the netadata according to |oca
configuration. This provides some long-termmitigation but is not an
i deal sol ution.

Further mitigation of |oss of metadata packets can be achi eved by
retransmtting themat a configurable interval. This is a relatively
cheap, but only partial, solution because there may still be a w ndow
during which the netadata has not been received.

The concern of | ost netadata may be particularly inmportant when the
met adata applicable to a specific MPI is being changed. This could
result in out-of-date netadata being applied to a packet. |If this is
a concern, it is RECOWENDED that a new MPI be used to install a new
entry in the nmetadata table, and the packets in the flow should be
mar ked wi th the equival ent new M.I

Finally, if an application that requires nmetadata is sensitive to
this potential |loss or attack, it SHOULD NOT use in-band netadata
distribution but SHOULD rely on control -pl ane or managenent - pl ane
mechani sns, because these approaches can use a nore sophisticated
protocol that includes confirmation of delivery and can perform
verification or inspection of entries in the netadata table.
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13.

Wor ked Exanpl es

This section reverts to the sinplified descriptions of networks that
rely wholly on | abel swapping or |abel stacking. As described in
Section 4, actual depl oynent scenarios nmay depend on the use of both
mechani sms and utilize a nixed nbde as described in Section 8.

Consi der the sinplistic MPLS SFC overlay network shown in Figure 10.
A packet is classified for an SFP that will see it pass through two
SFs (SFa and SFb) that are accessed through two SFFs (SFFa and SFFb,
respectively). The packet is ultimately delivered to the
destination, D.

e e
N | | N

I I
I I
I I
| | SFa | | SFb | |
I I
I I
I I
I I

211 103) (31 1 1(6)
v (4) 1V

(1 (I I (7
S . R - T Rty YRRt e, I e +
|Cassifier+------ + SFFa  4------- + SFFb 4------ + D |
- + - + - + - +
I I
o m o e e e e e e e e e e e e e e e e e e e e e e e e e mm o= +

Figure 10: Service Function Chaining in an MPLS Network

Let us assume that the SFP is computed and assigned an SPlI val ue of
239. The forwarding details of the SFP are distributed (perhaps
usi ng the nmechani sns of [BGP-NSH SFC]) so that the SFFs are
programed with the necessary forwardi ng instructions.

The packet progresses as foll ows:

1. The classifier assigns the packet to the SFP and inposes two
| abel stack entries conprising a single basic unit of MPLS SFC
representation:

* The higher |abel stack entry contains a |abel carrying the SP
val ue of 239.

* The |l ower |abel stack entry contains a | abel carrying the S
val ue of 255.
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Further | abels may be inposed to tunnel the packet fromthe
classifier to SFFa.

2. Wen the packet arrives at SFFa, SFFa strips any |abels
associated with the tunnel that runs fromthe classifier to SFFa.
SFFa examines the top | abels and matches the SPI/SI to identify
that the packet should be forwarded to SFa. The packet is
forwarded to SFa unnodifi ed.

3. SFa perforns its designated function and returns the packet
to SFFa.

4. SFFa nodifies the SI in the |ower |abel stack entry (to 254) and
uses the SPI/SI to look up the forwarding instructions. It sends
the packet with two | abel stack entries:

* The higher | abel stack entry contains a |abel carrying the SP
val ue of 239.

* The |l ower |abel stack entry contains a | abel carrying the S
val ue of 254.

Further | abels may be inposed to tunnel the packet from SFFa
to SFFb.

5. When the packet arrives at SFFb, SFFb strips any |abels
associated with the tunnel from SFFa. SFFb examines the top
| abel s and matches the SPI/SI to identify that the packet should
be forwarded to SFb. The packet is forwarded to SFb unnodifi ed.

6. SFb performs its designated function and returns the packet
to SFFb.

7. SFFb nodifies the SI in the |lower |abel stack entry (to 253) and
uses the SPI/SI to |look up the forwarding instructions. It
determines that it is the last SFF in the SFP, so it strips the
two SFC Label stack entries and forwards the payl oad toward D
usi ng the payl oad protocol
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Al'ternatively, consider the MPLS SFC overlay network shown in

Figure 11. A packet is classified for an SFP that will see it pass
through two SFs (SFx and SFy) that are accessed through two SFFs
(SFFx and SFFy, respectively). The packet is ultimately delivered to
the destination, D.

I I

| |

| R + R + |

I I SFx | I SFy | I

| R R |

I N N I

I (2)]1 | 1(3) (51 | 1(6) I

| (1) | |V (4) | |V (7) |
Fommmm e oo - S e +
|Cassifier+------ + SFFx oo + SFRy  4------ + D |
O + Fommmm e o + Fommmm e o + Fommmmn +

I I

e e e e e e e e mmmemeeeaa +

Figure 11: Service Function Chaining Using MPLS Label Stacking
Let us assume that the SFP is conmputed and assigned an SPlI val ue of
239. However, the forwarding state for the SFP is not distributed
and installed in the network. Instead, it will be attached to the
i ndi vi dual packets using the MPLS | abel stack
The packet progresses as foll ows:

1. The classifier assigns the packet to the SFP and i nposes two
basic units of MPLS SFC representation to describe the full SFP

* The top basic unit conprises two | abel stack entries as
fol |l ows:

+ The higher |abel stack entry contains a | abel carrying the
SFC cont ext.

+ The | ower | abel stack entry contains a | abel carrying the
SF indicator for SFx.
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Farrel,

* The |l ower basic unit conprises two | abel stack entries as
fol |l ows:

+ The higher |abel stack entry contains a | abel carrying the
SFC cont ext.

+ The lower | abel stack entry contains a | abel carrying the
SF indicator for SFy.

Further | abels may be inposed to tunnel the packet fromthe
classifier to SFFx.

When the packet arrives at SFFx, SFFx strips any |abels
associated with the tunnel fromthe classifier. SFFx exam nes
the top | abels and matches the context/SF values to identify that
the packet should be forwarded to SFx. The packet is forwarded
to SFx unnodifi ed.

SFx perfornms its designated function and returns the packet
to SFFx.

SFFx strips the top basic unit of MPLS SFC representation,

revealing the next basic unit. |t then uses the reveal ed
context/SF values to deternmine howto route the packet to the
next SFF, SFFy. It sends the packet with just one basic unit of

MPLS SFC representation conprising two | abel stack entries:

* The higher |abel stack entry contains a | abel carrying the SFC
cont ext .

* The lower |abel stack entry contains a | abel carrying the SF
i ndi cator for SFy.

Further | abels may be inposed to tunnel the packet from SFFx
to SFFy.

When the packet arrives at SFFy, SFFy strips any |abels
associated with the tunnel from SFFx. SFFy examines the top

| abel s and matches the context/SF values to identify that the
packet should be forwarded to SFy. The packet is forwarded to
SFy unnodi fi ed.

SFy perforns its designated function and returns the packet
to SFFy.

SFFy strips the top basic unit of MPLS SFC representation,

reveal ing the payl oad packet. It forwards the payl oad toward D
usi ng the payl oad protocol
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14.

15.

I mpl ement ati on Not es

It is not the job of an I ETF specification to describe the internals
of an inplenentation, except where that directly inpacts upon the
bits on the wire that change the |ikelihood of interoperability or
where the availability of configuration or security options directly
affects the utility of an inplenmentation.

However, in view of the objective of this docunent to acknow edge
that there nay be a need for an interimdepl oynent of SFC
functionality in browmfield MPLS networks, this section provides sone
observations about how an SFF nmight utilize MPLS features that are
available in existing routers. This section is not intended to be
definitive or technically conmplete; rather, it is indicative.

Consi der the mechani smused to indicate to which Virtual Routing and
Forwardi ng (VRF) system an incom ng MPLS packet should be routed in a
Layer 3 Virtual Private Network (L3VPN) [RFC4364]. In this case, the
top MPLS | abel is an indicator of the VRF systemthat is to be used
to route the payl oad.

A simlar approach can be taken with the | abel -swappi ng SFC techni que
described in Section 6 such that the SFC Context Label identifies a
routing table specific to the SFP. The SF Label can be | ooked up in
the context of this routing table to deternmine to which SF to direct
the packet and howto forward it to the next SFF

Advanced features (such as netadata) are not inspected by SFFs. The
packets are passed to SFIs that are MPLS-SFC aware or to SFC proxi es,
and t hose conponents are responsible for handling all netadata

i ssues.

O course, an actual inplenmentation m ght make consi derabl e

optim zations on this approach, but this section should provide hints
about how MPLS-based SFC ni ght be achieved with relatively snall
modi fi cations to depl oyed MPLS devi ces.

Security Consi derations

Di scussion of the security properties of SFC networks can be found in
[ RFC7665]. Further security discussion for the NSH and its use is
provided in [ RFC8300]. Those docunents provide anal ysis and present
a set of requirenents and reconmendations for security, and the
normative security requirements fromthose docunments apply to this
specification. However, it should be noted that those docunents do
not descri be any nechanisns for securing NSH systens.
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It is fundamental to the SFC design that the classifier is a fully
trusted elenent. That is, the classification decision process is not
visible to the other elenents, and its output is treated as accurate.
As such, the classifier has responsibility for determ ning the
processing that the packet will be subject to, including, for
example, firewall functions. It is also fundanental to the MPLS
design that packets are routed through the network using the path
specified by the node inmposing the |abels and that the |abels are
swapped or popped correctly. Were an SF is not encapsul ati on aware,
the encapsul ati on may be stripped by an SFC proxy such that a packet
may exi st as a native packet (perhaps IP) on the path between the SFC
proxy and the SF; however, this is an intrinsic part of the SFC

desi gn, which needs to define how a packet is protected in that

envi ronnent .

SFC components are configured and enabl ed through a nmanagenent system
or a control plane. This docunent does not nmmke any assunptions
about what nechanisns are used. Deploynents shoul d, however, be
aware that vulnerabilities in the nanagenent plane or control plane
of an SFC systeminply vulnerabilities in the whole SFC system

Thus, control -pl ane solutions (such as [BGP-NSH SFC]) and nanagenent -
pl ane mechani sms nust include security nmeasures that can be enabl ed
by operators to protect their SFC systens.

An analysis of the security of MPLS systens is provided in [ RFC5920],
whi ch al so notes that the MPLS forwardi ng pl ane has no built-in
security nechani sns. Sone proposals to add encryption to the MPLS
forwardi ng pl ane have been suggested [ MPLS- Qpp- Sec], but no
mechani sns have been agreed upon at the tinme of publication of this
docunent. Additionally, MPLS does not provide any cryptographic
integrity protection on the MPLS headers. That means that procedures
described in this docunent rely on three basic principles:

0 The MPLS network is often considered to be a cl osed network such
that insertion, nodification, or inspection of packets by an
outside party is not possible. MPLS networks are operated with
cl osed boundaries so that MPLS-encapsul ated packets are not
admtted to the network, and MPLS headers are stripped before
packets are forwarded fromthe network. This is particularly
pertinent in the SFC context because [RFC7665] notes that "The
architecture described herein is assuned to be applicable to a
single network adninistrative domain." Furthernore, [RFC8300]
states that packets originating outside the SFC enabl ed donmain
MUST be dropped if they contain an NSH and packets exiting the
SFC- enabl ed domain MUST be dropped if they contain an NSH  These
constraints apply equally to the use of MPLS to encode a | ogica
representation of the NSH
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0 The underlying transport mechani sms (such as Ethernet) between
adj acent MPLS nodes may offer security mechani snms that can be used
to defend packets "on the wire".

0 The SFC-capabl e devices participating in an SFC system are
responsi ble for verifying and protecting payl oad packets and their
contents as well as providing other security capabilities that
m ght be required in the particul ar system

Additionally, where a tunnel is used to Iink two non-MPLS donmai ns,
the tunnel design needs to specify how the tunnel is secured.

Thus, this design relies on the conponent underlying technologies to

address the potential security vulnerabilities, and it docunents the

necessary protections (or risk of their absence) above. It does not

i nclude any native security nechanisns in-band with the MPLS encodi ng
of the NSH functionality.

Note that configuration elements of this system (such as the
programm ng of the table of netadata; see Section 12) nust al so be
adequat el y secured, although such nmechani snms are not in scope for
this protocol specification

No known new security vulnerabilities over the SFC architecture

[ RFC7665] and the NSH specification [ RFC8300] are introduced by this
design, but if issues are discovered in the future, it is expected
that they will be addressed through nodifications to control/
managenent conponents of any solution or through changes to the
under | yi ng technol ogy.

16. | ANA Consi derations
I ANA has nmade al l ocations fromthe "Extended Speci al - Purpose MPLS

Label Val ues" subregistry of the "Special -Purpose Miltiprotocol Labe
Switching (MPLS) Label Val ues" registry as foll ows:

Val ue | Description | Reference
....... o
16 | Metadata Label Indicator (MI) | RFC 8595
17 | Metadata Present Indicator (MPl) | RFC 8595
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