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S| P- Based Messaging with S/M Me
Abst r act

Mobi | e messagi ng applications used with the Session Initiation
Protocol (SIP) commonly use sonme conbi nation of the SIP MESSAGE

met hod and the Message Session Relay Protocol (MSRP). Wile these
provi de nmechani sns for hop-by-hop security, neither natively provides
end-to-end protection. This docunent offers gui dance on how to

provi de end-to-end authentication, integrity protection, and
confidentiality using the Secure/Miltipurpose Internet Mil

Extensions (S/MME). It updates and provides clarifications for RFCs
3261, 3428, and 4975.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww rfc-editor.org/info/rfc8591.
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(https://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Several nobile nessaging systens use the Session Initiation Protoco
(SIP) [RFC3261], typically as sonme conbination of the SIP MESSAGE

met hod [ RFC3428] and the Message Session Relay Protocol (NMSRP)

[ RFC4975]. For exanpl e, Voice over LTE (VOLTE) uses the SIP MESSACE
met hod to send Short Message Service (SMS) nessages. The Open Mbile
Al liance (OvA) Converged | P Messaging (CPM system [CPM uses the SIP
MESSAGE net hod for short "pager node" nmessages and uses MSRP for

| arge nmessages and for sessions of nessages. The d obal System for
Mobi | e Communi cations Association (GSMA) Rich Conmuni cati on Services
(RCS) uses CPM for nessaging [RCS].

At the same tine, organizations increasingly depend on nobile
messagi ng systens to send notifications to their custoners. Many of
these notifications are security sensitive. For exanple, such
notifications are commonly used for notice of financial transactions,
notice of login or password change attenpts, and the sending of
two-factor authentication codes.

Both SIP and MSRP can be used to transport any content using

Mul ti purpose Internet Mail Extensions (MME) formats. The SIP
MESSAGE nethod is typically limted to short nessages (under

1300 octets for the MESSACE request). MSRP can carry arbitrarily
| arge nmessages and can break | arge nmessages into chunks.

VWil e both SIP and MSRP provi de nechani sns for hop-by-hop security,
neither provides native end-to-end protection. |Instead, they depend
on S/M Me [ RFC8550] [ RRFC8551]. However, at the tine of this witing,
SIMME is not in comon use for S| P-based and MSRP-based nmessagi ng
services. This docunment updates and clarifies RFCs 3261, 3428, and
4975 in an attenpt to nake S/M ME for SIP and MSRP easier to

i mpl ement and deploy in an interoperable fashion.

Thi s docunent updates RFCs 3261, 3428, and 4975 to update the

crypt ographi c al gorithmrecomendati ons and the handling of SIM M
data objects. It updates RFC 3261 to allow S/M ME signed nessages to
be sent w thout enbedded certificates in sone situations. Finally,

it updates RFCs 3261, 3428, and 4975 to clarify error-reporting
requirenents for certain situations.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Canpbel | & Housl ey St andards Track [ Page 4]



RFC 8591 S/IM ME for SIP Messaging April 2019

3.

Probl em St at enent and Scope

Thi s docunent discusses the use of SSMMe with SIP-based messagi ng
O her standardi zed nessagi ng protocol s exist, such as the Extensible
Messagi ng and Presence Protocol (XMPP) [RFC6121]. Likew se, other
end-to-end protection formats exist, such as JSON Wb Si gnat ures

[ RFC7515] and JSON Web Encryption [ RFC7516] .

Thi s docunent focuses on S| P-based nessagi ng because its use is
becom ng nore common in nobile environnents. It focuses on S/M ME
since several nobile operating systens already have SSMME libraries
installed. Wile there may al so be value in specifying end-to-end
security for other nessaging and security mechanisnms, it is out of
scope for this docunent.

MBRP sessions are negoti ated using the Session Description Protoco
(SDP) [ RFC4566] of fer/answer nmechani sm [ RFC3264] or simlar

mechani snms.  This docunment assunes that SIP is used for the

of fer/ answer exchange. However, the techni ques shoul d be adaptabl e
to other signaling protocols.

[ RFC3261], [RFC3428], and [ RFC4975] al ready describe the use of
SIMME. [RFC3853] updates SIP to support the Advanced Encryption
Standard (AES). In aggregate, that guidance is inconplete, contains
inconsistencies, and is still out of date in terms of supported and
recomended al gorit hns.

The guidance in RFC 3261 is based on an inplicit assunption that
SIMME is being used to secure signaling applications. That advice
is not entirely appropriate for nessaging applications. For exanple,
it assunes that nmessage decryption always happens before the SIP
transacti on conpl etes.

Thi s docunent offers normative updates and clarifications to the use
of SSMMz with the SIP MESSAGE nethod and MBRP. |t does not attenpt
to define a conplete secure nessagi ng system Such a system woul d
requi re consi derable work around user enrollment, certificate and key
generati on and managenent, nulti-party chats, device nanagenent, etc.
VWil e nothing herein should preclude those efforts, they are out of
scope for this docunent.

Thi s docunent prinmarily covers the sending of single nessages -- for

exanpl e, "pager-node nmessages" sent using the SIP MESSAGE net hod and

"l arge nmessages" sent in MSRP. Techniques to use a conmon signing or
encryption key across a session of nessages are out of scope for this
docunent .
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Cryptographic algorithmrequirenments in this docunent are intended to
suppl enent those already specified for SIP and MSRP

4. Applicability of SIMMe

The Cryptographi c Message Syntax (CVB) [ RFC5652] is an encapsul ation
syntax that is used to digitally sign, digest, authenticate, or
encrypt arbitrary message content. The CMS supports a variety of
architectures for certificate-based key nmanagenent, especially the
one defined by the | ETF PKI X (Public Key Infrastructure using X 509)
Worki ng Group [ RFC5280]. The CMB val ues are generated using ASN. 1

[ X680], using the Basic Encoding Rul es (BER) and Di sti ngui shed
Encodi ng Rul es (DER) [ X690] .

The S/ M ME Message Specification [ RFC8551] defines M ME body parts
based on the CM5. In this docunent, the application/pkcs7-mne nedia
type is used to digitally sign an encapsul ated body part, and it is
al so used to encrypt an encapsul ated body part.

4.1. Signed Messages

Wil e both SIP and MSRP require support for the nmultipart/signed
format, the use of application/pkcs7-mne i s RECOWENDED for nost
signed messages. Experience with the use of SSMME in electronic
mai | has shown that nultipart/signed bodies are at greater risk of
"hel pful" tanpering by intermediaries, a conmon cause of signature
validation failure. This risk is also present for messaging
applications; for exanple, internediaries mght insert |nstant
Message Disposition Notification (I MDN) requests [ RFC5438] into
messages. (See Section 9.2.) The application/pkcs7-minme format is
al so nore conpact, which can be inmportant for nessaging applications,
especi ally when using the SIP MESSAGE nethod. (See Section 7.1.)

The use of nultipart/signed may still nmake sense if the nessage needs
to be readabl e by receiving agents that do not support S/M ME

When generating a signed nessage, sending User Agents (UAs) SHOULD
foll ow the conventions specified in [ RFC8551] for the
application/pkcs7-mme media type with sm nme-type=si gned-data. Wen
validating a signed nessage, receiving UAs MIJST foll ow the
conventions specified in [ RFC8551] for the application/pkcs7-m ne
medi a type with sm nme-type=si gned- dat a.
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4.

2.

Sendi ng and receiving UAs MJST support the SHA-256 nessage di gest
al gorithm [ RFC5754]. For conveni ence, the SHA-256 al gorithm
identifier is repeated here:

i d-sha256 OBJECT | DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 1}

Sendi ng and receiving UAs MAY support other message di gest
al gorithns.

Sendi ng and receiving UAs MJST support the Elliptic Curve Digital
Signature Al gorithm (ECDSA) using the NI ST P-256 elliptic curve and
the SHA-256 message di gest al gorithm[RFC5480] [RFC5753]. Sending
and receiving UAs SHOULD support the Edwards-curve Digital Signature
Al gorithm (EdDSA) with curve25519 (Ed25519) [RFC8032] [RFC8419]. For
conveni ence, the ECDSA with SHA-256 algorithmidentifier, the object
identifier for the well-known N ST P-256 elliptic curve, and the
Ed25519 algorithmidentifier are repeated here:

ecdsa-wi t h- SHA256 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-wi th-SHA2(3) 2 }

-- Note: The NI ST P-256 elliptic curve is also known as secp256r 1.

secp256r1 OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) curves(3)
prime(1) 7 }

i d- Ed25519 OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) thame(101) 112 }
Encrypted Messages

When generating an encrypted nessage, sending UAs MJST fol |l ow t he
conventions specified in [RFC8551] for the application/pkcs7-m me
medi a type with sm me-type=aut h- envel oped-data. Wen decrypting a
recei ved nessage, receiving UAs MIJST follow the conventions specified
in [RFC8551] for the application/pkcs7-mnme nmedia type with

sm nme-t ype=aut h- envel oped- dat a.
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Sendi ng and receiving UAs MJST support the AES-128-GCM al gorithm for
content encryption [ RFC5084]. For conveni ence, the AES-128-GCM
algorithmidentifier is repeated here:

i d-aes128- GCM OBJECT I DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistAlgorithn(4) aes(1l) 6 }

Sendi ng and receiving UAs MAY support other content-authenticated
encryption al gorithns.

Sendi ng and receiving UAs MJST support the AES-128-WRAP al gorithm for
encryption of one AES key wi th another AES key [RFC3565]. For
conveni ence, the AES-128-WRAP algorithmidentifier is repeated here:

i d-aes128-wrap OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistAlgorithnm(4) aes(1) 5}

Sendi ng and receiving UAs MAY support other key-encryption
al gorithms.

Synmetric key-encryption keys can be distributed before nessages are
sent. |f sending and receiving UAs support previously distributed
key-encryption keys, then they MJST assign a KEKIdentifier [RFC5652]
to the previously distributed synmmetric key.

Al ternatively, a key agreenent algorithmcan be used to establish a
singl e-use key-encryption key. |If sending and receiving UAs support
key agreenent, then they MJUST support the Elliptic Curve
Diffie-Hellman (ECDH) al gorithmusing the NIST P-256 elliptic curve
and the ANSI - X9. 63- KDF key derivation function with the SHA-256
message di gest algorithm[RFC5753]. |If sending and receiving UAs
support key agreenent, then they SHOULD support the ECDH al gorithm
usi ng curve25519 (X25519) [RFC7748] [RFC8418]. For conveni ence,

(1) the identifier for the ECDH al gorithm using the ANSI - X9. 63- KDF
with the SHA-256 algorithmand (2) the identifier for the X25519

al gorithm are repeated here

dhSi ngl ePass- st dDH sha256kdf - scheme OBJECT | DENTI FIER :: = {
iso(l) identified-organization(3) certicon(132)
schenmes(1) 11 1 }

i d- X25519 OBJECT | DENTI FIER :: = {
iso(l) identified-organization(3) thawme(101) 110 }
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4.3. Signed and Encrypted Messages

RFC 3261, Section 23.2 says that when a User Agent dient (UAC) sends
signed and encrypted data, it "SHOULD' send an Envel opedData obj ect
encapsul ated within a SignedData nmessage. That essentially says that
one should encrypt first, then sign. This docunent updates RFC 3261
to say that, when sending signhed and encrypted user content in a SIP
MESSAGE request, the sending UAs MJUST sign the nessage first, and
then encrypt it. That is, it must send the SignedData object inside
an Aut hEnvel opedData object. For interoperability reasons,
reci pi ents SHOULD accept nessages signed and encrypted in either
order.

4.4. Certificate Handling

Sendi ng and receiving UAs MJUST follow the SIM ME certificate-handling
procedures [RFC8550], with a few exceptions detail ed bel ow

4.4.1. Subject Alternative Nane

In both SIP and MSRP, the identity of the sender of a nessage is
typically expressed as a SIP URI.

The subject alternative nane extension is used as the preferred means
to convey the SIP URI of the subject of a certificate. Any SIP URI
present MJST be encoded using the unifornmResourceldentifier CHO CE of
the General Nane type as described in [ RFC5280], Section 4.2.1.6.
Since the SubjectAltNane type is a SEQUENCE OF General Nane, nultiple
URI s MAY be present.

O her methods of identifying a certificate subject MAY be used.
4.4.2. Certificate Validation

When validating a certificate, receiving UAs MUST support the ECDSA

using the NI ST P-256 elliptic curve and the SHA-256 nmessage di gest

al gorithm [ RFC5480] .

Sendi ng and receiving UAs MAY support other digital signature
algorithms for certificate validation

5. Transfer Encoding

SIP and MSRP UAs are al ways capabl e of receiving binary data. |nner
S/IMME entities do not require base64 encodi ng [ RFC4648].

Both SIP and MSRP provide 8-bit safe transport channels; base64
encoding is not generally needed for the outer SSMME entities.
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However, if there is a chance a nmessage might cross a 7-bit transport
(for example, gateways that convert to a 7-bit transport for
intermedi ate transfer), base64 encoding nmay be needed for the outer
entity.

6. User Agent Capabilities

Messagi ng UAs may i nplenent a subset of S/M ME capabilities. Even
when i npl emrented, sone features may not be avail able due to
configuration. For exanple, UAs that do not have user certificates
cannot sign nessages on behal f of the user or decrypt encrypted
messages sent to the user. At a mininmum a UA that supports S/IM ME
MJUST be able to validate a signed nessage.

End-user certificates have |long been a barrier to |l arge-scale S/M M
depl oynent. But since UAs can validate signatures even wi thout |oca
certificates, the use case of organizations sending secure
notifications to their users becomes a sort of "low hanging fruit".
That being said, the signed-notification use case still requires
shared trust anchors.

SIP and MSRP UAs advertise their |evel of support for S/MME by
indicating their capability to receive the "application/pkcs7-m ne"
medi a type

The fact that a UA indicates support for the "nmultipart/signed" nedia
type does not necessarily inply support for SSMME. The UA m ght
just be able to display clear-signed content wthout validating the
signature. UAs that wish to indicate the ability to validate
signatures for clear-signed nmessages MJST al so indicate support for
"application/pkcs7-signature".

A UA can indicate that it can receive all smne-types by advertising

"application/pkcs7-minme" with no paraneters. |f a UA does not accept
all smme-types, it advertises the nedia type with the appropriate
paraneters. |f nore than one snine-type is supported, the UA

i ncludes a separate instance of the nedia-type string, appropriately
paraneteri zed, for each.

For exanple, a UA that can only receive signed-data woul d advertise
"application/pkcs7-m nme; sm nme-type=si gned-data".

SIP signaling can fork to multiple destinations for a given Address
of Record (AoR). A user night have multiple UAs with different
capabilities; the capabilities renmenbered froman interaction with
one such UA might not apply to another. (See Section 7.2.)
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UAs can al so advertise or discover S/M ME using out-of-band
mechani sms.  Such mechani sms are beyond the scope of this docunent.

7. Using SMME with the SIP MESSAGE Met hod

The use of SSMME with the SIP MESSAGE nethod is described in

Section 11.3 of [RFC3428], and for SIP in general in Section 23 of

[ RFC3261]. This section and its child sections offer clarifications
for the use of SSMME with the SIP MESSAGE net hod, along with rel ated
updates to RFCs 3261 and 3428.

7.1. Size Limt

SI P MESSAGE requests are typically limted to 1300 octets. That
limt applies to the entire nessage, including both SIP header fields
and the nmessage content. This is due to the potential for
fragmentation of |arger requests sent over UDP. |n general, it is
hard to be sure that no proxy or other internediary will forward a
SI P request over UDP sonewhere along the path. Therefore, S/M M
messages sent using the SIP MESSAGE net hod shoul d be kept as snall as
possi ble. Messages that will not fit within the [imt can be sent
usi ng MSRP.

Section 23.2 of [RFC3261] requires that a SignedData nmessage contain
a certificate to be used to validate the signature. In order to
reduce the nmessage size, this document updates that text to say that
a SignedData nmessage sent in a SIP MESSAGE request SHOULD contain the
certificate but MAY onmit it if the sender has reason to believe that
the recipient (1) already has the certificate in its keychain or

(2) has sonme other nethod of accessing the certificate.

7.2. SIP User Agent Capabilities

SIP UAs can theoretically indicate support for S/M ME by including
the appropriate nedia type or types in the SIP Accept header field in
a response to an OPTIONS request, or in a 415 (Unsupported Media
Type) response to a SIP request that contai ned an unsupported nedi a
type in the body. Unfortunately, this approach may not be reliable
in the general case. |In the case where a downstream SI P proxy forks
an OPTIONS or other non-INVITE request to multiple User Agent Servers
(UASs), that proxy will only forward the "best" response. |If the
recipient has multiple devices, the sender may only |l earn the
capabilities of the device that sent the forwarded response. Blindly
trusting this information could result in S/M M nmessages being sent
to UAs that do not support it, which would be at best confusing and
at worst misleading to the recipient.
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UAs might be able to use the UA capabilities framework [ RFC3840] to
i ndi cate support. However, doing so would require the registration
of one or nmore media feature tags with | ANA

UAs MAY use ot her out-of-band nethods to indicate their |evel of
support for S/'M M

7.3. Fai |l ure Cases

Section 23.2 of [RFC3261] requires that the recipient of a SIP
request that includes a body part of an unsupported nedia type and a
Content-Di sposition header field "handling" paraneter of "required"
return a 415 (Unsupported Medi a Type) response. Gven that SIP
MESSAGE exi sts for no reason other than to deliver content in the
body, it is reasonable to treat the top-level body part as al ways
required. However, [RFC3428] nmakes no such assertion. This docunent
updates Section 11.3 of [RFC3428] to add the statenent that a UAC
that receives a SIP MESSAGE request with an unsupported nedia type
MUST return a 415 response.

Section 23.2 of [RFC3261] says that if a recipient receives an S/M M
body encrypted to the wong certificate, it MJST return a SIP 493
(Undeci pherabl e) response and SHOULD send a valid certificate in that
response. This is not always possible in practice for SIP MESSAGE
requests. The UAS may choose not to decrypt a nmessage until the user
is ready to read it. Messages may be delivered to a message store or
sent via a store-and-forward service. This docunent updates RFC 3261
to say that the UAS SHOULD return a SIP 493 response if it
imediately attenpts to decrypt the nmessage and determi nes that the
message was encrypted to the wong certificate. However, it MY
return a 200-cl ass response if decryption is deferred.

8. Using SMME with MSRP

MSRP has features that interact with the use of SSMME In
particular, the ability to send nessages in chunks, the ability to
send nmessages of unknown size, and the use of SDP to indicate

medi a-type support create considerations for the use of S/M ME

8.1. Chunking

MSRP al |l ows a nessage to be broken into "chunks" for transm ssion
In this context, the term"nmessage" refers to an entire nmessage that
one user mght send to another. A chunk is a fragnment of that
message sent in a single MSRP SEND request. All of the chunks that
make up a particul ar nessage share the sane Message-|D val ue.
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The sending UA may break a nessage into chunks, which the receiving
UA will reassenble to formthe conplete message. Internediaries such
as MSRP rel ays [RFC4976] night break chunks into smaller chunks or

m ght reassenble chunks into |larger ones; therefore, the nessage
received by the recipient may be broken into a different nunber of
chunks than were sent by the recipient. Internediaries mght also
cause chunks to be received in a different order than sent.

The sender MUST apply any S/M ME operations to the whol e nessage
prior to breaking it into chunks. Likew se, the receiver needs to
reassenbl e the nessage fromits chunks prior to decrypting,
validating a signature, etc.

MBRP chunks are framed using an end-line. The end-line conprises
seven hyphens, a 64-bit random val ue taken fromthe start line, and a
continuation flag. MSRP requires the sending UA to scan data to be
sent in a specific chunk to ensure that the end-line does not
accidentally occur as part of the data. This scanning occurs on a
chunk rather than a whol e nessage; consequently, it must occur after
the sender applies any S/M ME operations.

8.2. Streaned Data

MBSRP al |l ows a node of operation where a UA sends sonme chunks of a

message prior to knowing the full Iength of the nmessage. For
exanpl e, a sender might send streamed data over MSRP as a single
message, even though it doesn’t know the full length of that data in

advance. This node is inconpatible with S/IMME, since a sending UA
must apply S/M ME operations to the entire nessage in advance of
breaking it into chunks.

Theref ore, when sending a nmessage in an S/M MEe format, the sender
MUST i ncl ude the Byte-Range header field for every chunk, including
the first chunk. The Byte-Range header field MJST include the tota
| ength of the nmessage.

A higher layer could choose to break such streaned data into a series
of messages prior to applying S/M ME operations, so that each
fragment appears as a distinct (separate) S/M M nessage in MSRP
Such mechani sns are beyond the scope of this docunent.
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8.3. Indicating Support for S/IMME

A UA that supports this specification MIST explicitly include the
appropriate nedia type or types in the "accept-types" attribute in
any SDP offer or answer that proposes MSRP. It MAY indicate that it
requires SIM M wappers for all nessages by putting appropriate
S/M ME nedia types in the "accept-types" attribute and putting al

ot her supported nmedia types in the "accept-w apped-types" attribute.

For backwards conpatibility, a sender MAY treat a peer that includes
an asterisk ("*") in the "accept-types" attribute as potentially
supporting SSMMe. |If the peer returns an MSRP 415 (M ME type not
under st ood) response to an attenpt to send an S/M ME nessage, the
sender should treat the peer as not supporting S/M M for the
duration of the session, as indicated in Section 7.3.1 of [RFC4975].

Wil e these SDP attributes all ow an endpoint to express support for
certain nmedia types only when wapped in a specified envel ope type,

it does not allow the expression of nore conplex structures. For
exanpl e, an endpoint can say that it supports text/plain and
text/htm, but only when inside an application/pkcs7 or message/cpi m
container, but it cannot express a requirenent for the leaf types to
al ways be contained in an application/pkcs7 contai ner nested inside a
message/ cpi mcontainer. This has inplications for the use of S/IM M
with the message/cpimformat. (See Section 9.1.)

MBRP allows multiple reporting nodes that provide different |evels of
feedback. |If the sender includes a Failure-Report header field with
a value of "no", it will not receive failure reports. This node
shoul d not be used carel essly, since such a sender woul d never see a
415 response as descri bed above and woul d have no way to | earn that
the recipient could not process an S/M ME body.

8.4. MSRP URIs

MSRP URIs are epheneral. Endpoints MJST NOT use MSRP URIs to
identify certificates or insert MSRP URIs into certificate Subject
Alternative Nane fields. When MSRP sessions are negotiated using SIP
[ RFC3261], the SIP AoRs of the peers are used instead.

Note that MSRP al |l ows nessages to be sent between peers in either
direction. A given MSRP nessage might be sent fromthe SIP offerer
to the SIP answerer. Thus, the sender and recipient roles my
reverse between one nessage and another in a given session
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8.

9

9

5. Failure Cases

Successful delivery of an S/M ME nessage does not indicate that the
reci pi ent successfully decrypted the contents or validated a
signature. Decryption and/or validation may not occur inmediately on
receipt, since the recipient may not i mmediately view the nessage,
and the UA may choose not to attenpt decryption or validation unti
the user requests it.

Li kewi se, successful delivery of S/IM M envel oped data does not, on
its own, indicate that the recipient supports the encl osed nedia
type. |If the peer only inplicitly indicated support for the enclosed
medi a type through the use of a wildcard in the "accept-types" or
"accept-w apped types" SDP attributes, it may not decrypt the message
intime to send a 415 response.

SIMME Interaction with Gher SIP Messagi ng Features
1. Common Profile for Instant Messagi ng

The Common Profile for Instant Messaging (CPIM [RFC3860] defines an
abstract nessaging service, with the goal of creating gateways

bet ween di fferent messaging protocols that could relay instant
messages without change. The SIP MESSAGE net hod and MSRP were
initially designed to map to the CPIM abstracti ons. However, at the
time of this witing, CPlIMconpliant gateways have not been depl oyed.
To the authors’ know edge, no other I M protocols have been explicitly
mapped to CPIM

CPIM al so defines the abstract messaging URI schene "im". As of the
time of this witing, the "im" schene is not in comopn use.

The CPI M nessage format [ RFC3862] allows UAs to attach
transport-neutral netadata to arbitrary M ME content. The format was
desi gned as a canonicalization format to all ow signed data to cross
prot ocol - converting gateways w thout |oss of netadata needed to
verify the signature. While it has not typically been used for that
purpose, it has been used for other netadata applications -- for
exanpl e, | MDNs [ RFC5438] and MSRP multi-party chat [RFC7701].

In the general case, a sender applies end-to-end signature and
encryption operations to the entire M ME body. However, sone
messagi ng systens expect to inspect and in sonme cases add or nodify
met adata in CPl M header fields. For exanple, CPM based and RCS-based
services include application servers that may need to insert

ti mestanps into chat nessages and nmay use additional netadata to
characterize the content and purpose of a nessage to determ ne
application behavior. The forner will cause validation failure for
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signatures that cover CPIM nmetadata, while the latter is not possible
if the netadata is encrypted. Cients intended for use in such
net wor ks MAY choose to apply end-to-end signatures and encryption
operations to only the CPIM payl oad, |eaving the CPI M netadata
unprotected frominspection and nodification. UAs that support
S/'M ME and CPI M SHOULD be able to validate signatures and decrypt
envel oped data both (1) when those operations are applied to the
entire CPIMbody and (2) when they are applied to just the CPIM
payl oad. This neans that the receiver needs to be flexible inits
M ME docunent parsing and that it cannot make assunptions that

S/ M ME-protected body parts will always be in the sanme position or
| evel in the nmessage payl oad.

If such clients need to encrypt or sign CPIM netadata end to end,
they can nest a protected CPI M nessage format payl oad inside an
unprotected CPI M nessage envel ope.

The use of CPIMnetadata fields to identify certificates or to
aut henticate SIP or MSRP header fields is out of scope for this
docunent .

9.2. Instant Message Disposition Notifications

The |1 MDN nechani sm [ RFC5438] all ows both endpoints and internediary
application servers to request and to generate delivery
notifications. The use of S/M ME does not inpact strictly end-to-end
use of IMDNs. The | MDN mechani smrecomends that devices that are
capabl e of doing so sign delivery notifications. It further requires
that delivery notifications that result from encrypted nessages al so
be encrypted.

However, the | MDN nechanismallows intermediary application servers
to insert notification requests into nessages, to add routing
informati on to nessages, and to act on notification requests. It
also allows list servers to aggregate delivery notifications

Such internediaries will be unable to read end-to-end encrypted
messages in order to interpret delivery notice requests.
Internediaries that insert information into end-to-end signed
messages will cause the signature validation to fail. (See
Section 9.1.)
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10. Exanpl es

The foll owi ng sections show exanmples of S/M Mt nessages in SIP and
MBRP. The exanples include the tags "[start-hex]" and "[end-hex]" to
denote binary content shown in hexadecinmal. The tags are not part of
the actual nessage and do not count towards the Content-Length header
field val ues.

In all of these examples, the cleartext message is the string
"Wat son, cone here - | want to see you." followed by a newine
character.

The cast of characters includes Alice, with a SIP AoR of
"al i ce@xanpl e.cont, and Bob, with a SIP AoR of "bob@xanple. org"

Appendi x A shows the detailed content of each S/'M ME body.
10.1. Signed Message in SIP including the Sender’s Certificate

Figure 1 shows a nmessage signed by Alice. This body uses the
"application/pkcs7-m nme" nedia type with an sm nme-type paraneter
val ue of "signed-data".

The S/M ME body includes Alice’ s signing certificate. Even though
the original nessage content is fairly short and only miniml SIP
header fields are included, the total nessage size approaches the
maxi mum al | owed for the SIP MESSAGE net hod unl ess the UAC has advance
know edge that all SIP hops will use congestion-controlled transport
protocols. A nessage that included all the SIP header fields that
are comonly in use in sone SIP deploynents would |ikely exceed the
limt.
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MESSAGE si p: bob@xanpl e.org SIP/2.0

Via: SIP/2.0/ TCP alice-pc. exanpl e. com branch=z9hG4bK776sgdkfi e

Max- Forwards: 70

From sip:alice@xanple.comtag=49597

To: sip: bob@xanple.org

Cal | -1 D. asdB88asd66b@l. 2. 3. 4

CSeq: 1 MESSAGE

Cont ent - Tr ansf er - Encodi ng: bi nary

Cont ent - Type: application/pkcs7-m me; sm ne-type=si gned- dat a;
nane="sm ne. p7nf

Content-Di sposition: attachnment; filename="sn ne.p7ni

Content - Length: 762

[ start-hex]

308202f 606092a864886f 70d010702a08202e7308202e3020101310d300b0609
608648016503040201305306092a864886f 70d010701a0460444436f 6e74656¢€
742d547970653a20746578742f 706¢c61696e0d0a0d0a576174736f 6e2c20636f
6d652068657265202d20492077616e7420746f 2073656520796f 752e0d0aa082
016b308201673082010da003020102020900b8793ec0e4¢c21530300a06082a86
48ce3d040302302631143012060355040a0c0b6578616d706c652e636f 6d310e
300c06035504030c05416¢696365301e170d3137313231393233313230355a17
0d3138313231393233313230355a302631143012060355040a0c0b6578616d70
6c652e636f 6d310e300c06035504030c05416c6963653059301306072a8648ce
3d020106082a8648ce3d03010703420004d87b54729f 2c22f eebd9ddbalef a40
642297a6093887a4dae7990b23f 87f a7ed99db8cf 5a314f 2ee64106ef 1ed61db
f c0a4b91¢c953chbd022a751b914807bb794a324302230200603551d1104193017
86157369703a616c696365406578616d706c652e636f 6d300a06082a8648ce3d
040302034800304502207879belc27f 846276f df 15e333e53c6f 17a757388a02
cb7b8ae481c1641ae7a9022100f f 99¢d9c94076¢c82b02f ea3b1350179a4b7752
el6f a30a3f 9ab29650b0e2818931820109308201050201013033302631143012
060355040a0c0b6578616d706c652e636f 6d310e300c06035504030c05416¢69
6365020900b8793ec0e4c21530300b0609608648016503040201a06930180609
2a864886f 70d010903310b06092a864886f 70d010701301c06092a864886f 70d
010905310f 170d3139303132363036313335345a302f 06092a864886f 70d0109
0431220420ef 778f c940d5e6dc2576f 47a599b3126195a9f 1a227adaf 35f a22c
050d8d195a300a06082a8648ce3d04030204473045022005f dc2b55b0f 444a46
be468df c7ef 3b7de30019ef 0952a223e8521890b35bb4e02210090e43a9d9846
cf 2af 8159c5c0ef 48848f a2f 39f 998b1bb99b52a6f c6¢c776f 2c8

[ end- hex]

Figure 1. Signed Message in SIP
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2. Signed Message in SIPwith No Certificate

Figure 2 shows the sane nessage from Alice w thout the enbedded
certificate. The shorter total nessage |l ength may be nore
manageabl e.

MESSAGE si p: bob@xanpl e.org SIP/2.0

Via: SIP/2.0/ TCP alice-pc. exanpl e. com branch=z9hG4bK776sgdkfi e

Max- Forwards: 70

From sip:alice@xanple.comtag=49597

To: sip: bob@xanpl e.org

Cal | -1 D. asdB88asd66b@l. 2. 3. 4

CSeq: 1 MESSAGE

Cont ent - Tr ansf er - Encodi ng: bi nary

Cont ent - Type: application/pkcs7-m me; sm ne-type=si gned- dat a;
nane="sm ne. p7nf

Content-Di sposition: attachnment; filename="sni ne.p7ni

Content-Lengt h: 395

[ start-hex]

3082018706092a864886f 70d010702a082017830820174020101310d300b0609
608648016503040201305306092a864886f 70d010701a0460444436f 6e74656¢€
742d547970653a20746578742f 706c61696e0d0a0d0a576174736f 6e2c20636f
6d652068657265202d20492077616e7420746f 2073656520796f 752e0d0a3182
0109308201050201013033302631143012060355040a0c0b6578616d706¢c652¢e
636f 6d310e300c06035504030c05416¢c696365020900b8793ec0e4c21530300b
0609608648016503040201a069301806092a864886f 70d010903310b06092a86
4886f 70d010701301c06092a864886f 70d010905310f 170d3139303132363036
313335345a302f 06092a864886f 70d01090431220420ef 778f c940d5e6dc2576
f 47a599b3126195a9f 1a227adaf 35f a22c050d8d195a300a06082a8648ce3d04
03020447304502203607275592d30c8c5a931041a01804d60c638ac9a8080918
87172a0887c8d4aa022100cd9e14bd21817336e9052f e590af 2e2bcdel6dd3e9
48d0f 5f 78a969e26382682

[ end- hex]

Figure 2: Signed Message in SIP with No Certificate Included
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10.3. MBRP Signed and Encrypted Message in a Single Chunk

Figure 3 shows a signed and encrypted nmessage fromBob to Alice sent
via MSRP.

MSRP dsdf 0e38sd SEND

To-Path: nsrp://alicepc. exanpl e.com 7777/i au39s0e2843z;tcp

From Pat h: mnsrp://bobpc. exanpl e. or g: 8888/ 9di 4eae923wzd; t cp

Message- |1 D: 456s039s

Byt e- Range: 1-1940/ 1940

Content-Di sposition: attachnment; filename="sn ne.p7ni

Cont ent - Type: application/pkcs7-m nme; sm ne-type=aut h- envel oped- dat a;
name="sm me. p7nt

[start-hex]

30820790060b2a864886f 70d0109100117a082077f 3082077b0201003182024f
3082024b0201003033302631143012060355040a0c0b6578616d706c652e636f
6d310e300c06035504030c05416c69636502090083f 50bb70bd5¢c40e300d0609
2a864886f 70d010101050004820200759a61b4ddf 1f 1af 24668005635e476110
fa2723c1b9e45484b6d33e8387de967dc5e0caf b35571a56a1975ch550e7be31
c131da80f b731024845babb8d64cac26040424d9330561¢c843999415dd644b3c
ad95072f 71451393¢c99f 282¢c4883bd0ccc5dd54b931464e00a6e55e592c51a68
del062516ec7d3ca8e764bb8ac789a88377765ef 8dc36c0abed3ecae5285cach
a29d5059445719albdcf 906e0f f 37e2c2ef Of 4ec6225100cc062e1c748963bbc
88b8e3df cf 714073729dd5c7583e758acf 3d186f 2f a417be22c37¢c9a76c6b427
29aad27f 73ae44ac98474d1eeb48948c12a403d0b3ce08a218d6af 456924897¢
c5c9664f 6df eb3f 18141158df c3b84090aa60380aa865137e1699¢c5¢c81974167
9d7a3c90ba79e6d7d5c8d89bb54a667423e43b0b7d6f 78c0b4ab67bc343662a6
35f e595f 1149¢53950cac2e0ba318c227e6f 76a8d940400f d3d3ealc8eceal03
dcce2f 1f bOOf 5cea335de1303f cbf 93d8elchf d682f 19beb624bacd1d7b8f 580
f 114a13b890894f b4044a5daa764b7f 8c5f f 92949452b35aeb9639b8ad63c051
5¢c95ccc6f 823¢c2201067ea2262413f ef 397d48f 7b6143f 842ae8elad8cad3ael
labaa3cf 9ee7e36620e05cca0611bf ac00eef 1a498f 2d259b9f Of 7da83ef 6f 1b
061f 387c2dc48c8b5dbaca862308f 32f 47925165¢c9e5ebb467799884918dd697
b447f 4c407989b889b0c2e9580af 783082050f 06092a864886f 70d010701301e
06096086480165030401063011040c4d8757222eac5294117f 0120201108082
04e0f e2f b3deObf 06998c39bf 4a952f abf 8b0f ee3d7e2e85181aecf 1a89ela2e
decd9404885612df c6984334d8602b7749b2504e45f 57¢3b066626b0f c746236
leec267c560139be5cd286a2af 9696¢f 51852278e52¢c3818cab0a68c598de4f ¢
e14a333884e4de5ddf 57edd78867027a31e4a7¢c0c0299144c5deb6bae39699e70
0e057eb0f 0dad73b8b369f 42eb321b41538781d982a11a0b3943ac10c97b54ee
b73b38ec131af c5610e373487274d69caf a9541902886¢c64f 6962d42eb33f 904
lad4ael1b88dc6958d53df 50b8bb52aa35e2299885d0aae416b86f 0a88d0eb7a9
81dbb283e8b94e9d50bf 6265c2348al8al69aach5a37a529bda2f 9cb10ef ddcf
14231095d87964637bd33f b13c68b4cf f 9a1906960c1ea2301d325b7a15¢5829
f 3ea038f 24df 6b23180377d37131f 75db18f 41f 9d85b653df a46bf 2617126326
ccf 1cb833457752352¢8417a094484d7b64bcf 51b26a9beb3aled4b9caf 1bd23
c690c654f 7eb9ce9852e2f 6d068eef 8ba33bc6c4dddca7aef 4d3574737d7c4dc
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1e93770d8f 4f 22dea61d73083¢c32c4038c1eb3dd3383a89a8795e241c2ed7ch6
80758c041069489860f c9f 490e85236072548b3249698f 99953acf 1ec658b7aa
85e554¢449701a6d4b039ed103dc458df 4b29cb04b8cedd540c84348da79¢c186
56d5188f 9f 3a9e4b9b840c70664b90296c60b7ac984e918d48a09dbddf b281f ¢
862510db59d9f a9dc93f 10f 9c6d7bef 72931d184cad7ac13c1a5295f c89f e3bb
7eb8e02085a828c5a138786e607ade4f 5e8d4115909209ba878a79305a5316¢2
2229e42b886d06481c8473f 9d51269e2af 6341bce20f 768e860d7784ed46150e
04f f 50cd209c5b127511369f e06bc4aa9a72d8f 1f e4f cf 0866d664b365f f a86e
8c1b43e7a9212aeccl6cal350a28ef ae25f ac054dd934bf e7e5f a4f 753aa41596
8c7ebec439e0ac0270b4874a068d22484c09d9e8abel7f 1372b4b2f 65f 1148e8
933eda92e5d1774564963b391c3bbd9of 1c27f f e36f 832e05155f c39ee6652f a7
b4188975ec5¢c67b32c9f 213c8ac6b8el32a5a7c3bf 74f 016405¢cd8c201d10521
93e186d44358de388d73211ba2f 1792f 3cf eb9bbde7211d26f 56ab06ellccc9c
cde2b88cd8373773eaf c37f d85b7a7a2bcaec752e617d6e01c02b86e9d9a40f 3
20462c5d66f 8351716dcd6014bdf 30a60f 75f c0631c920845ed8c0bad35ddf 19
84f 2241cd3b529dc1028845f 8089543df 4f 1441ede36blbf 31af 5af c8¢c2b708d
50b645d4e7db88648c3eef e14765158f b0e8d3bb53ddcbe26d7124c6e1d992f 8
3230aa953376ee8c68109568e8571f 0c9bbda48f 4df 306f e747f 371175148f 31
832767cd766¢f 07b450cbf 62cad2a7bd71f 1f 88233f 116ala7f 3caf 12f 34bcf 4
0d21e79f f c9827221b68b080f f 03ad782d6d6d07871676f 798943e54f 13f d75¢
89c0b4263bf 10f 56243f 9e72ef 3b3899a539d9a3ac5be2b69400a3cf 8d196¢c5¢c
ed697b2ed803b987a5ee85¢c5095b48da7a5b03b47e2b9f e4cd4bc3098e864e0c
e7d467da99cd7f 3a9e947b5eea77f 7abbel6c8c7e9e0decclf f 132559¢234321
7b9c2950386e85d2942121086¢df a19658195be6d7f 86bca9881b695082964f 1
2e7c¢f 801025d6792c6882409414d703321ec83abd698d68956118713a0f f 1272
achc9a6d148900c74c¢16921df 9b38f 29ec46d4f 10060f f f e5e36bbbacaf 2d1lba
d7dd057ed3e30ebcd69083f 9d3a2a26ef 90b751d6aladf a0590db19dal07cf 3e
a8db0410f 6f f c6elaef 19cd23d985a921976352d

[ end- hex]

——————— dsdf 0e38sd$

Figure 3: Signed and Encrypted Message in NMSRP
4. MBRP Signed and Encrypted Message Sent in Miltiple Chunks

Figure 4 shows the sane nmessage as in Figure 3 except that the
message is broken into two chunks. The S/M ME operations were
performed prior to breaking the message i nto chunks.

MSRP d93kswow SEND

To-Path: nsrp://alicepc. exanple.com 7777/i au39s0e2843z;tcp

From Pat h: nsrp://bobpc. exanpl e. or g: 8888/ 9di 4eae923wzd; t cp

Message- |1 D 12339sdgwer

Byt e- Range: 1-960/ 1940

Content-Disposition: attachnment; filename="sm ne. p7n

Cont ent - Type: application/pkcs7-m nme; sm ne-type=envel oped- dat a;
nane="sm ne. p7nt

2019

& Housl ey St andards Track [ Page 21]



RFC 8591 S/IM ME for SIP Messaging April 2019

[ start-hex]

30820790060b2a864886f 70d0109100117a082077f 3082077b0201003182024f
3082024b0201003033302631143012060355040a0c0b6578616d706c652e636f
6d310e300c06035504030c05416c69636502090083f 50bb70bd5¢c40e300d0609
2a864886f 70d010101050004820200759a61b4ddf 1f 1af 24668005635e476110
fa2723c1b9e45484b6d33e8387de967dc5e0caf b35571a56a1975chb550e7be31
c131da80f b731024845babb8d64cac26040424d9330561¢843999415dd644b3c
ad95072f 71451393¢c99f 282¢c4883bd0ccc5dd54b931464e00a6e55e592¢c51a68
del062516ec7d3ca8e764bb8ac789a88377765ef 8dc36c0abed3ecae5285cach
a29d5059445719albdcf 906e0f f 37e2c2ef Of 4ec6225100cc062e1c748963bbc
88b8e3df cf 714073729dd5¢c7583e758acf 3d186f 2f a417be22c37c9a76c6b427
29aad27f 73ae44ac98474d1eeb48948c12a403d0b3ce08a218d6af 456924897c
c5c9664f 6df eb3f 18141158df c3b84090aa60380aa865137e1699¢5¢81974167
9d7a3c90ba79e6d7d5¢c8d89bb54a667423e43b0b7d6f 78c0b4ab67bc343662a6
35f e595f 1149¢53950cac2e0ba318c227e6f 76a8d940400f d3d3ealc8eceal03
dcce2f 1f bOOf 5cea335de1303f cbf 93d8elchf d682f 19beb624bacd1d7b8f 580
f114a13b890894f b4044a5daa764b7f 8c5f f 92949452b35aeb9639b8ad63c051
5c95ccc6f 823¢c2201067ea2262413f ef 397d48f 7b6143f 842ae8elad48cad3ael
labaa3cf 9ee7e36620e05cca0611bf ac00eef 1a498f 2d259b9f Of 7da83ef 6f 1b
061f 387c2dc48c8b5dbaca862308f 32f 47925165¢c9e5ebb467799884918dd697
b447f 4c407989b889b0c2e9580af 783082050f 06092a864886f 70d010701301e
06096086480165030401063011040c4d8757222eac5294117f 0c120201108082
04e0f e2f b3deObf 06998c39bf 4a952f abf 8b0f ee3d7e2e85181aecf 1a89ela2e
decd9404885612df c6984334d8602b7749b2504e45f 57¢3b066626b0f c746236
leec267¢c560139be5cd286a2af 9696¢f 51852278e52¢3818cab0a68c598de4f c
e14a333884e4de5ddf 57edd78867027a31e4a7c0c0299144c5de6bae39699e70
0e057eb0f 0dad73b8b369f 42eb321b41538781d982a11a0b3943ac10c97b54ee
b73b38ec131laf c5610e373487274d69caf a9541902886c64f 6962d42eb33f 904
lad4ael1b88dc6958d53df 50b8bb52aa35e2299885d0aae416b86f 0a88d0eb7a9
81dbb283e8b94e9d50bf 6265c2348al8al69aach5a37a529bda2f 9cb10ef ddcf
14231095d87964637bd33f b13c68b4cf f 9a1906960clea2301d325b7a15¢c5829
[ end- hex]

——————— d93kswow+

MSRP op2nc9a SEND

To-Path: nsrp://alicepc. exanpl e. com 8888/ 9di 4eae923wzd; t cp

From Pat h: mnsrp://bobpc. exanpl e. org: 7654/ i au39s0e2843z; t cp

Message- 1 D: 12339sdgwer

Byt e- Range: 961- 1940/ 1940

Content-Di sposition: attachnment; filename="sn ne.p7ni

Cont ent - Type: application/pkcs7-m me; smi ne-type=envel oped- dat a;
name="sm ne. p7nt
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11.

12.

[ start-hex]

f 3ea038f 24df 6b23180377d37131f 75db18f 41f 9d85b653df a46bf 2617126326
ccf 1cb833457752352¢8417a094484d7b64bcf 51b26a9beb3a0ed4b9caf 1bd23
c690c654f 7eb9ce9852e2f 6d068eef 8ba33bc6c4dddca7aef 4d3574737d7c4dc
1e93770d8f 4f 22dea61d73083c32c4038c1eb3dd3383a89a8795e241c2ed7ch6
80758c041069489860f c9f 490e85236072548b3249698f 99953acf 1lec658b7aa
85e554c449701a6d4b039ed103dc458df 4b29cb04b8cedd540c84348da79c186
56d5188f 9f 3a9e4b9b840c70664b90296c60b7ac984e918d48a09dbddf b281f ¢
862510db59d9f a9dc93f 10f 9c6d7bef 72931d184cad7ac13c1a5295f c89f e3bb
7eb8e02085a828c5a138786e607ade4f 5€8d4115909209ba878a79305a5316¢2
2229e42b886d06481c8473f 9d51269e2af 6341bce20f 768e860d7784ed46150e
04f f 50cd209c5b127511369f e06bc4aa9a72d8f 1f e4f cf 0866d664b365f f aB86e
8clb43e7a9212aeccl6ca350a28ef ae25f ac054dd934bf e7e5f a4f 753aa41596
8c7ebec439e0ac0270b4874a068d22484c09d9e8abel7f 1372b4b2f 65f 1148e8
933eda92e5d1774564963b391c3bbd9of 1c27f f e36f 832e05155f c39ee6652f a7
b4188975ec5¢c67b32c9f 213c8ac6b8el32a5a7c3bf 74f 016405cd8c201d10521
93e186d44358de388d73211ba2f 1792f 3cf eb9bbde7211d26f 56ab06ellccc9c
cde2b88cd8373773eaf c37f d85b7a7a2bcaec752e617d6e01c02b86e9d9a40f 3
20462c5d66f 8351716dcd6014bdf 30a60f 75f c0631¢c920845ed8c0bad35ddf 19
84f 2241cd3b529dc1028845f 8089543df 4f 1441ede36blbf 31af 5af c8c2b708d
500645d4e7db88648c3eef e14765158f bOe8d3bb53ddche26d7124c6e1d992f 8
3230aa953376ee8c68109568e8571f 0c9bbda48f 4df 306f e747f 371175148f 31
832767cd766¢f 07b450cbf 62cad2a7bd71f 1f 88233f 116ala7f 3caf 12f 34bcf 4
0d21e79ff c9827221b68b080f f 03ad782d6d6d07871676f 798943e54f 13f d75¢
89¢c0b4263bf 10f 56243f 9e72ef 3b3899a539d9a3ac5be2b69400a3cf 8d196¢5¢
ed697b2ed803b987a5ee85c5095b48da7a5b03b47e2b9f e4cd4bc3098e864e0c
e7d467da99cd7f 3a9e947b5eea77f 7abbel6c8c7e9e0decclf f 132559¢234321
7b9c2950386e85d2942121086¢cdf a19658195be6d7f 86bca9881b695082964f 1
2e7cf 801025d6792c6882409414d703321ec83abd698d68956118713a0f f 1272
acbc9a6d148900c74c16921df 9b38f 29ec46d4f 10060f f f e5e36bbbacaf 2d1ba
d7dd057ed3e30ebcd69083f 9d3a2a26ef 90b751d6aladf a0590db19dal07cf 3e
a8db0410f 6f f c6elaef 19cd23d985a921976352d

[ end- hex]

——————— op2nc9a$

Figure 4. Signed, Encrypted, and Chunked MSRP Message
I ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
Security Considerations

The security considerations for S/M M [ RFC8550] [RFC8551] and

2019

elliptic curves in CM5 [ RFC5753] apply. The S/IM MEe-rel ated security

considerations for SIP [RFC3261], SIP MESSAGE [ RFC3428], and MSRP

[ RFC4975] apply.
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The security considerations for algorithns recormended in this
docunent al so apply; see [ RFC3565], [RFC5480], [RFC5753], [RFC5754],
[ RFC7748], [RFC8032], [RFC8418], and [RFC8419].

Thi s docunent assunes that end-entity certificate validation is
provided by a chain of trust to a certification authority (CA), using
a public key infrastructure. The security considerations from

[ RFC5280] apply. However, other validations methods may be possible
-- for example, sending a signed fingerprint for the end entity in
SDP. The rel ationship between this work and the techni ques di scussed
in [RFC8224] and [ RTP-Sec] are out of scope for this docunent.

When mat ching an end-entity certificate to the sender or recipient
identity, the respective SIP AoRs are used. Typically, these wll
match the SIP From and To header fields. Sone UAs may extract the
sender identity fromSIP AoRs in other header fields -- for exanple,
P- Asserted-ldentity [RFC3325]. |In general, the UAS should conpare
the certificate to the identity that it relies upon -- for exanple,
for display to the end user or conparison agai nst nessage-filtering
rul es.

The secure notification use case discussed in Section 1 has
significant vulnerabilities when used in an insecure environnent.

For exanple, "phishing" nmessages could be used to trick users into
revealing credentials. Eavesdroppers could |earn confirmtion codes
fromunprotected two-factor authentication nmessages. Unsolicited
messages sent by inpersonators could tarnish the reputation of an
organi zation. Wile hop-by-hop protection can mitigate sone of those
risks, it still |eaves nessages vul nerable to nalicious or

conprom sed internediaries. End-to-end protection prevents

nmodi fication by internediaries. However, neither provides nuch
protection unless the recipient knows to expect nmessages froma
particul ar sender to be signed and refuses to accept unsigned
messages that appear to be fromthat source

Mobi l e nmessaging is typically an online application; online
certificate revocati on checks should usually be feasible.

S/'M ME does not normally protect the SIP or MSRP headers. VWhile it
nornmal |y does protect the CPIM header, certain CPIM header fields may
not be protected if the sender excludes themfromthe encrypted or
signed part of the nessage. (See Section 9.1.) Certain nmessaging
services -- for exanple, those based on RCS -- may include

intermedi aries that attach metadata to user-generated nessages in the
formof SIP, MSRP, or CPIM header fields. This metadata could
possibly reveal information to third parties that the sender m ght
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prefer not to send as cleartext. |Inplementors and operators shoul d
consi der whether inserted nmetadata nay create privacy | eaks. Such an
anal ysis is beyond the scope of this docunent.

MBRP nessages broken into chunks rmust be reassenbl ed by the recipient
prior to decrypting or validation of signatures. (See Section 8.1.)
Section 14.5 of [RFC4975] describes a potential denial-of-service
attack where the attacker puts |large values in the Byte-Range header
field. Inplenentations should sanity-check these val ues before

al | ocating nenory space for reassenbly.

Modi fication of the ciphertext in Envel opedData can go undetected if
aut hentication is not also used, which is the case when sendi ng
Envel opedData wi t hout wapping it in SignedData or encl osing
SignedData within it. This is one of the reasons for noving from
Envel opedData to Aut hEnvel opedData, as the authenticated encryption
al gorithms provide the authentication w thout needing the SignedData
| ayer.

An attack on S/M ME inplenmentations of HTM. and mul tipart/ n xed
messages is highlighted in [Efail]. To avoid this attack, clients
MUST ensure that a text/htnl content type is a conplete HTM.
docunent. dients SHOULD treat each of the different pieces of the
mul tipart/mxed construct as coning fromdifferent origins. dients
MJST treat each encrypted or signed piece of a MM nessage as being
fromdifferent origins both from unprotected content and from each
ot her.
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Appendi x A.  Message Details

The foll owi ng section shows the detailed content of the S/M ME bodi es
used in Section 10.

A. 1. Signed Message

Figure 5 shows the details of the nessage signed by Alice used in the
exanple in Section 10.1.

CVB_Cont ent | nf o:
content Type: pkcs7-signedData (1.2.840.113549.1.7.2)
d. si gnedDat a:
version: 1
di gest Al gori t hns:
al gorithm sha256 (2.16.840.1.101.3.4.2.1)
par anmet er: <ABSENT>
encapCont ent | nf o:
eCont ent Type: pkcs7-data (1.2.840.113549.1.7.1)
eContent:
0000 - 43 6f 6e 74 65 6e 74 2d-54 79 70 65 3a 20 74  Content-Type: t
000f - 65 78 74 2f 70 6¢c 61 69-6e 0d Oa 0d Oa 57 61 ext/plain....W
00le - 74 73 6f 6e 2c 20 63 6f-6d 65 20 68 65 72 65 tson, come here
002d - 20 2d 20 49 20 77 61 6e-74 20 74 6f 20 73 65 - | want to se
003c - 65 20 79 6f 75 2e 0d Oa- e you. .
certificates:
d.certificate:
cert _info:
version: 2
serial Nunber: 13292724773353297200
si gnat ure:
al gorithm ecdsa-w th-SHA256 (1.2.840.10045.4.3.2)
par amet er: <ABSENT>
i ssuer: O=exanple.com CN=Alice
validity:
not Before: Dec 19 23:12:05 2017 GMI
not After: Dec 19 23:12:05 2018 GMVI
subj ect: O=exanple.com CN=Alice
key:
al gor:
al gorithm id-ecPublicKey (1.2.840.10045.2.1)
paramet er: OBJECT: pri me256v1 (1.2.840.10045.3.1.7)
public_key: (0 unused bits)

0000 - 04 d8 7b 54 72 9f 2c 22-fe eb d9 dd ba Oe AT
000e - fa 40 64 22 97 a6 09 38-87 a4 da e7 99 0Ob .@"...8......
001c - 23 f8 7f a7 ed 99 db 8c-f5 a3 14 f2 ee 64 B d
002a - 10 6e f1 ed 61 db fc Oa-4b 91 c9 53 cb dO .n..a...K .S
0038 - 22 a7 51 b9 14 80 7b b7-94 ".Q .. {.
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i ssuer U D: <ABSENT>
subj ect U D. <ABSENT>
ext ensi ons:

April 2019

obj ect: X509v3 Subject Alternative Nanme (2.5.29.17)

critical: BOOL ABSENT
val ue:
0000 - 30 17 86 15 73 69 70 3a-61 6¢C 69 63 65
000d - 40 65 78 61 6d 70 6¢c 65-2e 63 6f 6d
sig_alg:
al gorithm ecdsa-w th-SHA256 (1.2.840.
par anet er: <ABSENT>
signature: (0 unused bits)
0000 - 30 45 02 20 78 79 be 1c-27 f8 46 27 6f
000f - e3 33 e5 3c 6f 17 a7 57-38 8a 02 cb 7b
00le - 81 cl 64 1la e7 a9 02 21-00 ff 99 cd 9c
002d - 6¢ 82 b0 2f ea 3b 13 50-17 9a 4b 77 52
003c - a3 Oa 3f 9a b2 96 50 b0-e2 81 89
crls:
<ABSENT>
si gner | nf os:
version: 1
d. i ssuer AndSeri al Number :
i ssuer: O=exanple.com CN=Alice
serial Nunber: 13292724773353297200
di gest Al gori t hm
al gorithm sha256 (2.16.840.1.101. 3. 4.
par amet er: <ABSENT>
signedAttrs:
obj ect: content Type (1.2.840.113549
set:
OBJECT: pkcs7-data (1.2.840.113549.

obj ect: signingTinme (1.2.840.113549
set:
UTCTI ME: Jan 24 23:52:56 2019 GVI

0...sip:alice
@xanpl e. com

10045. 4. 3. 2)
df 15 OE. xy..’.F o.
8a e4 .3.<0..W8...{..

94 07 U o D
el of l../.;.P..KwR 0

2.1)

1.9.3)
1.7.1)

1.9.5)

obj ect: messageDigest (1.2.840.113549.1.9.4)

set:

OCTET STRI NG
0000 - ef 77 8f c9 40 d5 e6 dc-25 76 f4 7a 59
000d - 9b 31 26 19 5a 9f 1la 22-7a da f3 5f a2

00la - 2c 05 0d 8d 19 b5a

si gnat ur eAl gorithm
al gorithm ecdsa-w th-SHA256 (1.2.840.

par amet er: <ABSENT>

Canpbel | & Housl ey St andards Track
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si gnat ure:
0000 - 30 45 02 20 58 79 cc 62-85 €0 86 06 19 d3 bf OE. Xy.b.......
000f - 53 d4 67 9f 03 73 d7 45-20 cf 56 10 c2 55 5b S.g..s.E.V..U
00le - 7b ec 61 d4 72 dc 02 21-00 83 aa 53 44 28 4d {.a.r..!...SD(M
002d - 4c ef de 31 07 9¢c f9 71-bd 69 5d 6e c8 71 e9 L..1 g.i]n.q.
003c - a4 60 ec 2e 12 65 2b 77-a4 62 4d ... e+w. bM

unsi gnedAttrs:

<ABSENT>

Figure 5: Signed Message
A.2. Short Signed Message

Figure 6 shows the message signed by Alice with no enbedded
certificate, as used in the exanmple in Section 10. 2.

CVB_Cont ent | nf o:
content Type: pkcs7-signedData (1.2.840.113549.1.7.2)
d. si gnedDat a:
version: 1
di gest Al gori t hns:
al gorithm sha256 (2.16.840.1.101.3.4.2.1)
par anmet er: <ABSENT>
encapCont ent | nf o:
eCont ent Type: pkcs7-data (1.2.840.113549.1.7.1)
eCont ent :
0000 - 43 6f 6e 74 65 6e 74 2d-54 79 70 65 3a 20 74  Content-Type: t
000f - 65 78 74 2f 70 6¢c 61 69-6e 0d Oa 0d Oa 57 61 ext/plain....W
00le - 74 73 6f 6e 2c 20 63 6f-6d 65 20 68 65 72 65 tson, come here
002d - 20 2d 20 49 20 77 61 6e-74 20 74 6f 20 73 65 - 1 want to se
003c - 65 20 79 6f 75 2e 0d Oa- e you. .
certificates:
<ABSENT>
crls:
<ABSENT>
si gner | nf os:
version: 1
d. i ssuer AndSeri al Nunber :
i ssuer: O=example.com CN=Alice
seri al Nunber: 13292724773353297200
di gest Al gorithm
al gorithm sha256 (2.16.840.1.101.3.4.2.1)
par anmet er: <ABSENT>
signedAttrs:
obj ect: content Type (1.2.840.113549.1.9.3)
set:
OBJECT: pkcs7-data (1.2.840.113549.1.7.1)
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0000 -
oood -
00la -

0000 -
000f -
001le -
002d -
003c -

S/IM ME for SIP Messaging

April 2019

obj ect: signingTime (1.2.840.113549. 1. 9. 5)

set:

UTCTI ME: Jan 24 23:52:56 2019 GVI

obj ect: nessageDi gest (1. 2.

set:

OCTET STRI NG

ef 77 8f c9 40 d5 e6 dc-25 76
9b 31 26 19 5a 9f la 22-7a da

2c 05 0d 8d 19

si gnat ur eAl gorithm

5a

al gorithm ecdsa-w t h- SHA256
par anmet er: <ABSENT>

si gnat ure:

30 44 02 20 1c
6b af 76 1d f1
9d 8a f4 a4 ae
cf 3c af 07 c8
96 2e Oa 7b 19

unsi gnedAttrs:
<ABSENT>

51
c4
fo
1c
b7

6e
eb
02
11
42

ed-9c 10
48-da ea
20-72 7f
64-f0 21
ad-cb 34

840. 113549.1.9. 4)

f4
f3

(1.

10
17
5e
e’

7a 59
5f a2

2. 840.

a2 87
89 bc
4b cc
70 €0

WL @.. %Y. zY
1& 0 Z 0"z,
4

10045. 4. 3. 2)

el 11 oOD. . n........
e2 8a k.v....H ......
e2 0b ....... r. K. ..
f6 a0 <o d.!.p..
. 4

Figure 6: Signed Message without Enbedded Certificate

A. 3. Signed and Encrypted Message

The foll owi ng sections show details for the nmessage signed by Bob and

encrypted to Alice,

and 10. 4.

A.3.1. Signed Message prior to Encryption

CMS_Cont

cont ent Type:

ent | nf o:

d. si gnedDat a:
version: 1
di gest Al gori t hns:
al gorithm sha256 (2.16.840.1.101.3.4.2.1)

par amet er: <ABSENT>

encapCont ent | nf o:

eCont ent Type:

eCont ent :
0000 - 43 6f 6e 74 65
000f - 65 78 74 2f 70
00le - 74 73 6f 6e 2c
002d - 20 2d 20 49 20
003c - 65 20 79 6f 75

Canpbel

& Housl ey

6e
6¢C
20
77
2e

as used in the exanples in Sections 10.3

pkcs7-signedData (1.2.840.113549.1.7.2)

pkcs7-data (1.2.840.113549.1.7.1)

74 2d-54 79 70 65 3a 20 74 Content - Type: t
69-6e 0d Oa 0d Oa 57 61 ext/plain....Wa
6f-6d 65 20 68 65 72 65 tson, cone here
6e-74 20 74 6f 20 73 65 - | want to se

61
63
61
0d

Oa-

St andards Track

e you...
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certificates:
d.certificate:
cert_info:
version: 2
seri al Nunber:
si gnat ure:

S/IM ME for SIP Messaging

April 2019

11914627415941064473

al gorithm ecdsa-with-SHA256 (1.2.840.10045.4.3.2)

par amet er:
i ssuer:
validity:

not Bef or e:

not After:
subj ect :
key:

al gor:

al gorithm
par aret er:

publ i c_key:
86 4f ff fc
7a 07 9c 71
bd 12 74 3c
9d 03 b7 30
ch 71 fa 48

0000 -
000e -
001lc -
002a -
0038 -

04
48
ae
ba
95

O=exanpl e. or g,

<ABSENT>
O=exanmpl e. or g,

CN=Bob

Dec 20 23:07:49 2017 GV
Dec 20 23:07:49 2018 GVI

CN=Bob

i d-ecPublicKey (1.2.840.10045.2.1)
OBJECT: pri me256v1 (1.2.840.10045.3.1.7)
(0 unused bits)
53 f1 a8-76 ca 69 bl 7e 27
52 ae 1b-13 7e 39 3b af 1la
7d 41 43-a2 fd 8a 37 0f 02
1f 1d a6-4e 30 55 94 bb 6f
b6 dO a3-83

.O.S i~
Hz..gR ..-~9;.
L E<PAC LT
....0...NOU. .0
... H .

i ssuer U D: <ABSENT>
subj ect U D. <ABSENT>

ext ensi ons:
obj ect :
critical
val ue:

30 15 86 13 73

78 61 6d 70 6¢C

sig_alg:

0000 -
000d -

al gorithm ecdsa-w t h- SHA256
<ABSENT>
(0 unused bits)

par amet er :
si gnat ure:
30 45 02
25 7f 64
d5 1b 10
b9 bd 2e
f7 4c 77

0000 -
000f -
001le -
002d -
003c -
crls:
<ABSENT>

si gner | nf os:

version: 1

21 00
cc fd
2f 73
04 cf
10 b1

X509v3 Subject Alternative Nanme (2.5.29.17)

TRUE

69 70 3a-62 6f 62 40 65
65 2e 6f-72 67

0...sip:bob@
xanpl e. org

(1.2.840.10045. 4. 3. 2)

b2 24 8c-92
10 6f ba-0b
39 6¢ 02-20
27 8f 0d-52
5a 4f 47-9d

40
96
15
2e
e4

28
cl
8e
6b
od

22 38 9e c¢9
19 07 30 34
bl 51 f0O 85 .
b6 fe 4f 36 ..... -

OE!..$..@"8..
%d...o...... 04

d. i ssuer AndSeri al Nunber :

i ssuer:
seri al Nunber:

Canpbel | & Housl ey

O=exanpl e. or g,

CN=Bob
11914627415941064473
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di gest Al gori t hm
al gorithm sha256 (2.16.840.1.101.3.4.2.1)
par amet er: <ABSENT>
signedAttrs:
obj ect: content Type (1.2.840.113549.1.9.3)
set:
OBJECT: pkcs7-data (1.2.840.113549.1.7.1)

obj ect: signingTinme (1.2.840.113549.1.9.5)
set:
UTCTI ME: Jan 24 23:52:56 2019 GVI

obj ect: messageDigest (1.2.840.113549.1.9.4)
set:
OCTET STRI NG
0000 - ef 77 8f ¢c9 40 d5 e6 dc-25 76 f4 7a 59 W@, W, zY
000d - 9b 31 26 19 5a 9f la 22-7a da f3 5f a2 L1& Z. 0"z .
00la - 2c 05 0d 8d 19 5a v Z
si gnat ur eAl gorithm
al gorithm ecdsa-w th-SHA256 (1.2.840.10045.4.3.2)
par amet er: <ABSENT>

si gnat ure:
0000 - 30 45 02 21 00 f7 88 ed-44 6a b7 Of ff 2c 1f OE.!'....D...,.
000f - fa 4c 03 74 fd 08 77 fd-61 ee 91 7c 31 45 b3 .L.t..wa..|1lE
00le - 89 a6 76 15 c7 46 fa 02-20 77 94 ad c5 7f 00 VA A
002d - 61 c7 84 b9 61 23 cc 6e-54 bb 82 82 65 b6 d4 a...a#.nT...e.
003c - cc 12 99 76 a6 bl fc 6d-bc 28 d6 Loaveo.m(.

unsi gnedAttrs:

<ABSENT>

Figure 7: Message Signed by Bob prior to Encryption
A.3.2. Encrypted Message

CVB_Cont ent | nf o:
cont ent Type: pkcs7-aut hEnvel opedData (1.2.840.113549.1.9.16. 1. 23)
d. aut hEnvel opedDat a:
version: O
originatorlnfo: <ABSENT>
reci pi ent | nf os:
d.ktri:
versi on: <ABSENT>
d. i ssuer AndSeri al Number :
i ssuer: O=exanple.com CN=Alice
seri al Nunber: 9508519069068149774
keyEncrypti onAl gorithm
al gorithm rsaEncryption (1.2.840.113549.1.1.1)
paramet er: NULL
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encrypt edKey:

0000 - 75 9a 61 b4 dd f1 f1 af-24 66 80 05 63 5e 47 u.a..... $f..c G
000f - 61 10 fa 27 23 cl1 b9 e4-54 84 b6 d3 3e 83 87 a.."#...T...>.

00le - de 96 7d c5 e0 ca fb 35-57 1la 56 al 97 5c b5 .} . BWWVLLL
002d - 50 e7 be 31 cl1l 31 da 80-fb 73 10 24 84 5b ab P..1.1...s.%.[.
003c - b8 d6 4c ac 26 04 04 24-d9 33 05 61 c8 43 99 ..L.&.%.3.a.C
004b - 94 15 dd 64 4b 3c ad 95-07 2f 71 45 13 93 c9 ...dK<. ../ gE. .

005a - 9f 28 2c 48 83 bd Oc cc-5d d5 4b 93 14 64 e0 (LHL L] KL
0069 - Oa 6e 55 e5 92 c5 la 68-de 10 62 51 6e c7 d3 .nU....h..bQn..
0078 - ca 8e 76 4b b8 ac 78 9a-88 37 77 65 ef 8d c3 VKL XL L Twe. .

0087 - 6C¢ Oa 6e d3 ec ae 52 85-ca c6 a2 9d 50 59 44 l.n...R .... PYD

0096 - 57 19 al bd cf 90 6e Of-f3 7e 2c 2e fO f4 ec W....n..~, ....
00a5 - 62 25 10 Oc c0 62 el c7-48 96 3b bc 88 b8 e3 b% ..b..H ;...

00b4 - df cf 71 40 73 72 9d d5-c7 58 3e 75 8a cf 3d L. g@®r...X>u. . =
00c3 - 18 6f 2f a4 17 be 22 c3-7c 9a 76 c6 b4 27 29 Lol Lo vl )
00d2 - aa d2 7f 73 ae 44 ac 98-47 4d 1le eb 48 94 8c ...s.D..GM . H..
00el - 12 a4 03 dO b3 ce 08 a2-18 d6 af 45 69 24 89 ........... Ei $.
00f0 - 7c c5 c9 66 4f 6d fe b3-f1 81 41 15 8d fc 3b |..fOm...A ..

00ff - 84 09 0Oa a6 03 80 aa 86-51 37 el 69 9¢ 5¢ 81 ........ Qr.i.\.

010e - 97 41 67 9d 7a 3c 90 ba-79 e6 d7 d5 c8 d8 9b LAQLzZ<L Y.L
011d - b5 4a 66 74 23 e4 3b 0Ob-7d 6f 78 cO b4 ab 67 JJIft#.; . ox. .. g
012c - bc 34 36 62 a6 35 fe 59-5f 11 49 c¢5 39 50 ca .46b.5.Y_.1.9P
013b - c2 e0 ba 31 8c 22 7e 6f-76 a8 d9 40 40 Of d3 .. 1 "~ov. . @@.
0l14a - d3 ea 1c 8e ce a0 03 dc-ce 2f 1f b0 Of 5c ea ......... /... \.
0159 - 33 5d el 30 3f cb f9 3d-8e 1c bf d6 82 f1 9b 3].0?2..=.......
0168 - eb 62 4b ac dl1 d7 b8 f5-80 f1 14 al 3b 89 08 CbKoLL T
0177 - 94 fb 40 44 a5 da a7 64-b7 f8 c5 ff 92 94 94 L@, . .d. ..
0186 - 52 b3 5a eb 96 39 b8 ad-63 c0 51 5¢c 95 cc cb6 RZ .9..c.Q...
0195 - f8 23 c2 20 10 67 ea 22-62 41 3f ef 39 7d 48 .#. .g."bA?.9}H

0lad - f7 b6 14 3f 84 2a e8 el-a4 8c ad 3a e0 la ba R
01b3 - a3 cf 9e e7 e3 66 20 e0-5c ca 06 11 bf ac 00 ..... A U
01c2 - ee f1 a4 98 f2 d2 59 b9-f0O f7 da 83 ef 6f 1b ...... Y. .. .. o]
01d1l - 06 1f 38 7c 2d c4 8c 8b-5d ba ca 86 23 08 f3 R <] [T R
01e0 - 2f 47 92 51 65 c9 e5 eb-b4 67 79 98 84 91 8d /G Qe....gy...
Olef - d6 97 b4 47 f4 c4 07 98-9b 88 9b Oc 2e 95 80 .G
O1ife af 78 . X

aut hEncr ypt edCont ent | nf o:
content Type: pkcs7-data (1.2.840.113549.1.7.1)
cont ent Encrypti onAl gorithm
al gorithm aes-128-gcm (2.16.840.1.101.3.4.1.6)
par amet er:
aes- nonce:
0000 - 4d 87 57 22 2e ac 52 94-11 7f Oc 12 MW..R....
aes-1CVien: 16
encrypt edCont ent :

0000 - fe 2f b3 de Ob fO 69 98-c3 9b f4 a9 52 fa bf R AR R .
000f - 8b Of ee 3d 7e 2e 85 18-1a ec f1l a8 9e la 2e e T
00le - de cd 94 04 88 56 12 df-c6 98 43 34 d8 60 2b ..... V....C4. .+
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002d
003c
004b
005a
0069
0078
0087
0096
00a5
00b4
00c3
00d2
00el
00f O
00f f
010e
011d
0l1l2c
013b
014a
0159
0168
0177
0186
0195
0la4d
01b3
01c2
01d1
01e0
Olef
O1lfe
020d
021c
022b
023a
0249
0258
0267
0276
0285
0294
02a3
02b2
02c1
02d0
02df
02ee

Canpbel

49
36
96

88
ae

43
10
64
69
Oa
e8
cb
10
al
f3

63
44
ca
6d
57
1d
87
98
8f

70

8f
b7
25

bb
de

d5
84
36
d6
cl
e7
ac
el
eb5
e3
89
ab

b2
le

e4d
67
39

ac
e3
foé
58
ae
b9
5a
95
90
ea

26
84
f1l
06
47
73
95
60
99
la
8c
of

ac

31
Te
Af

12
ed
of

64
6¢c
eb5

7f
d1
6f
75
a7

& Housl ey

50
ec
51

02
69
eb
10
73
96
d5
41
4e
37
ds
69
03
8f

cc
d7
bd
8e
37
08
e2
fc
95
6d
ed
3a
98

dil
b8
5e
c2
69
46
e0
b3
a3
fa
70
13
77
83
ec
c3

4e
26
85
el
7a
9e
32
c9
48
2d

6b
ad
ab
79
60
8f

f1
b6
23
ef
d7
3c

of

3a
4b
d5
9e
4e
59
84
el
8d

e2
15
6b
65
50
Af

b4
72
45
2e
5c
bf

SIM ME

45
7c
22
4a
31
70
1b
7b
72
42

86
50

64
cl
24
fo
cb
4b
c6
8b
c4
32
c2
49
cf

03
40
4bh
91
do
ca
20
41
29
af

Oe
c4
ff

a2
75
87
b4
64
05

74

7c-3b
01-39
eb- 2¢c
38-84
a7-c0
05-7e
53-87
ee- b7
d6- 9c
33-f9
8b- b5
a8- 8d
62- 65
a2-f9
7b-d3
23-01
6b- 23
5b- 65
34-57
51-b2
c6-54
3b-c6
le-93
03-8c
7c- b6
85-23
c6-58
d1-03
43-48
84-0c
48- a0
9d-c9
ac-13
a8- 28
90- 92
2b- 88
41- bc
ff-50
9a-72
6e- 8c
fa-e2
a4- 15
06- 8d
f 6- 5f
3b- 39
5f-c3
2c- 9f
16- 40

06
be
38
e4
cO
b0
81
3b
af

04
2a
Oe
c2
cb
3f

d3
18
3d
75
6a
f7
c4
77
le
80
60
b7
dc
da
70
ad
3f

cl
c5
09
6d
e2
cd
ds
1b
5f

96
22
11
1c
9e
21
5c

66
5c
18
de
29
fo
do
38
a9
la
a3
b7
34
10
bl
25
03
fa
23
9b
eb
dd
od
b3
75
72

26
d2
ca
5d
91
da
82
ec
54
4a
5e
a9
8a
ef

3c
b7
77
46
52
eb
9c
dc
8f

dd
8c
54
85
8d
cl
4bh
df

fo
29
38
87
48
76
9c
fe
e’
05
7e
4c
e8
bd
65
8a
c2

St andards Track
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b0
86
b0
df

44
d7
al
13
19
el
22
81
18
dd
68
al
d3
bf

c8
3a
e9
a7
Af

33
04
8b
eb5
fa
86
90
b2
c6
5f

78
8a
1c
8e
5b
Af

a9
4d
be
09
93
of

2f

c6
01

74
af

8c
ed
de
8b
Ob
fc
88
88

b2
69

cf
58
31

7a
d4
2e
fa
de
a8

49
c4
9c
d5
6¢C
fc
be
of

60
30

0d
75
08
2a
34
39
e8
da
27
b4
el
05

April 2019

W.PNE.|..f& .t
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02fd - 21 93 el 86
030c - 79 2f 3c fe
031b - 1c cc 9c cd
032a - 85 b7 a7 a2
0339 - 6e 9d 9a 40
0348 - d6 01 4b df
0357 - d8 cO ba d3
0366 - 10 28 84 5f
0375 - bf 31 af 5a
0384 - 88 64 8c 3e
0393 - dd cb e2 6d
03a2 - 33 76 ee 8¢
03b1 - 8f 4d f3 06
03c0 - 67 cd 76 6¢C
03cf - f1 f8 82 33
03de - 0d 21 e7 9f
03ed - 78 2d 6d 6d
03fc - d7 5¢c 89 cO
040b - 3b 38 99 ab
041a - 8d 19 6¢ 5c¢
0429 - c5 09 5b 48
0438 - c3 09 8e 86
0447 - 94 7b 5e ea
0456 - 1f f1 32 55
0465 - d2 94 21 21
0474 - 6b ca 98 81
0483 - 5d 67 92 c6
0492 - d6 98 d6 89
04al - 6d 14 89 00
04b0 - d4 f1 00 60
04bf - dd 05 7e d3
O4ce - f9 0Ob 75 1d
04dd - 3e a8 db
aut hAttrs:
<EMPTY>
mac:
0000 - f6 ff c6 el
0oof - 2d
unaut hAttrs:
<EMPTY>
Fi gure
Canpbel | & Housl ey

ae

SIM ME

43
bb
b8
ae
20
a6

89
8c
el
24
10
74
7b
16
98
87

do
69
7a
Oc
f7
23
6¢C
95
24
11
4c
fe
Oe
la

fl

58
de
8c
c7
46
of

19
54
2b
47
c6
95
7f

45
al
27
16
3b
a3
7b
5b
e’
a6
43
df

08
09
87
16
5e
bc

9c

for SIP Messaging

de- 38
72-11
ds8- 37
52- eb
2c-5d
75-fc
84-f2
3d-f4
70-8d
65- 15
el-d9
68-e8
37-11
Oc- bf
a7-f3
22-1b
76-f7
f 1- Of
ac-5b
2e-d8
03-b4
d4- 67
be- 16
21-7b
al-96
29- 64
41- 4d
13-a0
92-1d
36- bb
d6- 90
a0- 59

d2- 3d

8d
d2
37
17
66
06
24
f1
50
8f

92
57
75
62
ca
68
98
56
e2
03
Te
da
c8
9c
58
f1
70
ff

fo
ba
83
od

98

73
6f

73
d6
f8
31
1c
44
b6
b0
f8
1f

14
ca
f1l
b0
94
24
b6
b9
2b
99
c7
29
19
2e
33
12
b3
ca
fo
bl

5a

Message Encrypted

21
56
ea
el
35
c9
d3
le
45
e8
32
Oc
8f

d2
2f

80
3e
3f

94
87
of

cd
e9
50
5b
7c
21
72
8f

f2
d3
ad

92

by
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1b
ab
fc
1c
17
20
b5
de
d4
d3
30
9b
31
a7
34
ff

54
9e
00
ab
e4
7f

e0
38
e6
f8
ec
ac
29
dl
a2
al

19

a2
06
37
02
16
84
29
36
e’

aa
bd
83

bc
03
f1

a3
ee
cd
3a
de
6e

01
83
bc
ec
ba
a2
07

76

f1
el
fd
b8
dc
5e
dc

db
53
95
a4
27
71
fa
ad
3f

ef

cf

85
4b
9e
cc
85

02
ab
9a
46
d7
6e
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Aut hors’ Addresses

Ben Campbel |
Standard Vel ocity, LLC

Emai | : ben@ostrum com
Russ Housl ey
Vigil Security, LLC

Emai | : housl ey@i gi |l sec. com
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