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Loop Detection in Content Delivery Networks (CDNs)
Abstract

Thi s docunent defines the CDN- Loop request header field for HTTP
CDN- Loop addresses an operational need that occurs when an HTTP
request is intentionally forwarded between Content Delivery Networks
(CDNs), but is then accidentally or maliciously re-routed back into
the original CDN causing a non-termnating | oop. The new header
field can be used to identify the error and term nate the | oop
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1. I nt roducti on

In nodern depl oynments of HTTP servers, it is comon to interpose
Content Delivery Networks (CDNs) in front of origin servers to

i nprove | atency perceived by end users, reduce operational costs, and
i mprove scalability and reliability of services

O'ten, nore than one CDN is in use by a given origin. This happens
for a variety of reasons, such as cost savings, arranging for

fail over should one CDN have issues, or direct conparison of the
CDNs’ servi ces.

As aresult, it is possible for forwarding CDNs to be configured in a
"l oop" accidentally; because routing is achieved through a

conbi nation of DNS and forwarding rules, and site configurations are
soneti nmes conpl ex and nanaged by several parties.

When this happens, it is difficult to debug. Additionally, it
sometines isn't accidental; |oops between nmultiple CDNs can be used
as an attack vector (e.g., see [loop-attack]), especially if one CDN
unintentionally strips the | oop detection headers of another

Thi s specification defines the CDN-Loop HTTP request header field to
hel p detect such attacks and acci dents anmong forwardi ng CDNs t hat
have i mpl enented it; the header field may not be nodified by their
cust omer s.

1.1. Relationship to Via
HTTP defines the Via header field in Section 5.7.1 of [RFC7230] for
"tracki ng message forwards, avoiding request |oops, and identifying

the protocol capabilities of senders al ong the request/response
chain."
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In theory, Via could be used to identify these | oops. However, in
practice it is not used in this fashion, because sone HITP servers
use Via for other purposes -- in particular, some inplenmentations

di sabl e sone HTTP/ 1.1 features when the Via header is present.

1.2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s specification uses the Augnmented Backus- Naur Form ( ABNF)
notation of [ RFC5234] with a list extension, defined in Section 7 of
[ RFC7230], that allows for conpact definition of comma-separated
lists using a '# operator (simlar to howthe '*' operator indicates
repetition). Additionally, it uses a token (OA5), uri-host, and port
rules from[RFC7230] and the paraneter rule from|[RFC7231].

2. The CDN- Loop Request Header Field
The CDN-Loop request header field is intended to help a Content

Delivery Network identify when an incom ng request has already passed
through that CDN' s servers to detect |oops.

CDN- Loop = #cdn-info

cdn-info = cdn-id *( ON8 ";" OAS paraneter )
cdn-id = ( uri-host [ ":" port ] ) / pseudonym
pseudonym = t oken

The cdn-id identifies the CDN using either a hostnane under its
control or a pseudonym Hostnames are preferred, to help avoid
accidental collisions. |[If a pseudonymis used, unintentiona
collisions are nore likely, and therefore values should be carefully
chosen to prevent them for exanple, using a well-known val ue (such
as the recogni zed nanme of the CDN in question), or a generated val ue
wi th enough entropy to make collisions unlikely (such as a UU D

[ RFC4122]).

Optionally, cdn-info can have semi col on-separated key/val ue
paraneters to accommopdat e additional information for the CDN s use.

Conform ng Content Delivery Networks SHOULD add a cdn-info to this

header field in all requests they generate or forward (creating the
header field if necessary).
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As with all HTTP header fields defined using the "#" rule, the
CDN- Loop header field can be added to by comma-separating val ues, or
by creating a new header field with the desired val ue.

For exanpl e:

GET /image.jpg HITP/ 1.1

Host: cdn-custoner. exanpl e

User - Agent: Exanpl eBrowser/5

CDN- Loop: fo00123. foocdn. exanpl e, barcdn. exanpl e; trace="abcdef"
CDN- Loop: Anot her CDN; abc=123; def="456"

Note that the pseudonym syntax does not allow whitespace, DQUOTE, or
any of the characters "(),/:;<=>?@]{}". See Section 3.2.6 of

[ RFC7230]. Likewi se, note the rules for when paranmeter val ues need
to be quoted in Section 3.1.1 of [RFC7231].

The effectiveness of this nechanismrelies on all intermediaries
preserving the header field, since renoving (or allowing it to be
renoved, e.g., by custoner configuration) would prevent downstream
CDNs fromusing it to detect |ooping. |In general, unknown header
fields are not renoved by internediaries, but there may be a need to
add CDN-Loop to an inplenentation’s list of header fields that are
not to be renobved under any circunstances. The header field SHOULD
NOT be used for other purposes.

3. Security Considerations

The threat nodel that the CDN-Loop header field addresses is a
customer who is attacking a service provider by configuring a
forwardi ng | oop by accident or malice. For it to function, CDNs
cannot allow custonmers to nodify or renmove it in their configuration
(see Section 2).

Note that a CDN that allows custoners to renove or nodify the

CDN- Loop header field (i.e., they do not inplenent this
specification) remains an attack vector against both inplenenting and
non-i npl ementi ng CDNs.

A CDN s use of the CDN-Loop header field might expose its presence.
For exanple, if CON Ais configured to forward its requests to CDN B
for a given origin, CDN B's presence can be revealed if it behaves
differently based upon the presence of the CDN-Loop header field.

The CDN-Loop header field can be generated by any client, and
therefore its contents cannot be trusted. CDNs who nodify their
behavi or based upon its contents should assure that this does not
becone an attack vector (e.g., for Denial of Service).
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It is possible to sign the contents of the header field (either by
putting the signature directly into the field s content or using
anot her header field), but such use is not defined (or required) by
this specification.

Depending on how it is used, CDN Loop can expose information about
the internal configuration of the CDON;, for exanple, the nunber of
hops inside the CDN, and the hostnames of nodes.

4. | ANA Consi derati ons

Thi s docunment registers the "CDN- Loop" header field in the "Permanent
Message Header Field Names" registry.

0 Header Field Nanme: CDN-Loop
o Protocol: http
o Status: standard
0 Reference: RFC 8586
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